4.4 Security and Accountability
This section describes the security and accountability tools used by DAAC operators:

1. TCP Wrappers
2. Tripwire
3. Cryptographic Management Interface (CMI)
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441 TCP Wrappers

TCP Wrappers allow the operator to control access to various network services through the use
of access control lists. They also provide logging information of wrapped network services,
which can be used to prevent or monitor network attacks. It intercepts incoming network
connections and verifies if the connection is allowed before passing the connection onto the
actual network daemon. TCP Wrappers allows the operator to monitor and filter incoming
requests for the systat, finger, ftp, telnet, rlogin, rsh, exec, tftp, talk, and other network services.
Full descriptions of these Unix services can be obtained using the “man” command, e.g., man
systat. TCP Wrappers perform the following functions automatically:

Access control: access can be controlled per host, per service, or combinations thereof.

Host name spoofing: verifies the client host name that is returned by the address->name
DNS server, by asking for a second opinion from a local DNS server.

Host address spoofing: the wrapper programs can give additional protection against
hosts that claim to have an address that lies outside their own network.

Client username lookups: the protocol proposed in RFC 931 provides a means to
obtain the client user name from the client host. The requirement is that the client host
runs an RFC 931-compliant daemon. The information provided by such a daemon is not
used for authentication purposes but it can provide additional information about the
owner of a TCP connection.

Multiple ftp/gopher/www archives on one host: "daemon@host’ access control patterns
can be used to distinguish requests by the network address that they are aimed at.
Judicious use of the “twist' option (see the hosts_options.5 file supplied with TCP
Wrappers, “nroff -man' format) can guide the requests to the right server. These can be
servers that live in separate chroot areas, or servers modified to take additional context
from the command line, or a combination.

Sequence number guessing: client username lookup protocol can help to detect host
impersonation attacks. Before accepting a client request, the wrappers can query the
client's IDENT server and find out that the client never sent that request.

Additional information on TCP Wrappers can be obtained at the following URL:

http://www.alw.nih.gov/Security/prog-firewall.html

TCP Wrappers is used to perform the operator functions listed in Table 4.4.1-1.
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Table 4.4.1-1. Common EMD Operator Functions Performed with TCP Wrappers

Operating Command/Action Description When and Why to Use
Function

Monitor potentially | Check TCP Wrappers | Program continuously runs in | To check for evidence of
malicious attempts | log using a text editor. | the background appearing to | an attempt of breaking-in.
to access network malicious external client
services. service requests as a normal
inetd daemon process.

44.1.1 Quick Start Using TCP Wrappers

TCP Wrappers provides a library of tiny daemon wrapper programs. The daemons each
correspond to a service provided by the host operating system. The daemons are registered with
the service, which results in the operating system invoking the daemon each time that service is
invoked. The daemons perform their function(s) and terminate. A common function is to log the
name of the client host and requested service. They do not exchange information with client or
server applications, and impose no overhead on the actual conversation between the client and
server applications. Optional features include: access control to restrict what systems can
connect to what network daemons; client user name lookups with the RFC 931 protocol;
additional protection against hosts that pretend to have someone else’s host name; and additional
protection against hosts that pretend to have someone else’s host address.

44.1.1.1 Command Line Interface

The TCP Wrappers cannot be invoked or accessed from the command line. The TCP Wrapper
daemons are invoked by the operating system service to which they are registered. The daemons
terminate upon completing their function.

4.41.2 TCP Wrapper Main Screen
TCP Wrapper does not have a graphical user interface.

44.1.3 Required Operating Environment

For all COTS packages, appropriate information on operating environments, tunable parameters,
environment variables, and a list of vendor documentation can be found in a CM controlled
document for each product. To find the documentation for TCP Wrappers, refer to the Release
Notes for Secure Shell posted on the EMD Baseline Information System web page at your local
site. Also refer to the Linux hosts.allow man page.

4414 Databases

None.

4415 Special Constraints
None.
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4.4.1.6

Outputs

Table 4.4.1-2 describes TCP Wrappers output.

Table 4.4.1-2. TCP Wrapper Outputs

Output

Disposition

Description and Format

Event log

The disposition of the wrapper logs is
determined by the system configuration file
parameter for the system log file name. In
the ECS Release 4 Development
Environment ( host = mss1) the parameter
is local3.info and the log file is
/etc/syslog.conf.

The Wrapper daemons log the event/service
request that caused their invocation. The log
provides sufficient information to describe the
event/service request and response from the
system. Log records are output in ASCII text
format, each record containing the following
fields:

Date

Time

host

Service

Response to request

Event

Figure 4.4.1.1 shows an example of a log file created by TCP Wrappers. The log file can be
examined with available tools like the vi editor. The contents of the log file can be used to
generate reports on Service Request activity for the host.

4.4.1-3
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in.telnetd[584]: connect from tleZsun.HITC.COM
in.rshd[5283]: connect from neptune.HITC.COM
in.rshd[5318]: connect from neptune.HITC, COM
in.telnetd[6417]: connect from insl.HITC.COM
in.rlegind[6608]: connect from insl.HITC.COM
in.rlogind[6739]: connact from mssl.HITC.COM
in.rlogind[6758]: connect from neptune.HITC.COM

tleZsun
tleZsun
tleZsun
tleZsun
tleZsun
tlaeZsun
tlaeZsun

tleZsun
tleZsun
tleZsun
tleZsun

in.rshd[6761] :
in.rshd[6763] :
in.rshd[6765] :
in. rshd[6860] :

connect from
connect from
connect from
connect from

neptuna.HITC. COM
neptune . HITC. COM
neptune . HITC. COM
stargazer HITC.COM

in.rlogind[381]: connect from insl.HITC.COM
in.rlegind[674]: connect from insl.HITC.COM

vulcan in.rlegind[163]: connect from akashi . HITC.COM

vulcan in.rlogind[367]: connect from akashi . HITC.COM

vulcan in.rshd[371]: connect from huckfinn.HITC.COM

vulcan in.rlogind[372]: connect from dss1.HITC.COM

vulcan in.telnetd[379]: connect from dssl . HITC.COM

vulcan in.telnetd[395]: refused connect from spg-asl4s67.erols.com
vulcan in.rlogind[405]: connect from dss1.HITC.COM

wvulcan in.rlogind[705]: connect from boston . HITC.COM

vulcan in.telnetd[676]: refused connect from spg-as27s43.erols. com
vulcan in.rshd[1040]: connect from neptune . HITC.COM

vulcan in.rshd[595]: connect from transam.gsfc.nasa.gov

vulcan in.telnetd[858]: connect from hobbes HITC. COM

vulcan in.telnetd[958]: connect from hobbes HITC.COM

vulcan in.rlogind[1025]: connect from klingon.HITC.COM

vulcan in.rshd[1046]: connect from neptune.HITC.COM

vulcan in.rshd[1042]: connect from neptune.HITC.COM

vulcan in.rshd[1051]: connect from neptune.HITC.COM

wulcan in.rshd[1054]: connect from neptune.HITC.COM

tleZsun—e0
tleZsun—=0

Mow
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Fel
Fel
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Feb
Feb
Feb
Feb
Feb
Felb
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Feb
Feb
Feb
Feb
Feb
Feb

LL

Figure 4.4.1-1. Example of TCP Wrappers Log

The log file provides the following information for each entry: data and time; host sever name;
type of service requested and port that provides that service; answer given to the request
connection (connect/refused); client host name.

4.4.1.7 Event and Error Messages
None.

4.4.1.8 Reports

None.
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4.4.2 Tripwire

Tripwire is an intrusion detection tool that aids system administrators and users in monitoring a
designated set of files for any changes. File systems may be altered without authorization in a
number of ways, including an intruder, an authorized user violating a DAAC policy, or malicious
code-altering system executables as others are run. Using Tripwire, unauthorized changes are
tracked in a very short amount of time.

Tripwire automates the creation of input lists and output lists of files. Tripwire uses the file
tw.config to maintain the list of tested files. File attributes such as file size, ownership, inode
number, inode values and timestamps are compared between the input and output lists. For each
file, Tripwire computes a digital signature, which is a fixed-sized output generated by a signature
function whose input is an arbitrary file. If the contents of a file are changed in any way, the
signature also changes. One of the signature functions is to test for the integrity of a file system
by generating checksums of files and comparing them with a previously generated database of
checksums. Added or deleted files are flagged and reported, as are any files changed from their
previously recorded state in the database. When run against system files on a regular basis, any
file changes would be spotted when Tripwire is next run, giving system administrators
information to enact damage control measures immediately.

Tripwire uses message-digest algorithms (one-way hash functions) to detect changes in a hard-
to-spoof manner. This detects significant changes to critical files, including those caused by
insertion of backdoor traps or viruses. Tripwire also monitors changes to file permissions,
modification times, and other significant changes to inodes as selected by the system
administrator on a per file/directory basis. Tripwire performs the following functions
automatically:

e Database Generation -- Tripwire initializes the database based upon the entries
enumerated in the tw.config file.

e Database Update -- Provides incremental database update functionality on a per-
file/directory basis. This obviates having to regenerate the entire database every time a
file or set of files change.

e Integrity Checking -- Generates a report of added, deleted, or changed files, comparing
all the files described by the tw.config file against the files residing on the file system.

e Interactive Update -- Reports added, deleted, and changed files and prompts the user
whether those database entries should be updated. The Interactive Update provides a
method for system administrators to keep Tripwire databases ““in sync" with file systems
that change.

Tripwire is used to perform the operator functions listed in Table 4.4.2-1.
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Table 4.4.2-1. Common ECS Operator Functions Performed

configuration file. | configuration file should be monitored.

using the vi editor.

Operating Command Description When and Why to Use
Function
Change the Edit the specific Specify which file(s) When another file needs to be

monitored.

Checks the integrity of the file
system specified when the daemon
is started.

Compare file Done by Tripwire Compares files’ This activity is a continuous,
signatures with “cron” run current signatures periodic performed on a configured
database. periodically. against the database | interval by the “cron” run.
and emails the
operator a notification
for changed files.
Update the Done manually in Updates the As necessary to maintain a valid
signatures data response to signature data store data store of signatures.
store. “Interactive Update” | when the email
prompts. notification discloses
legitimate changes.
4421 Quick Start Using Tripwire

The following command is used to execute Tripwire from the command line prompt (as root):

[etc/tripwire/src/tripwire -v > {filename}
The following is the general syntax of executing Tripwire:

tripwire [ options ... ] >filename
Where options are:

-initialize Database Generation mode -init

-update entry update entry (a file, directory, or tw.config entry) in the database
-interactive Integrity Checking mode with interactive entry updating
-loosedir use looser checking rules for directories

-d dbasefile read in database from dbasefile (use "-d -' to read from stdin)
-c configfile read in config file from configfile (use "-c -' to read from stdin)
-cfd fd read in config file from specified fd

-dfd fd read in the database file from specified fd

-Dvar=value define a tw.config variable (ala @ @define)

-Uvar undefine a tw.config variable (ala @ @undef)

-i#or-iall ignore the specified signature (to reduce execution time)

-q quiet mode

-V verbose mode

-preprocess print out preprocessed configuration file

-E save as -preprocess

-help print out interpretation help message

-version print version and patch information

filename is a complete filename (including path) for the output report file.

4.4.2-2
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Tripwire is automatically invoked on all machines by a “cron” run, which periodically executes
Tripwire. The operator receives information from Tripwire by email for files whose current
signature does not match the datastore signature. The operator must verify the file changes and
update the datastore or report a security violation. Tripwire may be run manually to update the
datastore or create reports. The Operator can also generate Tripwire reports via the command
line.

The differences between the behaviors of Tripwire started from the “Cron” run and started by the
operator result from the use of appropriate parameters on the start command. These parameters
are listed and explained below.

4.4.2.2 Tripwire Main Screen

Tripwire does not have a GUI. An example of the Tripwire startup message is shown in Figure
4.4.2-1.
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mszirsnyderylB2: L Atripwire -1 1 -1 2
### Phaze 1¢ Reading configuration file
### Phaze 2:  Generating file list
### Phaze 3: Creating file information database
### Phaze 4: Searching for inconsistencies
#H#
#H# Total files scanned: 2867
#H Files added: 0
b Files deleted: 0
#i4 Files changeds: 2677
i
it After applying rules:
#4 Changes discarded: 2670
#4 Changes remainings 2
#H#
changed: -rw—————-— ranyder 499198 Apr 23 11:09:42 1993 AhomesrsnyderCOTSA =2
curitystripwire-1,2/zrc/databazestu, db_mzs?
changed: -ruwxr—xr-x ranyder 4720 Apr 23 11:11:09 1998 Ahomesrshyders, cshrc
### Phaze b Generating observeddexpected pairs for changed files
#H#H#
##4 Attr Dbzerved (what it isd Expected (what it should bel
i
dhome ranyder/COTS secur ity tripwire—1, 2/src/databases tw,db_mss2
st_=zize: 433198 433328
st_mtime: Thu Apr 23 11:09:4Z 1993 Thu Apr 23 11:09:36 1338
st_ctime: Thu Apr 23 11:09:4Z2 1993 Thu Apr 23 11:09:36 1938
ShomesSranyders, cshro
st_mtime: Thu Apr 23 11:11:09 1993 Tue Apr 21 10:08:33 19338
st_ctime: Thu Apr 23 11:11:03 1935 Tue Apr 21 10:08:33 1938
mzz2{rsnyder¥163: |

Figure 4.4.2-1. Xterm Window with Tripwire Showing Tripwire Startup Message
(example)

4.4.2.3 Required Operating Environment

Tripwire runs on all Linux hosts.

For all COTS packages, appropriate information on operating environments, tunable parameters,
environment variables, and a list of vendor documentation can be found in a CM controlled

document for each product. To find the documentation for Tripwire, refer to the Release Notes
posted on the EMD Baseline Information System web page at your local site.

4.4.2-4 609-EMD-220



4424 Databases

Tripwire uses an internal data store of captured information. The user can update this data store
through the command line interface. Reporting information based on the information Tripwire
has gathered and placed in this data store is sent by email to the operator.

4425 Special Constraints
None.
4.4.2.6 Outputs

Tripwire generates the outputs presented in Table 4.4.2-2 below in the filename specified on the
command line invocation. A sample of the generated report is shown in Section 4.4.2.8, Figure

4.4.2-2.

Table 4.4.2-2. Tripwire Outputs

Output

Description and Format

Tripwire compares the new datastore with
the existing Tripwire datastore stored on
the file system, reporting added or
deleted files, as well as those files that
have changed.

See 4.4.2.8, the Report section, for a sample of Tripwire
output.

Email to the operator.

Email messages list the files examined by Tripwire whose
current signature does not match the file’s entry in the
signature file.

Updates to the Tripwire datastore.

The operator must review the email mentioned above and
determine whether it represents a data corruption problem or
the Tripwire signature datastore is out-of-date. If the
determination is the data store is out of date, the operator
must use Tripwire with the interactive update option and
update the signature file.

Security problem notification.

If the operator determines the Tripwire email indicates a
security violation the operator must log the problem.

4.4.2.7 Event and Error Messages
None.
4.4.2.8 Reports

Tripwire must be started from the command line interface to request the Tripwire report. A
sample of Tripwire output is shown below in Figure 4.4.2-2.
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2:30am (mentor) 985 % Tripwire
### Phase 1: Reading configuration file
### Phase 2: Generating file list
### Phase 3: Creating file information database
### Phase 4: Searching for inconsistencies

Hith

HH Total files scanned: 82
fizzed Files added: 0
P Files deleted: 0
it Files changed: 80
H

Fizzed After applying rules:

it Changes discarded: 79

it Changes remaining: 1

H

changed: -rw------- genek 4433 Oct 13 02:30:34 1992 /tmp/genek/Tripwire-0.92/config.h
### Phase 5: Generating observed/expected pairs for changed files

H#Hith

#iHE Attr Observed (what it is) Expected (what it should be)

HHH

/tmp/genek/Tripwire-0.92/config.h

st size: 4441 4433

md5 (sigl): 0agL1006C3Fj1YBXz3.CPdcb  0cPX1H.DYS.slvZdKD.ELMDR
snefru (sig2): OPcgcK/MZVEm.8plWe.Gbnn/  /8VoJv1JcoUAONvVOGN.k3P6E

crc32 (sig3): .EHABX /OUGNV

crcl6 (sigd): ...9/q ...6yu

md4 (sig5): /hQ0sU.UEbJo.UR4VZ/mMNG/h  .UR4VZ/mNG/h/VSG/W/Z643k

md2 (sig6): .hLwjb.VRA0O.Z72y90xTYgA  1LR0Gg1ll.vqB0.1g330Pi8/p

Figure 4.4.2-2. Tripwire Report (sample)

4.4.2-6

609-EMD-220




4.4.3 Cryptographic Management Interface (CMI)

The Cryptographic Management Interface (CMI) GUI program, EcSeAuthnProg, is used by
operations personnel to generate a randomized username and password (though only the
password is currently used) given a key. There is one key for each EMD server and is the same
as the Program ID stored in a server’s configuration file. This tool is most often used to generate
passwords for Sybase and FTP user accounts. It is therefore recommended that access to this
tool be restricted to Sybase and Unix System Administrators only.

CMI is used to perform the operator functions listed in Table 4.4.3-1.

Table 4.4.3-1. Common ECS Operator Functions Performed with CMI

Operating Command / Description When and Why to Use
Function GUI

Start CMI program. | EcSeAuthnProg This brings up the In order to obtain the user

ConnectAuth GUI. password for a given
application key.
Generate CMI Main Screen | This causes the program to This is only needed when an
password. (ConnectAuth generate a randomized EMD server requires a new
GUI) username and password. user account.
4.4.3.1 Quick Start Using CMI

The CMI Main Screen is a custom developed GUI utility and should be used only by operations
personnel.

To execute CMI from the command line prompt, enter:
> EcSeAuthnProg

4.4.3.2 CMI Main Screen

Figure 4.4.3-1 is the CMI GUI Screen, which comes up when the CMI program is run. It
contains three fields:

e Application Key field
e User Id field
e Password field

Operations personnel fill out the first field by entering the application key. In response, CMI
returns a user name and password, which are displayed in the associated fields.
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Enter Application Key :

User Id Password

Figure 4.4.3-1. CMI Main Screen

Table 4.4.3-2 describes all the fields found in the CMI Screen in Figure 4.4.3-1.

Table 4.4.3-2. CMI Field Descriptions

Field Name Data Type Size Entry Description

Application Key [Integer 1to 10 Required Key identifying an application.

digits

User Id Character |8 Generated by Displays the randomized user id
EcSeAuthnProg based on the key (this field is not
program used).

Password Character |8 Generated by Displays the password to be used
EcSeAuthnProg when creating the account.
program

4.4.3.3 Required Operating Environment

The EcSeAuthnProg depends on a data file, which must be called “data” and must exist in the
directory from which the tool is invoked. The data file is the same file as the
EcSeRandomDataFile located in $ECS_HOME/<mode>/CUSTOM/security, only with a
different name. CMI requires no other configuration files. It can run on a Linux 2.x platform.

4.4.3.3.1 Interfaces and Data Types
CMI utilizes no special data types or interfaces.
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4434 Databases
None.

4.4.3.5 Special Constraints

A data file called “data” must exist in the execution directory. The data file must be the same
file as the EcSeRandomDataFile.

4.4.3.6 Outputs
All information is displayed on the CMI screen.

4.4.3.7 Event and Error Messages
The CMI program issues error messages.

4.4.3.8 Reports
None.
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4.5 Science Software Integration and Test (SSI&T)

This section describes the tools used by DAAC operations personnel who are Science Software
Integration and Test (SSI&T) specialists. The function of SSI&T is to prepare the science
software received from the Instrument Teams for DAAC production. All the COTS
tools/products are documented in separate product specific documentation. These tools are only
identified in this section. Operators must verify that COTS documentation matches the product
version in use. Finally, there are custom applications that are unique to the SSI&T activity.
These tools are described in the following subsections.
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4.5.1 Science Software Integration and Test (SSI&T)

The SSI&T contains comparison tools, and COTS tools for comparing and analyzing
environment programs. All programs can be invoked from the UNIX command line.

The HDF file comparison tool is contained in the SSI&T subset of tools.

45.1.1 Linux Platform
Table 4.5.1-1 lists the SSI&T command line interfaces for the Linux workstation.

Table 4.5.1-1. SSI&T Command Line Interfaces

Command Line Interface Description and Format When and Why Used

EcCIHdiff HDF file comparison (command Compare 2 HDF files.
line)

45.1.1.1 HDF File Comparison - hdiff

The HDF File Comparison hdiff tool (for HDF4 based files) is started from the command line
$ECS_HOME/CUSTOM/utilities/EcCIHdiff. The command line will prompt the user for
input. There is no graphics screen for this function. It is run through the command line
interface. The operator is also provided with a list of options for different kind of comparisons
the tool can perform on HDF4 files (Figure 4.5.1-1). After the operator enters two HDF
filenames (HDF4 based), the differences between the files are displayed.

[

Options for HDiff:
Conpare global attributes only
Conpare 5D local attributes only
Conpare SD data only
Conpare ¥data data only
.- 11 Compare SD data on variable{s) <varil>,... only
-u varil,...1] Compare vdata on variable{s) <vari>,... only
-e count] Print difference up to count number for each variable
[-t Timit] Print difference when it is greater than Tlimit

Options for comparison? {enter for null}

Figure 4.5.1-1. HDF (hdiff) Options
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The following is an example of the HDiff tool (Figure 4.5.1-2). After asking for options, there
will be a prompt asking for the mode of operations. Next, the tool prompts the user for the
locations of the HDF files to be compared. Full paths are required. Finally, the user will be
prompted for where to store the resulting output as a text file (full path required).

Afterward, the user can press ENTER to compare two other files or <g> to quit.

Options Tor HDifTf:
[-o] Compare global attributes only
[-s1 Compare 5D local attributes only
[-d] Compare SD data only
[-D1 Compare ¥data data only
[-v warll.... Compare SD data on wariable(s) <varl>.... only
[-u wvarlLl.... Compare vdata on variable(s) <varl>.... only
[-e count] Print difference up to count number for each variable
[-t limit] Print difference when it is greater than limit

Options for comparison? (enter for null)

ECS Mode of operations?

DEVO05

Name of 1st file to compare?

/home/labuser /H0D14 . hdf

Name of 2nd file to compare?

/home /1labuser /M0D15 . hdf

Name of the file to store hdiff output? (must be full path)
home /1abuser]]

Figure 4.5.1-2. HDiff example output
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4.6 ECS Data Pool Ingest

ECS Data Pool Ingest provides the software capability to acquire data by various protocols and
transfer the data into the ECS system. The ECS Data Pool Ingest subsystem also stores and
manages request information, performs data preprocessing, inserts data into the Online Archive,
and copies data into the tape archive. The ECS Data Pool Ingest subsystem provides a GUI
which allows the operator to view past ingest activities, monitor and control ingest requests and
services, view operator alerts, disposition operator interventions, and modify system and external
data provider parameters.
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4.6.1 Data Pool Ingest GUI

The Data Pool (DPL) Ingest GUI is a web-based interface that allows operators to access and
manipulate the DPL Ingest system. Using this GUI, an operator can monitor and fix Ingest
requests, view system alerts, and see at a glance the status of the DPL Ingest system in part and
in whole. The DPL Ingest GUI also allows in-depth configuration of the entire DPL Ingest
system without the operator having to manually configure the DPL Ingest database. It provides a
fast and secure way to easily manage the entire DPL Ingest system, complete with full operator
permission configuration and management so that only authorized persons may perform actions
or change configuration settings.

Since the DPL Ingest GUI is a web-based interface, it can be accessed from virtually anywhere
there is access to the internal network. No custom software installation is required — all that is
needed is a web browser (see Section 4.6.1.28 Browser Requirements). Because this is a
web-based application, the DPL Ingest GUI can be run by any number of operators from any
number of locations, even remote locations, provided that a remote connection is properly
configured.

This document shows and explains in detail all of the available features and functionality of the
DPL Ingest GUI, from the first login to complex operator actions and configuration, as well as
tips for getting extra help.

46.1.1 Login Page

This page first appears when the application is loaded. The operator will be required to enter a
pre-assigned user name and password, as shown in Figure 4.6.1-1. Once the operator is logged
in, the home page will be displayed and the application will be enabled.

If the authorization scheme has been disabled, the home page (shown in Figure 4.6.1-2) would be
displayed immediately instead of the login page, and the operator will not be required to log in.
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File Edi Wiew History Bookmarks Tools  Help
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DATA POOL INGEST web Gus

Thu Feb 12007 13:01:09

L7 Login:

User: |

Password: |

g #

Login Clear

¢ I [2]

Done

Figure 4.6.1-1. Login Page

Using the GUI in Protected Mode

If your DAAC requires a password-protected login with different permission levels, the
following applies:

e Sort settings are remembered for each session — that is, every time an operator logs in.
They are reset when the operator logs off or a new session is started.

o Filter settings are always remembered for each operator, since these are stored in the
database.

Using the GUI in Open Mode

If your DAAC does not require a password-protected login, then each operator essentially uses a
single “virtual operator” which has all permissions and stores a single set of filter settings that
are shared across all sessions. This means that an operator at one terminal can affect the filter
settings of an operator at another terminal.

Sort settings are not stored in the database and are therefore remembered for each session. Please
note however, that sort settings may be lost if the browser is closed of a new session is otherwise
started.
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Session Timeout

Depending on the installation of Tomcat at your particular site, the session timeout can vary and
is not configurable through the GUI.

Miscellaneous Features

The Reset Button: Throughout the GUI, you will see “Reset” buttons on some pages.
These simply reset the form values so you can start over again — pressing/clicking Reset
does not submit any changes to the database.

Whitespace in forms: In general, whitespace is stripped from most text input fields
unless it is meant to contain whitespace, like comment fields. For example, on the
Provider Configuration page to add a new Data Provider, all of the input fields are
stripped of any accidentally input whitespace when submitted.

4.6.1.2 Home Page

The Home Page provides a general overview of the Data Pool Ingest system status, as shown in
Figure 4.6.1-2. This page includes the following:

General system statistics

The Data Pool Ingest statuses, which may be suspended if active, and resumed if
suspended. These include:

o0 General Ingest Status
o Email Service Status

The status of the Ingest services, which cannot be changed by the operator, including
(see also Figure 4.6.1-2):

0 The Notification Service
0 The Polling Service
0 The Processing Service
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Service Status
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Figure 4.6.1-2. Home Page

4.6.1.2.1 General System Statistics

This section provides general information about current requests and granules in the system, as
well as the various services and file systems used in processing. Summary information is not
included about providers and transfer hosts, though this data can be found on the Provider Status
page (Section 4.6.1.10) and the Transfer Host Status page (Section 4.6.1.13).

Detail descriptions of the data found in this section is available in Table 4.6.1-1.

4.6.1-4 609-EMD-220



Table 4.6.1-1. Home Page Field Descriptions

Field Name

Description

Total Volume of Data Queued

Sum of the size of all files of all granules that have not yet been
activated

Total Volume of Data In-Processing

Sum of the size of all files of all granules that are currently
active, and not suspended or in a terminal state

Total Ingest Requests Queued

Total number of requests that have not yet been activated

Total Ingest Requests In-Processing

Total number of requests that are currently active, and not
suspended or in a terminal state

Total Granules Queued

Sum of all granules in active or queued requests that have not
yet been activated

Total Granules In-Processing

Sum of all granules in active or queued requests that are
currently active, and not suspended or in a terminal state

Num Suspended Archive File
Systems

Total archive file systems that have been suspended, either
automatically by the server or manually by operator

Num Suspended Data Pool File
Systems

Total data pool file systems that have been suspended, either
automatically by the server or manually by operator

Num Suspended ECS Services

Total ECS service hosts that have been suspended, either

automatically by the server or manually by operator

4.6.1.2.2 DPL Ingest Status

This section consists of two buttons that enable the user to halt various actions throughout the
data pool ingest system.

General Ingest Status — By pressing this button, the operator is able to stop polling from all
polling locations and prevent any new granules from being activated. Any granules that are
already active will complete ingest. These actions can easily be resumed by pressing the

“Resume” button.
General Ingest Status: -‘ suspended EESUWE

Email Service Status — By pressing this button, the operator will stop any further email
notifications from being sent concerning completed, cancelled, failed, or terminated requests
from any provider. Once the button is pressed again, email notifications will resume and emails
will be sent for all requests from providers configured for email notifications that completed
while email service was suspended.

. . .
Email Service Status: active SulMpend

46.1.2.3 Service Status

This page indicates the status of the three primary services that make up the Data Pool Ingest
system.

The Ingest services cannot be started and stopped via the GUI. Instead, they are managed using
start and stop scripts found in the utilities directory of the given mode. For the status of these
services to be accurate, the IngestServiceMonitor script must also be running for each mode.
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This script is installed in the utilities directory of each mode and can be started with the
command: EcDlIngestServiceMonitorStart [MODE].

The services are as follows:
e Notification Service Status - Indicates whether the notification service is up or down. If

up, no notifications will be sent, but a queue of notifications will be collected and
distributed once the service is restarted.

e Polling Service Status - Indicates whether the polling service is up or down. If this
service is down, PDRs will not arrive from any configured polling location, but any
PDRs that remain in the directories will be added once the service is restarted.

e Processing Service Status - Indicates whether the processing service is up or down. If this
service is down, no actions on any requests or granules will start, continue, or complete

and Granules will “hang” in their current state.
4.6.1.3 The Navigation Panel

Navigation throughout the DPL Ingest GUI is accomplished through an Explorer-like menu in
the left pane of the application, as shown in Figure 4.6.1-2 and Figure 4.6.1-3. These menus
expand and contract to hide or view menu items under each category.

The navigation panel is static; it will not reload every time a new menu item is selected.

é Home

“¥| Monitoring

Request Status

Historical Requests

Provider Status

File System Status

Transfer Host Status

ECS Service Status
L PDR List

%= Interventions & Alerts
3| Configuration

% Reports

% Help

Figure 4.6.1-3. Navigation Panel

A Note on the Back and Forward Buttons

In order to properly navigate through the application, the operator should not use the browser’s
built-in back and forward buttons, as this may cause an error to occur in the application. All
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navigation should be accomplished through use of the navigation panel and list navigators (e.g.,
custom back and forward buttons for lists of requests and granules). See Figure 4.6.1-4.

Figure 4.6.1-4. Built-in Back/Forward Browser Buttons

Error Pages

When errors occur (e.g., an invalid action was sent), the GUI will display such errors on the page
for which it was generated and in most cases the items causing the error will be highlighted in
red. An example is trying to resume an already active Provider, as shown in Figure 4.6.1-5.
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Figure 4.6.1-5. Error Indicators

In other cases, the GUI may have trouble processing an operator’s action for an unknown reason.
Although this is rare, an error screen will be displayed allowing you to reset your session so that
the GUI can properly process further actions. See Figure 4.6.1-6 for an example. This error
screen also displays the specific problem so that a detailed error message can be sent to a
qualified person for analysis if the error occurs frequently.
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Figure 4.6.1-6. Error Processing Request

4.6.1.3.1 Current Operator Settings

The navigation panel also contains a section below the menus that allows the current logged-in
operator to perform the following actions (see Figure 4.6.1-7):

e Logout
e Change your password
e Show all of your permissions
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5 Reports
5 Help

“fou are logged in as
IngAdmin

5 Operator Actions:
[log aut]
[ change password |
[ showee my permissions |

Figure 4.6.1-7. Operator Information Panel

Depending on the settings of the currently logged in operator, various functions of the DPL
Ingest GUI will be disabled. An example of how disabled functions will appear is shown in
Figure 4.6.1-8.

faftI01 Y mot enahle

active

Mote: Ingest Contral privileges have been disabled on thiz page for this operataor.

Figure 4.6.1-8. Disabled Permissions

Operator Actions Explained
Log Out

This allows you to log out of the current session (without closing the browser). The login page
will be displayed upon successful logout (see Figure 4.6.1-9).

vou are logged in az IngAdmin
- 8 Operator Actions:

[lag ont]
[ chanﬁs password |

[ =hosy my permissions |

Figure 4.6.1-9. Log Out Button
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Change Password

Click on *“change password” to change the current operator’s password — a box will appear

below the link, as shown in Figure 4.6.1-10. Type the new password into the two boxes and click
“Ok.”

“fou are logged in as VIOTA
e 1) Operataor Actions:

[lag out]

[ champse password |

[ =h Y PErmissions |

change password

[ e

password:

Canfirmm:

Figure 4.6.1-10. Operator Password Settings

Show My Permissions

Click on “show my permissions” to view or hide the current permissions — a box will appear
below the link, as shown in Figure 4.6.1-11.

“fou are logged in as VIOTA
Fe g Operator Actions:
[log out]
[ change passwward |
[ sk iy Rﬂ‘:zissinns]
permissicimsummany
wign Oy o
ingest admin:  yes
ingest contral:  yes
security admin:  no
tuning contral;  yes

Figure 4.6.1-11. Operator Permission Settings

46.1.4 Pagination Arrows

On the Request Status page and details page, Historical Requests page and details page, and the
Open Interventions page and details page, there are a set of pagination arrows used for
maneuvering through the lists of requests and granules that are displayed. The maximum number
of rows displayed at a time is configurable by the operator.

The items on the list that will be displayed on each page will be determined by the current
sorting setting (see Section 4.6.1.6.3).
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The pagination arrows are shown in the upper left-hand corner of any list of requests or granules,
as shown in Figure 4.6.1-12.

Historical Ingest Requests

———

(? Pagination

Show # Hide Filters Arrows

[HELF ]

Showing 1- 20 of 337689 [[M€] A [ » PPl [(orintisave view)

[4] Fequestld [A] Status  Priority [£] Provider Mame Size Nl:u._ﬁGt:arTules i ge=

successful) hlethod

45613 successful NORMAL MODAPS TEREA FPROC 0957 3(3) OPL
46612 successful NORMAL MODAPS TERREA FPROC 3178 20 DPL
ARRNQ Surraccfil MOBMAL  MONADS TERDA FRPRAC 7870 1614 nel

Figure 4.6.1-12. Pagination Arrows on the Historic Requests page

The meanings of these icons are as follows:

o [M9) - Go to the first page of the list, as determined by the current sorting setting. If
you are already on the first page, the button will be disabled.

o [7]-Gotothe previous page in the list, as determined by the current sorting setting.
If you are already on the first page, the button will be disabled.

e [7]-Go to the next page in the list, as determined by the current sorting setting. If
you are already on the last group in the listing, the button will be disabled.

o [PF1. Go to the last page in the list. If you are already on the last page, the button will
be disabled.

46.1.5 Automatic Screen Refresh

The monitoring pages of the DPL Ingest GUI have an automatic screen refresh feature that
allows the operator to control how often the page is automatically reloaded with new

information. This is controlled by a small panel at the bottom of each screen, as shown in
Figure 4.6.1-13.
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Auto Refresh
Refresh screen every 30 seconds.
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Figure 4.6.1-13. Auto Refresh Control Panel

The operator may change the refresh rate for any page or completely turn it off. Note that each
page has an independent refresh rate and that these settings are remembered for the current
session only — they are lost if the operator logs out or the application is restarted.

To change the refresh settings, click on the desired rate (or off). The page will reload and the
new settings will take effect.

A dynamic clock will appear in the upper right-hand corner, informing the operator how long it
will be until the next refresh, as shown in Figure 4.6.1-14.
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Figure 4.6.1-14. Dynamic Auto-Refresh Clock
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The refresh counter will be paused whenever the mouse is in motion. This is to prevent a refresh
from occurring when the operator is in the middle of an action, as shown in Figure 4.6.1-15.

page refrash |HIIISE1| .

Figure 4.6.1-15. Paused Auto-Refresh Clock

Note: Some pages have different available refresh rates. This is designed to reduce the load on
the database for certain actions that could affect performance.

4.6.1.6 Ingest Requests Page

This page displays the current active ingest requests, as shown in Figure 4.6.1-16. The operator
may select any eligible request and perform one of several actions:

e Cancel the request(s) — This is an irreversible action, there is no way to ‘un-cancel’ a
request.

e Suspend the request(s) — This action may be performed only if the selected requests
are not already suspended or cancelled and is used to stop new granules from being
activated. Active granules in suspended requests will continue through processing.

¢ Resume the request(s) — This action may be performed only if the selected requests
are suspended.

e Change the DPL Ingest Priority of the request(s) — Requests in terminal states cannot
have their priority changed. A default priority will be assigned to requests based
upon the configuration of the request’s provider.

See Section 4.6.1.6.1 below for detailed explanations of each Request action. Table 4.6.1-2
contains descriptions of the Request Status page columns.
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Figure 4.6.1-16. Request Status Page

Table 4.6.1-2. Request Status Page Column Descriptions

Field Name Description
Request ID Unique ID for an ingest request
Status Status of the request (see Table for list of possible statuses)
Priority The precedence which a request will have for activation and various

processing actions.

Provider Name

Name of the provider from which the request was obtained

Size [MB] Sum of the size of all granules in the request
Granules Total granules included in the request

Granules Completed Total granules that have reached a successful state
Processing

When Queued

Time the request was encountered by the polling service

Last Update

Time of the last change made by the ingest services to the status of the
request or its granules
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Table 4.6.1-3 below describes the allowable actions that can be taken for Requests in their
various states. A checkmark (v') indicates that the action is allowed.

Table 4.6.1-3. Ingest Request Allowed Actions

Request Status

Request Actions

Suspend | Change | Resume

Priority

New

Validated

Active

Partially_Suspended

Suspending / Suspended

Resuming

Cancel

No
Actions
Allowed

Failed

Partial_Failure

Canceling

Partially_Cancelled

Successful

ANV N N

4.6.1.6.1 Request Actions

Changing Request Statuses

To change the status of request(s) (cancel, suspend, or resume), select the desired request(s) by
checking the boxes on the left side of the request list. You can also select or deselect all the
requests by checking the box at the very top of the list. See Figure 4.6.1-17.

Showing 1-3 0f3

(LK) N D)

i FequestID Status

“alidated

Priority

I, 14673 HIGH Mt

[ 14672 Active HIGH Mt

[ 14671 Partially_Suspended HIGH Mt

rAferErm

Cancel Requests |E Suspend Requests ‘r

Figure 4.6.1-17. Canceling a Request
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Some Requests may not have checkboxes because they are in a terminal state. Actions may not
be processed for these requests. See Figure 4.6.1-18.

[ HELF ]
Showing 1-20 Of 116 [[4<4) 7 | F [0

O [¥] RequestlD [A] Status  Priority [%] Provider Mame Size [MB]
[ 46302 Active #PRESS  MODAPS_COMEINE_FPROC 0.100
46301 Successful ®PRESS  MODAPS COMBINE FPROC 0.100
[ 46300 Active APREZS MODAFS COMBINE FPROC 0.100
46233 Successful XPRESZ MODARPS COMBINE FPROC 0.100
[ 46295 Active APREZS  MODARPS COMBINE _FPROC 0.100

Figure 4.6.1-18. Requests with No Checkboxes

Then click on the button of the desired status change action at the bottom of the list. A box will
appear below to enter a reason for the status change. See Figure 4.6.1-19.

14671 Fartially_Suspended HIGH
LxferEm

m ‘CancelPequests E Suspend Requests Fesume Re
Please Entér A Reason For The Change: [ Cancel |

[ Continue to Cancel FEeguests ]

Figure 4.6.1-19. Explanation field for Canceling Request

Once you have entered the reason, click on the button next to the text box to continue the action.
You will be prompted for confirmation before the action is carried out.

Click on the [cancel] link to close the box if you do not wish to process the action.
Changing Request Priorities

To change the priority of ingest request(s), select the desired request(s) and click on the Change
Priority button at the bottom of the list. A dropdown lists appears to select the new priority. See
Figure 4.6.1-20.
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O] [v] FeguestlD [~] Status Priority [%] Provider Mame

] 14673 Walidated HIGH MODAPS_TERRA FPROC

14672 Active HIGH MODAPS TERRA FPROC

W Cancel Requests E suspend Requests Fesume Requests | /1 Chagge Priority
Wy

Flease Enter A Reason For The Change: [ Cancel |

XPRESS(26R) (v [ ok |

Figure 4.6.1-20. Changing Request Priorities

Enter a reason for the change in priority. Then select the desired priority from the drop down list
and then click the OK button to continue the action. You will be prompted for confirmation
before the action is carried out.

Click on the [cancel] link to close the box if you do not wish to process the action.

46.1.6.2 Filters

The request list on the Ingest Requests page can be filtered using the filter panel that appears on
the same page. This is opened (or closed) by clicking on the green filter button at the top of the
page, as shown in Figure 4.6.1-21. Filter settings are associated with an operator profile and are
always remembered, even when logging out of the session.

Filter settings are shared among all operators if authentication is not enabled. See
Section 4.6.1.25 for more details on how this works.
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Figure 4.6.1-21. Ingest Request List Filter Panel

This panel shows the current filter settings and allows the operator to change them. There are
two tabs on this panel, one that provides filter options based upon the attributes of the various
requests (Criteria Based Filtering), as shown in Figure 4.6.1-21, and the other that will cause
only a single request ID to be displayed (Filter By Request ID), as shown i