4.4 Security and Accountability
This section describes the security and accountability tools used by DAAC operators:

1. TCP Wrappers
2. Tripwire
3. Cryptographic Management Interface (CMI)
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441 TCP Wrappers

TCP Wrappers allow the operator to control access to various network services through the use
of access control lists. They also provide logging information of wrapped network services,
which can be used to prevent or monitor network attacks. It intercepts incoming network
connections and verifies if the connection is allowed before passing the connection onto the
actual network daemon. TCP Wrappers allows the operator to monitor and filter incoming
requests for the systat, finger, ftp, telnet, rlogin, rsh, exec, tftp, talk, and other network services.
Full descriptions of these Unix services can be obtained using the “man” command, e.g., man
systat. TCP Wrappers perform the following functions automatically:

Access control: access can be controlled per host, per service, or combinations thereof.

Host name spoofing: verifies the client host name that is returned by the address->name
DNS server, by asking for a second opinion from a local DNS server.

Host address spoofing: the wrapper programs can give additional protection against
hosts that claim to have an address that lies outside their own network.

Client username lookups: the protocol proposed in RFC 931 provides a means to
obtain the client user name from the client host. The requirement is that the client host
runs an RFC 931-compliant daemon. The information provided by such a daemon is not
used for authentication purposes but it can provide additional information about the
owner of a TCP connection.

Multiple ftp/gopher/www archives on one host: "daemon@host’ access control patterns
can be used to distinguish requests by the network address that they are aimed at.
Judicious use of the “twist' option (see the hosts_options.5 file supplied with TCP
Wrappers, “nroff -man' format) can guide the requests to the right server. These can be
servers that live in separate chroot areas, or servers modified to take additional context
from the command line, or a combination.

Sequence number guessing: client username lookup protocol can help to detect host
impersonation attacks. Before accepting a client request, the wrappers can query the
client's IDENT server and find out that the client never sent that request.

Additional information on TCP Wrappers can be obtained at the following URL:

http://www.alw.nih.gov/Security/prog-firewall.html

TCP Wrappers is used to perform the operator functions listed in Table 4.4.1-1.
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Table 4.4.1-1. Common EMD Operator Functions Performed with TCP Wrappers

Operating Command/Action Description When and Why to Use
Function

Monitor potentially | Check TCP Wrappers | Program continuously runs in | To check for evidence of
malicious attempts | log using a text editor. | the background appearing to | an attempt of breaking-in.
to access network malicious external client
services. service requests as a normal
inetd daemon process.

44.1.1 Quick Start Using TCP Wrappers

TCP Wrappers provides a library of tiny daemon wrapper programs. The daemons each
correspond to a service provided by the host operating system. The daemons are registered with
the service, which results in the operating system invoking the daemon each time that service is
invoked. The daemons perform their function(s) and terminate. A common function is to log the
name of the client host and requested service. They do not exchange information with client or
server applications, and impose no overhead on the actual conversation between the client and
server applications. Optional features include: access control to restrict what systems can
connect to what network daemons; client user name lookups with the RFC 931 protocol;
additional protection against hosts that pretend to have someone else’s host name; and additional
protection against hosts that pretend to have someone else’s host address.

44.1.1.1 Command Line Interface

The TCP Wrappers cannot be invoked or accessed from the command line. The TCP Wrapper
daemons are invoked by the operating system service to which they are registered. The daemons
terminate upon completing their function.

4.41.2 TCP Wrapper Main Screen
TCP Wrapper does not have a graphical user interface.

44.1.3 Required Operating Environment

For all COTS packages, appropriate information on operating environments, tunable parameters,
environment variables, and a list of vendor documentation can be found in a CM controlled
document for each product. To find the documentation for TCP Wrappers, refer to the Release
Notes for Secure Shell posted on the EMD Baseline Information System web page at your local
site. Also refer to the Linux hosts.allow man page.

4414 Databases

None.

4415 Special Constraints
None.
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4.4.1.6

Outputs

Table 4.4.1-2 describes TCP Wrappers output.

Table 4.4.1-2. TCP Wrapper Outputs

Output

Disposition

Description and Format

Event log

The disposition of the wrapper logs is
determined by the system configuration file
parameter for the system log file name. In
the ECS Release 4 Development
Environment ( host = mss1) the parameter
is local3.info and the log file is
/etc/syslog.conf.

The Wrapper daemons log the event/service
request that caused their invocation. The log
provides sufficient information to describe the
event/service request and response from the
system. Log records are output in ASCII text
format, each record containing the following
fields:

Date

Time

host

Service

Response to request

Event

Figure 4.4.1.1 shows an example of a log file created by TCP Wrappers. The log file can be
examined with available tools like the vi editor. The contents of the log file can be used to
generate reports on Service Request activity for the host.

4.4.1-3
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in.telnetd[584]: connect from tleZsun.HITC.COM
in.rshd[5283]: connect from neptune.HITC.COM
in.rshd[5318]: connect from neptune.HITC, COM
in.telnetd[6417]: connect from insl.HITC.COM
in.rlegind[6608]: connect from insl.HITC.COM
in.rlogind[6739]: connact from mssl.HITC.COM
in.rlogind[6758]: connect from neptune.HITC.COM

tleZsun
tleZsun
tleZsun
tleZsun
tleZsun
tlaeZsun
tlaeZsun

tleZsun
tleZsun
tleZsun
tleZsun

in.rshd[6761] :
in.rshd[6763] :
in.rshd[6765] :
in. rshd[6860] :

connect from
connect from
connect from
connect from

neptuna.HITC. COM
neptune . HITC. COM
neptune . HITC. COM
stargazer HITC.COM

in.rlogind[381]: connect from insl.HITC.COM
in.rlegind[674]: connect from insl.HITC.COM

vulcan in.rlegind[163]: connect from akashi . HITC.COM

vulcan in.rlogind[367]: connect from akashi . HITC.COM

vulcan in.rshd[371]: connect from huckfinn.HITC.COM

vulcan in.rlogind[372]: connect from dss1.HITC.COM

vulcan in.telnetd[379]: connect from dssl . HITC.COM

vulcan in.telnetd[395]: refused connect from spg-asl4s67.erols.com
vulcan in.rlogind[405]: connect from dss1.HITC.COM

wvulcan in.rlogind[705]: connect from boston . HITC.COM

vulcan in.telnetd[676]: refused connect from spg-as27s43.erols. com
vulcan in.rshd[1040]: connect from neptune . HITC.COM

vulcan in.rshd[595]: connect from transam.gsfc.nasa.gov

vulcan in.telnetd[858]: connect from hobbes HITC. COM

vulcan in.telnetd[958]: connect from hobbes HITC.COM

vulcan in.rlogind[1025]: connect from klingon.HITC.COM

vulcan in.rshd[1046]: connect from neptune.HITC.COM

vulcan in.rshd[1042]: connect from neptune.HITC.COM

vulcan in.rshd[1051]: connect from neptune.HITC.COM

wulcan in.rshd[1054]: connect from neptune.HITC.COM

tleZsun—e0
tleZsun—=0

Mow
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Fel
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Feb
Feb
Feb
Feb
Felb
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Feb
Feb
Feb
Feb
Feb

LL

Figure 4.4.1-1. Example of TCP Wrappers Log

The log file provides the following information for each entry: data and time; host sever name;
type of service requested and port that provides that service; answer given to the request
connection (connect/refused); client host name.

4.4.1.7 Event and Error Messages
None.

4.4.1.8 Reports

None.
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4.4.2 Tripwire

Tripwire is an intrusion detection tool that aids system administrators and users in monitoring a
designated set of files for any changes. File systems may be altered without authorization in a
number of ways, including an intruder, an authorized user violating a DAAC policy, or malicious
code-altering system executables as others are run. Using Tripwire, unauthorized changes are
tracked in a very short amount of time.

Tripwire automates the creation of input lists and output lists of files. Tripwire uses the file
tw.config to maintain the list of tested files. File attributes such as file size, ownership, inode
number, inode values and timestamps are compared between the input and output lists. For each
file, Tripwire computes a digital signature, which is a fixed-sized output generated by a signature
function whose input is an arbitrary file. If the contents of a file are changed in any way, the
signature also changes. One of the signature functions is to test for the integrity of a file system
by generating checksums of files and comparing them with a previously generated database of
checksums. Added or deleted files are flagged and reported, as are any files changed from their
previously recorded state in the database. When run against system files on a regular basis, any
file changes would be spotted when Tripwire is next run, giving system administrators
information to enact damage control measures immediately.

Tripwire uses message-digest algorithms (one-way hash functions) to detect changes in a hard-
to-spoof manner. This detects significant changes to critical files, including those caused by
insertion of backdoor traps or viruses. Tripwire also monitors changes to file permissions,
modification times, and other significant changes to inodes as selected by the system
administrator on a per file/directory basis. Tripwire performs the following functions
automatically:

e Database Generation -- Tripwire initializes the database based upon the entries
enumerated in the tw.config file.

e Database Update -- Provides incremental database update functionality on a per-
file/directory basis. This obviates having to regenerate the entire database every time a
file or set of files change.

e Integrity Checking -- Generates a report of added, deleted, or changed files, comparing
all the files described by the tw.config file against the files residing on the file system.

e Interactive Update -- Reports added, deleted, and changed files and prompts the user
whether those database entries should be updated. The Interactive Update provides a
method for system administrators to keep Tripwire databases ““in sync" with file systems
that change.

Tripwire is used to perform the operator functions listed in Table 4.4.2-1.
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Table 4.4.2-1. Common ECS Operator Functions Performed

configuration file. | configuration file should be monitored.

using the vi editor.

Operating Command Description When and Why to Use
Function
Change the Edit the specific Specify which file(s) When another file needs to be

monitored.

Checks the integrity of the file
system specified when the daemon
is started.

Compare file Done by Tripwire Compares files’ This activity is a continuous,
signatures with “cron” run current signatures periodic performed on a configured
database. periodically. against the database | interval by the “cron” run.
and emails the
operator a notification
for changed files.
Update the Done manually in Updates the As necessary to maintain a valid
signatures data response to signature data store data store of signatures.
store. “Interactive Update” | when the email
prompts. notification discloses
legitimate changes.
4421 Quick Start Using Tripwire

The following command is used to execute Tripwire from the command line prompt (as root):

[etc/tripwire/src/tripwire -v > {filename}
The following is the general syntax of executing Tripwire:

tripwire [ options ... ] >filename
Where options are:

-initialize Database Generation mode -init

-update entry update entry (a file, directory, or tw.config entry) in the database
-interactive Integrity Checking mode with interactive entry updating
-loosedir use looser checking rules for directories

-d dbasefile read in database from dbasefile (use "-d -' to read from stdin)
-c configfile read in config file from configfile (use "-c -' to read from stdin)
-cfd fd read in config file from specified fd

-dfd fd read in the database file from specified fd

-Dvar=value define a tw.config variable (ala @ @define)

-Uvar undefine a tw.config variable (ala @ @undef)

-i#or-iall ignore the specified signature (to reduce execution time)

-q quiet mode

-V verbose mode

-preprocess print out preprocessed configuration file

-E save as -preprocess

-help print out interpretation help message

-version print version and patch information

filename is a complete filename (including path) for the output report file.

4.4.2-2
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Tripwire is automatically invoked on all machines by a “cron” run, which periodically executes
Tripwire. The operator receives information from Tripwire by email for files whose current
signature does not match the datastore signature. The operator must verify the file changes and
update the datastore or report a security violation. Tripwire may be run manually to update the
datastore or create reports. The Operator can also generate Tripwire reports via the command
line.

The differences between the behaviors of Tripwire started from the “Cron” run and started by the
operator result from the use of appropriate parameters on the start command. These parameters
are listed and explained below.

4.4.2.2 Tripwire Main Screen

Tripwire does not have a GUI. An example of the Tripwire startup message is shown in Figure
4.4.2-1.
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mszirsnyderylB2: L Atripwire -1 1 -1 2
### Phaze 1¢ Reading configuration file
### Phaze 2:  Generating file list
### Phaze 3: Creating file information database
### Phaze 4: Searching for inconsistencies
#H#
#H# Total files scanned: 2867
#H Files added: 0
b Files deleted: 0
#i4 Files changeds: 2677
i
it After applying rules:
#4 Changes discarded: 2670
#4 Changes remainings 2
#H#
changed: -rw—————-— ranyder 499198 Apr 23 11:09:42 1993 AhomesrsnyderCOTSA =2
curitystripwire-1,2/zrc/databazestu, db_mzs?
changed: -ruwxr—xr-x ranyder 4720 Apr 23 11:11:09 1998 Ahomesrshyders, cshrc
### Phaze b Generating observeddexpected pairs for changed files
#H#H#
##4 Attr Dbzerved (what it isd Expected (what it should bel
i
dhome ranyder/COTS secur ity tripwire—1, 2/src/databases tw,db_mss2
st_=zize: 433198 433328
st_mtime: Thu Apr 23 11:09:4Z 1993 Thu Apr 23 11:09:36 1338
st_ctime: Thu Apr 23 11:09:4Z2 1993 Thu Apr 23 11:09:36 1938
ShomesSranyders, cshro
st_mtime: Thu Apr 23 11:11:09 1993 Tue Apr 21 10:08:33 19338
st_ctime: Thu Apr 23 11:11:03 1935 Tue Apr 21 10:08:33 1938
mzz2{rsnyder¥163: |

Figure 4.4.2-1. Xterm Window with Tripwire Showing Tripwire Startup Message
(example)

4.4.2.3 Required Operating Environment

Tripwire runs on all Linux hosts.

For all COTS packages, appropriate information on operating environments, tunable parameters,
environment variables, and a list of vendor documentation can be found in a CM controlled

document for each product. To find the documentation for Tripwire, refer to the Release Notes
posted on the EMD Baseline Information System web page at your local site.
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4424 Databases

Tripwire uses an internal data store of captured information. The user can update this data store
through the command line interface. Reporting information based on the information Tripwire
has gathered and placed in this data store is sent by email to the operator.

4425 Special Constraints
None.
4.4.2.6 Outputs

Tripwire generates the outputs presented in Table 4.4.2-2 below in the filename specified on the
command line invocation. A sample of the generated report is shown in Section 4.4.2.8, Figure

4.4.2-2.

Table 4.4.2-2. Tripwire Outputs

Output

Description and Format

Tripwire compares the new datastore with
the existing Tripwire datastore stored on
the file system, reporting added or
deleted files, as well as those files that
have changed.

See 4.4.2.8, the Report section, for a sample of Tripwire
output.

Email to the operator.

Email messages list the files examined by Tripwire whose
current signature does not match the file’s entry in the
signature file.

Updates to the Tripwire datastore.

The operator must review the email mentioned above and
determine whether it represents a data corruption problem or
the Tripwire signature datastore is out-of-date. If the
determination is the data store is out of date, the operator
must use Tripwire with the interactive update option and
update the signature file.

Security problem notification.

If the operator determines the Tripwire email indicates a
security violation the operator must log the problem.

4.4.2.7 Event and Error Messages
None.
4.4.2.8 Reports

Tripwire must be started from the command line interface to request the Tripwire report. A
sample of Tripwire output is shown below in Figure 4.4.2-2.
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2:30am (mentor) 985 % Tripwire
### Phase 1: Reading configuration file
### Phase 2: Generating file list
### Phase 3: Creating file information database
### Phase 4: Searching for inconsistencies

Hith

HH Total files scanned: 82
fizzed Files added: 0
P Files deleted: 0
it Files changed: 80
H

Fizzed After applying rules:

it Changes discarded: 79

it Changes remaining: 1

H

changed: -rw------- genek 4433 Oct 13 02:30:34 1992 /tmp/genek/Tripwire-0.92/config.h
### Phase 5: Generating observed/expected pairs for changed files

H#Hith

#iHE Attr Observed (what it is) Expected (what it should be)

HHH

/tmp/genek/Tripwire-0.92/config.h

st size: 4441 4433

md5 (sigl): 0agL1006C3Fj1YBXz3.CPdcb  0cPX1H.DYS.slvZdKD.ELMDR
snefru (sig2): OPcgcK/MZVEm.8plWe.Gbnn/  /8VoJv1JcoUAONvVOGN.k3P6E

crc32 (sig3): .EHABX /OUGNV

crcl6 (sigd): ...9/q ...6yu

md4 (sig5): /hQ0sU.UEbJo.UR4VZ/mMNG/h  .UR4VZ/mNG/h/VSG/W/Z643k

md2 (sig6): .hLwjb.VRA0O.Z72y90xTYgA  1LR0Gg1ll.vqB0.1g330Pi8/p

Figure 4.4.2-2. Tripwire Report (sample)

4.4.2-6
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4.4.3 Cryptographic Management Interface (CMI)

The Cryptographic Management Interface (CMI) GUI program, EcSeAuthnProg, is used by
operations personnel to generate a randomized username and password (though only the
password is currently used) given a key. There is one key for each EMD server and is the same
as the Program ID stored in a server’s configuration file. This tool is most often used to generate
passwords for Sybase and FTP user accounts. It is therefore recommended that access to this
tool be restricted to Sybase and Unix System Administrators only.

CMI is used to perform the operator functions listed in Table 4.4.3-1.

Table 4.4.3-1. Common ECS Operator Functions Performed with CMI

Operating Command / Description When and Why to Use
Function GUI

Start CMI program. | EcSeAuthnProg This brings up the In order to obtain the user

ConnectAuth GUI. password for a given
application key.
Generate CMI Main Screen | This causes the program to This is only needed when an
password. (ConnectAuth generate a randomized EMD server requires a new
GUI) username and password. user account.
4.4.3.1 Quick Start Using CMI

The CMI Main Screen is a custom developed GUI utility and should be used only by operations
personnel.

To execute CMI from the command line prompt, enter:
> EcSeAuthnProg

4.4.3.2 CMI Main Screen

Figure 4.4.3-1 is the CMI GUI Screen, which comes up when the CMI program is run. It
contains three fields:

e Application Key field
e User Id field
e Password field

Operations personnel fill out the first field by entering the application key. In response, CMI
returns a user name and password, which are displayed in the associated fields.
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Enter Application Key :

User Id Password

Figure 4.4.3-1. CMI Main Screen

Table 4.4.3-2 describes all the fields found in the CMI Screen in Figure 4.4.3-1.

Table 4.4.3-2. CMI Field Descriptions

Field Name Data Type Size Entry Description

Application Key [Integer 1to 10 Required Key identifying an application.

digits

User Id Character |8 Generated by Displays the randomized user id
EcSeAuthnProg based on the key (this field is not
program used).

Password Character |8 Generated by Displays the password to be used
EcSeAuthnProg when creating the account.
program

4.4.3.3 Required Operating Environment

The EcSeAuthnProg depends on a data file, which must be called “data” and must exist in the
directory from which the tool is invoked. The data file is the same file as the
EcSeRandomDataFile located in $ECS_HOME/<mode>/CUSTOM/security, only with a
different name. CMI requires no other configuration files. It can run on a Linux 2.x platform.

4.4.3.3.1 Interfaces and Data Types
CMI utilizes no special data types or interfaces.
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4434 Databases
None.

4.4.3.5 Special Constraints

A data file called “data” must exist in the execution directory. The data file must be the same
file as the EcSeRandomDataFile.

4.4.3.6 Outputs
All information is displayed on the CMI screen.

4.4.3.7 Event and Error Messages
The CMI program issues error messages.

4.4.3.8 Reports
None.
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4.5 Science Software Integration and Test (SSI&T)

This section describes the tools used by DAAC operations personnel who are Science Software
Integration and Test (SSI&T) specialists. The function of SSI&T is to prepare the science
software received from the Instrument Teams for DAAC production. All the COTS
tools/products are documented in separate product specific documentation. These tools are only
identified in this section. Operators must verify that COTS documentation matches the product
version in use. Finally, there are custom applications that are unique to the SSI&T activity.
These tools are described in the following subsections.
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4.5.1 Science Software Integration and Test (SSI&T)

The SSI&T contains comparison tools, and COTS tools for comparing and analyzing
environment programs. All programs can be invoked from the UNIX command line.

The HDF file comparison tool is contained in the SSI&T subset of tools.

45.1.1 Linux Platform
Table 4.5.1-1 lists the SSI&T command line interfaces for the Linux workstation.

Table 4.5.1-1. SSI&T Command Line Interfaces

Command Line Interface Description and Format When and Why Used

EcCIHdiff HDF file comparison (command Compare 2 HDF files.
line)

45.1.1.1 HDF File Comparison - hdiff

The HDF File Comparison hdiff tool (for HDF4 based files) is started from the command line
$ECS_HOME/CUSTOM/utilities/EcCIHdiff. The command line will prompt the user for
input. There is no graphics screen for this function. It is run through the command line
interface. The operator is also provided with a list of options for different kind of comparisons
the tool can perform on HDF4 files (Figure 4.5.1-1). After the operator enters two HDF
filenames (HDF4 based), the differences between the files are displayed.

[

Options for HDiff:
Conpare global attributes only
Conpare 5D local attributes only
Conpare SD data only
Conpare ¥data data only
.- 11 Compare SD data on variable{s) <varil>,... only
-u varil,...1] Compare vdata on variable{s) <vari>,... only
-e count] Print difference up to count number for each variable
[-t Timit] Print difference when it is greater than Tlimit

Options for comparison? {enter for null}

Figure 4.5.1-1. HDF (hdiff) Options
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The following is an example of the HDiff tool (Figure 4.5.1-2). After asking for options, there
will be a prompt asking for the mode of operations. Next, the tool prompts the user for the
locations of the HDF files to be compared. Full paths are required. Finally, the user will be
prompted for where to store the resulting output as a text file (full path required).

Afterward, the user can press ENTER to compare two other files or <g> to quit.

Options Tor HDifTf:
[-o] Compare global attributes only
[-s1 Compare 5D local attributes only
[-d] Compare SD data only
[-D1 Compare ¥data data only
[-v warll.... Compare SD data on wariable(s) <varl>.... only
[-u wvarlLl.... Compare vdata on variable(s) <varl>.... only
[-e count] Print difference up to count number for each variable
[-t limit] Print difference when it is greater than limit

Options for comparison? (enter for null)

ECS Mode of operations?

DEVO05

Name of 1st file to compare?

/home/labuser /H0D14 . hdf

Name of 2nd file to compare?

/home /1labuser /M0D15 . hdf

Name of the file to store hdiff output? (must be full path)
home /1abuser]]

Figure 4.5.1-2. HDiff example output

45.1-2 609-EMD-220



4.6 ECS Data Pool Ingest

ECS Data Pool Ingest provides the software capability to acquire data by various protocols and
transfer the data into the ECS system. The ECS Data Pool Ingest subsystem also stores and
manages request information, performs data preprocessing, inserts data into the Online Archive,
and copies data into the tape archive. The ECS Data Pool Ingest subsystem provides a GUI
which allows the operator to view past ingest activities, monitor and control ingest requests and
services, view operator alerts, disposition operator interventions, and modify system and external
data provider parameters.
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4.6.1 Data Pool Ingest GUI

The Data Pool (DPL) Ingest GUI is a web-based interface that allows operators to access and
manipulate the DPL Ingest system. Using this GUI, an operator can monitor and fix Ingest
requests, view system alerts, and see at a glance the status of the DPL Ingest system in part and
in whole. The DPL Ingest GUI also allows in-depth configuration of the entire DPL Ingest
system without the operator having to manually configure the DPL Ingest database. It provides a
fast and secure way to easily manage the entire DPL Ingest system, complete with full operator
permission configuration and management so that only authorized persons may perform actions
or change configuration settings.

Since the DPL Ingest GUI is a web-based interface, it can be accessed from virtually anywhere
there is access to the internal network. No custom software installation is required — all that is
needed is a web browser (see Section 4.6.1.28 Browser Requirements). Because this is a
web-based application, the DPL Ingest GUI can be run by any number of operators from any
number of locations, even remote locations, provided that a remote connection is properly
configured.

This document shows and explains in detail all of the available features and functionality of the
DPL Ingest GUI, from the first login to complex operator actions and configuration, as well as
tips for getting extra help.

46.1.1 Login Page

This page first appears when the application is loaded. The operator will be required to enter a
pre-assigned user name and password, as shown in Figure 4.6.1-1. Once the operator is logged
in, the home page will be displayed and the application will be enabled.

If the authorization scheme has been disabled, the home page (shown in Figure 4.6.1-2) would be
displayed immediately instead of the login page, and the operator will not be required to log in.
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@ Mozilla Firefox E]\

File Edi Wiew History Bookmarks Tools  Help
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DATA POOL INGEST web Gus

Thu Feb 12007 13:01:09

L7 Login:

User: |

Password: |

g #

Login Clear

¢ I [2]

Done

Figure 4.6.1-1. Login Page

Using the GUI in Protected Mode

If your DAAC requires a password-protected login with different permission levels, the
following applies:

e Sort settings are remembered for each session — that is, every time an operator logs in.
They are reset when the operator logs off or a new session is started.

o Filter settings are always remembered for each operator, since these are stored in the
database.

Using the GUI in Open Mode

If your DAAC does not require a password-protected login, then each operator essentially uses a
single “virtual operator” which has all permissions and stores a single set of filter settings that
are shared across all sessions. This means that an operator at one terminal can affect the filter
settings of an operator at another terminal.

Sort settings are not stored in the database and are therefore remembered for each session. Please
note however, that sort settings may be lost if the browser is closed of a new session is otherwise
started.
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Session Timeout

Depending on the installation of Tomcat at your particular site, the session timeout can vary and
is not configurable through the GUI.

Miscellaneous Features

The Reset Button: Throughout the GUI, you will see “Reset” buttons on some pages.
These simply reset the form values so you can start over again — pressing/clicking Reset
does not submit any changes to the database.

Whitespace in forms: In general, whitespace is stripped from most text input fields
unless it is meant to contain whitespace, like comment fields. For example, on the
Provider Configuration page to add a new Data Provider, all of the input fields are
stripped of any accidentally input whitespace when submitted.

4.6.1.2 Home Page

The Home Page provides a general overview of the Data Pool Ingest system status, as shown in
Figure 4.6.1-2. This page includes the following:

General system statistics

The Data Pool Ingest statuses, which may be suspended if active, and resumed if
suspended. These include:

o0 General Ingest Status
o Email Service Status

The status of the Ingest services, which cannot be changed by the operator, including
(see also Figure 4.6.1-2):

0 The Notification Service
0 The Polling Service
0 The Processing Service
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Service Status
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Figure 4.6.1-2. Home Page

4.6.1.2.1 General System Statistics

This section provides general information about current requests and granules in the system, as
well as the various services and file systems used in processing. Summary information is not
included about providers and transfer hosts, though this data can be found on the Provider Status
page (Section 4.6.1.10) and the Transfer Host Status page (Section 4.6.1.13).

Detail descriptions of the data found in this section is available in Table 4.6.1-1.
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Table 4.6.1-1. Home Page Field Descriptions

Field Name

Description

Total Volume of Data Queued

Sum of the size of all files of all granules that have not yet been
activated

Total Volume of Data In-Processing

Sum of the size of all files of all granules that are currently
active, and not suspended or in a terminal state

Total Ingest Requests Queued

Total number of requests that have not yet been activated

Total Ingest Requests In-Processing

Total number of requests that are currently active, and not
suspended or in a terminal state

Total Granules Queued

Sum of all granules in active or queued requests that have not
yet been activated

Total Granules In-Processing

Sum of all granules in active or queued requests that are
currently active, and not suspended or in a terminal state

Num Suspended Archive File
Systems

Total archive file systems that have been suspended, either
automatically by the server or manually by operator

Num Suspended Data Pool File
Systems

Total data pool file systems that have been suspended, either
automatically by the server or manually by operator

Num Suspended ECS Services

Total ECS service hosts that have been suspended, either

automatically by the server or manually by operator

4.6.1.2.2 DPL Ingest Status

This section consists of two buttons that enable the user to halt various actions throughout the
data pool ingest system.

General Ingest Status — By pressing this button, the operator is able to stop polling from all
polling locations and prevent any new granules from being activated. Any granules that are
already active will complete ingest. These actions can easily be resumed by pressing the

“Resume” button.
General Ingest Status: -‘ suspended EESUWE

Email Service Status — By pressing this button, the operator will stop any further email
notifications from being sent concerning completed, cancelled, failed, or terminated requests
from any provider. Once the button is pressed again, email notifications will resume and emails
will be sent for all requests from providers configured for email notifications that completed
while email service was suspended.

. . .
Email Service Status: active SulMpend

46.1.2.3 Service Status

This page indicates the status of the three primary services that make up the Data Pool Ingest
system.

The Ingest services cannot be started and stopped via the GUI. Instead, they are managed using
start and stop scripts found in the utilities directory of the given mode. For the status of these
services to be accurate, the IngestServiceMonitor script must also be running for each mode.
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This script is installed in the utilities directory of each mode and can be started with the
command: EcDlIngestServiceMonitorStart [MODE].

The services are as follows:
e Notification Service Status - Indicates whether the notification service is up or down. If

up, no notifications will be sent, but a queue of notifications will be collected and
distributed once the service is restarted.

e Polling Service Status - Indicates whether the polling service is up or down. If this
service is down, PDRs will not arrive from any configured polling location, but any
PDRs that remain in the directories will be added once the service is restarted.

e Processing Service Status - Indicates whether the processing service is up or down. If this
service is down, no actions on any requests or granules will start, continue, or complete

and Granules will “hang” in their current state.
4.6.1.3 The Navigation Panel

Navigation throughout the DPL Ingest GUI is accomplished through an Explorer-like menu in
the left pane of the application, as shown in Figure 4.6.1-2 and Figure 4.6.1-3. These menus
expand and contract to hide or view menu items under each category.

The navigation panel is static; it will not reload every time a new menu item is selected.

é Home

“¥| Monitoring

Request Status

Historical Requests

Provider Status

File System Status

Transfer Host Status

ECS Service Status
L PDR List

%= Interventions & Alerts
3| Configuration

% Reports

% Help

Figure 4.6.1-3. Navigation Panel

A Note on the Back and Forward Buttons

In order to properly navigate through the application, the operator should not use the browser’s
built-in back and forward buttons, as this may cause an error to occur in the application. All
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navigation should be accomplished through use of the navigation panel and list navigators (e.g.,
custom back and forward buttons for lists of requests and granules). See Figure 4.6.1-4.

Figure 4.6.1-4. Built-in Back/Forward Browser Buttons

Error Pages

When errors occur (e.g., an invalid action was sent), the GUI will display such errors on the page
for which it was generated and in most cases the items causing the error will be highlighted in
red. An example is trying to resume an already active Provider, as shown in Figure 4.6.1-5.
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Figure 4.6.1-5. Error Indicators

In other cases, the GUI may have trouble processing an operator’s action for an unknown reason.
Although this is rare, an error screen will be displayed allowing you to reset your session so that
the GUI can properly process further actions. See Figure 4.6.1-6 for an example. This error
screen also displays the specific problem so that a detailed error message can be sent to a
qualified person for analysis if the error occurs frequently.
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Figure 4.6.1-6. Error Processing Request

4.6.1.3.1 Current Operator Settings

The navigation panel also contains a section below the menus that allows the current logged-in
operator to perform the following actions (see Figure 4.6.1-7):

e Logout
e Change your password
e Show all of your permissions
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5 Reports
5 Help

“fou are logged in as
IngAdmin

5 Operator Actions:
[log aut]
[ change password |
[ showee my permissions |

Figure 4.6.1-7. Operator Information Panel

Depending on the settings of the currently logged in operator, various functions of the DPL
Ingest GUI will be disabled. An example of how disabled functions will appear is shown in
Figure 4.6.1-8.

faftI01 Y mot enahle

active

Mote: Ingest Contral privileges have been disabled on thiz page for this operataor.

Figure 4.6.1-8. Disabled Permissions

Operator Actions Explained
Log Out

This allows you to log out of the current session (without closing the browser). The login page
will be displayed upon successful logout (see Figure 4.6.1-9).

vou are logged in az IngAdmin
- 8 Operator Actions:

[lag ont]
[ chanﬁs password |

[ =hosy my permissions |

Figure 4.6.1-9. Log Out Button
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Change Password

Click on *“change password” to change the current operator’s password — a box will appear

below the link, as shown in Figure 4.6.1-10. Type the new password into the two boxes and click
“Ok.”

“fou are logged in as VIOTA
e 1) Operataor Actions:

[lag out]

[ champse password |

[ =h Y PErmissions |

change password

[ e

password:

Canfirmm:

Figure 4.6.1-10. Operator Password Settings

Show My Permissions

Click on “show my permissions” to view or hide the current permissions — a box will appear
below the link, as shown in Figure 4.6.1-11.

“fou are logged in as VIOTA
Fe g Operator Actions:
[log out]
[ change passwward |
[ sk iy Rﬂ‘:zissinns]
permissicimsummany
wign Oy o
ingest admin:  yes
ingest contral:  yes
security admin:  no
tuning contral;  yes

Figure 4.6.1-11. Operator Permission Settings

46.1.4 Pagination Arrows

On the Request Status page and details page, Historical Requests page and details page, and the
Open Interventions page and details page, there are a set of pagination arrows used for
maneuvering through the lists of requests and granules that are displayed. The maximum number
of rows displayed at a time is configurable by the operator.

The items on the list that will be displayed on each page will be determined by the current
sorting setting (see Section 4.6.1.6.3).
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The pagination arrows are shown in the upper left-hand corner of any list of requests or granules,
as shown in Figure 4.6.1-12.

Historical Ingest Requests

———

(? Pagination

Show # Hide Filters Arrows

[HELF ]

Showing 1- 20 of 337689 [[M€] A [ » PPl [(orintisave view)

[4] Fequestld [A] Status  Priority [£] Provider Mame Size Nl:u._ﬁGt:arTules i ge=

successful) hlethod

45613 successful NORMAL MODAPS TEREA FPROC 0957 3(3) OPL
46612 successful NORMAL MODAPS TERREA FPROC 3178 20 DPL
ARRNQ Surraccfil MOBMAL  MONADS TERDA FRPRAC 7870 1614 nel

Figure 4.6.1-12. Pagination Arrows on the Historic Requests page

The meanings of these icons are as follows:

o [M9) - Go to the first page of the list, as determined by the current sorting setting. If
you are already on the first page, the button will be disabled.

o [7]-Gotothe previous page in the list, as determined by the current sorting setting.
If you are already on the first page, the button will be disabled.

e [7]-Go to the next page in the list, as determined by the current sorting setting. If
you are already on the last group in the listing, the button will be disabled.

o [PF1. Go to the last page in the list. If you are already on the last page, the button will
be disabled.

46.1.5 Automatic Screen Refresh

The monitoring pages of the DPL Ingest GUI have an automatic screen refresh feature that
allows the operator to control how often the page is automatically reloaded with new

information. This is controlled by a small panel at the bottom of each screen, as shown in
Figure 4.6.1-13.
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Auto Refresh
Refresh screen every 30 seconds.
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Figure 4.6.1-13. Auto Refresh Control Panel

The operator may change the refresh rate for any page or completely turn it off. Note that each
page has an independent refresh rate and that these settings are remembered for the current
session only — they are lost if the operator logs out or the application is restarted.

To change the refresh settings, click on the desired rate (or off). The page will reload and the
new settings will take effect.

A dynamic clock will appear in the upper right-hand corner, informing the operator how long it
will be until the next refresh, as shown in Figure 4.6.1-14.
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Figure 4.6.1-14. Dynamic Auto-Refresh Clock
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The refresh counter will be paused whenever the mouse is in motion. This is to prevent a refresh
from occurring when the operator is in the middle of an action, as shown in Figure 4.6.1-15.

page refrash |HIIISE1| .

Figure 4.6.1-15. Paused Auto-Refresh Clock

Note: Some pages have different available refresh rates. This is designed to reduce the load on
the database for certain actions that could affect performance.

4.6.1.6 Ingest Requests Page

This page displays the current active ingest requests, as shown in Figure 4.6.1-16. The operator
may select any eligible request and perform one of several actions:

e Cancel the request(s) — This is an irreversible action, there is no way to ‘un-cancel’ a
request.

e Suspend the request(s) — This action may be performed only if the selected requests
are not already suspended or cancelled and is used to stop new granules from being
activated. Active granules in suspended requests will continue through processing.

¢ Resume the request(s) — This action may be performed only if the selected requests
are suspended.

e Change the DPL Ingest Priority of the request(s) — Requests in terminal states cannot
have their priority changed. A default priority will be assigned to requests based
upon the configuration of the request’s provider.

See Section 4.6.1.6.1 below for detailed explanations of each Request action. Table 4.6.1-2
contains descriptions of the Request Status page columns.
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Figure 4.6.1-16. Request Status Page

Table 4.6.1-2. Request Status Page Column Descriptions

Field Name Description
Request ID Unique ID for an ingest request
Status Status of the request (see Table for list of possible statuses)
Priority The precedence which a request will have for activation and various

processing actions.

Provider Name

Name of the provider from which the request was obtained

Size [MB] Sum of the size of all granules in the request
Granules Total granules included in the request

Granules Completed Total granules that have reached a successful state
Processing

When Queued

Time the request was encountered by the polling service

Last Update

Time of the last change made by the ingest services to the status of the
request or its granules
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Table 4.6.1-3 below describes the allowable actions that can be taken for Requests in their
various states. A checkmark (v') indicates that the action is allowed.

Table 4.6.1-3. Ingest Request Allowed Actions

Request Status

Request Actions

Suspend | Change | Resume

Priority

New

Validated

Active

Partially_Suspended

Suspending / Suspended

Resuming

Cancel

No
Actions
Allowed

Failed

Partial_Failure

Canceling

Partially_Cancelled

Successful

ANV N N

4.6.1.6.1 Request Actions

Changing Request Statuses

To change the status of request(s) (cancel, suspend, or resume), select the desired request(s) by
checking the boxes on the left side of the request list. You can also select or deselect all the
requests by checking the box at the very top of the list. See Figure 4.6.1-17.

Showing 1-3 0f3

(LK) N D)

i FequestID Status

“alidated

Priority

I, 14673 HIGH Mt

[ 14672 Active HIGH Mt

[ 14671 Partially_Suspended HIGH Mt

rAferErm

Cancel Requests |E Suspend Requests ‘r

Figure 4.6.1-17. Canceling a Request
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Some Requests may not have checkboxes because they are in a terminal state. Actions may not
be processed for these requests. See Figure 4.6.1-18.

[ HELF ]
Showing 1-20 Of 116 [[4<4) 7 | F [0

O [¥] RequestlD [A] Status  Priority [%] Provider Mame Size [MB]
[ 46302 Active #PRESS  MODAPS_COMEINE_FPROC 0.100
46301 Successful ®PRESS  MODAPS COMBINE FPROC 0.100
[ 46300 Active APREZS MODAFS COMBINE FPROC 0.100
46233 Successful XPRESZ MODARPS COMBINE FPROC 0.100
[ 46295 Active APREZS  MODARPS COMBINE _FPROC 0.100

Figure 4.6.1-18. Requests with No Checkboxes

Then click on the button of the desired status change action at the bottom of the list. A box will
appear below to enter a reason for the status change. See Figure 4.6.1-19.

14671 Fartially_Suspended HIGH
LxferEm

m ‘CancelPequests E Suspend Requests Fesume Re
Please Entér A Reason For The Change: [ Cancel |

[ Continue to Cancel FEeguests ]

Figure 4.6.1-19. Explanation field for Canceling Request

Once you have entered the reason, click on the button next to the text box to continue the action.
You will be prompted for confirmation before the action is carried out.

Click on the [cancel] link to close the box if you do not wish to process the action.
Changing Request Priorities

To change the priority of ingest request(s), select the desired request(s) and click on the Change
Priority button at the bottom of the list. A dropdown lists appears to select the new priority. See
Figure 4.6.1-20.
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O] [v] FeguestlD [~] Status Priority [%] Provider Mame

] 14673 Walidated HIGH MODAPS_TERRA FPROC

14672 Active HIGH MODAPS TERRA FPROC

W Cancel Requests E suspend Requests Fesume Requests | /1 Chagge Priority
Wy

Flease Enter A Reason For The Change: [ Cancel |

XPRESS(26R) (v [ ok |

Figure 4.6.1-20. Changing Request Priorities

Enter a reason for the change in priority. Then select the desired priority from the drop down list
and then click the OK button to continue the action. You will be prompted for confirmation
before the action is carried out.

Click on the [cancel] link to close the box if you do not wish to process the action.

46.1.6.2 Filters

The request list on the Ingest Requests page can be filtered using the filter panel that appears on
the same page. This is opened (or closed) by clicking on the green filter button at the top of the
page, as shown in Figure 4.6.1-21. Filter settings are associated with an operator profile and are
always remembered, even when logging out of the session.

Filter settings are shared among all operators if authentication is not enabled. See
Section 4.6.1.25 for more details on how this works.
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Fequest States v

Target Archives:

Date Range Criteria:
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FROM
month 10" |8 day. 25 % w 2006 | hr 1 ¥ min 0 ™
TO
month 100 ™ day. 26 ™ 4 2006 % hr 23 % min B3 W

[ save As Default Settings [HELF]
Lpply Fitker

Logdd Default Settings

Figure 4.6.1-21. Ingest Request List Filter Panel

This panel shows the current filter settings and allows the operator to change them. There are
two tabs on this panel, one that provides filter options based upon the attributes of the various
requests (Criteria Based Filtering), as shown in Figure 4.6.1-21, and the other that will cause
only a single request ID to be displayed (Filter By Request ID), as shown in Figure 4.6.1-22.

Under Criteria Based Filtering, there are several different types of filters that can be applied
concurrently to the request list. These are as follows:

e Data Providers — By selecting a provider from the drop-down list, only requests from
that provider will be displayed in the request list.

e Request Detail Criteria — The operator can either filter by a request state, or by an error
state by selecting from the dropdown menu, as shown in Figure 4.6.1-22.

0 Request States — If this option is selected, multiple states may be included in the
filter by holding down the CTRL key and selecting all of the desired states. Only
requests in the selected states will be displayed.

o Error Types — By selecting an error type, only requests in intervention with at
least one granule currently in that error state will be displayed. Only one error
type may be selected.
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Data Providers: MODAFPS_TERRA_FFROC v

Request Detail Criteria:
; e InsenErr w
{Error Types

F{eau est States &|

Figure 4.6.1-22. Selecting the Type of Request Detail Criteria

shfgl
birowfs

e Target Archives — Multiple archives may be included in the filter by holding down the
CTRL key and selecting all of the desired archives. Only requests with granules from
data types configured to be sent to the selected archives will be displayed.

e Date Range Criteria — The operator can either filter by the time when a request was last
updated or when it was last queued, as shown in Figure 4.6.1-23.

0 Last Updated — Only requests that were updated from the “to” and “from” dates
will be displayed. The Last Updated date/time of a Request is changed whenever
the state of a granule or a request is changed.

0 Queued — Only requests that were added to the request list from the given date to
the given date will be displayed

0 Queued within Last Hour — Only requests that were queued within the last one
hour from the current time.

0 None — No date range filtering will be applied

Date Range Criteria:

Mone
Last Updated

1 W oy 2004

month 1 % day 19 % w 2006 %
Figure 4.6.1-23. Selecting Date Range Criteria

To filter by a single Request ID, press on the “Filter By Request ID” tab. A single field for
entering a Request ID number will appear, as shown in Figure 4.6.1-24. The request ID filter can
only be applied by itself and not in combination with any other filter attributes.
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Request 1D: 31645
[] Save As Default settings [HELP

Apply Fitter | Load Defautt Settings |

Figure 4.6.1-24. Filtering By Request ID

Once the desired filter options are selected, the operator has the option of saving these settings as
the default by selecting the “Save As Default Settings” box prior to clicking “Apply Filter” (see
Figure 4.6.1-25). Thereafter, the operator can click “Load Default Settings” to load the defaults.
If no default is stored, the filters will be set so that all requests will be shown.

LraaLes ndllul‘: L BRI R
Mone v

E:%Save As Default Settings [HELR |
i

ply Filter | Load Default Setting=

Figure 4.6.1-25. Saving Default Filter Settings

Once all settings are selected, press the “Apply Filter” button. A new page will appear showing
only the requests meeting the filter criteria. Filtering options will be hidden until the green
“Show / Hide Filters” button is pressed again.

4.6.1.6.3 Sorting

The request list on the Ingest Requests page can be sorted by clicking on the desired column at
the top of the request list, as shown in Figure 4.6.1-26. The direction of the arrow next to the
column indicates how that column may be sorted, either in ascending or descending order. All
columns, unless they are date columns or the Request ID column, can be sorted in ascending
order. The Request ID column is sorted in descending order. Date columns can be sorted in
either ascending or descending order, as shown in Figure 4.6.1-27.

Unlike filter settings, sort settings are remembered for the session only.
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Showing 1-20f2 [[94] 7 [ = [»¥)

L] [¥] RequestiD [A] Stpius  Priority  [A] Provider Ne
[ 46621 Suspe%m BL

[ArchEm

Figure 4.6.1-26. Request List Sorting

[= _EI When Clueued  [Z 7] Last Update

200 sort DESCEMDING on this column [ 14:48:22

2006-11-17 14:458:19 2006-11-17 14:45:25

Figure 4.6.1-27. Date Sorts

4.6.1.7 Ingest Request Detalil

To view the details of an ingest request (which also displays the list of associated granules), click
on the desired request ID on the Ingest Request List, as shown in Figure 4.6.1-28.

[l Fiequest ID Status Priarity Frovider

H 31@42 Partially_Suspended NORMAL MODAPS_TERR
[xferErm)
[] 31617 successful MNORRMAL JPL

Figure 4.6.1-28. Viewing Request Details

The Ingest Request Detail page is shown below in Figure 4.6.1-29. Specific sections of this page
are described in more detail in the following subsections. Table 4.6.1-4 contains descriptions for
the Request Info Panel fields.
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Request Notes
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v
< >

Figure 4.6.1-29. Ingest Request Detail Page

4.6.1.7.1 Request Info

The top of the Ingest Request Detail page shows the complete detailed information particular to
the current request, including the complete date information of when major changes to the
request were completed, as shown in Figure 4.6.1-30.

Request Info [ Show | Hide |

Request |1D: 55155
Polling Location: pollS4P00
Data Provider: S4P00

Status: Successful Priority: NORMAL

Mission: Size: 0.129 MB

PDR Path and file name: /datapoal/OPSfuserF 314pdrsA13516/MCD43B3 A2005282. h32408.004. 2005312095136, hdf_1172533192.89755_RGEMN.PDR

Last Update: 2007-02-25 18:41:01

Figure 4.6.1-30. Request Info Panel

When Queued
When Activated
When Completed
Expiratien Date/Time

4.6.1-23

: 2007-02-25 18:40:56
: 2007-02-26 18:40:57
1 2007-02-26 18:41:01
: 2010-12-31 18:58:58
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Table 4.6.1-4. Request Detail Page — Request Info Panel Field Descriptions
Field Name Description
Request ID Unique ID for an ingest request

Polling Location

Unique name assigned to the polling location from where the request was
obtained

Data Provider

Unique name assigned to the provider associated with the polling location
where the request was found

Status The current state of the request (see Table 4.6.1-3 to see possible request
states)

Mission Satellite mission defined in the PDR associated with this request (this is not
defined in most PDRS)

Priority The precedence which a request will have for activation and various
processing actions.

Size Sum of the size of all granules in the request

PDR Path and file
name

Temporary location and file name of the PDR after it was copied from the
polling location. The PDR can be found in this location until the request
completes ingest.

Last Update

The last time the status of the request or an associated granule changed

When Queued

The time the request was added to the request list

When Activated

The time the request was moved into the “Active” state

When Completed

The time all the granules in the request reached a terminal state

Expiration Date/Time

The date and time by which the corresponding ingest request must be
completed

If there is an intervention pending against the request, then there will be a link to the intervention
detail page, as shown in Figure 4.6.1-30. Click on the “[view details]” link to navigate to the
intervention detail page. More information on intervention details can be obtained in

Section 4.6.1.15.

4.6.1.7.2 Granule Statistics

This section of the request details shows the overall statistics for all of the granules associated
with this request, as shown in Figure 4.6.1-31. Table 4.6.1-5 lists the granule statistics panel

field descriptions.

Total Granules
2

Granules Preprocessed
100% 0% 100% 100% 3

Granule Statistics:

Granules Inserted Granules Transferred Granules Archived Mo. Files

Figure 4.6.1-31. Granule Statistics
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Table 4.6.1-5. Request Detail Page — Granule Statistics Panel Field Descriptions

Field Name Description

Total Granules Total number of granules included in the request

Granules Preprocessed | Percentage of granules that have moved from the preprocessing state to the
archiving state

Granules Inserted Percentage of granules that have been inserted into AIM

Granules Transferred Percentage of granules transferred from the provider to the temp directories
Granules Archived Percentage of granules that have been archived

No. Files Total number of files associated with granules in the request

4.6.1.7.3 Status Change History

This section shows a complete record of the status changes for the request in a scrollable table, as
shown in Figure 4.6.1-32.

atatus Change Histary

Status Changed to Mew 2006-10-26 16:50:18 A
Status Changed to Yalidated 2006-10-26 16:590:29
Status Changed to Active 2006-10-26 16:590:31
Status Chanoged to Partially_Suspended 2006-10-26 16:50:36
Status Changed to Suspended 2006-10-26 16:50:50 b’

Figure 4.6.1-32. Status Change History

4.6.1.7.4 Request Notes

Requests notes are annotations that can be useful in tracking changes to the request. These will
either be added automatically by the server or manually by the operator. Automatic annotations
are added when the operator performs an action on the request or granules in the request.

In Figure 4.6.1-33 below, the first request note was automatically added after the operator
“IngAdmin” failed one of the request granules. The second annotation was added manually by
the operator “IngAdmin” to give more details on why the granule was failed.

You can add a request note, but not edit or delete one. To add a request note, click “[Add
annotation...]” at the bottom of the annotation list, as shown in the figure below:
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Feguest Motes

Added 2005-10-25 17:23:33 by IngAdmin
GranulelD: 10000000019337 Failed granule.

Added 2006-10-26 17:24:24 by IngAdmin

Failed granule after verifying that the metadata was corrupt and could not be
processed after retrying the granule.

[ &Add annotation... ]

Figure 4.6.1-33. Request Notes

An area will appear below where you can add a new annotation. After you are finished, click
“Add this Annotation,” as shown in Figure 4.6.1-34. It will be time stamped after it is added.

[ &dd annotation... ] [ Cancel ]

After failing the granule, the metadata was
carrected and the granule will be reingested
through = later reguest|

Annotation text:
| Add Thig.&nnatation |

Figure 4.6.1-34. New Annotation Text Box

46.1.7.5 Granule List Panel

This is the list of all granules associated with this request, as shown in Figure 4.6.1-35. By
default, this list is sorted in ascending alphabetical order by Granule status, always showing
suspended granules first. The operator also has the ability to sort by other criteria, including:

e descending granule states, with suspended granules last

e Granule sequence number
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Showing 1-4 Of 4[4 T & B8]
Fils - Granule Mo Last
'l . [#] Seq.Number Ingest Gran. ID Data Type “ersion [ Status Size Status
Detail Files
(MB) Change
[showihide] 4 10000000008387 MOD29P1D 86 Successful 6144 2 2006-10-27
11:37:52
[ Ishowihide] <) 1000000000366 MOD29P1D 86 Cancelling 6148 2 2006-10-27
11:42:17
[showhide] 1 100000000058384 MOD29P1D BB XferEnr 6148 2 2006-10-27
Error executing the following copy command: fusi/ecsfOPS/CUSTOMMin/DPL/EcDICopyExec 11:42:02
/homedcmshared/PDRS/scripts/TEMP/OP S/ Criteria_1420_MOD_r1 1161963070.11622 RGEN. hdf
/datapool/OPS/user/FS1/temp/ingest/1 4679/10000000003334/ 4096 3, Failed by Operator
[ [shawide] 2 10000000008365 MODZ9P10 86 Resuming 6144 2 20061027
11:42:39

Figure 4.6.1-35. Granule List

Table 4.6.1-6 lists the granule list panel column descriptions.

Table 4.6.1-6. Req

uest Detail Page — Granule List Panel Column Descriptions

Field Name

Description

Checkbox column

This column may contain a checkbox next to the granule, if the granule is not
in a terminal state. This allows an action to be processed for the selected
granule(s). The checkbox at the top of the column selects or de-selects all the
granules in the list that have checkboxes.

File Detail The column holds a link to display the detailed file information for each
granule — this information appears for each granule at the top of the table
when clicked on.

Seqg. Number The order in which a granule was found in the PDR

Ingest Gran ID Unique Identifier assigned to the granule

Data Type Data Type found in the PDR describing the granule

Version Version found in the PDR describing the granule. The version will be
extracted from the database if none is in the PDR

Status Current granule status (see Table 4.6.1-7) and detailed error information

Granule Size (MB) Sum of the size of all files associated with the granule

No. Files Number of files found associated with the granule in the PDR

Last Status Change

Date and time the granule’s status was last updated

A Note on Suspended Granules

Nearly all granules that

encounter a problem during processing will eventually move into the

“suspended” state. The only exception is if a granule fails checksum verification each of the
configured number of retries. Except in the case of failed checksum verification or a PDR
Validation failure, granules are not failed until the operator explicitly takes an action to fail

suspended granules.
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Granule Actions

The following actions listed in Table 4.6.1-7 may be performed on granules in the granule list,
depending on granule state:

Table 4.6.1-7. Granule Allowed Actions

Granule Status Status Type Fail / Retry / Retry Cancel No Actions
From Start Allowed
New Queued v
Transferring / Transferred Active v
Checksumming / Checksummed Active v
Preprocessing / Preprocessed Active v
Archiving / Archived Active v
Inserting Active v
Inserted Active 4
Suspending / Suspended Error v v
Resuming Active v
Canceling Active 4
Cancelled Terminal v
Successful Terminal 4
Failed Terminal v
Publishing / Published Terminal v

Retry selected granules: This applies only to granules that are currently suspended and retries
them from the last known good state of processing. Every time a granule is retried, an annotation
is added identifying the time, operator, and action (see Figure 4.6.1-33) .

Retry selected granules from START: This applies only to granules that are currently
suspended and retries them from the beginning of processing. Every time a granule is retried, an
annotation is added identifying the time, operator, and action.

Fail selected granules: This applies only to granules that are currently suspended and transitions
the granule into a failed state, with the status indicating the type of error that originally caused
the suspensions.

Error types are determined by what state the granule is in when it is failed. These states are:
XferErr (transferring), ChecksumErr (Checksumming), PreprocErr (Preprocessing), ArchErr
(Archiving), InsertErr (Inserting), and PubErr (Publishing).

NOTE: After a granule is failed, an annotation is added identifying the time, operator, and
action.

To perform a granule action, select one or more granules by checking the box on the left side of
the line for that granule (if available) and click on the desired action button at the top of the
granule list. You will then be asked for confirmation before the action is carried out.
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Cancel selected granules: This applies only to granules that are not yet in a terminal state. It
manually cancels the granules. After a granule is cancelled it is expected that the granule will be
re-ingested by the operator

View Granule File Information

Each granule has additional detailed information in the “File Detail” column. This column
contains the list of files associated with that granule; if any of the files are in a failed or
suspended state, the error details are also shown. To view this information, click the [show/hide]
link for the desired granule, as shown in Figure 4.6.1-36. Table 4.6.1-8 lists the granule file
information column descriptions.

Showing 1 -4 Of 444 7 [ & [F¥]

File Detail For Granule Id: 15000000015595

Path Mame Type Status
fThomeicmsharediPDRSizcriptsTEMP/DEVO1 S Criteria_1420_MOD_r1.1161962854 22275 RGEN.hdf SCIENCE Transferred
homefcmsharediPDRSIscriptsTEMP/DEVD 1) Criteria_1420_MOD_t1.1161962854. 24614 RGEM.hdf.met METADATA HferErr

File Granule Last
] . [A] Seqg.Mumber Ingest Gran. ID  Data Type “ersion [£7) Status 11 Size . Status
Detail Files
(MB) Change
[ ishavigide] 1 150000000165595 MOD28P10 85 Suspended B148 2 200B-10-27
Failed copy operation with error: Source Error 11:37:10

(fhome/cmshared/PDRS/scripts/TEMP/DEYD 1 Criteria_1420_MOD_r1.1161362854.24614 RGEN. hdf. met)
Irvalid argument

M Izhrehide] 9 AEANANNANREGE RANRIA0 MY A Snenandard EREL] 2 2NNRANIT

Figure 4.6.1-36. Granule File Information

Table 4.6.1-8. Granule File Information Column Descriptions

Field Name Description
Path Directory identified in the PDR where the file can be found
Name Name of the file
Type Internal file type of the file translated from the file type in the PDR according
to a predefined table (e.g., SCIENCE, METADATA, BROWSE)
Status Last action performed on the file or the most recent, unresolved, error
encountered while processing the file

4.6.1.8 Historical Ingest Requests Page

This page shows all of the ingest requests that have reached a terminal state and have been
moved from the active ingest requests list, which occurs after a configured interval has elapsed
(configured on the Global Tuning page, Section 4.6.1.24). The DPL Ingest Database keeps a
persistent record of all requests that have undergone ingest processing and can thus be viewed on
this page (see Figure 4.6.1-37 below). The operator has the ability to configure how long this
historical information is kept on the bottom of this page (see Figure 4.6.1-38) and can also be set
on the Global Tuning Configuration page (Section 4.6.1.24). Table 4.6.1-9 lists the historical
ingest requests column descriptions.
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v
< >

Figure 4.6.1-37. Historical Requests Page
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Figure 4.6.1-38. Historical Request Related Configuration

Table 4.6.1-9. Historical Ingest Requests Column Descriptions

Field Name Description
Request ID Unique ID for an ingest request
Status Terminal state reached by the request
Priority The final priority assigned to the request during processing

Provider Name

Name of the provider from which the request was obtained

Size

Sum of the size in MB of all granules in the request

No. Granules

Total granules included in the request

Ingest Method

Whether the request was processed by Classic Ingest, or the new Data Pool
Ingest system. “DPL” indicates Data Pool Ingest, while “CLASSIC” indicates
Classic Ingest.

When Queued

Time the request was encountered by the polling service

When Proc. Started

Time the request was activated by processing

When Processing
Completed

Time the request reached a terminal state
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4.6.1.8.1 Viewing Historical Request Details

To view request details, click on a request 1D, which displays a request detail page similar to that
for an Active Ingest Request, as shown in Figure 4.6.1-39.

Fequestld Status  Priarity

14RRS Cancelled  HIGH M

Figure 4.6.1-39. Viewing Historic Request Details

4.6.1.8.2 Printing and Saving Historical Request Lists as Reports

The operator can view the entire Historic Request list by clicking the “print/save view” button
next to the pagination arrows at the top of the Historic Request List, as shown in Figure 4.6.1-40.

[HELF ]
ShDWiﬂg 1- 20 of 291 [" ‘I I I"" "‘"] printzave wiaw

(%] Requestld [A] Status  Priority (4] Provider Name Size

48443 successful WHIGH MODAPS TERRA_FPROC 49.577

45442 successful YHIGH MODAPS_TERRA_FPREOC 347 042

Figure 4.6.1-40. Print/Save View Button

This will display a complete list of all the historic requests, though this list will be restricted by
current filter settings. A new window will be opened and you will be prompted to continue, as
shown in Figure 4.6.1-41.

Because the list could potentially contain thousands of records, it may take several minutes to
load the entire list into the browser window. At this point, the window will display “Processing
Your Request” (see Figure 4.6.1-42) while the web server retrieves the data — this page may be
displayed for several minutes. Once the entire list is loaded, the page will display the list as
normal (Figure 4.6.1-43).
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Saving and Printing

From here you can save the list as HTML by using the browser’s built-in save functionality
(usually File > Save As...). Most browsers will also allow you to save the page as text only. To
print, either press the “Print This Report” button directly on the page, or use the menu (File >
Print...); this will load your browser’s built-in print dialog box, an example of which is shown in
Figure 4.6.1-44.

& http: //f4dpl01_hitc_com:25010 - Mozilla Firefox (M [=]

File  Edit View  History  Bookmarks Tools Help
|

DATA POOL INGEST wes cus

' ‘ X s Fri kar 2 2007 12:19:07

S==

Are you sure you want to display the entire list?

If the list contains many
thousands of rows, the web
server may tirme out or your
browser could run out of
memory and crash.

Are you sure you want to
continue?

[ Cantinue ][ Cancel ]

2
<1 I | [>]
Done Proxy: raytheon proxy o @

Figure 4.6.1-41. Prompt to Display Entire Historic Request List

4.6.1-33 609-EMD-220



@ http://f4dplO1 hitc.com: 25010 - Mozilla Firefox _J &3

Fil=  Edit View  History  Bookmarks Tools  Help “::0
-~

Processing Your Request...

Py

< | i ] [

WWaiting For F4dplol, hite, corm.. . [ || Prowy: raytheon proxy @D B |

Figure 4.6.1-42. “Processing Your Request” Wait Screen
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& nttp:/#4dpl01 _hitc_com: 25010 - Mozilla Firefox

Eile  Edit Wiew History Bookmarks Tools Help

T e

Fri bar 2 2007 12:20:19

Historical Ingest Requests

Filter Settings
Provider: ALL

Reguest Statels): [ALL]
Data Type: ALL
Date/Time Range Filter: Queued YWithin 24 Hours

Sawe This Report

Frint This Report.
Showing 1 - 291 of 291

Mo, Granules (no. Ingest Wyhen Proc. Wyv'hen

Reguestid Status Priority Provider Marne Size Successiul) Method Wyhen Queued Started Completed
48443  Successful WHIGH MODAPS _TERRA FPROC 49577 1403 DFL 2007-03-01 2007-03-01 2007-03-01
13:57:39 13:58:09 14:00:55

48442  Successful WHIGH MODAPS _TERRA FPROC 347.042 7o DPL 2007-03-01 2007-03-01 2007-03-01
13:57:39 13:58:09 14:00:55

48441  Successful WHIGH MODAPS TERRA FPROC 347.042 70y DPL 2007-03-01 2007-03-01 2007-03-01
13:57:39 13:58:09 14:01:02

48444 Failed RMORMAL ICESAT 0.000 100 DPL 2007-03-01 2007-03-01
14:10:00 14:10:00

48447  Successful WHIGH  MODAPS TERRA FPROC 49577 1003 DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:05

48453  Successful WHIGH  MODAPS TERRA FPROC 49577 100 DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:12

48454  Successful WHIGH  MODAPS TERRA FPROC 49577 100y DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:14

48443 Successful WHIGH  MODAPS _TERRA FPROC 49577 100y DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:14

48450  Successful WHIGH MODAPS TERRA FPROC 49 577 10} DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:18

<] I |
Done Frosey: raytheon proxy | @5 €8

Figure 4.6.1-43. Print/Save View of Historical Ingest Requests
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Edit  Wiew History Bookmarks Tools  Help

Historical Ingest Requests

Filter Settings

Print
Frinter
Mame: HP Officejst 6200 series [
Status:  FReady
i T Tyre HP Officejet 6200 series
Where; Useool
Print This Report Cormeni b 1 Print ta file
Showing 1 - 291 of 221
Frint range Copies
Reguestld Status Priority [z Gl Nurmber of copies: 1 =
43443 Successul VHIGH  MODAPY S pPages  from: |1 e B :
48442 Successful wHIGH FMODAR
Print Frames
48441 Successful WHIGH RODAR
45444 Failed MOR AL
48447  Successful wHIGH FODAR
14:14:35
48453 Successful WHIGH MODAPS_TERRA_FPROC 49577 1607 [FEE 2007-03-01
14:14:35
48454 Successful WHIGH MODARPS TERRA FPROC 49577 10 DFL 2007-03-01
14:14:35
45449 Successful WHIGH MODAPS TERRA FPROC 43 577 10} VRl 2007-03-01
14:14:35
48450 Successful WHIGH MODAPS_TERRA _FPROC 49577 (0% [ETE 2007-03-01
14:14:35

,< -
Done

Figure 4.6.1-44. Print Dialog Box

4.6.1.8.3 Historical Request Filters

The historic request list on this page can be filtered using the filter panel that appears on the
same page. This is opened by clicking on the green filter button at the top of the page, as shown
in Figure 4.6.1-45. If authentication is enabled, filter settings are always remembered, even when
logging out of the session. They are never lost unless the operator profile is completely removed

or authentication is disabled.

4.6.1-36

[~
Fri Mar 2 2007 12:20:19
WYhen Proc Wyhen
Started Completed
2007-03-01 2007-03-01
13:58:09 14:00:55
2007-03-01 2007-03-01
13:58:09 14:00:55
2007-03-01 2007-03-01
13:58:09 14:01:02
2007-03-01
14:10:00
2007-03-01 2007-03-01
14:15:28 14:18:05
2007-03-01 2007-03-01
14:15:28 14:18:12
2007-03-01 2007-03-01
14:15:28 14:18:14
2007-03-01 2007-03-01
14:15:28 14:18:14
2007-03-01 2007-03-01
14:15:28 14:18:18 P
>

Proxy: raytheon proxy @ 45
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Show / Hide Filters
Request ID Filter Settings Combined Filter Settings

Provider: —SHOW ALL— b

Fesuming
succes sl
Cancelled w

Request States: Data Type: —SHOW ALL—

Date/Time Range Filter: “hen Completed
FROM

th T % day 1 %y 2004 % ne 0 % min 0 %
When Completed: :;n - . r o

manth 1 ¥ day | “ o 2004 % ke 0 % min 0 (%

(] Save as default settings [HELF

Apply Fitter | Load Defautt Settings

Figure 4.6.1-45. Filter Panel

This panel shows the current filter settings and allows the operator to change them. There are
two tabs on this panel, one that provides filter options based upon the attributes of the various
requests (“Combined Filter Settings™), as shown in Figure 4.6.1-45, and the other that will filter
by a single request ID (“Request ID Filter Settings™), as shown in Figure 4.6.1-47.

Under Criteria Based Filtering, there are several different types of filters that can be applied
concurrently to the request list. These are as follows:

e Data Providers — By selecting a provider, only requests from that provider will be
displayed in the request list.

e Request States — If this option is selected, multiple states may be included in the filter by
holding down the CTRL key and selecting all of the desired states. Only requests in the
selected states will be displayed.

e Data Type — By selecting a data type, only requests with granules of the selected data
type will be displayed

e Date/Time Range Filter — The operator can either filter by the time when a request was
last updated or when it was last queued, as shown in Figure 4.6.1-46.
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0 When Completed — Only requests that completed from the given date to the given
date will be displayed. Completion time is recorded once all granules reach a
terminal state.

0 When Queued — Only requests that were added to the request list from the given
date to the given date will be displayed

0 Queued Within 24 Hours — Only requests that were added to the request list
within the last 24 hours from the current date

0 None — No date/time range filtering will be applied

Date/Time Range Filter: '%/hen Cueued

—MOMNE-
When Completed 006 [+ ne 15 [ min 19 %

When Gueued: “hen Cusued
Cueued Within 24 Hours 006 | ne 15 |%| min 22 |

Figure 4.6.1-46. Selecting a Date Range Criteria

To filter by a single Request ID, press on the “Request ID Filter Settings” tab. A single field for
entering a Request ID number will appear, as shown in Figure 4.6.1-47. The request ID filter can
only be applied by itself and not in combination with any other filter attributes.

—

o

Show /4 Hide Filters

Request ID Filter Settings Combined Filter Settings

Request 1D: 465971 [ help] |

L] Save as default settings [HELP ]

Load Default Settings |

Apply Fittet

Figure 4.6.1-47. Filtering By Request ID

Once the desired filter options are selected, the operator has the option of saving a set of default
settings by selecting the “Save As Default Settings” box prior to clicking “Apply Filter” (see
Figure 4.6.1-48). Thereafter, the operator can click “Load Default Settings” to restore these
saved defaults. If no default is stored, all requests will be shown by default. If authentication is
disabled, there will be no option for saving or loading default settings.
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month 171 | » day 17 |+ )

v Save as default settings [ HELF |

Apply Fitter |

Figure 4.6.1-48. Saving Default Filter Settings

Once all settings are selected, press the “Apply Filter” button. A new page will appear with
showing only the requests meeting the filter criteria. Filtering options will be hidden until the
green “Show / Hide Filters” button is pressed again.

4.6.1.9 Historical Ingest Request Detail Page

The request detail page for a historical request (Figure 4.6.1-49) is similar to the one for an
Active Ingest Request, with the request details followed by a granule list. The details on this
page are somewhat different in that information pertaining to historical data is shown. Since the
request is in a terminal state, no actions can be processed for this request, so action buttons are
not present. Tables 4.6.1-10 through 4.6.1-12 contains information for the Historical Ingest
Request Detail page such as the request info field descriptions, the request info column
descriptions, and the granule list column descriptions.
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¥ DPL Ingest GUI (DEVOY) - Mozilla Firefox E]

Fle Edt Wew History Bookmarks Tools  Hslp

\: - - @ ﬁ u_| Ep‘:7-f;he.\ﬂ1‘:Aitc.mm:ZSEQDJi‘rlqgst7DEvD%jfaze;!EcD.iinGuianin‘]'fpjisessinmd;ACSEE?DEC?EE1EA35E698LEE%5579703 B j- D; |G- o .
0 Functionality Lab Status || DPL Ingest GUI (DEYD9) i
&
SHOIIIE
| Monitoring - - -
Historical Ingest Request Detail for Requestld 18565
Reqguest Status
Historical Reguests
Provider Status Request Info [ Show  Hide |
File System Status
Transfer Host Status RequestlD: 16565 Status: Failed Priority: HIGH
ECE Service Status Provider: 1@2 3 Size:-0.000 MB No. Granules: 1 (0 successiul
I'-'-PDR List Ingest Method: DPL No. Files:2
7| Interventions & Alerts
[ Configuration When Queued: 2007-08-31 00:57:07
E}Repuns When Processing Started:
% Help When Processing Ended: 2007-08-31 00:57:15
Request Timings
Q [ reload page | Time To #fer Tirme To Checksum Time To Preprocess Tirne To DPL Insert Tirme To Archive
0 = 0 B a
“ou are logged in as IngAdmin
e+ & Operator Actions:
[log outy Status Change History
loee Status Ghanged 1o New 2007-08-31 00:41:59
Status Changed to Validated 2007-08-31 00:57:07
Status Changed to Failed 2007-08-31 00:57:15
Reguest Naotes
There are no Request Motes for this request.
Granule List Showing 1-10f1  [[94] 7 ) (22
e ECS Gran.  DPL Gran, Granule Size Mo Proc. Proc Total Proc. Time To Retry
Mumber g G 11 D D el g HERlEn Bk e (MB]) Files Start End Time Checksum Count
1 5000000021393 AE_RnGd 1 InitErr 0.085 a
< >

Figure 4.6.1-49. Historical Request Detail Page

Page Sections
e Request Info — General information about the request
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Table 4.6.1-10. Historical Ingest Request Detail Page —

Request Info Field Descriptions

Field Name Description
Request ID Unique ID for an ingest request
Status The final state of the request (see Table 4.6.1-3 for a list of possible request
states)
Priority The precedence which a request will have for activation and various
processing actions.
Provider Unique name assigned to the provider associated with the polling location

where the request was found

Size

Sum of the size of all granules in the request

No. Granules

Total number of granules in the PDR

Ingest Method

Whether the request was processed by Classic Ingest, or the new DataPool
Ingest system

No. Files

Number of files found associated with the granule in the PDR

e Request Timings — Seconds of time that passed during various processing actions

Table 4.6.1-11. Historical Ingest Request Detail Page —

Request Timings Column Descriptions

Field Name

Description

Time to Xfer

Total seconds of time that passed during all granule transfers

Time to Checksum

Total seconds of time that passed during all granule checksum operations

Time to Preprocess

Total seconds of time that passed during all granule preprocessing operations

Time to Insert

Total seconds of time that passed to insert all granules into AIM

Time to Archive

Total seconds of time that passed to copy all granules into the archive

e Granule List — Detailed granule information
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Table 4.6.1-12. Historical Ingest Request Detail Page —

Granule List Column Descriptions

Field Name Description
Seq Number The order in which a granule was found in the PDR
Ingest Gran ID Unique Identifier assigned to the granule by the DPL Ingest System
ECS Gran ID Unique Identifier assigned to the granule for insert in AIM
DPL Gran ID Unique ldentifier assigned to the granule for registration in the Data Pool
Data Type Data Type found in the PDR describing the granule
Version Version found in the PDR describing the granule
Status Terminal state reached by the granule

Granule Size (MB)

Sum of the size of all files associated with the granule

No. Files

Number of files found associated with the granule in the PDR

Proc. Start

Time of granule activation

Proc. End

Time granule reached a terminal state

Total Proc. Time

Total seconds that lapsed in between granule activation and completion

Time to Checksum

Total seconds that passed during granule checksum across all files

Retry Count

Number of times the granule was retried (or retried from start)

4.6.1.10

Provider Status Page

This page displays the status and information about each configured data provider in the Data
Pool Ingest system (see Figure 4.6.1-50a and 4.6.1-50b for a general overview). Table 4.6.1-13

contains the Provider Status page column descriptions.
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Reqguest Status
Historical Requests
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File System Status
Transfer Host Status
ECS Serice Status ™
L FOR List Provider Status
|3 Interventions & Alerts
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vou ate Easain TCIIY 0 @23 ) e 1011 active 0 0 0(DO00ME)  O(0000ME)
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[log out] -
| change passward | [ 1lisa Amser Q oty o o R 0 il 0 (0.000 MB ) 0(0.000MB)
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[ ASTER GDS @) rnces byonwater |1 1ot tsates i i 0 {0.000 MB ) 0/(0.000 M8 )
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[ ASTER OSF Q suspended by aperator
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DDIST 1 of 1 suspended 1] o 0 (0.000 MB 0 {0.000 MB
O poist @ oty B ( ) o )
[ EDOS 9 et sy ORI R 0 il 0(0.000 ME ) 0(0000MB)
[ FtpProvider e suspendad by oparater |0 LOSONS w 4 AR et A2
ICESAT 1 of 1 suspended 1] o 0 (0.000 MB 0 {0.000 MB
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1 JPL e M1 0t 1 active 0 g 5 (21.529 MB) 9 (659.087 MB b
< | >

Figure 4.6.1-50a. Provider Status Page (General Overview)
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Figure 4.6.1-50b. Provider Status Page (General Overview)

Table 4.6.1-13. Provider Status Page Column Descriptions

Field Name Description
Provider Provider name configured to identify an External Data Provider
Status Whether the provider is active, suspended by server, or suspended by

operator

Polling Locations

Total number of active polling locations on the provider, or the number of
polling locations that are suspended out of the total number configured

Requests Queued

Total number of requests waiting for activation from the provider

Requests In-Process

Total number of requests that are active and not suspended from the provider

Granules Queued

Total number and volume (in MB) of granules waiting for activation in
requests from the provider

Granules In-Process

Total number and volume (in MB) of granules that are active and not
suspended in requests from the provider
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Possible Status Indicators
There are three possible status indicators for a provider.

e Active — at least one polling location is active

active

e Suspended by Server (indicating all polling locations are suspended) — the server has
suspended the Polling Location automatically.

ﬂ suspended by sencer

e Suspended by Operator (indicating all polling locations are suspended) — operator
manually suspended the Polling Location from the GUI

9 suspended by operatar

4.6.1.10.1 Provider Status Actions

You can suspend or resume any of the Data Providers listed on this page. The status column
shows a green (active) or red (suspended) icon. To change the status of one or more providers,
do the following:

1. Select the desired provider; multiple providers may be selected at once:

vi MODAPS TERREA FPROC B . tive ™ 1 of 1 active 1]
] MSIDC DAAC A suspended by operatar @ 1 of 1 suspended ]
[] =4P00 ,.., suspended by operater @ = of 2 suspended 0
TOTALS: 0

Suspend | Resume ‘

2. Click the appropriate action button at the bottom of the list:

suspendl\l resume
bl

3. You will be prompted for confirmation. The page will reload with the status of the
selected providers changed.

The Impacts of Suspending a Provider

Suspending a Data Provider will stop the activation of Ingest Requests from that Provider, but
Ingest Requests that are already active will be completed. Ingest will also stop polling all of the
Polling Locations associated with that Data Provider; The impact then is that no new Requests
from that suspended Data Provider will be queued except if a polling cycle is in progress, in
which case the polling cycle will be completed.
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4.6.1.11

Provider Status Detail

The detail page of a provider shows the detail information of the Provider, the configured
Notification Types, and the individual status of each polling location associated with the
provider, as shown in Figure 4.6.1-51, and allows the operator to suspend or resume the Polling
Locations accordingly.

%3 DPL Ingest GUI (DEVOY) - Mozilla Firefox
Fle Edit View History Bookmarks Tools  Help

LB

\:. - - L,Qéfj L/E u Ettp.;tff4hé\n1‘:r-|itc.mm:2509q11‘nggst,DEvngfface%tscﬁilnsuianin‘jfp;isessinmdéncsaﬁnncms1EA35559845595579703 -] [:v |G- :
0 Functionality Lab Status || DPL Ingest GUI (DEYD9) 8 i
~

Some DATA POOL INGEST

S g - -
¥ | Monitoring ﬂ W-E s -“t.- | Tue Sep 11 2007 13:52.47

Request Status & =

Historical Reguests @T‘J@

Provider Status

File System Status

Transfer Host Status

ECS Serice Status " -
L FOR List Provider Status Detail
> Interventions & Alerts
?\Cunﬁgura{iun General Status
04 Renarts Provider: NSIDG_DAAC
¥ Help General Status: 6 suspended by operator [ Resume
Q [ reload page | Requests Queued:0 [0.000 MB)

Requests In Process:0 (0.000 MB)
“ou are logged in as IngAdmin
e+ & Operator Actions:
[lag out] Configured Notification Types
loee Emall Yes FTP: o SCP o
Polling Locations
O Status Source Polling Path Huost Type Host Name Host Status Address
[ @ suspended by aperator Inetforiginidevdatal/DEVOSINGES T/polINSIDC local LOCAL ™ active LOCAL
Suspend Resume
v
>

Figure 4.6.1-51. Provider Status Detail Page

4.6.1.11.1 General Status

This section of the Provider Status Detail page provides an overview of current processing
through the provider, as shown in Figure 4.6.1-52. Table 4.6.1-14 contains the general status
field descriptions for the Provider Status detail page.
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General Status

Provider: N3IDC_DAAC

General Status: .‘ suspended by operatar Resume

Requests Gueued:0 {1.000 MB)
Requests In-Process:0 (0.000 ME)

Figure 4.6.1-52. General Status for a Provider

Table 4.6.1-14. Provider Status Detail Page — General Status Field Descriptions
Field Name Description
Provider Unique name for this external data provider

General Status

Whether the provider is active, or has been suspended either manually by the
operator or automatically by the server

Requests Queued

Total number of requests waiting for activation from the provider, as well as
the total size of those requests

Requests In-Process

Total number of requests that are active and not suspended from the
provider, as well as the total size of those requests

4.6.1.11.2 Configured Notification Information Types

The Provider Status detail page shows the configured notification types for a provider and its
notification method, as shown in Figure 4.6.1-53, Figure 4.6.1-54, and Figure 4.6.1-55. The
operator cannot suspend or resume these for an individual provider.

Configured Notification Types

Ernail: Yes FTF: Ma SCP: Mo

Figure 4.6.1-53. Notification Information

Configured Notification Types

Email: Mo FTP: No SCP: Yes ™ acdtive

Figure 4.6.1-54. Notification Information w/ SCP active

Configured Notification Types

Email: Yes FTP:Yes ™ active SCP: Mo

Figure 4.6.1-55. Notification Information w/ FTP active
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A Data Provider may have SCP, FTP, email, or a combination of these methods of notification.
There is no status for an email notification method or for a notification method that is not
enabled. If any of the methods are not used, then “No” will appear next to the notification
method name.

Note that operators or the Ingest Service can suspend all traffic to and from an SCP or FTP Host
(e.g., if the host or the connection to the host will be taken down or is experiencing problems).
In that case, notifications for a provider that use that host will be shown as suspended. Operators
can suspend email notifications as a whole via the Ingest Status page (e.g., when the local e-mail
service needs to be shut down for maintenance), in which case all email notifications for all
providers will be shown as suspended. For more information on that functionality, see
Section 4.6.1.2.2.

The overall status of SCP and FTP Hosts is shown on the Transfer Host Status Page (see
Section 4.6.1.13). The status of email notifications is shown on the Ingest Status Page
(Section 4.6.1.2).

4.6.1.11.3 Polling Location List

Each Data Provider has a list of associated Polling Locations, which are directories on SCP, FTP,
or local Hosts that can be suspended or resumed. These can be suspended or resumed in order to
halt or resume data to be sent through (Ingested from) these providers, without impacting the
status of the Host on which that polling location resides (see Figure 4.6.1-56). To suspend or
resume a polling location, check the boxes of the desired locations in the list and click the action
button at the bottom of the list. You will be prompted for confirmation before the action is
carried out. Table 4.6.1-15 contains the polling locations column descriptions for the provider
status detail page.

Polling Locations

|l Status Source Polling Path Host Type Host Marne Host Status Address
[ ™ active ihomelcmshared/POREehorodkil SCP 401 ™ active 01

] ™ active fustiecsfOPSICUSTOMdataldplingestaguaionyardPDR FTFP LPDAAC ™ active Tadrg0i.hitc.com
il fusriecsiOPSICUSTOMdata/INGESTragualforward/PDR S5CP f4dpl01 ™ active T4dpl01

] ™ active thomefemshared/PDRSlaqua_4043 SCP f4hel01 ™ active f4hel01

Suspend Fesume

Figure 4.6.1-56. Polling Location List
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Table 4.6.1-15. Provider Status Detail Page —
Polling Locations Column Descriptions

Field Name Description

Status Whether the polling location is active, suspended by server, or suspended by
operator

Source Polling Path Full path of directory being polled

Host Type Method being used for polling — Local, FTP, or SCP

Host Name Label assigned to the host on which the polling location is found

Host Status Whether the host where the polling location is found is active or suspended.
The polling location itself can be suspended, but this does not affect the state
of the host.

Address IP address or DNS name where the polling directory can be found

4.6.1.12 File System Status

This page displays the status of each of the Archive File Systems and Data Pool File Systems, as
shown in Figure 4.6.1-57. Table 4.6.1-16 contains the file systems status page column
descriptions.
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Figure 4.6.1-57. File System Status Page Screen Shot

Table 4.6.1-16. File System Status Page Column Descriptions (1 of 2)

Field Name

Description

Name Unique name assigned to the file system and the directory where
the file system is found

Status Whether the file system is active, suspended by operator, or
suspended by server

Free Space The amount of free space (in GB) on the File System.

Used Space Percentage of space used on the file system and the time this

information was last checked

Cache Used Alert Threshold

The percentage of used space in the cache at which point an alert
would be raised for the Archive or Data Pool File System. For
example, if the threshold was set to 80%, an alert would be raised
as soon as more than 80% of the cache was used. No requests or
file systems will be suspended as a result of this threshold being
reached
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Table 4.6.1-16. File System Status Page Column Descriptions (2 of 2)

Field Name Description
Cache Used Suspend Threshold The percentage of used space in the cache at which point the
Archive File Systems only Archive or Data Pool File System would be suspended. For

example, if the threshold was set to 90%, the Archive File System
would be suspended as soon as more than 90% of the cache was

used

Queued Granules Total granules waiting for activation set to ingest on the file system
and the sum of the size of those granules

Processing Granules Total granules active set to ingest on the file system and the sum of

the size of those granules

Actions on this page:

As with other pages that display services or providers, each of these archive file systems can also
be suspended or resumed. The status column shows a green (active) or red (suspended, either by
operator or server) icon. To change the status of one or more file systems, do the following:

1. Select the desired Data Pool File System or Archive File System (multiple selections
may be made):

Data Pool File Systems

rl Marne otatus Free Space Llse

[] DEFAULT ” 156GE
fdatapoal/DEWO A useF 51y (2007 -03-1

# F52 ) zuzpended by operatar 380GE

%Idatapu-:-l.l’DEW'l.l’mer."FSE.l’ (2007 -0:3-
Suspend | Fesume

2. Click the desired action button at the bottom of the list

3. You will be prompted for confirmation. The page will reload with the status of the
selected archives changed.

4. The application will not allow the same action to be taken twice on an Archive File
System. For example, an already active status can not be resumed. However, an
Archive File system that was suspended by the server may be manually suspended by
the operator.

46.1.13 Transfer Host Status

The Transfer Host Status page shows the status of each configured SCP and FTP host, as well as
the status of Local transfers. The read/write status of each host, as well as the read/write status of
the providers using that host can be manually suspended or resumed, and may have been
suspended by the Ingest Service. See Figure 4.6.1-58 for a general overview.
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When an operator suspends the read/write status of a host, the Ingest Service will complete any
ongoing transfers, polling cycles, or notifications with that host, but not start any new ones.
When an operator resumes the read/write status of a host, this will resume all traffic with that
host that was not currently in the state of “suspended by operator”. This includes polling for any
previously suspended polling locations, that is, resuming the read/write status of a host will
resume all Polling Locations on that host that may have been suspended automatically by the
Ingest Service.

If the read/write status of a host is suspended by the Ingest Service, an Alert will also be
generated and displayed on the System Alerts page (e.g., a connection could not be established
with a host because it is down, or there were too many errors while trying to transfer PDR files).

If a PDR is sent through processing with a host configured in the PDR that does not show up on
the GUI, a new host will automatically be added to the lists of SCP and FTP Hosts with the name
UNDEFHOST _[Provider]_[RequestID] (See Figure 4.6.1-59). No provider status will be
displayed until the operator manually configures a provider to use that host. Table 4.6.1-17
contains the transfer host status page column descriptions.
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Figure 4.6.1-58. Transfer Host Status Page (General Overview)
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Table 4.6.1-17. Transfer Host Status Page Column Descriptions

Field Name Description
Host Label Label assigned to the host on which the polling location is found
Address The I.P. address or the canonical name and port number of the host

Read Status

Whether or not read actions (such as polling location listings) are active,
suspended by operator, or suspended by server on the host

Write Status

Whether or not write actions (such as transferring notifications) are active or
suspended on the host

Status by Provider:
Provider Name

Name of a provider with a polling location configured on the host (can not be
changed on this page)

Status by Provider: Read
Status

Whether or not read actions are active or suspended for a specific provider
(can not be changed on this page)

Status by Provider: Write
Status

Whether or not write actions are active or suspended for a specific provider
(can not be changed on this page)

Actions on this page:

Each of the SCP/FTP hosts, as well as Local Host Operations, can be suspended or resumed. The
status columns show a green (active) or red (suspended by server or operator) icon and indicate
which operations (read, write, or both) are suspended. The read and write status is also displayed

for each provider with a polling location or notification method configured to the host.
To change the status of one or more hosts, do the following:

1. Select the desired host; multiple selections may be made

2. Click the Suspend or Resume button at the bottom of the list, as shown in Figure 4.6.1-
59. You will be prompted for confirmation. The page will reload with the status of the
selected hosts changed.

3. Both read and write status will be suspended as a result of suspending the host. Polling
will stop on polling locations that use this host for transfers. No notifications will be
sent to the host until it is resumed, at which time all notifications halted during the
suspension will be sent.

[1 f4held1 fdheld1 - active Provider Mame

vl fAsplo fd=spl0i active active Provider Mame
[% AMSRE_E_SIPS
Suspend | Resume |

Figure 4.6.1-59. Suspending an FTP or SCP Host
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4.6.1.14

ECS Services Status

The ECS Service Status page shows the status of each of the various ECS Services. There are
two types of ECS Services:

1. Services that run on the same host as the Ingest processing service — the GUI only
shows that the service is up or down.

2. Services that can run on any number of hosts that have been configured for that
purpose. Examples are checksumming, archiving, and transfers. The service on each
host is independent of the same type of service on the other hosts, in that its
configuration and status is host specific. For example, checksumming on one host
may be suspended but may be operating just fine on the other. As a result, the GUI
shows the status information for that service separately for each host. These services
are called Hosts Used For ECS Services.

Host-specific ECS Services can be individually suspended and resumed for that particular host.
The XVU, 11U, and DPIU services are listed separately and can only be resumed. See Figure
4.6.1-60 for the general page overview.

DATA POOL INGES

Mon-host Services

ECS Services Status

Thu Feb 26 2009 14:27.19

XU [ HUY: [ DPRJ: [~
H;usfs Used For ECS Services
Senice Host [ Checksum CIFile Transfer SCP [l Archive Clingent Copy [linsent Checksum
Heild1 0@ F : -
e 0@ - A Lo

not enabled —:crvice on
HhelD1 L1/ o - thiz haost is not enabled.
fomi01 mi 1/ 1/ .- O »
Hspl01 m|[ O™ s -, O™ LI
Suspend Resume
Auto Refresh
OFF
Figure 4.6.1-60. ECS Services Status Page
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4.6.1.14.1 Non-host Services

This page shows the status of each of the services which do not run on an ECS Service host. The
XVU service performs the XML Validation for granule metadata files, the 11U service inserts the
granule metadata information into the AIM database, and the DPIU service registers the granule
metadata into the Data Pool database. Each of these services runs on the same host as the
processing service and will either be “active” or “suspended by server”. If any of the services is
suspended it will prevent any ingest from completing because every granule requires these
services.

4.6.1.14.2 Hosts Used for ECS Services

These are services that are tied to a specific host. Each of the services can be suspended or
resumed on that particular host. The services are:

e Checksum

e File Transfer

e Archive

e Insert Copy

e Insert Checksum

To suspend or resume a service on a host, check the box next to the status and click on the
desired action button (Suspend or Resume), as shown in Figure 4.6.1-61. You will be prompted
for confirmation before the action is carried out. The checkboxes at the top of each column allow
the selection of all of that particular service for all hosts.

Hosts Used For ECS Services

Semice Host L Checksum LIFile Transfar L &rchive Linser Copy Llinsert Checksum
f4eill O™ . e (1™ octive FERSRS =S 1]t 1) 2 otive
fahel1 I:l - active el I:l - active I:l - active I:‘ -, active
fafti01 D -, active l:‘ - active R D o active D -, active
f‘q'SplE” I:l i, active poliele I:l — active I:l -, active I:‘ -, active
Suspend | Resume |

not enabled —the

service is not enabled on

this host

Figure 4.6.1-61. Host-Specific Services
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Suspending a service on a host will let all service operations of that type that are currently
executing on that host complete on that host, but no new requests for that service will be
dispatched to that host. For example, if the Checksum service is suspended for HOST_A,
ongoing check summing operations will complete, but then no more check summing operations
will be dispatched on that host (regardless of the type of checksum involved). Checksum on
other active hosts will continue. Table 4.6.1-18 contains the field descriptions for hosts used for
ECS services.

As a rule, checksum operations must take place on a different host that the one on which a
granule was transferred. If all but one checksum host is suspended, all granules transferred on
that same host will go into a suspended state until another checksum host is activated.

Table 4.6.1-18. Field Descriptions for Hosts Used for ECS Services

Field Description
Name
Service The label of the host used for the ECS Services
Host
Checksum | The status of the Checksum Service
File The status of the File Transfer Service
Transfer
Archive The status of the Archive Service
Insert Copy | The status of the Insert Copy Service
Insert The status of the Insert Checksum Service
Checksum

Note that for all of these services, not enabled may appear as the status; this indicates that the
service has not been enabled for that host in the ECS Services Configuration page, therefore no
real status exists for that service.

4.6.1.15 PDR List

The PDR List page shows the PDR information retrieved from the Ingest database. The PDR
information is shown in Figure 4.6.1.62) with the first column listing the polling location for the
PDR and the second column listing the PDR file name.

There is a check box displayed for each of the PDRs listed in the table. By checking the box and
applying the Ingest Selected PDRS Again button at the bottom, the corresponding PDR will be
re-ingested.

4.6.1-56 609-EMD-220



B DPL Ingest GUI (OPS) - Mozilla
v;Ei\e Edit View Go Bookmarks Tools Window Help

a

Back Folw;'ud " Reload Stop 4 hitp:/flocalhost: 8084/INGEST_GUIffacesfframelndex.jsp

EEX

& Home DATA POOL INGEST web cu
*#| Monitoring | 4
Request Status -
Historical Requests @@
Provider Status
File System Status
Transfer Host Status
ECS Service Status
= PDR List
% Interventions & Alerts

[% contiguration

7| Reports PDR Filter Settings
5 Help Data Providers: |ASTER =l
3 [reiadpace] Beply e |

showing 4 entries
Polling Location Name

aster

PDR List

PDR File Name

Criteria_0370_V086_1.PDR

Flasemar 3, -

Tue Sep 11 2007 14:02:09

aster

Criteria_0370_V086_2.PDR

aster

MOD14_browse.PDR

EA_Land_2.PDR

=
p
=
=
! | aster

Ingest Selected PDRS Again

e

Bl

4% EL <2 E8 a7 | Done

||~ el

Figure 4.6.1-62.

4.6.1.16 Open Interventions

PDR Listing

This page displays the list of Ingest Requests with open interventions, as shown in
Figure 4.6.1-63. The operator may select any eligible request and perform one of two actions:

e Cancel Active Ingest Request(s) — This is an irreversible action. There is no way to ‘un-
cancel’ a request. Processing for this ingest request will be terminated and any granules
that did not yet complete processing will be cancelled. If cancelled prior to the “Inserted”
state, the granule will be removed from data base entries and files will be removed from
temporary locations and the data pool database. A PAN will be sent to the provider that will
report failed or cancelled granules and the failure reasons (the specifics depend on the
Interface Control Document that covers this interface).

4.6.1-57
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Resume Active Ingest Request(s) — only if the selected requests are suspended. Cancelled
Requests can not be resumed. Resuming a request will resume processing for all granules
that are currently suspended, restarting each from the last known good state. To disposition
individual granules differently, the operator needs to access the intervention detail page.
Table 4.6.1-19 contains the descriptions of the open interventions listing page column.
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Figure 4.6.1-63. Open Interventions Listing (General Overview)

Table 4.6.1-19. Open Interventions Listing Page Column Descriptions

Field Name Description
Request ID Unique Data Pool Ingest identifier assigned to the request in
intervention
Provider Name of the provider from which the request was obtained

Intervention Type

Type of error encountered during processing of at least one of the
request granules (if there are multiple error types encountered in a
single request, the type will be “MULTIPLE")

Worker

Name of a worker assigned to address the intervention

When Created

Time the intervention was generated (which may have been after
several retries after the error was first encountered)

When Acknowledged

Time the intervention was first viewed by an operator
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The information on this page is similar to the Request Status page (see Section 4.6.1.6). To view
intervention details, click on the Request ID link to open the intervention detail page.

4.6.1.17 Request Actions
Changing Request Statuses

A request is suspended and goes into Operator Intervention Status when at the completion of its
processing; at least one of its granules is suspended because it ran into some error. Note that
operators can disposition suspended granules before the request goes into intervention, as
explained in Section 4.6.1.7.5. As a result, when a request goes into intervention, some granules
may already be in a failed state (if they have been failed by the operator before).

From this page, one can resume suspended requests regardless of the failures. Otherwise, the
operator can view the suspended granules of the request and disposition them individually. See
the Intervention Detail section below (4.6.1.16) for more details on how Interventions are
processed.

To perform a request action, select the desired requests by checking the boxes on the left side of
the request list. You can also select or deselect all the requests by checking the box at the very
top of the list. See Figure 4.6.1-64.

Showing 1 -2 of 2 [Ja4] « | = |00

"1 Reguest 1D Provider Intervention Type
1 14520 M3I0C DAALC PreprocErr
vh 14913 JPL XferErr

hr3
m Cancel Requests Resume Requests

Figure 4.6.1-64. Selecting a Request for Action

Then click on the button of the desired action at the bottom of the list. A box will appear below
to enter a reason for the status change. See Figure 4.6.1-65.

14518 JPL XferErr

W Cancel Requests | Resume Reguests

Fleaze Enter A Reason For The Status Change: [ caneal]
File size errar needs review.
Request will be cancelled
and resubmitted later |

[ Continup to Cancel Feguests ]
My

Figure 4.6.1-65. Explanation Field for Changing Request Status
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Once you have entered the reason, click on the button next to the text box to continue the action.
You will be prompted for confirmation before the action is carried out.

If you do not wish to process this action, click on the [cancel] link to close the box.

4.6.1.17.2 Filters

The Intervention list on this page can be filtered using the filter panel that appears on the same
page. This is opened by clicking on the green filter button at the top of the page, as shown in
Figure 4.6.1-66. Filter settings are associated with an operator profile and are always
remembered, even when logging out of the session. They are never lost unless the operator
profile is completely removed or authentication is disabled.

The operator has the option of saving a set of default settings by selecting the “Save As Default
Settings” box prior to clicking “Apply Filter.” Thereafter, the operator can click “Load Default
Settings” to restore these saved defaults. If no default is stored, all Interventions will be shown
by default.

—
i

“Show / Hide Filbers!
Combined Filter Settings

Data Provider: JPL w
Intervention Type :  xferErr i
Target Archive : —SHCOW ALL —

[] Save as default settings [HELF |

Apply Fitter | Load Defaut Settings

Figure 4.6.1-66. Intervention List Filter Panel

This panel shows the current filter settings and allows the operator to change them. Each of the
filters shown in the figure has a SHOW ALL option that effectively does not filter by that field.

Multiple filter settings can be applied at the same time (i.e., the filters are ANDed), thus the
operator could opt to see only requests from JPL with a XferErr intervention type, or he could
just filter to only see interventions from a single provider.

4.6.1.17.3 Sorting

The Intervention list on this page can only be sorted by the creation date (i.e. the date and time
the intervention was created) in ascending or descending order, as shown in Figure 4.6.1-67.

Unlike filter settings, sort settings are remembered for the session only, and are lost when the
operator logs out or the application is closed.
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Figure 4.6.1-67. Intervention List Sorts

4.6.1.17.4 Intervention Related Configuration Panel

In addition to being displayed on the Data Pool Ingest GUI, interventions can also be sent as
email to a specified operator email address.

To set the email address and permit email notification of Interventions, enter an address next to
the “NOTIF_INTERV_EMAIL_ADDRESS” parameter, check the box next to the
“SEND_INTERVENTION_EMAILS” parameter, and click the “Apply Changes” button,
displayed at the bottom of the “Intervention Related Configuration” section, as shown in Figure
4.6.1-68.

Intervention Related Configuration

Parameter MNarne Parameter Description Parameter Walue
MOTIF_INTERY_EMAIL_ADDRESS dress for sending operator Inteventions and aletts cmops_edi@yahoo.cor
SEND_‘NTERVENT‘ON_EMAlLS Indicates whetherto send an email for interventions

-{ Apply Changes |x Cancel Changes |

Figure 4.6.1-68. Intervention Related Configuration Panel

The configured email address will receive notifications for all interventions as they are opened.

4.6.1.18 Open Intervention Detail Page

This page displays all of the information as in the general open intervention listing, as well as the
granule list. In addition, actions may be taken for the intervention on this page. This page is
shown in Figure 4.6.1-69.
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Open Intervention Detail

Intervention Info [ Show ' Hide |

LB

-] [T

&d in as IngAdmin

[log out]
[ changs passivart |
[ show my permissions |

Status: Active
Size:1.523 MB

RequestlD: 20474 [ view detsilz |
Provider: JPL
Intervention Type: PreprocErr

Worked By: PR Update worker

Priority: VHIGH
No. Granules: 1 (0% complate)

Intervention Creation Date/Time: 2007-03-11 13:20:32
Intervention Acknowledgement Date/Time: 2007-08-11 14:05:38
When Queued: 2007-03-10 12:53:59

When Processing Started: 2007-09-11 13:20:37

Operator Motes

There are no Operator Notes for this intervention.

[ Addl annotation. . ]

— — — —
[ =)
(@) =0 O
Rety Selected Granules — Rety From START Selected Granules  Faill Selected Granules  Cancel Selected Granules
Granule List Showing 1-10f1 [[44 [ 23
[] File Detail  Seg. Mumber Ingest Gran. D Data Type  “ersion Status Granule Size (MB)
[ [showids] 1 5000000023358 WMOD10_L2 5 Preprocessing 1511

Mo, Files
2 2007-09-10 12:54:00

Processing Start Processing End

How Interventions are processed:

Figure 4.6.1-69. Open Intervention Detail (general overview)

An Operator Intervention for an Ingest Request remains open as long as there are suspended
granules in the Request. The operator can take one of several actions to ‘close’ the intervention
(i.e., take the request out of suspension and allow the Ingest Request to be processed normally):

e Retry selected granules: This applies only to granules that are currently suspended
and retries them from the last known good state of processing. Every time a granule is
retried, an annotation is added identifying the time, operator, and action (see
Figure 4.6.1-69).

($]

Fety Selected Granules
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e Retry from START selected granules: This applies only to granules that are
currently suspended and retries them from the beginning of processing. Every time a
granule is retried, an annotation is added identifying the time, operator, and action.

()
Retm From START Selected Granules

e Fail selected granules: This applies only to granules that are currently suspended and
transitions the granule into a failed state, with the status indicating the type of error
that originally caused the suspensions.

[ | |
Fail Selected Granules

Error types are determined by what state the granule is in when it is failed. These
states are: XferErr (transferring), ChecksumErr (Checksumming), PreprocErr
(Preprocessing), ArchErr (Archiving), InsertErr (Inserting), and PubErr (Publishing).

NOTE: After a granule is failed, an annotation is added identifying the time,
operator, and action.

To perform a granule action, select one or more granules and click on the desired
action button at the top of the granule list. The operator will be asked for confirmation
before the action is carried out.

e Cancel selected granules: This applies only to granules that are not yet in a terminal
state. It manually cancels the granules. After a granule is cancelled it is expected that
the granule will be re-ingested by the operator

—

Cancel Selected Granules

Working on an Intervention

The operator must have Ingest Control permission to perform any actions on this page. A worker
name is not explicitly required on this page because the logged-in operator name will be used by
default. However, an operator may override this by entering a different name into the “worked
by” text box. This is allowed because more than one operator may be using the same login
during a session, though this practice is not recommended if authentication is enabled.
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Closing the Intervention

Once all granule issues have been resolved, the open intervention status will automatically be
removed. No explicit action on the part of the operator is required to do this.

If an open intervention is not resolved after being viewed, it will remain in the open intervention
list and can be worked on at any time after navigating to a different page or even logging out of
the session.

Viewing Request Details:

The operator can navigate to the details for a request by pressing the “[view details]” link next to
the Request ID in the upper left-hand corner of the page, as shown in Figure 4.6.1-70. More
information on the Request Details page can be found in Section 4.6.1.7.

Intervention Info [ Show /Hide |

RequestlD: 31668 | view: details |
Provider: MODARPS A5 A FFROC
Intervention Type: “ferErr

Worked By: oK Update worker

Figure 4.6.1-70. Viewing Request Details from Intervention Details

Information on this page:

Figure 4.6.1-71 explains the various features and information available on this page. The second
part of the page, the granule panel, is described in the subsection 4.6.1.18.2.
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Intervention Info [ Show ' Hide |

RequestlD: 31655 4 view detailz | Status: Suspended Priority: NORMAL
Provider: MRDAPS AQUA FPROC Sizes244 7RIMB  No, Granules:d % complete)

B (s \ The worker for this intervention can be

rhanned  If nn nama ic fillad in the
Click the [view details] link Intervention Creation Date/Time: 2008-11-17 16:34:31
to go directly to the request [ention Acknowledgement Date/Time:2006-11-17 16:48:26
When Queued: 2006-11-17 16:30:30
When Processing Started: 2006-11-17 16:34:19

nerator Motes

Added 2006-11-17 16:53:15 by IngAdmin

be a problem accessing the directory where request
found. The intervention should remain open while the
ted.

Operator Notes are shown and can be added
here. Each time one is added, a time stamp is
shown, along with the name of the operator

who added the annotation.

[ Addd annctation... ]

Figure 4.6.1-71. Intervention Detail: Request Information Panel Diagram

4.6.1.18.1 Operator Notes

This section shows operator notes added by the operator. Operator notes are annotations that can
be useful in tracking changes to the request or recording information affecting the intervention.
The operator notes are kept separately from the request notes (see Section 4.6.1.7.4), though they
will be appended to request notes after the intervention is closed.

An operator note can be added, but not edited or deleted. To add an operator note, click [Add
annotation...] at the bottom of the annotation list, as shown in Figure 4.6.1-72.
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J0B-10-30 12:06:20 by IngAdmin

seen decided that the granules cannot be processed and will be failed instead of
ad.

[ &od a{ﬁntatinn... [ Cancel ]

Annotation texd:
Add Thiz Annotation

Figure 4.6.1-72. Adding an Annotation

4.6.1.18.2 Granule List Panel

The Granule List Panel is shown immediately below the Intervention Information panel. By
default, the list is sorted by suspended granules first. Detailed error information for all suspended
and failed granules will be displayed in the granule status, along with the associated error type.

The diagram in Figure 4.6.1-73 below explains the various features and information available on
this panel. For more details about the fields in the granule list and file details, see
Section 4.6.1.7.5.
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] No. Processing Pracessing
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the granule. ]
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i Evorexecuting the folowing capy command fusfeeslORSCLSTY)  Detailed error information
states for actions. The O feycterP0alyit TENRIOPSICteta 1470 MOD 1. Gz o BURB R

checkbox  selects/deselects all o ORSusFS1 hempinges 4501 ACEEOOEIORERR 055 3
granules in the list.
B T 11111519074 s Sucpessh 618 2 06030 200610-0
1518% 16270
[rowhie] 4 1500000006361 MODZ9R1D. 4G Suzcessil B4 2 200640-30 20051040
1518% 152708
[rowhie] 2 1R000N00G380 MODZ9R1D 86 PreprocEn B4t 2 20600
Wetadata validation faled with snror Dhedadata validation e wik reason: Falurs tessan: Enr 1183

obtaiing NYENTORYMETADATA fram the descriptor, Falld by Operatar

Figure 4.6.1-73. Intervention Detail: Granule List Diagram

4.6.1.18.2.1 Granule Details

Each granule has detailed file information that can be viewed directly on this screen by clicking
the [show / hide] button next to a granule. The information will appear above the granule list in
sections identified by the Granule Id. The information includes for each file, the full path, file
name, file type associated with the granule, and the file status, as shown in Figure 4.6.1-74.
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Granule List Showing 1-4 04 [j44] | L]
File Detail For Granule |d: 15000000008385

Path MName Type Status
thomefcmshared!PDRS/scripts TEMPIOPS! Criteria_1420_MOD_r1.1162227188.53679. RGEM.hdf SCIENCE Transferred
fhomefemshared/PDRS/scriptaTEMPIOP Si Criteria_1420_MOD_r1.1162227188.550368. RGEM.hdf.met METADATA HferErr

File Seq Bl Mo. Processing Processing
Detail  Nurmber Ingest Gran. ID  Data Type ‘Version Status (SAAZBE) i Start End
0 i;ng{%w;__dg]: 1 15000000006366 MOD29F1D 86 Suspended geieEn 6148 2

Error executing the following copy command: fustfecs/OPS/CUSTOM/bin/DPL/EcDICopyExec
fhome/cmshared/PORS/scripts/TEMP/OP S/ Criteria_1420_MOD_r1. 1162227 155.55036. RGEN. hdf. met
/datapool/OPSfuser/F 314 tempdinge st/ 14921/15000000008355/ 4096 3

[ [showdbide] 2 15000000003389 MOD28PD 86 Suspended PreprocEr B.144 2
#m mlidtinm Faila,

Mrbmrlabn wmlidabing frilad with avvee batmds A wsith panman Eailiva ranenn: Eenr

Figure 4.6.1-74. Granule Details

The information can be hid by clicking [show / hide] beside the granule.

46.1.19 Alerts

This page (Figure 4.6.1-75) displays the Ingest alerts as they are raised in the Ingest database.
These warn the operator when the Ingest Service runs into a problem that is with a resource or
service it is using.

Alerts will usually only be generated after a configured number of retries on the failed action, or
after a configured number of occurrences of a particular error. After raising an alert, the Ingest
Service will check at regular intervals whether the problem has been resolved and clear the alert
if that is the case. Table 4.6.1-20 contains the alerts page column descriptions.
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& DPL Ingest GUI (DEVO9) - Mozilla Firefox =5
File Edit Yiew History Bookmarks Tools  Help i
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&, Home DATA POOL |NGEST wet cu 3
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“¥|Interventions & Alerts @;_-:;
t: Interventions
 Aleits
 Configuration
F|Reports Alerts
5 Help
=
“rou are logged in as IngAdmin (? ‘
S+ ©) gperator Actions Shiow ¢ Hide Filters
[log out]
[ change password ]
| shondEEES Alert Management
O| W | Dtlt:‘l\s Alert Description Alert Type Resource  Resource Type iz:\fn&; r:__]n?ﬂrsatmn
[ 0wl Failure to connect with an ECS SRVC_CANNOT_CONNECT f4fti01  FILE_TRANSFER Processing 2007-01-30
i 1B:21:54
ﬁ Close Alerts
Alert Related Configuration
Parameter Narne Farameter Descrption Pararmeter Value
ALERT_EMAIL_ADDRESS Email address to which alert emails will be sent cmops_edf@yahoo.car
SEND_ALERT_EMAILS Indicates whethar sending alert emails is active
f Apply Changes |x Feset |
Auto Refresh : |
< ! [2]
http:flocalhost: G084/ INGEST_GUIfFaces/EcDInGuidlerts. jsp
Figure 4.6.1-75. Alerts Page (General Overview)
Table 4.6.1-20. Alerts Page Column Descriptions
Field Name Description
Alert Details Buttons for displaying detailed alert information
Alert Description Basic description of the error that generated the alert
Alert Type Unique name for the type of error that was encountered
Resource The name of the resource affected by the alert
Resource Type The type of resource affected by the alert, such as SCP/FTP Host, Polling
Location, or Archive
Creation Time Time the alert was generated (which may have been after several retries after
the error was first encountered)

Alert-Related Configuration

In addition to being displayed on this page, alerts can also be sent as email to a specified address.

To set the email address and permit email notification, enter an address next to the
“ALERT_EMAIL_ADDRESS” parameter, check the box next to the
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“SEND_ALERT_EMAILS” parameter, and click the “Apply Changes” button, displayed at the
bottom of the “Alert Related Configuration” section. See Figure 4.6.1-76.

Alert Related Configuration

Parameter Name Parameter Description Pararneter “alue
ALERT EMAIL_ADDRESS Email address to which alert emails will be sent :mdevﬁdl'@ra;dheon.com'
SEND_ALERT EMAILS Indieates whether sending alert emails is active

{ Apply@anges |x Reset |

Figure 4.6.1-76. Alert-Related Configuration

4.6.1.19.1 Filters and Sorts

Alerts are sorted in descending order (most recent first) by creation time. To sort in the opposite
direction, click on the sort icon under the “Creation Time” column. See Figure 4.6.1-77.

Server Mame  [Z 7] Creation Time
R Processing 2007--4-30 16:21:54

Figure 4.6.1-77. Sorting the Alert List

This page shows all alerts by default. If you want to see only specific types of alerts, you can set
a filter:

1. Click [Show / Hide Filters] at the top of the alert listing:
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{Show / Hide Filters}

Combined
Filter Settings

Alert Type: HOST_LOGIN_FILE_RETRIEVAL o

Resource

—SHOW ALL — A
Type:

[ Sawve as default settings [HELF |
Apply Fiter_| Load Defaul Settings |

2. Click “Apply Filter” to apply the filter:

3. The page will reload; only alerts matching the filter criteria will be shown.

Note that these filters combined (ANDed). Also, each of the drop down lists has a SHOW
ALL option, allowing all Alerts for that particular field to be shown.

4.6.1.19.2 Alert Details

The details of the alert will appear under the alert description (a new page will not be loaded). To

view this detailed information, click [show / hide] under the Alert Details column to expand the
detail area:

Alert Management

Alert Resource =

ert Description ert Type esource
il Details Alert Descripti Alert T R

Creation
Lyes Titrie
O ism"{?j‘j“'e]? The file transfer time exceeded its maximum allowed time as per HOST_TOO_MANY_TIMEOUT LPDAAC FTP_HOST Z005-10-30
configuration for that host on file transfer attempts for toe many different 09:43:20
files consecutively
Symptom : Failure to list files for directory :
fust/ecs/OPS/CUSTOMata/dplingestiterraforsard/POR with filter : *.PDR
[T [Fhewtide] | nnin failura far fila ratriaual HOST LOGIN FILE RETRIEVAL LPDAAC FTP HOST 2006-10-30

Click [show / hide] again to hide the details.

If the Resource Type for the Alert is an archive or file system, the alert details will show the Data
Providers affected by the alert condition, as well as the number of PDRs, ingest granules, total
queued data, and total in-process data affected. See Table 4.6.1-21.

Alert |
Fl Details Alert Description Alert Type Resource Resource Type Creation
Titrie
O 1§h9}'@‘?§1§ The error response indicates that the file system is down DPL_FS_DOWN FS3  DPL_FILE_SYSTEM 20056-10-27
Symptom : Error DPL file system: /datapool/DEVO1 /user/FS3/ is down. 08:44:21
Impact :

Data Providers affected : None

Number of PDRs : 0

Number of granules : 0

Total amount of data queued : 0.000 MB
Total amount of data processing : 0.000 MB
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Table 4.6.1-21. Alert Description Details Field Descriptions

Row Name Description
Symptom Information about the specific action or item that caused the alert
Impact The resource affected by the Alert (if applicable). An example of an

impacted resource would be an SCp or FTP Transfer Host. This
field is only shown if the Alert could potentially impact a Resource.
Otherwise, for Alerts like “Email Notification is down” or “Login
failure for PAN/PDRD transfers”, this field is not shown.

Data Providers affected

List of providers that will be suspended as a result of the alert. This
is only shown if Data Providers could potentially be affected, for
example if connection to a Transfer Host could not be established.

Number of PDRs

Total number of PDRs active or queued on a provider affected by
the suspended resource. This is only shown if the Alert affects
Ingest Requests.

Number of granules

Total number of granules active or queued on a provider affected
by the suspended resource. This is only shown if the Alert affects
Ingest Requests.

Total amount of data queued

Sum of the size of the files in the granules that require the file
system and will not be activated while it is suspended. This is only
shown if the Alert affects Ingest Requests.

Total amount of data processing

Sum of the size of the files in the granules that require the file
system, but will get “stuck” in an active state as a result of the alert.
This is only shown if the Alert affects Ingest Requests.

4.6.1.19.3 Clearing an Alert

An alert may be cleared manually at any time, though this should only be done once the operator
is certain the problem has been resolved. In response, the Ingest Service will resume using that
resource and all the associated resources, for example, the FTP Host to which it could not
connect and all the polling locations on that host. The Ingest Service may find that it is still
unable to use the resource (e.g., still cannot connect), in which case the alert will be raised again.

It is not necessary for an operator to clear an alert manually. Normally, the Ingest Service will
test in regular intervals whether the error situation has been resolved and if so, clear the alert
automatically. However, it may be appropriate to clear an alert manually, for example, if the
operator took some manual steps to resolve the reported problem (such as restarting an ECS
Host) and then wants the Ingest Service to try using that resource immediately.

To clear an alert from the list manually, do the following:

1. Select the desired alerts from the list by checking the boxes on the line for the Alerts;
multiple selections may be made:

Ll som e Lo e 1on nig rguievdal P B b
[showihide] -~ PDR retrieved from that polling location references data POLL_LOC_INVALID_DAT
that is not valid for processing by the Data Pool Ingest
Service.
[¥i [showlide] Inability to connect with FTP host HOST_CONNECT
M Cloge Alerts
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2. Click the “close alerts” icon at the bottom of the alert list. You will be prompted to
confirm the clearing of the alert(s):

3. The page will be reloaded with the selected alerts no longer appearing on the list.

4.6.1.20 Provider Configuration Page

This page lists all of the Data Providers for the DPL Ingest System, along with selected attributes
of each to get a general overview of each provider. From this list, the operator may also add or
remove a Data Provider. By clicking on the provider name, the operator may also view the
Provider details. This page is shown in Figure 4.6.1-78. Explanations of the fields on this page
are found in Table 4.6.1-22.

& opL Ingest GUI (DEV09) - Mozilla Firefox B@%

Fle Edt Yiew Hstory Bookmarks Took Help

é Home

J Monitoring
ﬁilnlewenlions & Alerts
V:CDnﬁgura(iun

|~

Thu Feb 1 2007 13:52:43

 Froviders:
Data Twpes

Transfer Hosts : :
File Systems Provider Configuration
ECS Senvices
Glohal Tuning
Yolume Groups [HELP]
= Speratnrs | Provider Checksum Mandatary % Files To Checksum Default Priority Matification Methad
Reports
= %
5 Help [1 AMSR E SIPS | 100% NORMAL FTP
[1 ASTER GDS ) 100% VHIGH EMAIL
[1 ASTER OSF m 100% NORMAL FTP
[1 DDIST E 100% NORMAL EMAIL
[1 ECSBulkExport m 0% WHIGH EMAIL
[] EDOS ) 100% YHIGH EMAIL
[ ICESAT | 100% NORMAL FTP
0 JPL & 100% NORMAL FTP
[] MODAPS AQUA FPROC ) 100% NORMAL EMAILFTR
[] MODAPS COMBINE FPROC | 100% NORMAL FTP
[] MODAPS TERRA FPROC | 100% NORMAL EMAIL
[] NSIDC DAAC E 100% NORMAL EMAIL
[] S4P00 il 100% NORMAL EMAIL
_[3:%] Remove Selected Providers |-!!\ Add A Provider... |
[w
< 3|

Dare.

Figure 4.6.1-78. Provider Configuration Page (General Overview)

4.6.1.20.1 Edit a Provider Page

The “Edit a Provider” page shows all of the settings for a data provider, including the
notification method and the polling locations, as shown in Figure 4.6.1-79. This page is
displayed when the operator clicks the provider name on the Provider Configuration List page
(previous section).
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Note: Trailing and leading white space will be removed from values entered into any text fields
on this page, or any of the sub pages under it.

Table 4.6.1-22 contains the provider configuration detail field descriptions.

Provider Type ¥:
Polling with DR
EDOS
Polling without DR

Default Priority ¥:
HIGH(220)
| xPRESS(255)

Transter Type ¥:

-

Mame: MODAPS_AQUA_FPROC
Provider Type:  Paolling with DR
Checksum Mandatory: []

% Files to Checksum: iDEI -

Default Priority; VHIGH{235)

Preprocessing Type: SIPS v

Max Active Data Volume: 3750.000

Max Active Granules: 30
Transfer Type: Fip P

Read Info

Edit a Provider

-

Edit Password: []

FTP Mode: Passive v

Read Login ID: jns

White Info

Wite Login User ID. ins
Edit Password: []

FTP fode ¥: Matification Method: Ermail And Fip v Path. fusiecs/OPSICUSTOM data/dplingest/amsr/P,
. Choose Host:  NSIDC W
Active E-Mail Info
Notification Method ¥: E-Mail address: cmdes0B@yahoo.com Name [NSIDC
3 . Address Heil01
Email Onl Write Info — Max F1P Operations|7
[ ‘/ A Timeout [yes (303}
- Apply Chianges x Reset y
Auto R 15
Email And Ft Exiatog Poliing scatom try [yes (15s)
&) Hame Address Eouce Poling Path Pollng Freq
[0 OLA Test LOCAL fusrlacs/OPSICUSTOM dataN S/pellAMER/ 120
[0 pollaMsh Haild1 Jusriocs/OPSICUSTOM data'dpiingestiamsnipoll AMSR_E_SIPS 120
Remove Selected Polling Locasons | ofs Add A Polling Locasion

Figure 4.6.1-79. Provider Configuration Detail (General Overview)

Table 4.6.1-22. Provider Configuration Detail Field Descriptions (1 of 2)

Field Name Entry Description

Name Required Name for an external data provider

ProviderType Required Indicates the type of the provider (such as Polling with DR,
Polling without DR, EDOS)

Checksum Mandatory | Optional Indicates that the Data Provider must provide checksum
information in the PDR.

% Files to Checksum Required Percent of requests to checksum for this provider

Default Priority Required Default priority for ingest requests for this provider

Preprocessing Type Required Type of ingest processing to occur (such as SIPS or
DDIST)

Max Active Data Required Maximum total volume that will be active on a provider if

Volume requests for other providers are pending

Max Active Granules Required Maximum total granules that will be active on a provider if
requests for other providers are pending
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Table 4.6.1-22. Provider Configuration Detail Field Descriptions (2 of 2)

Field Name Entry Description
Transfer Type Required Method used for obtaining files from the external data
provider (local, FTP, or SCP with various cipher types)
Notification Method Required Method for providing notifications to the provider (email,

SCP, FTP, or combination of SCP/FTP and email)

Email Address

Required if email is
the notification

Address to which to send notifications after a granule on
the provider completes ingest

method
Write Login User ID Required if FTP or User Id for getting write permissions on the provider's
SCP is the notification directory

notification method

Write Info: Password

Required if FTP or
SCP is the
notification method

Checkbox displays a password and verify password field
that are used to provide access to the provider’s
notification directory

Path

Required if FTP or
SCP is the
notification method

Directory where notifications will be sent on the provider

Choose Host

Required if FTP or
SCP is the
notification method

Host where the notification path can be found (list is
generated from hosts configured on the Host
Configuration page)

Read Login Id

Required if a polling
location uses FTP
or SCP

User Id for getting read permissions on the provider’'s
polling directories

Read Info: Edit
Password

Required if a polling
location uses FTP
or SCP

Checkbox displays a password and verify password field
that are used to provide access to the provider’s polling
directories

Existing Polling Locations

A list of pre-existing polling locations is displayed at the bottom of the page. You can add or
delete polling locations on this list. For instructions on how to add a Polling Location (when
adding a Data Provider), see Section 4.6.1.20.3, steps 12-19.

To edit a polling location, select the location name (see Figure 4.6.1-80).

Existing Polling Locations

L

[] Folling AWlsk E SIPS

Marme

Address
f4eildt

E Femowe Selected Polling Locations

o Add A Paolling

Figure 4.6.1-80. Editing a Polling Location
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A page will appear much like the “Add a Polling Location page,” except all the fields will be
populated, as shown in Figure 4.6.1-81. Table 4.6.1-23 contains the polling location detail page

field descriptions.

Faolling Location Mame

Edit a Polling Location

Parent Provider: MODAPE_TERRA _FPROC

. Palling_MODAPS TERRA FPROC | [help)

Source Polling Path: Just/ecs/OPS/CUSTOM/ata/dplinge (heip)

Polling Frequency: 120 [seconids] [help]

DPL Ingest Enabled:

Polling Method: FTPHost v

Host Mame: LPDAAC % [help]

Name:|LFDAAC

FTP Mode: PASSIVE

Address: |[f3drg01

Max FTP Operations: (30

Timeout: |yes (300s)

Auto Retry:|yes (30s)

{ Apply Changes |x Reset ‘

Figure 4.6.1-81. Polling Location Detalil

Table 4.6.1-23. Polling Location Detail Page Field Descriptions

Field Name Entry Description

Parent Provider Not Editable Name of the provider with which this polling location is
associated

Polling Location Name | Required Name used to uniquely identify the polling location

Source Polling Path Required Directory that will be polled

Polling Frequency Required Number of seconds the ingest service will wait between
scanning the polling path for new PDRs

DPL Ingest Enabled Optional Indicates whether this polling location is enabled for
ingest via DPL

Polling Method Required Transfer method used for obtaining PDRs from the

polling location

Host Name

Required if using a
remote transfer
method

Host where the polling directory is found

Enter the desired modifications and click “Apply Changes.”

{ Apply(}hanmaa ‘x Feseat |
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Deleting Polling Locations

To remove a polling location, click the check the box next to the location’s name; multiple
selections may be made. Click “Remove Selected Polling Locations”; you will be prompted to
confirm the deletion. See Figure 4.6.1-82.

Under some circumstances, a Polling Location may not be able to be removed. For example, if
there are pending requests with PDRs that use the Polling Location, you will see a database error
if you try to remove it. In order to successfully remove a Polling Location, ensure that no
requests using this Polling Location are pending and that the Processing Service has been shut
down.

Existing Polling Locations

] MName Address Source Polling Path Palling Freq.
Paolling MODAPS TERREA FPROC LPDAAC fadrg01 fustfecsfOPS/CUSTOMataldplingestiterraforward/POR 120
Polling MODAPS TERRA FPROC MSIDC fAeild1 fustfecs/OPS/CUSTOM/ata/dplingest/terraforeard/PDR 120

E ‘Remove Selacted Palling Locations: | = Add A Polling Location |
Lay

Figure 4.6.1-82. Polling Location List

Adding a Polling Location
See Section 4.6.1.18.3 for complete details on how to add a Polling Location for a Provider.

4.6.1.20.2 Removing a Data Provider

You can only remove an existing Data Provider if all of its Polling Locations have been
removed.

To remove a provider:
1. Select a provider by checking the box next the provider name; multiple selections may be

made:
|_| LA o TS FEmEL m Iﬂ
NSIDC DAALC EI E
I =4P00 EI IE

E Femowve Selected Providers -!vu Add A Provider... |

2. Click the remove button at the bottom of the list;

E ‘Remowve nelerted Providers | oiu Add A Provider...
bl =

3. You will be prompted for confirmation. The page will reload and the selected providers
will no longer be displayed.
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4.6.1.20.3 Add a Provider Page

This page enables an authorized operator to add a Data Provider and associated Polling Location.
Adding a data provider involves several complex steps. Below is a step-by-step guide to the
process involved in adding a provider.

Note that EDOS providers have some special rules:

0 A Processing Type is not allowed (it is automatically set to NONE in the GUI and is
enforced when adding the Provider)

0 An EDOS Provide can only use an FTP Transfer Type and an FTP Notification
method. This selection is also enforced in the GUI.

The general steps are:

1. Setting the provider’s name and its configuration parameters. If you are not authorized
to change configuration parameters, you cannot add a provider.

2. Selecting the notification method and configuring the attributes of each method (if
more than one applies). Again, if you are not authorized to change configuration
parameters, you cannot configure the notification methods. A provider may have one of
the following notification methods:

a. Email only

b. SCP only

c. FTPonly

d. Local only (i.e., locally transferred via NFS)
e. Email and FTP

f. Email and SCP

g. Email and Local

3. Adding a Polling Location (this involves several sub-steps — see the detailed
instructions below).

Detailed illustrated instructions for adding a provider:

1. On the Provider Configuration page, Press “Add Provider” at the bottom of the existing
provider list:

E Femowve Selected Providers |-!-| Addd ,&{grwider... |

2. A new page will be loaded, which will guide you through configuring the provider; it
contains a blank form to add your parameters (see Figure 4.6.1-83). Explanations of the
fields on this page may be found in Table 4.6.1-22.
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Notification fethad w: FTP Mode: Passive

Provider Configuration page, at bottom —
optians to Remaove ar Add a Provider

E_f_ﬂ Remove Selected Providers i-t-u Add A Provider... !l

Provider Type ¥: Add a Provider MNotification Method:'
Polling with DR R Wit
EDOS Wit Login User D
Polling without DR i Vs Loga Paseword

Defeault Priority ¥: . Confrn Wite Login Password

) “H|G":LTE2YD] R T | Pl it DR criss o DT
XPRESS(255) Checksum Mandatory: [] D v No
VH|GH 235 Hew Hoit Paramelens :?Fc-'
NORMAL{150 % Files to Checksum: O [0-100 ] [
Address:
Aladil Default Priority: VHIGH235) v W
Preprocessing Type w:
FPreprocessing Type: SIPS Tnaout. ) faes
: . Expected Thooughput 3000
gggﬁ_ hax Active Data Volume: 0.000 1B [ help ] Fed T
Adto Retry. [
Max Active Granules: D [help] Rry et 120
Transfer Type ¥:
Transfer Type:  |ocal ¥ help]
p
Scp using F-Secure and no cipher Read Info
Scp using OpenSSH and cipher aes128 : .
Scp using OpenSSH and cipher des Read Login ID: Lhelp]
FTP iede ¥: Read Login Password: [help]

% Confirm Read Login Passward:
Active

Email Oni

Fip Only Matification Method:  Email Only v

Email And Fip i34
Scp Only E-hail Info

Email And Sep E-Mail address: |

s Add This Provider | 3 Reset

Figure 4.6.1-83. Add Provider Page

Provide a unique name for this provider. Already existing names will be rejected by the
database.

Select the correct type of the provider which is one of “Polling with DR”, “EDOS” or
“Polling without DR”. If you select EDOS, Preprocessing Type will become NONE,
Transfer Type will become FTP and Notification method will become FTP Only. These
options cannot be changed. If you select “Polling without DR”, a VersionedDataType drop-
down list will appear on the page for operator to select the ESDT this provider will ingest
from a predefined list of polling without DR ESDTSs, the “Checksum Mandatory” checkbox
will be unchecked and disabled, the “% Files to Checksum” will be set to 0 and disabled, the
Preprocessing Type will become NONE and Notification Method will become NONE.

If applicable, check the box for “Checksum Mandatory”; if this box is checked, this indicates
that the Data Provider must provide checksum information in the PDR.

If “Checksum Mandatory” is checked, you may specify the percentage of files to be
checksummed in the “% Files to Checksum” text box.

Select a default priority from the following options: LOW (60), NORMAL (150), HIGH
(220), VHIGH (235), XPRESS (255).
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8. Enter the maximum data volume (in MB) that can be processed at the same time on this
provider

9. Enter the maximum number of granules that can be processed at the same time for this
Provider. The Ingest Service uses the maximum data volume and number of granules to limit
the amount of the work which it will activate for a provider. Ingest will activate a new
granule for an active ingest request only until the amount of work for the provider that is
currently in progress reaches one of the configured limits. New granules will be activated as
granules complete and slots are opened up.

Only active granules are counted as work in progress and will count against provider limits;
granules that completed ingest, failed, were cancelled, or are suspended are not considered
‘in progress’. Note that, in addition, there are overall limits on the total amount of work in
progress, across all providers, which may further limit how much work is activated.

Ingest will ignore the provider limits if there is insufficient work queued for the other
providers. In this case, granules will be activated until system limits, instead of the provider’s
limits, are reached.

10. Select the transfer type.

Transfer Type: || acal [help]
Local
Ftp
Scp using F-Secure and no cipher [help ]

Sop using OpenssH and cipher aes128 [help ]
=cp using OpenSSH and cipher des [%

If data transfer will be FTP or SCP, the operator must enter the Read Info parameters, as shown
in Figure 4.6.1-84. If this information is not filled out, when a polling location is added, the
operator will not be able to select ftp as the transfer method.

Fead Info
Read Login ID: [ help ]
Read Login Passwoard: [ help ]

Confirm Read Login Password:

Figure 4.6.1-84. Read Info

11. Select the notification method. Depending on your selection, the appropriate boxes for the
related parameters will appear below the drop-down list:

a. Email only: enter a valid Email address
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Matification Method:  Email Only ~
E-Mail Info
E-Mail address:

b. FTP only or SCP only (the same form shows up for either): enter the FTP or
SCP Write login information, the path, and select a host from the dropdown list

(see next step).
Motification Method:  Ftp Only w

Write Info
YWrite Login User 1D:
Wirite Login Password:
Confirm YWrite Login Password:
Path:

Choose Host: 17 % [help]

c. Pick an existing, pre-configured FTP host as defined in the FTP Host
Configuration page; a drop-down list will appear with the available configured
hosts:

f4dpl0 T
f4eil01
fahel0l
f4spl01

When you select the desired host, an information box is displayed, showing the
host’s name, IP address, and other details, as applicable to the type of host (FTP
or SCP - see the figures below):
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An example of an SCP host:
Notfication Method: SepOnly v
White Info

Whte Login User ID: scpuser

LTy

Wite Lagin Password:

LTy

Confirm Wiite Login Password:

Path: fsome/path
Choose Host: f4cfnl0? v [ help]

Name: fddpl01

Type:|F-Secure

Cipher:|nong

Address: |fddplD1

Max SCP Operations: [25

Timeout |yes (30s)

Auto Retry:|yes (15

4.6.1-82
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An example of an FTP host:
Notification Method: - Fig Only v
YWrite [nfo

Write Login User ID: Rpuser
Write Login Password, ™
Confirm Write Login Password: ™
Path: Ampfadrg01/LPDAACMODARS_PROVIDER/

Choose Host: | FDAAC ¥/ [help]

Name:|LPDAAC
FTP Mode: [PASSIVE
Address: {3drg01 hite. com
Max FTP Operations: |4
Timeout |yes (300s)
Auto Retry |yes (300s)

d. If you are configuring a Polling Location with Transfer Type of “local”’, no path
or Read Info entry is required.

e. Email and FTP, or Email and SCP: If you select this option, you must enter
parameters for both the Read and the Write Info.

12. Now add this provider by clicking the “Add This Provider” button at the bottom of the
screen. Note that polling locations can not be added until the provider has been added. You
will be prompted to confirm the addition of a new provider.

o Add This@rovider: Feset
b g Thisiavier | Y€

13. You will be taken back to the Provider Configuration page. Select the new provider to view
its details. At the bottom of the Provider Detail page, click “Add a Polling Location”:

Existing Polling Locations
il Mame Address Source Polling Path Paolling Freg.

E Remove Selected Polling Locations | o0 Add A Palling Location |
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Note: This step is not necessary to complete the provider configuration; the operator may come back and
edit this provider and add or remove polling locations at any time. The Data Provider, however, will not
become active (i.e., polling will not begin) until at least one polling location is added.

14. A new screen will be displayed that will guide you through configuring the parameters of the
polling location:

Parent Provider: ACRIM

Falling Location Mame: [help]
Source Polling Path: [help]
Folling Frequency: [seconds] [help]
CPL Ingest Enabled: []
Folling Method: 7 w

+» Add Palling Location | x Feset

15. Enter a unique name for the location; names that already exist will be rejected.

16. Enter the Source Polling Path- this is the pathname from which to transfer the PDR files.
17. Enter the polling frequency in seconds — the minimum value is 120 seconds.

18. Select whether or not this Polling Location is DPL Ingest Enabled

19. Choose the type of host on which this polling location resides:

a. Pick pre-configured SCP or FTP host as defined in the Host Configuration page; a
drop-down list will appear with the available configured hosts:

Lucal Disk
FTF |
SCF L\\‘s

When you select the desired host, an information box is displayed, showing the host’s login
information, IP address, and other details. The following is an example of what is displayed for
an FTP host:

Host Mame:  f4s5p101 hitc.com [v ] [heip]

Name:|f4=zpl01. hitc.com
FTP Mode: [ACTINVE
Address: |[{0dps01
Max FTP Operations:|5
Timeout:|yes (300s)
Auto Retry:|yes (155)
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The following is an example of what is displayed for an SCP host:

Folling Method: SCP Host |+

Hiost Mame: §f4deD1 Is|[help]

Name:|fddpl01
SSH Type:|Open=5H
Cipher:|aes128
Address: [f4dpl01
Max SCP Operations: |26
Timeout |yes (30s)
Auto Retry:[ves (16s)

b. Or...configure as a local disk directory; No further information is required (the path
is already provided at the top of the page).
Polling Method: 2 ¥
7
Local Disk

FTP R

=CF

20. When you’re done, click the “Add Polling Location” button at the bottom of the screen. Now
you’re done adding the polling location! Repeat the steps above to add more polling
locations.

4.6.1.19 Data Type Configuration

Any ECS Collection is eligible for DPL Ingest. ECS collections are added via the DataPool
Maintenance GUI. These configuration screens allow DAAC users to override some assumptions
about these Data Types. The default assumptions are:

e By default, ECS collections are archived but not inserted into the public Data Pool
upon ingest. The operator can change this so all granules associated with an ECS
Collection are inserted into the public Data Pool as soon as they complete normal
ingest processing for each data type. This would take the place of an unqualified
subscription for Data Pool insert and is more efficient.

e The operator can configure a default public and hidden retention time for all
Versioned Data Types. Adding a public retention period will guarantee that they
remain in the Data Pool for ordering purposes after ingest for the specified time.
Otherwise, they will be removed immediately after archiving completes. The
operator can override the default retention for individual collections.

This page displays the data types whose configuration has been altered to support non-default
options. To change options for these data types, check the box next to each Data Type short
name you wish to modify, and set the options in the Modify Selected Data Types panel at the
bottom of the list. To set non-default options for other Data Pool data types, select “View /
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Configure Additional Data Types’ at the top of the list and select the additional data types from

the resulting list.

See Figure 4.6.1-85 for a general overview of this page. Explanations of the fields on this page

may be found in Table 4.6.1-24.

Data Type Configuration

Daca Types Wik DPL ngesa Confiquiations |-z
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i LlaE DyEi o0t
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CAE L2
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DFPL Ingest CIAE_Land (56
Data Types { 48 Langd oot
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[C1AE_oien 00
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Data Type
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Figure 4.6.1-85. Data Type Configuration (General Overview)

Editing Data Types

To configure the attributes of any of the listed data types here, check the box next to the desired
data types (multiple selections may be made) and enter the new parameters in the form below
labeled Modify Selected Data Types and click on Apply Changes, as indicated by the red

arrows in Figure 4.6.1-85.

Note: Trailing and leading white space will be removed from values entered into any text fields

on this page, or any of the sub pages under it.
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Table 4.6.1-24. Data Type Configuration Page Field Descriptions

Field Name Entry Description
Short Name.Version ID Not Editable The Short Name and Version Id for the collection
Public in Data Pool Editable Indicates whether or not to publish data for this data type
in the public Data Pool following successful Ingest.
Ignore Validation Editable Determines whether the operator will be notified via email
Warnings if there are metadata validation warnings for a granule
belonging to the given collection.

4.6.1.20 Transfer Host Configuration

This page allows the operator to manage SCP, FTP, and local hosts for general use in the Data
Pool Ingest system. These hosts can be referenced when defining polling locations or notification
hosts.

In addition, if the host ip-addresses are referenced within PDRs as the source locations for
granule files, DPL Ingest will automatically refer to their definition to obtain time out and retry
parameters.

The DAAC will be able to define default time-out and retry parameters for SCP or FTP hosts, to
be used if a host is referenced that has not been explicitly defined. If a request is sent through
processing with a host referenced in the PDR that does not show up on the GUI as a configured
host, a new host will automatically be added to the list of SCP/FTP Hosts with the name
UNDEFHOST _[Provider]_[RequestID]. Default host configuration parameters will be applied to
the new host until the operator chooses to modify them.

On the Transfer Host Configuration page, you can add named SCP or FTP hosts and configure
them to suit their purpose. You can also edit and remove existing hosts, and change the default
parameters for all SCP or FTP hosts and for the LOCAL host.

This page is shown in Figure 4.6.1-86. Explanations of the fields on this page may be found in
Table 4.6.1-25 and throughout this section.
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Figure 4.6.1-86. FTP Host Configuration (General Overview)

Viewing and Configuring Host Details
To view or configure the details for a host, click on the name of the desired host. The SCP and
FTP Host Detail pages are explained in Section 4.6.1.20.3.

4.6.1.20.1 Removing an SCP or FTP Transfer Host

To remove a reference to a host, check the box next to the host name; multiple selections may be
made. Then click “Remove Selected Hosts” at the bottom of the list — you will be prompted for
confirmation before the host is removed. See Figure 4.6.1-87.
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Existing FTP Hosts
] Label FTP hode Address Max. FTF O
[] NSIDC ACTHE  f4eilld 30

LPDAALC FPASSNWE  f3drgOl 30

Eiﬁemnve[ﬁelemed Hosts! oo Add AFTPHost..

Figure 4.6.1-87. Removing SCP/FTP Host

4.6.1.20.2 Adding an SCP or FTP Host
To add a named reference to a new host, take the following steps:
1. Click on “Add a [SCP, FTP] Host...” at the bottom of the host list:

o Add A SCP Host. H\g

2. A new screen will be displayed with blank fields to add the host label (a unique name
YOU give this host), IP address/DNS Name, and configuration parameters, as shown in

Figure 4.6.1-88 and Figure 4.6.1-89.
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SCP Host Configuration - add a new host

Host Parameters

Label:| i[ihe label forthis hot ]
Address: :[fhe DNS name or [P address and port]
SaM TypelCigher. F-ecueinone v
Wax. Operations: 25 ([ max, concurrant SCF Operations]

Timeaut [ emable hosttimeout ]

Expected Throughput. 0.000 | inimun expected throughput, in k]

Pad Time: fSD [sec0nds]

Auto REW | enable automatie retnrinhen Host iz suspended |
Retry Intenaal: 18 [eeconds)

f Add This Host

x Cancel

Figure 4.6.1-88. Adding a New SCP Host
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FTP Host Configuration - add a new host

Host Parameters

Lahl [the label ortis hest |

Address: [the DNS name or P address and pot]

e Operations: {1 [ max. concunent FTP Opaiafions]

Tirnea: [ enable host timequt ]

Expected Throughput, 2400 [finimum expected thraughput, in MBs]

Pad Time: 30 [secands]

Ato REW [ enable automatic retry when Host is suspended |
Retry Intenal: 13 [secands]

f Add This Host

x Cancel

Figure 4.6.1-89. Adding a new FTP Host

FTP and SCP Hosts have similar but slightly different fields. Table 4.6.1-25 explains these
fields.
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Table 4.6.1-25. Add a SCP/FTP Host Page Field Descriptions

Field Name Entry Description
Label Required A unique identifier for the host
Address Required The IP address (e.g., 192.168.2.1:23) or DNS name (e.g.,

f4eil01.hitc.com:22) and port of the FTP or SCP host. The
port is not required, but if none is supplied, the default
ports of 21 for FTP and 22 for SCP will be used.

FTP Mode Required Whether the FTP host will be considered active or
For FTP only passive. This item does not appear on the form to add a
SCP host.
SSH Type/Cipher Required The cryptographic cipher this host will use when
For SCP only connecting. This item does not appear on the form to add
a FTP host.

Max Operations Required Total number of operations that can occur simultaneously
on the host. If this field is left empty a default value will be
supplied.

Timeout Optional Whether or not to allow a host to timeout if operations of

a particular size take too much time to complete

Expected Throughput | Required if timeout | Expected amount of data in MBs of a granule to be

is flagged processed during the configured pad time. If this field is
left empty a default value will be supplied.
Pad Time Required if timeout | Time (in seconds) a configured chunk of data should be
is flagged processed before raising a timeout alert. If this field is left
empty a default value will be supplied.
Auto Retry Optional Whether or not to retry an action that failed or generated
an error on the host
Retry Interval Required if Auto Time in between retries on the host. If this field is left
Retry is flagged empty a default value will be supplied.

Enter a unique label for the host — existing labels will be rejected.

Enter the I.P. (e.g., 192.168.2.1) address or the DNS name (e.g., f4eil01.hitc.com) and
port number on the same line, separated by a colon. If no port is provided, the default
ports of 21 for FTP and 22 for SCP will be used.

If you’re configuring an FTP host, select active or passive mode
If you’re configuring an SCP host, select the SSH Type/Cipher

7. Set “Max. Operations” - the maximum number of concurrent FTP or SCP operations
this host may initiate.

8. Set the timeout flag. If this box is checked, text boxes will be displayed for the
Expected Throughput (in MB/s) and Pad Time values:

Timeout: [enable hosttimeout ]

Expected Throughput: 3.000 [ Minimum expected throughput, in MBS ]
Pad Tirme: 300 [seconds ]
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9. Setthe Auto Retry flag. If this box checked, a textbox will be displayed to set the Retry
Interval value - the number of minutes to wait between retries of this host if it becomes
suspended by the server:

Auto RETI’},"Z [ enable automatic retnywhen Host is suspended |
Retry Interval: 300 [secaonds]

10. Click “Add This Host” at the bottom of the screen to add this host. It will now appear
as a new entry in the Transfer Host Configuration page.

4.6.1.20.3 SCP and FTP Host Configuration Detail

To view and edit an existing FTP or SCP Transfer Host, click on the name of the desired host on
the Host Configuration page. A new page will be displayed, allowing the operator to view and
edit (if authorized) the parameters of the host, as shown in Figure 4.6.1-90. Explanations of the
fields on this page may be found in Table 4.6.1-26.

Note: Trailing and leading white space will be removed from values entered into any text fields
on this page, or any of the sub pages under it.
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Figure 4.6.1-90. FTP Host Configuration Detail
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Table 4.6.1-26. SCP/FTP Host Configuration Detail Field Descriptions

Field Name Entry Description

Label Required A unique identifier for the host

Address Required An IP address or the canonical name and port (if needed)
of an FTP host

FTP Mode Required Whether the FTP host will be considered active or

For FTP only passive. This item does not appear on the form to add a
SCP host.
SSH Type/Cipher Required The cryptographic cipher this host will use when
For SCP only connecting. This item does not appear on the form to add
a FTP host.

Max Operations Required Total number of operations that can occur simultaneously
on the host. If this field is left empty a default value will be
supplied.

Timeout Optional Whether or not to allow a host to timeout if operations of

a particular size take too much time to complete

Expected Throughput

Required if timeout
is flagged

Expected amount of MBs of a granule to be processed
during the configured pad time. If this field is left empty a
default value will be supplied.

Pad Time Required if timeout | Time a configured chunk of data should be processed
is flagged before raising a timeout alert. If this field is left empty a
default value will be supplied.
Auto Retry Optional Whether or not to retry an action that failed or generated

an error on the host

Retry Interval

Required if Auto
Retry is flagged

Time in between retries on the host. If this field is left
empty a default value will be supplied.

4.6.1.20.4 Local and Default Host Configuration

Local Host configuration parameters are used during any local transfer operations. The Max.
Local Operations limits how many local copies will occur concurrently. The timeout values
apply to each individual local copy operation.

Default SCP and FTP Host configuration values are used to fill in default values whenever a new
SCP or FTP host is added, or if a field is left empty when updating an existing SCP or FTP host.

To edit local host or default SCP or FTP Host configuration, click “Edit” beneath the “Local
Host Configuration” or “Default SCP and FTP Host Configuration” sections of the Transfer Host
Configuration page. See Figure 4.6.1-91.
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Default FTP Host Configurations

bax. FTP Operations: 10

Timeout (Expected Throughput + Pad Tirme): 2.500MB/s + 30s

Auto Retry Interval: 155

Edit

Default SCP Host Configurations

Max. SCP Operations: 10

Timeout (Expected Throughput + Pad Tirme): 3.657MB/s + 30s

Auto Retry Interval: 155

m
o

Local Host Configurations

Max. Local Operations: 10

Timeout (Expected Throughput + Pad Tirme): 3.000MBfs + 31s

Auto Retry Interval: 255

m
=

Figure 4.6.1-91. Default and Local Host Configuration

A configuration page will appear exactly like the SCP or FTP Host Configuration Detail page,
except the Label will not be an editable field (as shown in Figure 4.6.1-92). Explanations of the
fields on this page may be found in Table 4.6.1-26.
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Figure 4.6.1-92. Local Host Configuration

Enter your configuration changes and then press “Apply Changes.”

4.6.1.21 File System Configuration

The File System Configuration page allows the operator to configure warning and suspension
thresholds for any configured Archive or Data Pool File Systems, as shown in Figures 4.6.1-93

and 4.6.1-94. This page shows both types, starting with the Archive File

Systems at the top and

Data Pool File Systems at the bottom. Table 4.6.1-27 contains the archive file system
configuration page field descriptions and Table 4.6.1-28 contains Data Pool file systems

configuration page field descriptions.
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Figure 4.6.1-93. File System Configuration (Archive File Systems only)
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Figure 4.6.1-94. File System Configuration (DataPool File Systems at the bottom)

Table 4.6.1-27. Archive File Systems Configuration Page Field Descriptions

Field Name

Description

Cache Warning Threshold

The percentage of cache used which will trigger an operator alert.
This must be below the Cache Full Threshold and above the

Cache Warning Low Watermark.

Cache Full Threshold

The percentage of cache used which will trigger an operator alert
and suspend the Archive File System. This must be above the

other threshold and watermarks.

Watermark

Cache Warning Low

The percentage of cache used that will clear the Archive Cache
Warning Alert. This must be below the Cache Warning Threshold

and the Cache Full Low Watermark.

Cache Full Low Watermark

The percentage of cache used that will clear the Archive Cache
Full Alert. This must be below the other watermark and thresholds.
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Table 4.6.1-28. DataPool File Systems Configuration Page Field Descriptions

Field Name Description
Warning Threshold Warning Threshold The percentage of cache used which will
trigger an operator alert
Warning Low Watermark The percentage of cache used that will clear the File System
Warning Alert

To modify File System parameters, enter the desired changes in the configurable fields and click
“Update” — these buttons are located at the bottom of each of the DataPool and Archive File

Systems sections.
{ Up{:\?ate ‘x Reset ‘

4.6.1.22 ECS Service Configuration

This page (see Figure 4.6.1-95) allows the operator to configure the parameters of ECS services
on a host-specific basis. A default checksum type and algorithm can also be set for use by the
checksumming service hosts. Further, this page also allows the operator to select the host from
which AIM will be run. This must be configured to ensure proper functionality of the DPL Ingest
system.

An authorized operator can change any of the fields (they would otherwise be disabled for
unauthorized or view-only operators).

Note that you cannot suspend or resume these services from this page — you must do this from
the ECS Services Status Page (see Section 4.6.1.14). The initial page is a listing page only on
which modifications cannot be made. The list shows which services are enabled for each host.
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Figure 4.6.1-95. ECS Service Configuration (general overview)

This page contains three sections:

e Checksum Type and Algorithm Configuration — The operator can add, edit, and delete
checksum types and their specific algorithms, and specify if the checksum type will be used as
the default type.

e Hosts used for ECS Services — The operator can view, add, and edit the attributes of the ECS
Service host and can configure each of the services that run on that host (see Table 4.6.1-29).
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Table 4.6.1-29. ECS Services Configuration Field Description

Field Name Description
Name The unique name given for this ECS Service Host
Address The IP address or DNS Name and port of the host
Comments Any descriptive comment text given for this host.

Max. Insert Checksum Operations

The maximum number of Insert Checksum Operations
that will be performed by this host (checksum
performed before archiving)

Max. Insert Copy Operations

The maximum Insert Copy operations that will be
performed by this host.

Checksum

File Transfer

Archive

SCP

Each of these ECS Services are indicated as enabled
(green checkmark) or disabled (red x) for each host.
The numbers under each of the indicators are the
number of available slots for this service.

[

10

4.6.1.22.1 Adding an ECS Service Host

Authorized operators can add new ECS Service Hosts and configure each of their associated

services from this page. To add a Service Host, do the following:

e Onthe ECS Services page, click “Add an ECS Service Host” at the bottom of the list:

E Femowve Selected Hosts '!-_I Add ECSI\‘ﬁewice Host...
iy

e A new page will load with a blank form, as shown in Figure 4.6.1-96.

Table 4.6.1-30 contains the ECS services configuration field.

4.6.1-101 609-EMD-220




‘@ DPL Ingest GUI (DEVOT) - Mozilla Firefox

L=

Ble Edt Yew Hstory EBookmarks Tools  Help

& ome

% Monitoring

JInterventions & Alerts
%¥ Configuration

Froviders

Data Types
Transfer Hosts
File Systems
ECS Semices
Global Tuning
Wolume Groups

Global Parameters

Mon har 5 2007 19:24:05

ECS Service Configuration: Add Service Host

Operators
S Reports
5 Help

9
[ reload page | Chock
hecksum

Label
Address
Port: number

Auto Retry: []
Cornments

File Transfer

Enable this service []

Max. Concurrent Checksum Operations: 1 number
Expected throughput Mess (help ]
Checksum Timeout Pad Time sconds [nelp ]

Enable this service []

Enable SCP
Max. Concurrent File Transfers: [1 s [ i
Archiving
Enable this service []
Max. Concurrent Archive Operations: 1 s [ R
Expected Throughput MESS [help]
Archive Timeout Pad Time e (]
Insert Checksum
tax. Cancurrent Insert Checksum Operations: 1 number [ help |
Insert Copy
Max. Concurrent Insent Copy Operations: 1 number [ help |
Expected Throughput: MBS [ help]
Insert Capy Timeout Pad Time: sacands [help |

\[ Add This Service Host | 3 cencel |
<

Done

v

>
proxy: None | @) (B

Figure 4.6.1-96. Adding a New ECS Service Host

Table 4.6.1-30. ECS Services Configuration Field Descriptions (1 of 2)

Field Name Entry Description

Global parameters:

Label Required A unigue name for the ECS Service host,
preferably based on the actual host name.

Address Required The IP address (e.g., 127.5.2.88) or canonical
name (e.g., f4eil01.hitc.com) of the host.

Port Required The port number associated with this service.
Hint: the port can be determined by looking at the
Quickserver’s configuration file.

Auto Retry Optional Whether or not to automatically retry processing
of actions for all services enabled on this host.

Comment Optional The description of the host and its services.

Checksum:

Enable this service Optional Whether or not to use this service.

Max. Concurrent Checksum Required if The maximum number of concurrent checksum

Operations enabled operations that may be performed on this host at

any one time.
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Table 4.6.1-30. ECS Services Configuration Field Descriptions (2 of 2)

Field Name Entry Description

Checksum (continued):

Expected Throughput Required if The expected data throughput for checksum

enabled operations. This is to identify stuck operations,

Checksum Timeout Pad Time Required if The additional delay for a checksum operation

enabled before it is considered timed-out.

File Transfer:

Enable this service Optional Whether or not to use this service.

Enable SCP Optional Whether or not to use SCP as the file transfer
method. This will only take effect if “Enable this
service” is checked.

Max. Concurrent File Transfers Required if The maximum number of concurrent file transfers

enabled that may be executed on this host.

Archiving:

Enable this service Optional Whether or not to use this service.

Max. Concurrent Archive Operations | Required if The maximum number of concurrent archive

enabled operations that may be executed on this host.

Expected Throughput Required if The expected data throughput for archive

enabled operations. This is to identify stuck operations.

Archive Timeout Pad Time Required if The additional delay for an archive operation

enabled before it is considered timed-out.

Insert Checksum:

Max. Concurrent Insert Checksum Optional The maximum number of concurrent Insert

Operations: Checksum operations that may be executed on
this host.

Insert Copy

Max. Concurrent Insert Copy Required The maximum number of concurrent Insert Copy

Operations operations that may be executed on this host.

Expected Throughput Required The expected data throughput for Insert Copy
operations. This is to identify stuck operations.

Insert Copy Timeout Pad Time Required The additional delay for an Insert Copy operation

before it is considered timed-out.

e Under the Global Parameters section, enter the parameter values for that server:
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Global Parameters

Label: fAdpl01
Address: f4dpldi
Port: 22311 number
Auto Retry:
Comments

You can also add comments here to describe the server’s purpose.

Configure the parameters for each of the available services on this server. Some
services can be enabled or disabled (e.g., Checksum and File Transfer). By default,
services are not enabled unless you specifically enabled them by checking “Enable this
service” above the parameter boxes:

Enahle this semvice v%

ecksum Time Limit: seconds

Configure the settings for the Checksum service. Note that these are parameters for all
types of checksum operations that run on this host. To add and configure checksum
types, go to the main ECS Service Configuration page.

Here and for all other services, there are two time-out parameters that the Ingest
Service uses to determine when an operation should be considered overdue (i.e.,
timed-out) and cancels it. The two parameters are: (1) the expected throughput; (2)
the time out pad time.

The Ingest Service will calculate the expected time of the operation for a granule by
dividing the granule size by the expected throughput, and then add the time out
padding. These parameters are only used to determine when an operation should be
considered hung, so both the expected throughput and the time-out padding should
be chosen pessimistically to avoid canceling operations that are just slow because of
concurrent heavy workload.

Checksum

Enable this serice [ ]

hfax. Concurrent Checksum Operations: 1 number
Expected throughput: MEVs [ help |
Checksum Timeout Pad Time: seconds [ help ]

Configure the settings for the File Transfer service. If this service is enabled, then
configure the maximum number of concurrent file transfers. The timeout parameters
are configured separately for each of the FTP hosts. If you wan to enable SCP as a
transfer service in addition to FTP, check “Enable SCP™":
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File Transfer

Enable this semice
Enable SCP []

Max. Concurrent File Transfers: 2 number [ help ]

e Configure the Archive Service:

Archiving

Enable this semice []

hax. Concurrent Archive Operations: number [ help ]
Expected Throughput: MBS [help]
Archive Timeout Pad Time: seconds [ help]

e Configure the Insert Checksum Service:

Insert Checksum

fax. Concurrent Insert Checksum Operations: 5 number [ help ]

e Configure the Insert Copy Service:

Insert Copy
Max. Concurrent Insert Copy Operations: |1 number [ help]
Expected Throughput: MEBJS [ help ]
Insert Copy Timeout Pad Time: seconds [ help ]

e Click “Add This Service Host” at the bottom. The host will be added and the listing
page will be displayed:

v Add ThigService Host ‘x Cancel ‘
r‘\‘}

4.6.1.22.2 Editing an ECS Service Host

To edit an ECS Service Host and its associated services, click on the name of the host (as shown
in Figure 4.6.1-97) and the detail page for that host will be displayed. This page is similar to the
“Add ECS Service Host” page and contains all of the same fields. See Section 4.6.1.22 for
details on how to configure an ECS Service Host.

Hosts Used For ECS Services

Checksum File Transfer Archive
¥ Mame Address Comments [ Hum. Slots] [ Num, Slots] SCR [Num, Siots]
F fdei? fAeild External Interface X

10 2 10
[] ffio] fAftI01 External Intedface = 1%

10 10

Figure 4.6.1-97. Selecting an ECS Service Host to Edit
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4.6.1.22.3 Removing an ECS Service Host

To remove an ECS Service Host, check the box next to the host name (as shown in
Figure 4.6.1-98) and click “Remove Selected Hosts” at the bottom of the list. A warning will pop
up stating that the Server (the Processing Server) must be first shut down, as shown in Figure
4.6.1-99.

10 2 10

i fAftI01 faft01 External Interface 1| | & =
[% 10 2 10
1 fdhelll fadhell1 no comment A [y | (o | =

Figure 4.6.1-98. Selecting an ECS Service Host for Removal

The page at http://f4dpl01.hitc.com: 25010 says:

WARNIMG: THIS SHOULD ONLY BE DCME IF THE SERYER. 15 DOWMIE Are wou sure you want b

Hosts Used For ECS Services {7) !
3 =~ remove the selected ECS Service hosts? r—
; rt
L Mame Address > et
ok | [ Cancel l b Operatio
[ feildl f4eil01 E 10
0 0 10
[ faftiod fAfI01 Extermnal Interface % | E % | 20
10 10 10
fdhel01 fdheld na comment = 1% | % 30
10 2 10
[ f4spl0l f4zpl01 na pamment | | % | 30
10 2 10

Remove Selected Hosts | _-!-;_u Add ECS Service Host.. |

Figure 4.6.1-99. Warning for Removing ECS Service Host

4.6.1.23 Volume Group Configuration

The Volume Group configuration in the DPL Ingest GUI is meant to duplicate the functionality
in the decommissioned STMGT GUI tab with some refinements and enhancements. This
configuration page is shown in Figure 4.6.1-100. Table 4.6.1-31 contains the volume groups
configuration page field descriptions.

4.6.1-106 609-EMD-220



4.6.1.23.1 Volume Group Configuration Page
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fdatapool/DEVD /userF ST/AARCHIVE
Istornext/snfs 1/DEVOT/EMOS!
fdatapool/DEVO/user’FST/AARCHIVE
fstornext/enfel ADEVIN/AMERS
Jdatapool/DEVD1 AuserF S1/ARCHIVE
fstornext/snfs 1/DEVDT/AMSRS
fdatapool/DEVD /userF S1/ARCHIVE
fstornext/snfs 1/DEVDT/AMSRS
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DRP1
DRP1
DRP1
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http:fflocalhost 8084 INGEST_GUIjFacesiEcDIINGUiYalGroupConfigList. jsp

Figure 4.6.1-100. Volume Groups Configuration (Listing Page)

Table 4.6.1-31. Volume Groups Configuration Page Field Descriptions (1 of 2)

Field Name Data Size Entry Description
Type
Volume Group Name Character | 255 | System The name of the Volume Group based
Generated | on a Data Type shortname with version
identifier.
Path Character | 255 | System The fully qualified Unix path to where
Generated | data is stored for the specified data type.
Hardware CI Character | 16 System The label of the Archive silo group
Generated | instance currently responsible for storing
data of the specified data type.
Selection Date Character | 32 System A selection date (if applicable) defined
Generated | for the Data Type version of which there
are two volume group history sets: one
defined for forward processing and the
other for reprocessing data.
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Table 4.6.1-31. Volume Groups Configuration Page Field Descriptions (2 of 2)

Field Name Data Type | Size Entry Description
New Volume Group Text 255 | Operator A hidden field that is displayed when
Path the operator clicks “Modify Selected

Volume Groups”.

This page displays the list of currently configured volume groups. This list is displayed all on
one page and not broken into chunks. By default, the entries are listed alphabetically by Data
Type name. You can search for a desired data type by using the browser’s built-in search
function.

The bottom of the list has a buttons to add a new volume group configuration or edit multiple
selections of existing volume groups. Below are more detailed screen shots that explain the
features available on this page.

4.6.1.23.1.1 Column Sorting

All columns on the Volume Groups Configuration page can be sorted in ascending or descending
order. To sort on a column, click on the up or down arrow at the top of the column, as shown in
Figure 4.6.1-101. The sorted column will be highlighted.

il (= =] %olume Group Mame [Z=] Path [Z = Hardware Cl
] /MOD28FD2.001 ftest/path/ DRP1
[ ftest/pathf #estipath/ DRP1
[] ACR3L0.001 fstornext/snfs1/DEVDI airs! DRP1
[ ACR3L2DM.001 fstornext/snfs1/DEVDS/ airsl1 DRP1
[ ACR3LZSC.OM fstornext/snfs 1 /DEWDI airs! DRP1
[0 AE_LZ2A.001 ftest/path/ DRP1
[ AE_Land.036 ftestipath/ DRP1

Figure 4.6.1-101. Sort-able columns

4.6.1.23.1.2 Modifying Volume Groups

Several Volume Groups may be modified at once by checking the boxes next to each Volume
Group name and then clicking “Modify Selected Volume Groups...” at the bottom of the list.
The checkbox at the very top of the list allows the operator to select all of the VVolume Groups on
the page, as shown in Figure 4.6.1-102. Operators will not be able to modify more than one
volume group at a time when there are VVolume Groups selected from a Data Type version that
has an alternative VVolume Group History Set defined.
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AIRABDBR.OOMB fbackupdpath

[0 AIRABDER.ODT0D foffsitedpath
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[ ARHASCLOOM fstornext/snfs1/DEWDS/ airs1

M ARHBRAD.OD2"
[ Top Of List ]

fstormextisnfs 1/ DEY DS qirs

B Modify Selected Volume Groups,. |-!,-_| Add volume Group... |

Mew “olume Group Path:

Figure 4.6.1-102. Modify Selected Volume Groups

When the desired Volume Groups are selected, they are highlighted to give a clear visual
indication of which Volume Groups will be changed. When the “Modify Selected Volume
Groups” button is clicked, a path input field appears below — here you can enter the new path to
be applied to all selected Volume Groups. Click “ok” to apply the changes. Before any change
takes place, you will be prompted for confirmation.

4.6.1.23.1.3 Adding New Volume Groups

To add a new Volume Group, click “Add Volume Group” at the bottom of the list, as shown in

Figure 4.6.1-103.

[1 MODIZ_TERRA_FPROC.O010

fdss_disk/OPSA

[1 MODIZ_TEREA _FPROC.OOTA

idss_disk/OP S

E" Modify Selected Yolume Groups... |'!‘|J AddVDIumeGrDup...{i

Figure 4.6.1-103. Add Volume Group Button
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This will display the Add Volume Groups page.

The list of Volume Groups displayed on this page have already been entered and configured in
the STMGT Database. There are two paths one can take when adding a Volume Group:

1. The operator can add volume groups, to a new a Data Type version (a Data Type
version that has not already been configured)

2. The operator can add Volume Groups to an existing Data Type version (a Data Type
Version that has at least one Volume Group History Set). For example, if a primary
volume group exists for AST_L1B.003, the operator may add a backup Volume Group,
which would create a Volume Group named AST_L1B.003B (appending a “B” to the
original name). If the backup already exists, the operator would not be able to add
another backup Volume Group.

See Section 4.6.1.23.1.4 for more details on how Volume Groups get named.

4.6.1.23.1.4 Volume Group Naming Conventions

When a Volume Group is added, the name will be created based on the type of Volume Group
that was added. There are six types, as explained in Table 4.6.1-32. Note that “R” indicates an
alternative VVolume Group for reprocessing. There is no explicit suffix for forward processing.

Table 4.6.1-32. Volume Group Naming

Volume Group Type Extension Example
Primary none AST L1B.003
Primary Alternative R AST L1B.003R
Backup B AST_L1B.003B
Backup Alternative BR AST L1B.003BR
Offsite @] AST_L1B.0030
Offsite Alternative OR AST _L1B.0030OR

4.6.1.23.2 Add Volume Group Page

The Add Volume Group page allows an authorized operator to add a volume group for a new
Data Type version or to add new volume group to an existing Data Type version. See
Figure 4.6.1-105. To add a Volume Group for a new Versioned Data Type, you must first type in
the name of the Versioned Data Type. The sequence is as follows:

1. Click on the Volume Groups tab in the navigation menu
2. Click on Add Volume Group... at the bottom of the list

3. Follow the instructions on the next page. To add a VVolume Group for a new Versioned Data
Type, click Add Volume Groups For A New Versioned Data Type... at the top page, as
show in Figure 4.6.1-105.

4. Manually type in the Versioned Data Type into the text box. Click ok. A new page will load
(Figure 4.6.1-104), allowing you to configure the Versioned Data Type as explained below.
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Figure 4.6.1-104. Entering a New Versioned Data Type
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Figure 4.6.1-105. Volume Groups: Add a Volume Group Page

Adding a Volume Group for a New Data Type Version

The following rules apply when adding a volume group for a new Data Type Version:
1. The Primary path information must be entered.

2. The addition of Backup Volume Group, Offsite Volume Group, or Alternative Volume
Group History Set, are optional and may be entered at a later time, however they can be
entered all at once on this page as shown in Figure 4.6.1-106.
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Figure 4.6.1-106. Alternative Volume Groups

Table 4.6.1-33 contains the add volume group page field descriptions.

Table 4.6.1-33. Add Volume Group Page Field Description (1 of 2)

Field Name Entry Description
Data Type and Required | A Data Type short name and version identifier.
Version ID
Alternative VG Not Allows operator to enter options for alternative Volume
Options Required | Groups. This can only be checked if an Alternative Volume

Group was specified, otherwise, the checkbox is disabled.
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Table 4.6.1-33. Add Volume Group Page Field Description (2 of 2)

Field Name Entry Description
Selection Date for Required if When the alternative check box is selected, the Selection Date
alternative Volume | adding section is enabled and is required to be filled out by the user.
Groups Alternative Selection Date is a separate date to guide Archive Server to
Volume Group select an appropriate Volume Group History set for storing /
History Set retrieving data. When acquisition date is not null and less than
the Selection Date, Reprocessing Volume Group history set
will be used, otherwise, forward processing Volume Group
history set will be used.
Reprocessing, Required if Alternative volume groups can be configured either for
Forward Processing | adding reprocessing or even for forward processing. The default is for
Alternative reprocessing. Although the flexibility to add a new alternative
Volume Group for forward processing is supported, it should be used with
History Set caution.
Volume Group Path | Required The fully-qualified Unix path to where data is currently being
(For Primary) stored for the specified data type to the Primary Archive.
Volume Group Path | Required if The fully-qualified Unix path to where data is currently being

(For Backup)

Backup enabled

stored for the specified data type to the Backup Archive.

Volume Group Path | Required if The fully-qualified Unix path to where data is currently being
(For Offsite) Offsite enabled stored for the specified data type to the Offsite Archive.
Volume Group Path | Required if The fully-qualified Unix path to where reprocessing data is
(For Primary Primary currently being stored for the specified data type to the
Alternative) Alternative Primary Alternative Archive.

enabled
Volume Group Path | Required if The fully-qualified Unix path to where data is currently being
(For Backup Backup stored for the specified data type to the Backup Alternative
Alternative) Alternative Archive.

enabled
Volume Group Path | Required if The fully-qualified Unix path to where data is currently being

(For Offsite
Alternative)

Offsite Alternative
enabled

stored for the specified data type to the Offsite Alternative
Archive.

Figure 4.6.1-107 shows the List of Versioned Data Types w/ Existing Volume Group Page.
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Adding a Volume Group to an existing Data Type Version

[& 0PL ingest GUI (DEV09) - Mozilla Firefox SE]

Ble Edt Yew Hgtory EBookmarks Tools  Help

~

% Home DATA POOL INGEST web cu i
= Monitoring m ',-‘ b 7 i . g L ] Thu Feh 1 2007 15:29:60
> Interventions & Alerts — “"“"*Mé 3;
¥ Configuration =
Praviders
Data Types
Transfer Hosts =< back to volume group main page
File Systemns
ECS Senvices 3 : .
Global Tuning Volume Group Configuration: Add Volume Group
vaolume Groups
 OH Instructions: [ hids |
}IReports There are two options when adding Yolume Groups:
5 Help

1. If you want ta add a Volume Group for a new Data Type that is not yet configured in Data Pool, click the Add Volume Groups For A New Versioned Data Type...
button below and manually type in the name of the Data Type and Version ID in the text box that appears undermeath. When you are dane, click ‘ok’. This will bring you to
the next page where you can add Valume Groups. If the page loads with Volume Group infarmation already filled in, this means the Data Type already has Volume
Groups configured in Data Pool.

2. Pick from the list of Versioned Data Types with existing Yolume Group Configurations below. You can add Backup, Offsite, and Alternative ‘Volume Groups to these if
they do not already exist

“fou are logged in asIngAdmin
8 oo

[log out]

[ change password |

[shov iR Tip: To search for a data type use your browser's search function. In Firsfox, use Cr-F. The data types are listed In alphabetical order. To scan stat to type the first few latters

of the Short Mame into the search box and If necessany click find nesxt.

9
[ reload page |
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Figure 4.6.1-107. List of Versioned Data Types w/ Existing Volume Groups

The following rules apply when adding Volume Groups to an existing Data Type version (e.g.,
Backup, Offsite, etc.):

1. The Volume Group name will be selected from the Add VVolume Group page (see Figure
4.6.1-107). When the link for the desired Versioned Data Type is clicked, the Data Type is
displayed at the top of the next page.

2. Any previously added VVolume Group will be displayed, but will not be editable. For
example, if a Backup Volume Group has already been added, the VVolume Group path will be
shown, but the operator will not be able to edit this path.

3. Similarly, if any Alternative VVolume Groups have been specified, the Alternative VG options
and Volume Groups will be displayed, but not editable.

4. 1f the operator is adding the Alternative Volume Group History Set for the first time, the
Alternative Options must be selected and the operator may choose the processing type
(Forward Processing or Reprocessing) for the Alternative Volume Group History Set, as well
as a selection date to be applied to the Reprocessing VVolume Groups.
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Adding Volume Groups

Multiple Volume Groups for a Data Type version may be added at once on the Add Volume
Group page. For each volume group you wish to specify, enter a path for that Volume Group, as
show in Figure 4.6.1-108.
Premary Voluma Growp
Fath;

Figure 4.6.1-108. Adding the Primary Volume Group

4.6.1.23.3 Authorization

For DAACs that have security enabled for the DPL Ingest GUI, an operator would have to have
Ingest Admin permission to add or configure volume groups as described in this document. No
special permissions are needed to view current configurations or generate the Volume Groups
History report page.

4.6.1.24 Global Tuning Configuration

This page allows the operator to configure the global tuning parameters in the Data Pool Ingest
database. The parameters are listed along with their descriptions and a text box to change the
values, as show in Figure 4.6.1-1009.

There are two sections of the Global Tuning page, each editable by different permission levels.
The first section, “Global Admin Tuning Parameter Configuration,” is editable with Ingest
Admin or Ingest Tuning privileges. The second section, “Global Tuning Parameter
Configuration,” requires Ingest Tuning privileges. If the logged in operator does not have
permission to edit a section, the fields and buttons for that section will be disabled.
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Figure 4.6.1-109. Global Tuning Configuration Page

Dynamic vs. Static Parameters

Dynamic parameters are those that are applied to the Ingest Service without having to restart it.
The Ingest Service will automatically apply these parameters within 1 minute of having been set
on the GUI. Static parameters are those that require the Ingest Service to be restarted before a
change in the parameter value can take effect. Each parameter on this page is preceded by an
icon indicating whether parameter is dynamic or static, as shown in Figure 4.6.1-110.
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Static  parameters
have the same icon

with a red
exclamation.
(D MA}{JNGEST_DB_CONN Mazimum allowed number of connections to INGEST Databaze for DFL Ingest
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L% |GNORE_DP|__FS_DOWN Indicatez whether or not we activate requests that uze a zuzpended file system

Apply Changes ‘x Fesset ‘

Dynamic parameters
have a green curled
arrow.

Figure 4.6.1-110. Dynamic and Static Configuration lcons

Descriptions of each parameter are displayed on the GUI and will not be included in this
document.

To modify parameters, fill in the desired values in the appropriate fields and press the “Apply

Changes” button.
J ﬁpplyh(;hanges ‘x Feseat ‘

Note: Parameters must be edited section by section. If parameters are changed in the “Global
Admin Tuning Parameter Configuration” section and then the “Apply Changes” button is
pressed in the “Global Tuning Parameter Configuration,” modifications in the first section will
be ignored.

4.6.1.25 Operator Configuration

This page consists of a list of operator names and their current permission settings and allows an
Ingest Security operator to configure the authorized users for the Data Pool Ingest GUI. Here
operators can be added, edited, or removed. Figure 4.6.1-111 shows the general overview of this

page.
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Figure 4.6.1-111. Operator Configuration Page

Permission Levels Explained:

There are 5 different permission levels. View Only is a special case: if an operator is assigned the
View Only permission level, it may not have any other permissions. In any other case, the other
4 levels can be combined together as they represent the ability to manage an exclusive set of
properties associated with data pool ingest. For example, an operator may be assigned Ingest
Control and Ingest Admin permissions simultaneously, but not View Only and Ingest Admin.
See Table 4.6.1-34 for the available permission levels and their descriptions.
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Table 4.6.1-34. Operator Permissions
Icon Permission Level Description
[¢Z>] | View Only The operator cannot modify any field nor take any actions on the
GUI. Most buttons, textboxes, checkboxes, drop-down lists, etc. are
disabled, with the exception of filters and sorts. View Only operators
can also generate reports.
£h 50 | Ingest Control For Ingest Requests or Interventions, the operator can:
Suspend, resume, cancel, or change the priority of Ingest Requests

Suspend, resume, cancel, or retry Granules associated with an
Ingest Request

Add annotations to an Ingest Request or Intervention

The operator can also suspend or resume the General Ingest
Status, the Email Service, Providers, Polling Locations, File
Systems, Transfer Hosts, and ECS Services, and can also clear
Alerts.

Ingest Admin The operator can add, edit, and delete the following configurable
items: Providers and Polling Locations, Data Types, Transfer Hosts,
File Systems, ECS Services, and Volume Groups.

E=H | Ingest Tuning The operator can modify Global and host-specific tuning
configuration parameters.
= o) | Security Admin The operator can add, edit, or delete operators and change

operator permissions.

4.6.1.25.1 Configuring an operator
To change an operator’s permission settings, do the following:
1. Next to the operator name, check the box next to the operators you would like to update.

JQ? WISTA (<22 ] [ view only

J Update Operators |7| Remc

2. Select any combination of permissions for each checked operator. Note how that when
View Only is checked, the other permission checkboxes are automatically unchecked and
disabled; this permission setting must be exclusive of the others.

O wionA (2] Cview only & & Mingest contral [“lingest admin E22 Clingest tuning = 2 Cingest security
_\’%VIEITEI [ ] [F]view anly  © ingest contral ingest admin E=H ingest tuning = 9 lingest security
O waoTa, [ ] [view anly @ @ Mingast contral == Mlingest admin E==| Mlingest tuning  * 2 Clingest security
O wisoo [ ] O view anly & ingest cantral Dingest admin B9 Dingest tuning = 2 ingest security

3. Click the ”"Update Operators” button at the bottom:

{ Update%lperaturs E Femove Operators
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4.6.1.25.2 Deleting Operators
To remove an operator from the list, do the following:
1. Select an operator by checking the box next to the operator name (more than one may
be selected):

¥ jessica [ ] [“]view only @ & | ingest control &

..... i
Diisa (<2 ] [“]view only &9 ingest control &

J Update Operators @ Remowe Operators |

2. Click the”Remove Operators” button. You will be prompted for confirmation:

@ Femowve Dperatnrs%

3. The page will reload, with the selected operator(s) no longer appearing on the list.

4.6.1.25.3 Adding Operators

To add an operator, do the following:

1. Under the *“Add Operator” section of the page (located at the bottom of the operator
list), enter in the operator name and password, and then select the desired permissions.

At least one permission level must be selected.
2. Click the “Add Operator” button at the bottom of the page.
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Add Operator

Operator Name: DayvidH
Fagsward: =

Verify Passward: ==

Permissions: (| [ Tviewe anly

8 O Mingest contral
=1 [ingest admin

= [ingest tuning
e U [¥lingest security

-

= Addﬁ]eperatnr

3. You will be prompted for confirmation. The page will reload with the new operator
added to the list.

4.6.1.26 Reports

The reporting capability of the Ingest GUI offers the ability to view detailed reports on data
providers and data types, as well as Request summary, Granule summary, and Volume Group
history reports. The report pages are located under the Reports menu in the navigation pane.

4.6.1.26.1 Report Formats and Layouts

This report pages display the information across several data providers or data types. An
example of the Detailed Report page is shown in Figure 4.6.1-112. As with all types of reports,
the operator must select a date range (presets are provided for the last 24 and 48 hours), as well
as criteria for the search. These include one or more data providers, one or more data types, and
one or more final request statuses. All Data Criteria fields are optional, but at least one selection
of one field must be made to generate the report.
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Figure 4.6.1-112. Detailed Report Page

4.6.1.26.2 Generating the report

Due to the large volume of data that may be in the database, reports can sometime take a while to
process and be displayed. Immediately upon pressing the “Generate Report” button, a

transitional screen is loaded with the message “Processing Your Request...”, as show in
Figure 4.6.1-113.
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\@ DPL Ingest GUI (DEVO9) - Mozilla Firefox

[BE)X]

Eile Edt View Higtory Bookmarks Tools  Help

& ome

3 Meonitoring

3 Interventions & Alerts
J=|Configuration
¥ Reports
Detailed
Reguest Summary
Granule Summary

b volume Groups History
S |Help

Waiting For lacahost.

Processing Your Request...

Figure 4.6.1-113. Report Page processing a report request

4.6.1.26.3 Fields Generated Reports

The various report pages look similar at first glance, but they all produce different fields. The
following figures (Figure 4.6.1-114, Figure 4.6.1-115, and Figure 4.6.1-116) display the headers
generated for each particular report type. Some example data is also shown along with the

headers.

Reports containing averages (e.g., “size avg.” on the Request Summary Report) actually contain
weighted averages, which is in effect an average of averages. For example, “size avg.” is an
average of all of the granules, weighed against the average of all the other averages for each Data

Provider.

Note that the current search criteria (data and date/time) are always shown at the top of the report

output.
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Current Repeort Criteria:

Data Provider(s): [ALL]
Final Request Status: [ALL]

End Date/Time: 31/10/2006 15:18

Report Gutput

Diata Type(

5): [ALL]

Start Date/Time: 1/11/2006 15:18

" # . Time Timeto Time to
. Ingest Start End Tot.# Vol File L . .. Restart
Req.lD Data Provider Ingest Type Method Date/Time Date/Time grans. Succ. (MB] Count to )_{fer preproc Arclluve Priority Flag
grans. {mins) {min) {min)

2006-11-01  2006-11-01

21807 S4FP00 Folling_wDR DPL 052107 052119 1 1 6.311 2 1] 8 0 WHIGH

2006-11-01

21808 S4FP00 Folling_wDR DPL 052606 1 6.245 2 1] 0 0 WHIGH
2006-11-01  2006-11-01

21809 ASTER_OSF Folling_wDR DPL 100300 100310 1 0.473 2 1] 0 0 MNORMAL
2006-11-01  2006-11-01

21810 ASTER_OSF Folling_wDR DPL 100308 10030 1 0.473 2 1] 0 0 MNORMAL

71811 ASTER_OSF Pollng_wDR ~ DpL 2001101 J00E-11-01 0473 2 0 0 0 NORMAL

10:03:08 10:03:10

Figure 4.6.1-114. Detailed Report Layout

Current Report Criteria:

Data Type(s): [ALL]
Start Date/Time: 1/11,/2006 15:21

Report Output

Final

Request Status: [ALL|

End Date/Time:31/10/2006 15:21

Xfer

Xfer

. Ingest Ti. Te. Gran Gran File File RN 5 time time I?reproc P reproc }'.irchwe '.dee
Data Provider Avg Max time Avg  time Max Time Avg Time Max

Type Reqs Emors Avg  Max Avg Max Avg Max f . . f

(MB)  (MB) . . {mins) {mins) {mins) {mins)

{mins)  (mins)

ASTER_OSF 12 i] 1 1 2 2 0473 0473 10 126 3 14 i] 1
CRIT_4150_2 10 i] 1 1 2 2 0473 0473 i] 1 1 2 i] i]
MODAPS_TERRA_FPROC 1 i 1 1 2 2 0473 0473 i i 2 2 i i
S4P00 57 if 1 1 2 3 16157 71236 if 2 2 i if 1

Figure 4.6.1-115.

Request Summary Report Layout
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Current Report Criteria

Data Provider(s): [ALL] Data Type(s): [ALL]
Final Request Status: [ALL] Start Date/Time: 1/11/2008 15:21
End Date/Tirme: 30/10/2005 15:21

Report Output

A n Xfer Xfer n n
. . Size Size . . Preproc Preproc Archive Archive
. Ingest Ttl. Td.  File File time time . : . !
Data Provider T Data Type Avg Max time Avg time Max Time Avg Time Max
ype Grans Errors Avg Max Avg Max a n n 0
(MB) (MB) X . {mins) {mins) {mins) {mins)
{mins}  {mins)
ALL_ESDTS AEPOE1WY 2 0 2 2 0.048 0.048 0 1 19 27 1 3
ALL_ESDTS AEFOETW 2 0 2 2 0100 0.100 1] 1 11 15 1 1
ALL_ESDTS AE_SDSno 2 0 2 2 0.100 0.100 1 2 18 21 0 0
ALL_ESDTS AE_DyOcn 4 1] 2 2 0.100 0.100 1 3 16 28 0 1
ALL_ESDTS AE_DySno 4 0 2 2 0100 0.100 1] 1 18 24 1 4
ALL_ESDTS AE_L2A 29 0 2 2 0.103 0.103 2 5 16 30 1 4
ALL_ESDTS AE_Land3 4 0 2 2 0.100 0.100 2 3 11 17 0 3
ALL_ESDTS AE_MaOcn 3 0 2 2 0100 0.100 2 3 12 24 1] 1]

Figure 4.6.1-116. Granule Summary Report Layout

4.6.1.26.4 Generating the report
To generate a report, take the following steps:

1. Select the type of report you wish to see from the navigation panel. For this example,
select Detailed, Request Summary, or Granule Summary. Volume Group History is

covered in a separate section.
W:'Repmgj
Detaile

Reguest Summary
Granule Surmrmary
Ly volume Groups Histary

2. The report page will be loaded. Select the date/time range. If you leave the time fields at
0:00, it will be assumed that this will cover the entire 24-hour period:

Date/ Time Criteria

munth day Wear hour min
Start DateMime:

10+ i v 2006+ g v L

maonth day wear haour min

End DatefTime:

10 |+ i 2006 g v 52 &
Fresets:  Last2d hours Last g8 hours

3. Select the data criteria for the search. Several values of each criterion may be selected to
narrow the search, but at least one field must selected (hold down the Ctrl key to select
multiple items):

Data Criteria

D=ta Prowider: ~ EEEREEE A | DATA TYPES— el Final Request Status: _A| | STATUSES— & Ingest Type: OP|
MODARS_AQUA_FFROC ACR3L0 Resuming Man-DFL
MODAPS_COMEBINE_FPROC ACRIL2DM Successful

MODAPS_TERRA_FFROC ACR3L2EC Cancelled
MNSIDC_DAAC AEPOETW Partially_Cancelled
S4F00 v AEPOETW w Failed w
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4. Click the green button to submit the query and generate the report.

5. A message will appear, alerting the operator that the system is processing the request.
This may take a few seconds.

6. The report will be displayed on the bottom of the page (see Figure 4.6.1-114, Figure
4.6.1-115, and Figure 4.6.1-116 for report output examples).

7. If you want to save the report, use your browser’s “Save Page As...” function to save the
page in HTML format.

4.6.1.26.5 Volume Groups History Page

The Volume Groups History page displays the history of the configuration changes that have
occurred to volume groups, as shown in Figure 4.6.1-117. To view the report for a particular
Volume Group, select the Volume Group from the box at the top of the page and click the
“retrieve” button. Once this button is clicked, the page will automatically refresh with the report
specific to that Volume Group (the page is initially blank when first loaded). Table 4.6.1-35
contains the volume groups history page field descriptions.
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\@ DPL Ingest GUI (DEVO9) - Mozilla Firefox

)=
Eile Edt View Higtory Bookmarks Tools  Help

éHome JATA POOL INGEST web cu: i
3 Monitoring 1 o, A e i ™ Thu Feb 1 2007 15:43:02
3 Interventions & Alerts E— @ -T
3| Configuration
“r|Reports
Detailed
Request Summary Volume Group History
Granule Summary

b volume Groups History
S |Help Selected Volume Group

~

‘olume Group: (D134 086
“rou are logged in as IngAdmin
w D perator actions

[1og out] MYD13A3.086 Volume Group History
[ I HwCI Path Start Date End Date
[ showe my permissions |
DRP1 Jstamexttenfs1/DEVDT/MODIS! 2006-09-01 13:30:57.79
J [ reload page |

Figure 4.6.1-117. Volume Groups History

This page features a search-as-you-type input. Simply type in any characters of the Volume
Group for which you want to see the history. A list of suggestions automatically pops up, and
from there you may select a suitable Volume Group. Figure 4.6.1-118 shows how you can type
the first three characters of a desired Volume Group and get suggestions for your search.

Selected Yolume Group

Wolume Group: AEF]

AEFPOEIY 001
AEPOETY 086
Volume Group History AEPOETY. 001
AEPOENY 086
Hw | Path =ram Date

Figure 4.6.1-118. Volume Group History Page: Search-As-You-Type Input
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The following figure shows how you can type any sequential characters of the VVolume Group
and get suggestions for your search (Figure 4.6.1-119).

Selected Volume Group

“olume Group: ER

tettiewve

AEFOETY 001
AEFOETYY. 086
Volume Group History AEPOE7TW.001
AERPOEMY. 086
HWIC| Fath AMIEPHF 01 [Date
AkdTEPHMD OO01
ACERPHDE.OGG
FGERPKG.O001
PREFLIC.001
TOMzEPLZ.0M
Figure 4.6.1-119. Search-As-You-Type (Example 2)
Table 4.6.1-35. Volume Groups History Page Field Description
Field Name Entry Description
Volume Group (Data Type. | Required The name of the Volume Group for which the history report
Version ID + Volume will be generated.
Group Type Suffix)
Path System In reverse chronological order, the fully qualified Unix paths
Generated | to where data has been stored for the specified data type.
The current path is listed first.
HWCI System The label of the Archive silo group instance that was
Generated | responsible for storing data of the specified data type.
Start Date System The date on which this configuration became active for the
Generated | listed data type.
End Date System The date on which this configuration was superseded by
Generated | new configuration information. If blank, this row reflects the

current configuration for the volume group. If any row has a
blank end date, the volume group is closed, and no further
data is accepted for that volume group.
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4.6.1.27 Help Pages and Context Help

4.6.1.27.1 Help Pages

The last section found in the navigation bar, the “Help” section, contains information to which
the operator can have ready access while operating the Data Pool Ingest GUI. Included in this

section are three pages: General Topics, Context Help, and About, as shown in Figure 4.6.1-120.
Pt LU

Genetrsl Topics
Cont elp
Ahout

Figure 4.6.1-120. Help Navigation Section

4.6.1.27.2 General Topics

This page includes an index of topics that should be useful to the operator in understanding how
the GUI and Data Pool Ingest system work, and is shown in Figure 4.6.1-121. The operator can
press on the name of a section from the index in order to jump to the section text.

\@ DPL Ingest GUI (DEVO9) - Mozilla Firefox u@@

Fle Edt Wew Hstory Bookmarks Tools  Help

~
& Home DATA POOL INGEST web cu i
SiMonitoring ﬂ "* . 3 i b [ ] Thu Feb 1 2007 15:43.35
3 Interventions & Alerts e ’-‘”"’""”M@”VE
% Configuration =
= Reports
S Help
E Index
Abol Click on a topic title below to jump 1o that topic. You can 2lso search for desired information by using your browssr's built-in search function (CHr-)
~ + Request State Transition
“You are logged in as IngAdmin + Granuls State Transition
& Dperator Actions:
(129 out]
[ chang Request State Transition
[ show my permissians |
Requests go through various states as they are procressed by the DPL Processing Service. Below are the paths that a request can take during its processing lifecycle. Some
. things to note
" [ reload page |
+ If & requests is "stuck” and does not rmove to the next state after a reasonable amount of time, then the Processing Serice may be down. This is normally, but not always,
indicated on the GUI's home (Ingest Status) page under the Processing Service Status.
+ If requests are being submitted and not being picked up, it is possible the Palling Senice or Quick Server may down or suspended
Possible Request Paths
hormal Transition Cold Restart Validation Failed
1. Mew
" . 1. Mew
2. validated - validation successiul 1. Newr
2. validated - validation successiul
3. Active - dispatched 2. Failed - validation failed
3. Terminated - cold restart
4. SUCCessful - all granulas succassful, PAN notif. creatad
Pogsible Request Paths (cont.):
Failed Granules Sugpended Granules Operatar Cancellation
T, Mesr
1. Mew
1. Mew 2. validated - validation susseastul B
- . P ) 2. validated - valigation suscesstul
2. validated - validation suscessful 3 Active - dispatehed . )
) 3. Active - dispatched
3. Active - dispatched 4. One of.
4. Cancelling - operator canees raquest
4. one of < Partially_Suspended - at l=ast ane granule suspended, one active 5 one of
© Partial_Failure- ot il granuies © Buspended - st leat one suspended, none sctive
© Partially_Cancelled- not s qranuies
fallea 5. Operator resumes granule from checkpoint, at which point the states e
© Failed - all granules failed would go to ganeels
) @ Cancelled - all granules cancelled
< Resuming - atleast one granule suspended, one active
Granule State Transition
Granuleg also go through various states as they are procressed by the DPL Processing Service. Below are the paths that @ granules can take during its processing lifecycle.
Possible Granules Paths:
Narmal Transition Puossible Errar States
1. Pracessing (START)
2. Transfaring b
< >

Done

Figure 4.6.1-121. Help — General Topics
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4.6.1.27.3 Context Help

This page explains another tool provided by the operators to assist them in effectively using the
Data Pool Ingest GUI. For more information about the details of this help page, see
Section 4.6.1.27.5.

4.6.1.27.4 About

This page provides recommendations for software to use the GUI and a brief description of the
development of the GUI.

4.6.1.27.5 Context Help

Throughout most pages on this GUI, you can get relevant, context-sensitive help by hovering
your mouse (no need to click) over the [help] text. In many cases this is to explain the
significance of a parameter or to provide instructions on what to do on the page. A blue pop-over
window will appear and disappears as soon as the mouse is moved away, as shown in
Figure 4.61-122, Figure 4.6.1-123, and Figure 4.6.1-124.

[HI;[F']

Shov Click on RequestiD to view the request details.
Click on any column with a El iconto sort bythat =
[] column. Date columns can be sorted in ascending  “ro
or descending order.

D BElIL S ElNUEd w3 |n_|-.
(ArchErr

[] 2811 Farially_Cancelled %HIGH 1.
[ArchErr

Figure 4.6.1-122. Request Detail Page — Instructions on
How to View Request Details
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[HELP |

Open

Show Open Intervention Management Help

L Click on a RequestiD to view the details for an vention Type

[] Intervention.You can select one or of iterventions  a;chEy
and cancel ot resume the associated Request,

] ) ) ArchErr
Interventions are automatically closed once all

(] granules have completed successfully, or the archErr
request has bheen cancelled. For example, if one or

(] maore granules had problems transferring, the ArchErr
operator may investigate and fix the underlying

(] problem and retry the granules. Once the problem ArchErr
granules completed successfully, the intervention

(] would dissapear from the list and its closure would ArchErr
he recorded in the database.

A ArchErr

Figure 4.6.1-123. Intervention Monitoring Page —
Assistance for Managing Interventions

DPL Ingest Enabled [hilp1

Checksum Mandatary: Providers that are DPL Ingest Enabled will have
% of Checksum Files: 100 :Il:g:ars{tlma ingested by Data Pool and not classic

Default Priority: NORMAL DGy =

Figure 4.6.1-124. Provider Detail Configuration Page — Parameter Explanation

4.6.1.28 Browser Requirements

The specific browser requirements are stated elsewhere in this document. The recommended
browsers are the only ones that should be used, as other browsers may not handle rendering and
JavaScript correctly (for example, IE handles some JavaScript differently than Firefox).
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JavaScript must also be enabled to run the application. In most cases, the cache size is
automatically set and should be sufficient. Java is not required and need not be enabled in the
browser to run the DPL Ingest GUI.
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