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Overview of Lesson

• Introduction
• User Services Topics

– User Services Role
– ECS User Account Management
– Processing an Order
– Tracking/Canceling an Order
– Subscriptions
– Data Pool Management
– Cross-DAAC Referral
– Cross-DAAC Order Tracking
– Data Dictionary Maintenance
– Java DAR Tool (EDC only)
– On-Demand Form Request

Manager (EDC only)
• Practical Exercise



3
625-CD-613-003

Objectives

User
Services

• Overall:  Proficiency in providing support
to ECS users
– Describe the User Services role, stating five major 

responsibilities of User Services
– Perform user account management
– Process an order
– Cancel/Track an order
– Support subscription management
– Manage the Data Pool
– Support cross-DAAC referral
– Support cross-DAAC order tracking
– Update the Data Dictionary
– Create a Data Acquisition Request (DAR)

(EDC only)
– Create an On-Demand Production Request (EDC only)
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Objectives (Cont.)

• User Services Representatives
• Science Data Specialists
• System Engineers, System

Test Engineers, 
Maintenance Engineers

Lesson helps prepare several DAAC roles for the 
User Services functions of assistance in order 
tracking, creation/management of user accounts, 
management/use of the Data Pool, resolving user 
requests/problems, initiating and tracking system 
problem reports, and coordination with 
external/internal sources to resolve user 
problems:
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User Services Role

• “Pull Users” encompasses the entire potential 
ECS user population, including scientists, 
graduate and undergraduate students, and 
students in grades K-12

• User Services is the arm of each DAAC providing 
extensive support services for each product 
archived at the DAAC

• Five major User Services responsibilities:
– Help create new users
– Support order tracking
– Resolve user requests/problems
– Initiate/track problem reports
– Coordinate external and internal sources to resolve user 

issues/problems
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User Services Role (Cont.)

Normal Access
to ECS

ECS

DAAC User Services
Organization (USO)

• User Transaction activities
• Statistical activities
• Data Set Histories
• Library, Advertising activities
• User Feedback activities
• User notification
• Subscription activities
• Access to archives and

metadata
• System Status information
• DAAC-unique extensions

Optional
Access to ECS

via USO

“Super User”
of ECS

Other DAACS

Cross DAAC
Referrals

USWG: 
• coordination
• work shops
• joint activities

Reports for:
DAAC Mgt
ESDIS Mgt

Users
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Account Management

• Use Account Management software local to the 
site to retrieve a user account

• Use remote access to Account Management 
software at the System Monitoring and 
Coordination Center (SMC) for other account 
management functions
– Create a user account
– Edit/modify an existing account
– Delete an ECS account
– Cancel an ECS account
– Change an ECS user’s password 
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Retrieving a User Account

• First action when receiving any user request
– Validates user
– Provides information that may be needed to respond
– Separate procedure in 611-CD-610 Mission Operation 

Procedures for the ECS Project
• Part of other procedures

– Processing an order
– Canceling an order
– Order tracking
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DAAC User Account Management: 
Profile Account, Personal Information
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DAAC User Account Management: 
Profile Account, Account Information
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SMC User Account Management: 
Profile Account, Personal Information
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SMC User Account Management: 
Profile Account, Account Information
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Creating a User Account

• User registration begins when a user requests 
ECS data services
– Request by mail, telephone, e-mail, fax, or in person
– Can refer a user to Universal Reference Locator (URL) 

for the EOS Data Gateway (EDG)
• http://redhook.gsfc.nasa.gov/~imswww/pub/imswelcome/
• Link to Become a Registered User

– Can enter registration data on behalf of user
– Call user directly to obtain any missing data

• User information is entered into the system in five 
categories:
– Personal Information
– Mailing Address
– Shipping Address
– Billing Address
– Account Information
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EOS Data Gateway Welcome Page
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User Registration Web Page
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User Registration: 
Username/Password Form
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Request Account Screen
Account Information
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Request Account Screen
Personal Information
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Adding Privileges 

• ECS user registration through the EOS Data 
Gateway web page creates basic ECS account

• Users who need authorization for special access 
request privileges through User Services
– Data Acquisition Request (DAR) submission
– On-Demand Requests for special ASTER L1B or Digital 

Elevation Model (DEM) products
– Access to restricted granules

• User Services logs in at SMC to use the Account 
Management tools to modify the account to 
include the privileges
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Profile Account Screen
DAR Information
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Edit/Modify an Existing Account

• User Services has responsibility to maintain ECS 
user accounts
– Maintain contact with user to confirm continued 

accuracy of information
– Verify applicability of address change notice; do not 

assume change applies to all
• Billing address
• Shipping address
• Mailing address

– Account information
– Personal information
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Delete an ECS Account

• User Services representative may delete an ECS 
user account from the database, upon 
management instruction or user request
– Uses ECS User Account Management tool
– Retrieve and verify account
– Remove account from database
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Cancel an ECS Account

• User Services representative may cancel 
an ECS user account
– Uses ECS User Account Management tool
– Retrieve and verify account
– Temporarily impose probation on user’s 

privileges (for cause)
– Establish an expiration date, upon which 

account will be deleted from database unless 
cause of probation is removed
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Account Management Messages

Message Text Impact Cause/Corrective Action
Can Not Connect To
The Server. Try again
later.

Unable to retrieve a
user request or user
profile.

Notify the System Administrator that the User Profile
Server needs to be started.

No data found in the
database.

No user requests or
registered users are
entered in the data-
base for the selected
home DAAC.

None.

The V0GW password
and Gate Way User
Type can not be
Empty.

Cannot complete ac-
tion to create a user
profile.

Ensure that all required fields have data entered.

Create Register User
Failed Please check
log file for error.

Cannot complete ac-
tion to create a user
profile.

Check User Profile Server log files for possible Sybase
errors; notify Database Administrator of problem.
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Account Mgmt. Messages (Cont.)

Message Text Impact Cause/Corrective Action
Delete request user
failed.

Unable to delete a
user request.

Check User Profile Server log files for possible Sybase
errors; notify Database Administrator of problem.

Update Failed for
Register User Please
try again.

Unable to update a
user request.

Check User Profile Server log files for possible Sybase
errors; notify Database Administrator of problem.

The First Name, Last
Name, Telephone
number and Email
Address can not be
Empty.

Cannot complete ac-
tion to create a user
profile.

Ensure that all required fields have data entered.

Insert has failed for
Regist User, Please
try again.

Cannot complete ac-
tion to create a user
profile.

Check User Profile Server log files for possible Sybase
errors; notify Database Administrator of problem.

Delete failed for
Register User Please
try again.

Unable to delete a
user request.

Check User Profile Server log files for possible Sybase
errors; notify Database Administrator of problem.

Update failed for pro-
file database Please
try again.

Unable to update a
user profile.

Check User Profile Server log files for possible Sybase
errors; notify Database Administrator of problem.

V0 GateWay pass-
word is empty.  The
password is not up-
dated.

Unable to update V0
Gateway password.

Add entry in the appropriate field.

V0 GateWay pass-
word Failed.  Please
try again.

Unable to change V0
Gateway password.

Check User Profile Server log files for possible Sybase
errors; notify Database Administrator of problem.

Delete failed for pro-
file database Please
try again.

Unable to delete user
profile.

Check User Profile Server log files for possible Sybase
errors; notify Database Administrator of problem.

No e-mail address. Unable to change
Aster category or
delete a DAR privi-
lege.

Add e-mail address in the configuration file.
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Account Management Log Files

• Check log files; review with UNIX editor (e.g., pg, 
view, vi, more, tail)
– EcMsAcRegUserSrvrDebug.log
– EcMsAcRegUserSrvr.ALOG

• If evidence of Sybase error, notify Database 
Administrator
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Processing an Order                     

• Some users may prefer not to use the Search and 
Order tool directly
– Orders by telephone projected to be a daily occurrence
– User Services representative places order for the user

• User Contact Log/Trouble Ticket tool
– Create/update user contact log record

• ECS User Account Management tool
– Retrieve and verify user account

• Search and Order tool
– Locate data
– Order data
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Create User Contact Log Record

• Any User Services event (user contact) is a cue for 
the User Services representative to create a record 
in the User Contact Log
– Each record is assigned a unique Log ID
– Contact (user) data (e.g., name,

telephone number, e-mail address,
home DAAC, organization)

• User Contact Log
– Accessible from Remedy User Tool
– Entries may be saved, searched, retrieved, and modified
– Permits tracking and updating information related to a 

user contact until the record is closed
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User Contact Log Screens
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Verify User Account

• ECS User Account Management Tool at SMC
– Profile Accounts:  Account Information or Personal 

Information
– Profile Accounts:  User Profile

• Summarizes all user data
• Display only
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View Entire Profile Screen

Note:  Available
only on the tool 
accessed
remotely at
the SMC.
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Data Search and Order

• Guidance available on the WWW:                    
http://redhook.gsfc.nasa.gov/~imswww/pub/imswelcome/
– Web Gateway Users’ Manual:  technical information
– Frequently Asked Questions:  captures commonly sought 

information, terminology, search, data, and ordering
– Tutorial:  introduction to the tool and how to find and order 

data
• Approaches available for user

– Web-based Search and Order tool: EOS Data Gateway Web 
Client 
http://redhook.gsfc.nasa.gov/~imswww/pub/imswelcome/

– Data center-specific searches: specialized tools
– Let User Services do it:  EOS Data Gateway Web Client
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Search and Order Tool Welcome 
Screen (EOS Data Gateway)



34
625-CD-613-003

Primary Data Search Screen
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Search In Progress Screen
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Results: Granule Listing
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Granule Attributes Screen



38
625-CD-613-003

Choose Ordering Options
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Order Form
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Order Confirmation
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Update User Contact Log

• Show progress or resolution of the contact

• User Contact Log remains open until the request 
is completed

• User Contact Log record can be modified several 
times before the request is completed

• For each modification, the log displays:
– the operator that made the modification
– the date and time of the modification
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Cancel/Track an Order

• Create a User Contact Log record
• Validate the user
• ECS Order Tracking (New)
• Cancel Order (New)
• Update User Contact Log
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ECS Order Tracking Screens

Verify User Selection
dialog may appear
upon clicking the
Query Order button
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Order Tracking

• Order Tracking tool permits several query options
– User Name (multiple hits bring Verify User Selection)
– Order ID (unique ID assigned when order is placed)
– Request ID (for large orders, Data Server may partition the 

order and assign more than one Request ID)
– MTMGW (Machine-To-Machine Gateway by External Order ID 

or User ID)
– Order Type (All, Standard, On Demand, Standing On 

Demand, MTMGW)
• Filters to reduce number of orders displayed
• To cancel a highlighted order, click on Update Order

button and set status to Canceled
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Order Tracking Messages

Message Text Impact Cause/Corrective Action
No requests found for
the order.

A retrieved order has
no specific requests.

None.

Unable to read from
the Request Data-
base.  Try again later.

Unable to retrieve a
specified request.

Check Order Tracking Server log files for possible net-
work or server errors; notify System/Network Adminis-
trator and/or Database Administrator of problem.

Unable to read from
the Order Database.
Try again later.

Unable to retrieve a
specified order.

Check Order Tracking Server log files for possible net-
work or server errors; notify System/Network Adminis-
trator and/or Database Administrator of problem.

No orders were
found.

A specified order
number is not found
in the database.

None.

Please select a re-
quest first.

Clicking on Update
Request button or
Delete Request but-
ton does not update
or delete request.

Click on a request to select it before clicking on Update
Request button or Delete Request button.

No orders match the
request ID.

A specified request
number is not found
in the database.

None.

The order is no longer
in the database.

A specified order
number cannot re-
trieve an order.

None.
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Order Tracking Messages (Cont.)

Message Text Impact Cause/Corrective Action
Please select an or-
der first.

Clicking on Update
Order button or De-
lete Order button
does not update or
delete order.

Click on an order to select it before clicking on Update
Request button or Delete Request button.

Please delete the
corresponding re-
quests first!

Unable to delete a
specified order.

The order to be deleted has some requests associated
with it.  Delete the requests first, and then delete the
order.

Unable to delete or-
der in the Order Da-
tabase.  Try again
later.

A specified order
cannot be deleted.

Check Order Tracking Server log files for possible net-
work or server errors; notify System/Network Adminis-
trator and/or Database Administrator of problem.

Unable to delete re-
quest in the Order
Database. Try again
later.

A specified request
cannot be deleted.

Check Order Tracking Server log files for possible net-
work or server errors; notify System/Network Adminis-
trator and/or Database Administrator of problem.

Server error, can not
update order.

A specified order
cannot be updated.

Check Order Tracking Server log files for possible net-
work or server errors; notify System/Network Adminis-
trator and/or Database Administrator of problem.
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Order Tracking Log Files

• Check log files; review with UNIX editor (e.g., pg, 
view, vi, more, tail)
– EcMsAcOrderSrvrDebug.log
– EcMsAcOrdrSrvr.ALOG

• If evidence of network error, notify System 
Administrator

• If evidence of Sybase error, notify Database 
Administrator
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Data Pool Management

• Data Pool Solutions
– online cache of ECS 

data
– easy-to-use drill-down 

web user interface
– interface from ECS to 

external subsetters
– Spatial Subscription 

Server (NSBRV)

• Search and Order Limitations
– slow distribution times 

due to tape access
– search and order tool with 

a complex user interface
– limited subsetting options

– difficult to qualify 
subscriptions spatially

• Data Pool Capacity:*
Initial Current Synergy IV

– 14 TeraBytes at GSFC → 67 TeraBytes → 132 TeraBytes
– 14 Terabytes at EDC    → 49 TeraBytes → 93 TeraBytes
– 7 Terabytes at LaRC   → 25 TeraBytes → 47 Terabytes
– 0.5 Terabytes at NSIDC → 2 TeraBytes → 4.8 TeraBytes
*Disk Size;  Usable space is approximately 80% of actual disk size
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Data Pool Component Architecture

Data Pool
Insert

Data Pool
Insert

Spatial 
Subscription 
Server GUI

Spatial 
Subscription 
Server GUI

Data Pool
Cleanup

Data Pool
Cleanup

Data Pool
FTP 

Server

Data Pool
FTP 

Server

Data Pool
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GUI

Data Pool
Maintenance 
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Browser
Web

Browser
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FTP 
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Storage 
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copy

cgi

Data Pool
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Server
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delete
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execute
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query query

Science 
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Server 

Science 
Data 

Server 
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ECS distribution

email

Data Pool
Scripts

Data Pool
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SCLISCLI
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NSBRV GUI Home Page
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NSBRV GUI List Events Page
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NSBRV GUI 
Manage Subscriptions Page
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NSBRV GUI 
Add Subscriptions Page
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NSBRV GUI 
View Subscriptions Page
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NSBRV GUI 
Update Subscriptions Page
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NSBRV GUI 
List Themes Page
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NSBRV GUI 
Manage Bundling Orders Page
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NSBRV GUI 
Add Bundling Order Page
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NSBRV GUI 
Specify Bundling Order Pages

Hard Media

FTP Push

FTP Pull
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NSBRV GUI:  Configure Bundling 
Order Completion Criteria Defaults
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NSBRV GUI 
List Action Queue Page
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NSBRV GUI 
List Statistics Page
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NSBRV GUI User Messages

Message Text Impact Cause and Corrective Action
No subscription choice was
selected, click on View,
Update, or Delete.

No action taken on the sub-
scription.

The user clicked ‘Apply’ for a subscription
without specifying an action (view, update
or delete). Return to previous page and
select an action.

User Profile Validation
Failure.  User “” is un-
known.

Subscription not
added/updated.

The user attempted to add/update a sub-
scription without specifying a userId.  Re-
turn to previous page and enter a valid
userId.

Datetime String Validation
Failure

Subscription not
added/updated.

The user entered an invalid datetime
string.  Return to previous page and enter
a valid datetime string.

ESDT Pattern Error Subscription not added. The user entered an invalid pattern for an
ESDT short name.  Return to previous
page and enter a valid pattern (or leave
blank to see all possible ESDTs).

Subscription NOT added.
The following input errors
were detected:

<description of the error>

Subscription not
added/updated.

Invalid data was entered for a subscription
and detected by Sybase when an insert
into the database was attempted.  (For ex-
ample, alpha data entered for a numeric
field).  Return to previous page and correct
the data entry described in the detailed
error message.

No actions were entered
for the subscription.

Subscription not
added/updated.

A subscription must have at least one as-
sociated action.  Return to previous page
and select at least one action by checking
the checkbox for that action and entering
the required data.
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NSBRV GUI User Messages (Cont.)

Message Text Impact Cause and Corrective Action
Cannot mix bundling with
other types of actions

Subscription not
added/updated.

If a subscription is bundled, it cannot have
any other associated actions.  Return to
previous page and either unbundle the
subscription or uncheck any other checked
actions.

All the mandatory acquire
data for FtpPush (Pull) was
not entered

Subscription not
added/updated.

Required information was not entered for
an acquire action (e.g., FTP password for a
push operation).  Return to previous page
and enter all requested information.

All the mandatory E-Mail
Notification data was not
entered

Subscription not
added/updated.

Required information was not entered for
an email notification action.  Return to pre-
vious page and enter all requested infor-
mation.

All the mandatory Data
Pool data was not entered

Subscription not
added/updated.

Required information was not entered for a
data pool action.  Return to previous page
and enter all requested information.

No option was selected,
click on Suspend All, Re-
sume All or Cancel All

No action taken on subscrip-
tions.

No action was specified to apply to the
subscriptions associated with a theme.
Return to the previous page and select an
option.

“userId” must have a value Bundling order not
added/updated.

UserId was not specified for a bundling
order.  Return to the previous page and
enter a valid userId.

User Profile Validation
Failure:  User <> is Un-
known.

Bundling order not
added/updated.

An invalid userId has been specified for a
bundling order.  Return to the previous
page and enter a valid userId.

Date format invalid.
Please enter
MM/DD/YYYY.

Bundling order not
added/updated.

An invalid datetime has been entered for
the bundling order expiration date.  Return
to the previous page and enter a valid
datetime string.

<> must have a value Bundling order not
added/updated.

A required field has not been entered for a
bundling order.  (For example, street ad-
dress for a physical media distribution.)
Return to the previous page and enter the
required information.

<> must be an integer Bundling order not
added/updated or comple-
tion criteria defaults not con-
figured.

A non-numeric value was entered for one
or more completion criteria.  Return to the
previous page and enter only numeric val-
ues for completion criteria.



65
625-CD-613-003

Guidelines for Selection Data for 
Data Pool Insertion

• Initial criteria should be refined with experience
• Serve diverse user needs

– Federal, State, Regional Government
– Earth and social science research
– Education
– Intermediaries
– Commercial applications

• Balance:  Data variety vs. Persistence of need
– Data variety supports diverse interests
– Variation in retention supports different usage patterns 

(e.g., 30-day window for science, but window of 3 months 
or more for applications may be appropriate)

– May vary by DAAC/data sets
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Guidelines for Selection Data for 
Data Pool Insertion (Cont.)

• Data Type exclusion: DAAC restriction
– Products of known limited interest (e.g., on-demand 

products)
– Products requiring billing and accounting (e.g., Landsat-7)

- May be represented in the Data Pool with metadata only
• Data quality selectivity

– Use QA Flag qualifiers to permit insert only of granules 
meeting specified quality standards

• Reducing demand on ECS Data Distribution
– Based on predicted or observed interest level

• Systematic and iterative refinement
– Set up initial criteria
– Develop indicators for tracking level and nature of use
– Monitor Data Pool usage and refine criteria as needed
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Data Pool Web Access:
Welcome Screen
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Data Pool Web Access:
Select Theme
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Data Pool Web Access:
Select Data Group
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Data Pool Web Access:
Select ESDT
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Data Pool Web Access:
Select Temporal (Date) Criterion
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Data Pool Web Access:
Select Time of Day
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Data Pool Web Access:
Select Spatial Area



74
625-CD-613-003

Data Pool Web Access:
Select Day/Night Flag
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Data Pool Web Access:
Select Science QA Flag
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Data Pool Web Access:
Results Page
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Data Pool Web Access:
Granule Metadata Viewer
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Data Pool Web Access:
Browse Viewer
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Data Pool Web Access:
Download to Appropriate Path
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Data Pool Web Access:  HDF EOS -
GeoTIFF (HEG) Converter Dialog
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Data Pool Web Access:
Your Shopping Cart Dialog
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EDG Access to Data Pool
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