SYSTEM ADMINISTRATION

ECS Training



Secure Shell (SSH)

System Startup and Shutdown

System Software Server Failover/Dependencies
WhatsUp Gold

Whazzup???

The ECS Assistant

Tape Operations: Labeling and Indexing
System Backup and Restore (full, incremental)
User Administration

Contractor Off-the-Shelf Software (COTS)
Security
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Secure Shell (SSH)

Improves Network Security
 Passwords not sent in the clear

* Encrypts entire session

sshsetup = Local Host Setup
sshremote = Remote Host Setup

sshchpass = Change Password

3
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System Startup

Cold Startup

No Subsystems Running
— Power failure
— Following system maintenance
— Power switch OFF?

Warm Startup

Some Subsystems Running, Others Off
— Operator intervention
— External malfunction
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Cold Startup Procedure

 Determine existence of following systems:

— DNS Master
— NIS Master
— Automount Server
— ClearCase Server

— CSS

— Other License Servers

— Mail Hub Servers | &,
_ MSS y
— CLS

— Sybase SQL

— DSS

 Turn on power for each one IN ORDER
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Cold Startup Boot Order

X0css02

DNS Master Server
NIS Master

CSS Server
X0mssO0x
ClearCase Server
x0ins01

wly
sr
Interface Server

x0acs0x X = DAAC Name (First Letter)

PDPS
Other Servers
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Warm Startup Procedure

¥

€ <

Determine which server is down.

Determine order in which servers are to
be booted.

Determine position in hierarchy.

Shutdown all servers above the affected
server in hierarchy.

Restart servers in order.

7
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Normal Shutdown

* Turn off power to FULL system

 Turn off power to a component subsystem
« Scheduled by Resource Manager

« Approved by DAAC Manager

 Minimal disruption to system users

* NO loss of data

rrrrrrrrrrrrrrrrrr

LARTH DUSTRVING SYSTEM
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Normal Shutdown Procedure

SA sends broadcast
messages to users
announcing the
impending shutdown

SHUT DOWN
SUBSYSTEMS

IN ORDER

jobs finish
OR long-running
jobs are killed by
the SA.

I%
e
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Normal Shutdown Order

Normal shutdown order is the reverse
of the start-up order.
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Emergency Shutdown

* Indications
— System or Subsystem is locked up
— Unable to access or maneuver through the system
— Impending or actual power failure
— Hardware or Software failure

* Verify need to shutdown
— Resolve subsystem and user problems first
— Shutdown is a last resort

« Minimize loss of data
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Emergency Shutdown Procedure

* Type sync and press Return/Enter to flush buffers

* Repeat the first step

 Shutdown Subsystems IN ORDER
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Extreme Emergency Shutdown:
SUN Systems Only

* Login as ROOT.

* Press return and type “a” simultaneously.

This immediately kills the system... but not
without consequences.
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System Software Server
Failover/Dependencies

Checkpointed
Servers

STMGT| | DDIST

INGST SBSRYV | | SDSRV

| PLANG, PRONG|

Configuration Items with Fault Recovery

PLANG, PRONG INGST SBSRV

STMGT DDIST SDSRV
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System Status and Health

 What’s Up Gold
 Whazzup????

« ECS Assistant

15
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Checking Network Health & Status

 WhatsUp Gold graphic network monitoring tool

* Installation establishes network map and initial
notifications, device properties, and polling

« Color alerts indicate status of mapped nodes
— highlighted name: an event has been logged
— green square background: device is up
— light green diamond background: one poll missed T
— yellow diamond background: two polls missed

— red elongated diamond background: device is down
(after eight polls are missed, background is red starburst) %

— light purple octagon background: a service is down
— gray square background: monitoring turned off

16
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Checking Network Health & Status:
WhatsUp Gold Network Map

‘WhﬂtsUp Gold - [NewYork: Map] _ (O] x|
_} File Edit “iew Monitor Configure Tools Bepords Logs  Window  Help = |
D=EE & E & v oflaaa [ =l

-
Worldwide Widget Company
New York Office - -
i Engineering ™ Manufacturing
SR J & 5 &
L ) 5| |
i Accounting ) Production Test
I | 1 1 1 .
. N BN 8 & B
o Data Processing ) Purchasing Shipping
| 1 1 - A
iy [§]|& , )
b - Sales \@&
¢ Marketing "‘ @/ World
1 | | | @ \
. A Order Processing &
Londan
.. A
. o
°F Map | 3 Edit | B Dependencies | it Statistics | 22 Matifications | = status | 575 |
| [MUR | 090832 17
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Checking Network Health & Status:
WhatsUp Gold Status Display

Quick Status : 50QL1

Categories Status
E Status: IE IAI::tive and responding
/@ i Caunt: I2521 RTT: I':I
Check Now —|ChF Status
Histony Oown Count Total Last Response Time:

1 Connect
2Ping |1 23 IEEEIII IHl:nt since initialization
3 Traceroute i;
4 Browse ;
Custarnize Menu. . Up-Time — Sersdice Status
Palicinance Crapie.. Down Count Total Last Response Time:
Quick Statusg.. . T .
pmpemes__k |1 23 |1 23 INDt since inialization

oK. Cancel Help

18
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Checking Network Health & Status:
WhatsUp Gold Item Properties Box

A,

Edit...

Traceroute [trace]
Browse [browse] Delete...

bdowe Lp

b owe Diown

Ok, Cancel Help

19
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Checking Network Health & Status:
WhatsUp Gold Net Tools

e Info e LDAP (Lightweight Directory
— display a summary of device Access Protocol)
information — search directories for names and
e Time information on another computer
— synchronize your computer’s clock e Quote
with a remote time server — view quotations from a quote server
e HTML e Scan
— query a web address — scan arange of IP addresses to create a
e Ping network map
— verify connectivity to a host e SNMP
e TraceRoute — view and graph Simple Network
a . Management Protocol (SNMP) values for
— trace and view the route to an Internet a device
host

— View Windows Network domains, hosts,

— query Internet domain name servers and workstations

for information about hosts and name

servers e Throughput
e Finger — test data throughput on the connection
. . . between your computer and a remote
— display information about users on a computer
host
° WhoiS ® System |nfO
— display information about Internet — information about your local system 20
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Checking Network Health & Status: =
WhatsUp Gold Net Tools - Info

" MNet Tools
File  Edit

EARTH PROBES
WILEAS NOLIVWHOANI VIV

I [=] E3

SHMP
nfo | Time | HT

inlet I Throughput

ML | Ping

| Traceroute I Lookup | Finger | Whois

Host Mame or IF Address: 11 27.001

:J Listiew

System Info I
I LDAR | Cuote | SCan

Help | Qlearl Start |

Finished.
Official Name: IlDCEllhDST Fecord last updated: I
Daormain Marme: I Database last updated: I
Fecord created: I
Contact: . Net Tools =]
File Edit
ShkP I WiinMet I Throughput I Systern Info I
: . . Infa |T\me I HThL | Fing I Traceroute I Lookup I Finger I ‘Whois I LDAR | Cluote I Scan
IF Addresses: Aliases: Dorain Servers: :
Host Name ar IP Address: ;12?.0.0.1 j ;Beport\flewl Help | Clear | Start |
127.0.01
Finished.
Hostinfo 127.000.1 2/3000/50/0: 06/26/02 08:32:56 =

Retriewe general information

ahout a host,

Official name: localhost
|P address: 127.0.01

hostis reachahle st 127.0.0.1 with 0 millisecond round trip time

Mo match found far localhost.

# ARIN Whois database, last updated 2002-08-25 20:50
# Enter 7 for additional hints on searching ARIN's Whois database.

Ly o

|Retrieve general information about & host %

21
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Checking Network Health & Status: =
WhatsUp Gold Net Tools - Ping

7 Net Tools M=l B3
Filz  Edit

LARTH DUSTRVING SYSTEM

ShkP | Wliniet | Throughput | Systermn Info
Info | Time | HThL Fing |Tracer0ute | Lookup | Finger | Whois | LDAR | Quote | Scan

HostName or IP Address: [120.0.0.1

Count: |5 3: Delay (sec): |1 3: * |[CWME  MNetBeui
Size: |52 3: Iimeout(ms):IEUDU 3: P

Sent: 5 Recered: 0 Min: 0 bax: 0 Awvg: 0

# | Address | bytes| ms| Status

1 120.0.0.1 he B0 Failure - Host Unreachable

2 120001 52 190 Failure - Host Unreachable =t =l

3 120.0.01 52 130 Failure - Host Unreachable e

4 120.0.01 52 0 Failure - Host Unreachable SNMP | Winhlet | Throughput I Systam Infa

5 120.0.01 52 0 Failure - Host Unreachable Infio | Time | HTML Ping |Tracer0ute | Lookup | Finger | Whois | LDAP | Guote | Scan
Host Name or IF Address: 1120.0.0.1 j éBeport\a’iewéi Help | Clear | Start |

Count; |5 3: Delay (sec): I‘I 3: @ |CWMP ' NetBeui
Size: |52 3: Timeout (ms): IEDDD 3: PR

Sent: 5 Received: 0 Min: 0 Max: 0 Awg: 0

Ping 120.0.0.1 5/5000/52/1; Starttime 08/26/02 08:51:27 =
ping 120.0.0.1 packet 1 failed, retcode = 11003 (Host Unreachable)
ping 120.0.0.1 packet 2 failed, retcode = 11003 (Host Unreachable)
ping 120.0.0.1 packet 3 failed, retcode = 11003 (Host Unreachable)
)
)

S —— —— ping 120.0.0.1 packet 4 failed, retcode = 11003 (Host Unreachahle
Fing is used to determine if & network device is reachable. ping 120.0.0.1 packet 5 failed, retcode = 11003 {Host Unreachable
Sent 5 Feceived: 0 Min: 0 Max 0 Avg: 0
End time 08/26/02 08:51:33

i o

|Ping is used to determine if & netwark device is reachahble. 4 22
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Checking Network Health & Status: [=—=
WhatsUp Gold Net Tools - Traceroute

EARTH PROBES

?

%

WLEAS NDLIVWHOAN) V1V

LARTH DUSTRVING SYSTEM

_. Net Tools = E
Eile Edit
SHFE | YWinMet | Throughput | System Info
o | Time | HTML | Ping  Traceroute | Lookup | Finger | Whais | LDAP | Guote | Scan
HostName o [P Address:  [155.157.124.147 B Help | Clear | Stan |

haximum Hopcaount: i3 ™ Map Results [~ Resolve Addresses
Timeout (ms): i5DUU 3: ¥ | EetDerendencies
Completed
Hop | R'I_I'l Diffl Address |H05tName |Statu5 Etnls L=/0lx]
1 0 0 155157932 —
e 0 0 186167124147 ShMP I Yinklet | Thraughput | Systam Info
o | Time | HTML | Ping  Treceroute | Lookup | Finger | Whois | LDAP | Quote | Scan
Host Marme or IP Address: 1155.15?.124.14? =] | Beportview | Help | Clear | Start |
haxirnurn Hopoount: I3 I tdap Results I Resolve Addresses @:’ I( @:’
Tirneout (ms): IEDDD 3: I¥| 5et Dependencies
Completed
Trace 155.157.124.147; Start time 08/26/02 09:03.12 ;I
Tracing route to 155167 124147
B0 bytes from 185157124147 time=0 ms
Hop A Ciif Address
| 1 0 0 156.157.93.2
I : 2 0 0 166167124147
{Trace the path through the netwark to & host or network device. End fime 082602 0%:0312

host reached

o of

|Trace the path through the network to a host or network desice. 7 23
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Checking Network Health & Status:
WhatsUp Gold Logs

e Syslog

— logs standard UDP messages sent from devices (e.g.,
routers, switches, UNIX hosts)

e Event Log

— logs events (changes to network status, such as a
device going down or a device coming back up)

— provides a history of what has occurred on the network

— associated Debug Log window permits viewing events
as they occur

o Statistics Log

— records polling statistics (accumulated round trip times,
or RTT, of polls sent to a device) to measure the
availability and performance of a device

e SNMP Trap Log

— displays all SNMP traps that have been received. To
enable SNMP traps, the SNMP trap handler must be
specifically enabled (refer to User’s Guide)

24
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Whazzup??? =
Initial Screen

S e, Y N e

EARTH PROBES
WLEAS NDLIVWHOAN) V1V

LARTH DUSTRVING SYSTEM

2 Metscape: Whazzup?? v2.0

File Edit ¥iew Go Communicatar Help
« = 3 B0 S S | 3 & B 1
Back  Forward  Reload Home Search  Metscape Print  Security  Shop Biap
w§ "~ Bookmarks A Location: [ttp: //t1insD1:5150/ 7| @7 What's Related
i # Memhers 4 WebMail 4 Connections 2 BizJoumal # Smarilpdate 4 Mktalace
Y
EcMsWz-Whazzup???
Welcome to Whazzup...
This tool is designed to allow SysAdmins to view at a glance the current
status of both the ECS Custom code and any performance issues with the
UNIM servers,
The recommended display Is to select "What's Down" from the "Verify hode"
pulldown menu and then right click on "Performance” and select "Open Link
in Mew Window". This will provide the operator with a view of Custom Code
and 3ystem performance on the same screen.
Status color legend:
[Bcan't ping host
[ bata collection timed out -
[l server down / critical threshold crossed
Warning threshold crossed ,

Host Status: Mode Status: Verify Mode: Performance

Update
Management

25
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Whazzup??? =
Host Status Select

5 NOUNWHOIN] ¥IVD

EARTH PROBES

Yr-aup22 w2
File Edit ¥Yiew Go Communicator
¢ = 23 4 =2 m 4 & B @
Back  Fanward  Reload Haome Search  MNetscape Print Sacurity Shop atop
& Bookmarks A Location: [http: //t1insdl 5150/ /| @17 What's Relatad

i & Members & WebMail ¢ Connections ¢ BizJournal ¢ SmartUpdate ¢ Mktplace

i sWz-Whazzup???

o Whazzup...

ed to allow SysAdmins to view at a glance the current
status SRRIgvull C3 Custom code and any performance issues with the
UMIEX

display is to select "What's Down” fram the "Verify Mode"
H then right click on "Perfarmance” and select "Open Link
his will provide the operator with a view of Custom Code
ance on the same screen.

Host Status

own / Critical threshold crossed
threshold crossed

ticodel 4
. Verify Mode: Perfonmance
tlacgn4 1 Upidate

t1icg03 Management
t1drg0:

tisp

26
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Whazzup??? —
Host Status

3
)
H
£
2
]
:
£

X Netzcape: Whazzup?? 2.0

File Edit wiew Go Communicator Help
4 =» A 4 2 wm 4 & A &
Back  Forwad  Reload Home  Search  Metscape Print  Security  Shop Stap

«§ " Bookmarks 2 Location: [uttp: //t1ins01:5150/ /| @11 What's Related

il 2 Members 2 WebMail 4 Connections 4 Bizdaumal ¢ SmartUpdate 4 Mkiplace
timshot

Last update: Jul 25, 2000 - 08:15:26 [[lUpdate]] | [Cetails]]
Performance Stats
CPU used Load Swap Free |Mem Free \Most Full Disk |Disk 10

0% [01403z035| 17273K|  eze0 K [HNNNEEE| sec

COTS_SYBASE
Server Uil | PID | 5Time | Size

dataserver sybase | 1160 | Jul_08 | 3376
SHARED

Server UID | PID | STime | Size

EchdsCmEcsd root (1974 | Jul 08

=

Host Status: Mode Status: Verify Mode: Performance

Update
Management
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Whazzup??? m——
Mode Status Select

WLEAS NDLIVWHOAN) V1V

File Edit “iew Go Communicator

¢« 2 3 D 2. B < & A

Back Forward  Reload Home Search  Metscape Frint Security Shop afap

«f " Bookmarks J Location: [lttp: //t1ins01:5150/ ,r| G517 what's Related

v & Memhers ¢ WehMail ¢ Connections o Bizdournal ¢ SmartUpdate ¢ Mktplace

EcMsWz-Whazzup???

Welcome to Whazzup...

This tool Is designed to allow SysAdmins to view at a glance the current
status of both the ECS Custom code and any performance issues with the
UM servera.

The recommended display is to select "What's Down” from the "Verify Mode”
pulldown menu and then right click on "Performance” and select "Open Link
in Mew Window". This will provide the operator with a wiew of Custom Code

Mode Status and System performance on the same screen.

tus color legend:

rshold crossed

- Perfonmance
_______ e ’ Update

Management

28
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Whazzup???
Mode Status Data

* Netscape: Whazzup?? v2.0
File Edit View Go Communicator

<« 2 23 & a2 w <SS & O

Eack Forward  Reload Home Search Metscape Frint Security Shop St
§ Bookmarks A Location; ittp:f?gi—iwhéﬂmi:gfsmﬂ}v

/| @517 What's Related

| o Members 2 Webhail 4 Connections ¢ BizJoutnal ¢ SmatUpdate g2 Mktplace
TS1 -

Server Host W]1n] PID | STime Size

EcCIDtUserProfileGateway [tlins01  cmshared | 1606 | Jul_13 | 1217E

EcCsEmailParser flins0z  cmshared | 3359 | Jul_13 | 18544
EcCslandsat? Gateway tlins0z  cmshared | 3402 | Jul_13 | 11832
EcCshiojoGateway tlins0z  cmshared | 3445 | Jul_13 | 21608

EcOméAsterToEcsGateway  |tlins01  cmshared | 2175 | Jul_18 | 20454

EcOmDictServer tlins01  cmshared | 2400 | Jul_13 | 20024

EcDmEcsToAsterGateway |tlins01  cmshared | 2258 |Jul_19 | 26800

EcOmEcsToVDGateway tlins01 cmshared | 2518 | Jul_13 | 27520

EchmLimZerver flins01 cmshared | 2341 | Jul_13 | 22584

EcOmyOToEcsGateway tlins01  cmshared | 2453 | Jul_13 | ZBE00

EchpAthigr tlais01 cmshared | 4797 | Jul_z0 | 14744
EchsDistributionZerver t1dps01  cmshared | 16695 | Jul_13 | 45744

EcDsZciencelatalerver tlacs03 cmshared | 21655 | Jul_13 | 110960

EcDsEd3reGui tlacs03 cmshared | 3711 | Jul_18 | 27280

Host Status: Mode Status: Verify Mode: Perfonnance

Update
Management

H B % 0P @ 2
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Wh_azzu p??7? —
Verify Mode Select

EARTH PROBES

S e, Y N e

WLEAS NDLIVWHOAN) V1V

LARTH DUSTRVING SYSTEM

Edit View Go Communicator

i< & 3 @& . @ < = B

Eack Fanyard  Reload Home Search  Metscape Print Security Shop o

w§ ™ Bookmarks % Location: [littp //t1ins01:5150/ {| &7 What's Related

v 4 Members o WebMail # Connections 4 BizJoumal ¢ SmariUpdate ¢ Mkiplace

EcMsWz-Whazzup???
R e tlacs

5

Welcome to Whazzup...

This tool is designed to allow SysAdmins to view af a glance the current
status of both the ECS Custom code and any performance issues with the
UMIM servers,

The recommended display is to select "What's Down” from the "Verify hMode”
pulldown menu and then right click on "Performance” and select "Cpen Link
in Mew Window", This will provide the operator with a view gf.C N

and System performance on the same screen.

Status color legend:

.Can't ping host

Bl pata collection timed out s

[ server down / critical threshold
Warning threshold crossed

Host Status: Mode Status: Verify Mode:
[ - [ oomeaee = (N ae— . e Update

30
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Whazzup???
Verify Mode Data oot

LARTH DUSTRVING SYSTEM

WLEAS NDLIVWHOAN) V1V

etscape: Whazzup?? 2.0
File Edit Wiew Go Communicator

« 2 A D 2 @ <SS & 3

Eack Forgard  Reload Home Search  Metscape Print Security Shop St

" Bookmarks A Location: [ttp: //tlins01:5150/

v 4 Members ¢ WebMail ¢ Connections ¢ BizJournal ¢ SmartiUpdate ¢ Mkiplace

TS1 -
Last Update: Jul 25, 2000 - 08:15:27 [[ Update ]] Servers: 54, Up: 21, Down: 27, 779: 6
Server Host uiD PID | STime Size
EcCsEmailParser t1ins02 |cmshared | 3359 |Jul_19 | 18544
EcCslandsat? Gateway tlins02 |cmshared | 3402 (Jul_18 | 11832
EcCshiojoGateway tlins0z |cmshared | 3445 | Jul_18 | 21608

EcDmaAsterToEcsGateway tlins01  |cmshared | 2175 | Jul 19 | 30464

EcDmDictServer tlins01 |cmshared | 2400 (Jul_19 | Z0024

EchmEcsToAsterGateway tlins01 |cmshared | 2258 |Jul_18 | zE300

EcDmEcsToVDGateway tlins01 |cmshared | 2518 [Jul_18 | 27520
EcDmLimServer tlins01 |cmshared | 2341 (Jul_19 | 22584
EcDmY0ToEcsGateway tlins01 |cmshared | 2453 | Jul_19 | ZEE0O
| EcDsDistributionServer t1dps01 |cmshared | 16695 | Jul_19 | 45744

Host Status: Mode Status: Verify Mode: Perfonnance
R T soemoons = [ iocmeeue = Update

Management
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Whazzup??? m——
Performance Management Select

EARTH PROBES
WLEAS NDLIVWHOAN) V1V

v Netscape: Whazzup?? v2.0

File Edit “iew Go Communicator

¢ 2 3 & 2 @wWw S &£ O

Eack Forward  Reload Haome Search  Metscape Frint Secrity Shop =top
w§ " Bookmarks Ji Location: http: //t1ins01:5150/ {| @™ What's Related
i Members o WebMail ¢ Connactions o Bizdoumal ¢ SmarUpdate ¢ Mktplaze
3
EcMsWz-Whazzup???
Welcome to Whazzup...
This toal is designed to allow SysAdmins to wiew at a glance the current
status of both the ECS Custom code anc any performance issues with the
UnIx servers,
The recommended display is to select "What's Down" from the "V erify hMode"
pulldown menu and then right click on "Performance” and select "Open Link
in Mew Window" This will provide the operator with a view of Custom Code
Performance and System performance on the same screen.
Fonward Alt+Right
Reload Frame
Open Link in New Window Buttonz
Dpen Frame in MNew Window
Open Frame in Window: i
Open Link in Composer
iew Frame Source i
Wiew Frame Info
Add Bookmark for Link
A Send Page
Save Link As... Shift+Button
Copy Link Location W |

32
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Whazzup??? —
Performance Management Data

EARTH PROBES
WLEAS NDLIVWHOAN) V1V

> Metscape: Status

File Edit ‘iew Go  Communicator Help
¢« w QA 4 a 3 &£ B

i Back Fomvard  Reload Home Search  MNetscape Print Sec.rity Shop st
v| w" Bookmarks ‘& Location: [ﬂlttp:,-",-"tlinsﬂl :E150/cgi-bin/HSS /EcMsWeWhazzup /EcHsWeSystenPerformance. cgi {| @' What's Related

| 4 Memhers g Webhail ¢ Connections ¢ BizJournal 4 SmariUpdate ¢ Mktplaze

Performance Stats &
Last Update: Jul 25, 2000 - 08:30:26 [[ Update ]]

Hostname [CPU used Load Swap Free [Mem Free [Most Full Disk [Disk 10
tlacgni 16% [0.15,0.06,0.06 | 295600 K [NEEEN W B7% | O/3EC
t1acg0d 1%[0.01,0.00,0.00 [ 5105024 K| 78507 K | | 0.0/sec
tlacsnz 7% [n08,0.04004] 416800 K[ 4040 K weenB5% [ 2/sec
t1lacsn3 5% [0.02,0.02,002 509800 K| 16336 K 47% | arsec
tlais01 6% [0.07,0.03,003] 371616 K[ 46216 K weenB1% | 16/s€C
tlagg0e 18% [3.03,3.00,300[ 1048576 K[ 2136 K [N | O/sec
ticodel 16% [0.08,0.07,007 [ so643z K[ 411926 [N | O/sec
t1dms0Z 2% 009,003,003 402224K[ EEZ4K 55% [ O/sec
t1dps0i 8%[0.08,0.05005] 447936 K[ 108192 K 58% [ asec
[Chdei[ =@ S =K[ K[ [ fsec
t1elrgn3 0% [0.00,0.00,0.00] 4096000 K| 22385 K 50% [ 3.0/5ec
tlicg0] 5% [0.02,0.05,000] 1853632 K[ a789 K 74% [ alsec
t1icg03 2% [0.03,0.04,0.00( 1048576 K| 31797 K [ issstnpmen B7% | 0.0/sEC
tlins01 30% [0.740.25,023[ 1254848 K [ 669904 K [N | O/sec
tins0Z B6%[1.35,1.17,1.16 | 1415336 K | 468280 K | wB1% | oisec
timsho s%[02z012,018] 1ea11 K[ 6240 K [NNNNEESE| O/sec
t1mshog 33% [0.52,0.47,0.46 6836 K| 18734 K [N | O/sec
t1mss0e z7% (005004004 anzok| e43z K |NEEEEEE| 0/sec
t1pls01 48% [0.10,0.05,0.04] 730280 K[ 241792 K wenB7% | Bisec
t1pls02 0% [0.05,0.07,005| 557648 K [ 107648 K 73% | Oisec
[Esedi| = [ =K[ K[ [ ke

| tispgo3] 1% [0.06,0.01,0.00 | 5023712 K| 25267 K| 30% | B.9/sec il

| tisps0z| 55% [0.24,0.30,0.33 737496 K| 122696 K| wnB3% | 3fsec A

I = - [ P e e P =TTy ——e | -

= |
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ECS Subsystem Manager GUI

2 ECS5 ASSISTAMT: Subsystem Manager User: emshared Host: tlins01 Site: YATC
File Tools UWHilities Help

neln | hutidnues

Servers | view Task Output

~L ECS ASSISTANT (3.1.1)

tode: [T w| | [ Settings = o
F|:| ST Y ClearCase Views HULL = el
Selected Subsystem: CSS Subsystem Manager v
= Selected Components ESDT Manager a
I':@ EcCsid Selected Application: E A S _.
EcCsEmailParserApp —_ USER: cnshared
EcCsLandsat? GatewayApp DE Fipwer HOST: tiinsol
EcCsMojoGatewaydpp SITE: WATC
Ec GwAsterGatewaysapp —Installation Statistics YIEW: NULL
Ec3h3ubServerfpp Lratall Reenpd Eabrs oy copn s
b g Installed by t uid=h088{cmtall gid=R0{cmtall
_ o» EcShSubServer Tale/Ting L OB/2E/2000 20:17 112
: i ECShGUI Clearcase wiew 1 MONE
@ EcCsRy Stage Location + MODE
..... DM Staging Hode 1 /net/tlcodel/codedrop/BE_03/SUN
& Installation Tupe ¢ NOWDEY | Exit this asplication,
----- D DP3 Subsystem installed 3 CSS
..... S DSS Component. installed § EcCzId
----- D INGEST
..... @ 108
----- m M55
..... D PLS H =
----- D TOOLKIT —Legend
""" @ voc D Moz Installed
@ Successfully Inztalled
D Inztallation Warnings
— . Ingtallation Errors
i
| | C55 iz installed
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ECS Assistant Monitor

WLEAS NDLIVWHOAN) V1V

LARTH DOSTRVING SYSTEM

haode: 753 Hosthame: t1p]s01
Subsystam: Userld: cm=hared
Campanent:

Thu Mow 9 15:03:53 EST 2000 |

Exit | Update Mow | cdsping all servers.. | W Auto Update
SERVER STATUS PID USERID START TIHE S
EclpPrleletion DOWN
EclipPrJobMgmt DOWN
EcP10dMgr P 23493 cmzhared 2000/11/08 17:38:51
EcP1Subtgr P 18500 cmshared 2000/11/07 15:36344
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Networker Administrator
Main Screen

File Clients Server Media Save Set Customize

2.5 Turbo/s0
Up since
Backups
Recovers

Devices:
Sdev/rmt/om dlt GSF047(R) reading, done (fulld
/1mbr dit 51 writing at IE
dlt i

_Pending:
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Tape Labeling Procedure

Select
jukebox labeling
and complete the
dialog form.

Load tapes in
cartridge.
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Tape Labeling

« Creates a unique name for each tape
 |ldentifies tape to Networker
« Stores list of labels in memory (index)

gsfcnasa.001
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Jukebox Labeling Window

File Clients Server Media 3Save Set Customize Options

Up since:
Backups:
Recovers:

Devices:

Sessions:

T T : gin sfch.ecs nasa.goy

Lang Drmbn
Starting with:

Messages: First slot:

Last slot:

Pool: ~ Default “~ Archive Clone ™ higration
<> Default Clane rchive > hdigration Clone
o

e rchive Clone

™ hanual recycle

_Pending:
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Tape Indexing

* Networker’s way of identifying each
tape’s location in the jukebox

 Reads each tape’s label and matches it
to the jukebox slot

« Can be time consuming (2-3 minutes per
tape)

 Must be performed after tapes are
added, removed, or changed
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Tape Indexing
After Initial Inventory

» Cleaning Tape

» GSFCDAAC.001
» GSFCDAAC.002

» GSFCDAAC.006

> GSFCDAAC.010
» GSFCDAAC.352

> GSFCDAAC.003

> EROSDAAC.001
> EROSDAAC.523

> empty

> empty
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Tape Indexing
Tapes Changed But Not Re-Inventoried

SLOT 1 = CLEANING TAPE &
SLOT 2 = GSFCDAAC.001 <

Tape Cartridge

» Cleaning Tape

» GSFCDAAC.001

~1» GSFCDAAC.002

SLOT 3 = GSFCDAAC.002

SLOT 4 = GSFCDAAC.006 <
SLOT 5 = GSFCDAAC.010 <
SLOT 6 = GSFCDAAC.352<«
SLOT 7 = GSFCDAAC.003 <
SLOT 8 = EROSDAAC.001 <
SLOT 9 = EROSDAAC.523

SLOT 10 = UNDEFINED «._

-~

» GSFCDAAC.006

» GSFCDAAC.010

> EROSDAAC.777

2> GSFCDAAC.003

> EROSDAAC.001

> EROSDAAC.523

> GSFCDAAC.999

> EROSDAAC.888
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Server: gOmss07.gsfch.ecs.nasagoy

Device: /dew/rmitOmbn

Yolume:

Slot Yolume Paol

Default
1eftault
]t
LT
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File Clients Server Media 3Save Set Customize Options

; MetWWorke Turbo{g0
Up since:
Backups:
Recovers: B

Devices:

Jdey /rmt/Ombn £33 dlt GSFO47 (R} reading, done (fulll
{ 1 £ i ]

gOmss07.gsfch.ecs.nasa.goy
Device: /dewrmt/Ombn

First Slot:

Last Slot:

_Pending:
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Tape Indexing
After Re-Inventory

Tape Cartridge

............................................... ) C|eaning Tape

SLOT 1 - CLEAN'NG TAPE ( ....................................................... > GSFCDAACOO1
SLOT 2 - GSFCDAACOO1 ...................

SLOT 3 = GSFCDAAC.002 -1» GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 ¢ > GSFCDAAC.006
SLOT 5 - GSFCDAACO1O ................................................................. » GSFCDAAC.010

SLOT 6 = EROSDAAC.77<
> EROSDAAC.777

SLOT 8 = EROSDAAC.001 ). > GSFCDAAC.003
SLOT 9 = EROSDAAC523 3. """, > EROSDAAC 001
..................................... > EROSDAAC.523

T~ 7] GSFCDAAC.999

>
EROSDAAC.888 |,
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Jukebox Mounting Window

File Clients Server Media 3Save Set Customize Options

Servel : ol
Up since:
Backups:

Recovers:

-

b Server sfch.ecs.nasagow
Device: H0mbn
Sessions:

Yolume:

=

Slot  Volume % Used

_Pending:

Cancel I Help
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Backup Levels Overview

More incremental More cumulative

Level 1

Level 2

Level 3

Level 1

N |
N
Q, — Q,
3 g i Level 4
0 O O € 0
d = — i)
M g M Level 5
— 1) R > —
3 2 - 2
& 1% [ Level 6
> 0 | g
0] <
- —
g Level 7
o e
H —
L
O ~
H — @
0 —
5| ¢
— o
A
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Clients Server Media 3Save Set Customize Options

Turbo{g0
Up since:
Backups:
Recovers: B

Devices:

Jdey /rmt/Ombn £33 dlt GSFO47 (R} reading, done (fulll
t/ 1 ( : T t 60 .

Tmbr dlt ¢ 1 11

_Pending:
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Mame: :
Period: __ ywieek 4~ Month
Previous hMonth

Movember 1998
Tu W Th

Networker Backup Scheduler

Current Manth et kionth

December 1998
Tu W Th F 5

oo 107 [117 |12

1l 151 [1af 171 [10F [197

2o [z [z [2a
i |29fi |30fi |31fi
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Networker Backup Scheduler
Overrides Menus

Schedules:

%

221f |23fi
29/f |30fi

schedules

Full

Previous onth

MNovember 1998
Tu Th F S

_ Ovemdes “[ gt
24911 | falf

incr
7

iner”

oM W ®m ot L R

skip™

=
=

remove

Current fonth

December 1998

M Tu W Th F
(i [2ii [aii | ai
10 1fi

8i

=
201 2301 [24fi [250i

¥7If | 281 [29fi [30fi |31fi

S
Sfi
12fi
191
2afi

EARTH PROBES

i

WLEAS NDLIVWHOAN) V1V

LARTH DUSTRVING SYSTEM
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Networker Backup Window

| File Tree Wiew Change Mark Options

Client: glms sfch.ecs.nasa.gow
Selection:
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Networker Recover Window

WLEAS NDLIVWHOAN) V1V

LARTH DOSTRVING SYSTEM

- “wrecover.

File Tree WView Change Mark Options

Server: glr gsich.ecs nasa.gov Client:
Browse Time:
Selection

L1 il

| E=ihin
= m cdrom
u B config REA

= B configreadme

. = m data . 52
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Networker Recover Window
with Files Selected

WLEAS NDLIVWHOAN) V1V

N
Eos="|

LARTH DOSTRVING SYSTEM

File Tree View Change Mark Options

Client: gOm:
Browse Time:

= i cdrom

= i data

u EYdatal

B e clataZ
i el

i acct
cron.d
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Networker Browse Time Window

nwrecover

Senver...
(Ciort

[] ! Browse Time...

ch.ecs.nasa.gov

mT] DB

= cdrom

= data
m E3datal = Etecad
u k3 dataz < i t|l.conf

= m acct

= mmcron.d

= mm default
dfs

= ail
LI (=8
H mopt

| Today

Movember 1998
Sun Mon Tue Wed Thu

[0 s s

I RN

§
:
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Networker Conflict Resolution
Window

Conflict Resolution
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Tapes Required for
Full System Restore

(dnyoeq walsAs [|n}) 0 |9ADT

9| aunr

Gl aunp

71 aunr

¢l aunr

Ll aunr

0L sunr

6 aunp

g aunp

Jaunp

9 aunp

G aunp

¥ aunp

¢ aunp

zaunp

| aunp
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Networker Administrator
Main Screen

Clients Server Media 3Save Set Customize Options

Server; Turbo{g0

Up since:
Backups:
Recovers: B

Devices:

Jdey /rmt/Ombn £33 dlt GSFO47 (R} reading, done (fulll
{ bt dit - t t 60 | 113 B

EE 1

_Pending:
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Networker Save Set Screen

Clients Server Media 3Save Set Customize Options

Server; Turbo{g0

Up since:
Backups:
Recovers: B

Devices:

Jdey /rmt/Ombn £33 dlt GSFO47 (R} reading, done (fulll
{ bt dit - t t 60 | 113 B

EE 1

_Pending:
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/datal /nsr/index/gbacgl]  gsfch.ecs eleld

Instances
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Networker Save Set Screen (cont.)

17 f

1ed

9/02/97 1:34 Full 32 MB recyclable

c
5
11 full

Heco'-.-'er' 60
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134 full

Paths to recover:

Ydatal fnsriin

ddatal fnsr/inde;

cgdl . gsfch, ecs nasa.gov

| Start [:anr;el I Help
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Networker Lab

setenv DISPLAY (IP address)
setenv ECS_HOME /usr/ecs

nwadmin, nwbackup, nwrecover
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Personnel Screening

OMB Circular A-130, Appendix Ill and NPG 2810.1 and Internet
Protocol Operational Network (IOnet) Access Protection Policy and
Requirements 290-00 together require screening for:

« All employees who require privileged access or limited
privileged access to a Federal computer system or network.
« All employees who require privileged access, limited
privileged access, or access to the Closed Segment of the
Internet Protocol Operational Network (IOnet) (formerly
NASCOM).

» All employees having access to IOnet network control
devices.

NPG 1620.1 requires that all employees granted unescorted
access to a NASA Resource Protection (NRP) facility or area
and/or a NASA-designated Limited Area undergo screening.
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NABAS EARTH SCIENCE ENTERPISE

New User Approval

| complete the
User Registration
Form and send it
to my Supervisor.

If the form is

complete, I'll
approve it and
send it on to the
DAAC manager.

R. E. Quester

Looks okay to me!
I'll send it to the
System Administrator.
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letc/passwd File

mresnick:S$sy732az) [xyzz:510:1:Michael Resnick {x4076}:/home/mresnick:/bin/csh
jsmith:hY%dd98dwWrxPnm:511:1:Janet Smith {x0821}:/home/jsmith:/bin/csh
rknickerb::512:1:Robert Knickerbocker {x4111}:/home/rknickerb:/bin/csh

Empty field
(no password)
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letc/group File

root::0:root
other::1l:root, hpdb
bin::2:root,bin
sys::3:root,uucp

adm: :4:root, adm
daemon: :5:root, daemon
mail::6:root
lp::7:root, 1lp
users::20:root
txi=2:
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|etc/auto.home File

dwashi ng
j mangum
m ynch
ddavi s

r canpbel
spet e
kkl ei s
echeung

acmmlsgi
acmmlsgi
acmmlsgi
acmmlsgi
acmlsgi
acmmlsgi
acmlsgi

./ vol 0/ user s/ dwashi ng
./ vol O/ user s/j mangum
./ vol O/ users/ m ynch
./ vol 0/ user s/ ddavi s
./ vol O/ user s/ rcanpbel
./ vol O/ user s/ spete

./ vol 0/ user s/ kkl ei s
./ vol 0/ user s/ echeung
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| s -1 Output Explanation

drwxPWxrwx mresnick training 8192 Jun 14 08:34 archive
drwxr-xr-x 11 mresnick training 4096 Jul 03 12:42 daacdata
-rW-rw-rw- 1 mresnick training 251 Jan 02 1996 garbage
lrw-r--r-- 2 jjones admin 15237 Apr 30 20:07 junk
—~rWXr--rw- 1 mresnick training ‘ trash
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Access Permissions

OWNER GROUP OTHER
permissions permissions permissions

X
f.|dl/lr w X|[r w X|[r w X
L8

SSx/1 r w

23

£35®

B B

o u

T —~

4 r=read Look/copy/print
2 W=wri|te Change/save/delete
1 x=execut e Run commands/
use directory
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User Account Configuration
Change Request Form

USER ACCOUNT CONFIGURATION CHANGE REQUEST FORM

Name of Requester:
Reason for request:

CURRENT INFORMATION CHANGE TO:

User ID:

Office Address:

Office Phone:

Home Phone:

E-Mail Address:

UNIX Group ID:

DCE Group ID:

Login Shell:

Date of Request: / / Required by: / /

Approval: Date:
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Commercial Off-The-Shelf
(COTS) Products

* The ECS Project software consists of various architectures in
addition to - customized code, science software and COTS
products

* The project maintenance philosophy for software is to provide
ECS centralized support for developed items and vendor-directed
support for COTS software.

* Log files are to be maintained for documenting all COTS
installations and modifications.

- Because each DAAC site is unique, COTS patches may be
provided by the vendor to resolve a DAAC specific problem

« CCB approval is required before COTS software upgrades can
be loaded on any platform. DAAC CCB must be informed via CCR
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Security

» Anlpassword, Crack, SATAN for
password protection, local and
network access

* Tripwire for flagging unauthorized
file changes

« TCP Wrappers for network access
control
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