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System Administration Topics 

• Secure S hell (ssh) 
• System  Startup and Shutdown 
• System  Software Server Failover /Dependencies 
• The ECS Assistant 
• HP OpenView - Network Nod e Manager 
• Tivoli Management Environment 
• Tape Oper ations: Labeling and Indexing 
• System  Back up and Re store (full, inc remental) 
• System  Logs 
• User Admi nist rati on 
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System Administration Topics 
(continued) 

• New Work station Ins talla tion 
• Contractor Off-the-Shelf Software (COTS) 
• Distributed Computing Environment (DCE) 
• Security 
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Secur e Shell (ssh) 

• Improves Network Security 
• Passwords not sent in the clear 
• Encrypts entire session 

• sshsetup 
• Local Host Setup 

• sshremote 
• Remote Host Setup 

• sshchpass 
• Change Password 
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System Startup 

• 

Cold Startup 
• NO SUBSYSTEMS RUNNING 

– Power failure 
–	 Follo win g system 

maintenance 
– Power swi tch  OFF? 

Warm Startup

SOME SUBSYSTEMS MAY BE 
RUNNING -- OTHER MAY BE 
OFF 

– Operator in terven tion 

– External malfu nction 
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Cold Startup Procedure 

•

– DNS Master 
– NIS Master 
– Aut omoun t Server 
– DCE Licen se Server 
– ClearCase Server 
– CSS 

• Turn on power for each one IN ORDER! 
•	 HP OpenView icons turn GREEN when each is 

properly booted. 

Determine existence of following systems: 
-- Other License Servers 
-- Mail Hub Servers 
-- MSS 
-- CIDM Subsystem 
-- Sybase SQL Servers 
-- DSS 
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Cold Startu p Boot Order 

x0css 02

DNS Master Server


NIS Master

DCE Time Ser ver


CSS Server

x0mss 0x


Clearcase Server

x0ins0 1


Interfac e Server

x0mshxx


MSS: Tivoli, HP OpenView Servers

x0acs0x


DSS Server

g = godd ard x0icg0x 
e = edc Ingest
l = larc x0pls0 x 
n = nsidc PDPS 

Other Serv ers 
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Warm Startup Procedure 

• Determine which server is down. 
•	 Determine order in which servers ar e to 

be booted. 
• Determine position in hier archy. 
•	 Shutdown all servers above the affected 

server in hierarchy. 
•  Restart servers in order . 
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Normal Shutdown 

• Turn off power to FULL system 
• Turn off power to a component subsystem 
• Scheduled by Resource Manager 
• Approved by DAAC Manager 
• Minimal disruption to system  users 
• NO los s of da ta 
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Normal Shutdown  Procedure 

625-CD-504-002 

SA sends broadcast 
messages  to user s 
announcing the 
impending shutdow n 

Active 
jobs finish 

OR long-running 
jobs are killed by 
the SA . 

��������� 
���������� 
�������� 
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Normal Shutdown Order 

All others i n any or der

x0pls0 x

PDPS


x0icg0x

Ingest


x0acs0x

DSS


x0mshxx

MSS: Tivoli, HP OpenView Servers


x0ins0 x

Interfac e Servers


x0mss 0x

Clearcase Server


x0css 0x

DNS Master Server


DCS Server

NIS Master Server


CSS Server
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Emergency Shutdown 

• Indications 
– System or  Subs ystem is loc ked up 
– Unable to access or man euver  through the system 
– Impending or  actual pow er fai lure 
– Hardware or So ftware failu re 

• Verify need to shutdown 
– Resolve subsystem and user pr ob lems fir st 
– Shutdow n is a last resort 

• Minimize loss of data 
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Emergency Shutdown (cont.) 

•Type sync and pr ess to 
flush buffers - SUN/SGI 
machines 

• Repeat the first step 
•	 Type halt  on the main 

server - HP machines 
•	 Shutdown Subsystems 

IN ORDER 

������ 
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Extreme Emer gency Shutdown 
SUN SYSTEMS ONLY 

Login as ROOT. 

Press a 
simultaneously to 
immediately kill 

the system. 

���� and type 



Failover/Dependencies 

Configuration Items with Fault Recovery 

PLANG, PRONG INGST SBSRV 

DDISTSTMGT SDSRV 

Checkpointed 
Servers 

STMGT DDIST 

SDSRVSBSRVINGST 

PLANG, PRONG 

System Software Server
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ECS Assistant 

ECS Assi stant is a GUI tool  devel oped to facili tate management activiti es 

ECS Assistant is comprised of thr ee major compone nts : 

Subsystem Manager -
Start up,  shutd own  and monito r subsystem servers 

E.A.S.I (ECS Assistant System Installer) -
System i nstal lation  too l 

ESDT (Earth Science Data Type) Manager -
Database review 

ECS Assistant must be run on eac h server wher e a subs yste m res ides ­
some of the files that comprise ECS As sistant are architecture specific . 

ECS Assistant also has a debugger to he lp asc erta in wher e a problem ma y 
have occu rred. 
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ECS Assistant GUI 

ECS Assistant GUI
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ECS Subsystem Mana ger GUI 
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ECS Assistant Server Control 
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ECS Assistant Viewlo g 
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ECS Assistant Monitor 
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CDSPING SERVERS 
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ECS Assist Lab 

ssh to desired host 

setenv ECS_HOME /usr/ecs 

cd /tools/common/ea 

EcCoAssist & 
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HP OpenView 
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HP OpenView - Closin g screens 

Selec t 
MAP; 
then 

select 
EXIT 

Do NOT use 
this button to 

close the 
submaps! 

Do NOT use 
this button to 

close the 
submaps! 

Use the 
CLOSE 

MAP 
button on 

each 
subm ap. 
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HP OpenView - Hier archy 

Mode Service 

Service 

Node Node 

Segment 

Node Node 

Segment 

Network 

IP Internet 

ROOT 

Etc. Etc. 
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HP OpenView - Hier archy 
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HP OpenView - Submap parts 

Menu B ar 

Tool Bar 

Viewing Area 

Status Line 
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HP OpenView - Toolbar 

Di spl ay 
HOME 

submap 

Displ ay 
HOME 

submap 

Di spl ay
PARENT 
submap 

Displ ay 
PARENT 
submap 

Di spl ay 
QUICK 

NAVIG ATOR 

Displ ay 
QUICK 

NAVIGATOR 

Displ ay 
ROOT 

submap 

CLOSE 
current 
submap 

Displ ay 
PAN & 
ZOOM 

Di spl ay 
ABO UT OVW 

dialog box 

Displ ay 
ABOUT OVW 

dialog box 

29 
625-CD-504-002 



HP OpenView - Map select 
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HP OpenView - Root map 
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HP OpenView - Service submap 
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HP OpenView - Mode ser ver control 
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contr ol 
HP OpenView - System ser ver
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HP OpenView - Server contr ol 
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HP Openview Lab 

ssh to x0msh0x 

setenv ECS_HOME /usr/ecs 

cd /usr/ecs/OPS/COTS/OV/bin 

ovw -map xxxx &, or ovw & 
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Tivoli Mana gement Environment 
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Tivoli Administr ator  Desktop 
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Policy Re gion Content 
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Monitor Profile Edit Pa ge 
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Manager 
Performance Monitor Profile
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Monitor Profiles 
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 Event Groups 
Tivoli Enterprise Console
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Main Screen 
Networker Administrator
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Tape Labelin g Procedure 

625-CD-504-002 

Run nwadmin 

������������� 
���������� 

Select 
jukebo x labelin g 
and complete the 

dialog form. 
Click 

OK 
LABELED 

TAPES! 

45




Tape Labelin g 

• Creates a unique name for each tape 

• Identifies tape to Networker 

• Stores list of labels in mem ory (index) 

gs fc nas a. 001


gs fc nas a.0 02


gs fc nas a.0 03
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(after clickin g LABEL button) 
Jukebox Labelin g Window
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