SYSTEM ADMINISTRATION

ECS Release 5 Training



System Administration Topics

e Secure Shell (ssh)

e System Startup and Shutdown

e System Software Server Failover /Dependencies
« The ECS Assistant

« HP OpenView - Network Nod e Manager

 Tivoli Management Environment

 Tape Operations: Labeling and Indexing

e System Backup and Re store (full, inc remental)
e System Logs

e User Admi nistration
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System Administration Topics
(continued)

New Work station Ins tallation

Contractor Off-the-Shelf Software (COTS)
Distributed Computing Environment (DCE)
Security
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Secur e Shell (ssh)

e Improves Network Security
» Passwords not sent in the clear
e Encrypts entire session

 sshsetup
e Local Host Setup

e Sshrenote
 Remote Hbst Setup

e sshchpass
 Change Pasvord
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System Startup

Warm Startup

- SOME SUBSYSTEMS MAY BE
RUNNING -- OTHER MAY BE
OFF

— Operator in terven tion

— External malfu nction

Cold Startup

NO SUBSYSTEMS RUNNING (@ =
— Power failure

— Following system
maintenance

— Power switch OFF?
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Cold Startup Procedure

* Determine existence of following systems:

— DNS Master -- Other License Servers
— NIS Master -- Mail Hub Servers

— Automount Server -- MSS

— DCE Licen se Server -- CIDM Subsystem

— ClearCase Server -- Sybase SQL Servers
— CSS -- DSS

e Turn on power for each one IN ORDER!

« HP OpenView icons turn GREEN when each is
properly booted.
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Cold Startu p Boot Order

X0css 02
DNS Master Server
NIS Master
DCE Time Ser ver
CSS Server
X0mss 0x
Clearcase Server
x0ins0 1
Interfac e Server
X0mshxx

MSS: Tivoli, HP OpenView Servers

x0acs 0x
DSS Server
x0icg0x
Ingest
_ Xx0plsO x
n = nsidc PDPS
Other Servers

g =goddard
e = edc
| = larc
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Warm Startup Procedure

Deter mine which server is down.

Determine order in which servers ar e to
be booted.

Deter mine position in hier archy.

Shutdown all servers above the affected
server in hierarchy.

Restart servers in order
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Normal Shutdown

e Turn off power to FULL system

e Turn off power to a component subsystem
e Scheduled by Resource Manager

« Approved by DAAC Manager

e Minimal disruption to system  users

e NO loss of data
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Normal Shutdown Procedure

SA sends broadcast
messages to user s
announcing the

Impending shutdow n

jobs finish
OR long-running
jobs are killed by
the SA.

=

—

SHUT DOWN
SUBSYSTEMS
IN ORDER
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Normal Shutdown Order

All others i n any or der
X0plsO x
PDPS
x0icg0Ox
Ingest
x0acs0x
DSS
x0mshxx
MSS: Tivoli, HP OpenView Servers
X0ins0 x
Interfac e Servers
x0mss 0x
Clearcase Server
X0css 0x
DNS Master Server
DCS Server
NIS Master Server
CSS Server
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Emergency Shutdown

e |ndications
— System or Subsystem is loc ked up
— Unable to access or man euver through the system
— Impending or actual pow er failure
— Hardware or Software failure

* Verify need to shutdown
— Resolve subsystem and user pr oblems fir st
— Shutdow n is a last resort

e Minimize loss of data

12
625-CD-504-002



Emergency Shutdown (cont.)

*Type sync and pr ess to
flush buffers -  SUN/SGI [Ret""‘}
machines

* Repeat the first step

 Type halt onthe main
server - HP machines

e Shutdown Subsystems
IN ORDER

--------------



Extreme Emer gency Shutdown
SUN SYSTEMS ONLY

Login as ROOT.
Pres and typed
simultaneously to
immediately kil

the system. AN\

--------------



System Software Server
Failover/Dependencies

Checkpointe
Servers

STMGT| | DDIST

SDSRV

SBSRV

PLANG, PRONG

Configuration Items with Fault Recove
PLANG, PRONG| | INGST | | SBSRV

STMGT DDIST SDSRV
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ECS Assistant

ECS Assistant is a GUI tool developed to facili tate management activiti es
ECS Assistantis comprised of thr ee major compone nts:

Subsystem Manager -
Start up, shutd own and monitor subsystem servers

E.A.S.I (ECS Assistant System Installer) -
System i nstal lation tool

ESDT (Earth Science Data Type) Manager -
Database review

ECS Assistant must be run on eac h server where a subs yste m resides -
some of the files that comprise ECS As sistant are architecture specific.

ECS Assistant also has a debugger to help asc ertain wher e a problem may

have occu rred.
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ECS Assistant GUI

> ECS ASSISTANT (3.0
File

Help |

Subsystem Manager

ESDT Manager

E. A 5. L

USER: cmzhared
HOST; tlmshol
SITE: WATC
VIEW: MULL

ECS Assistant GUI
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ECS Subsystem Mana ger GUI

. ECS ASSISTAMT: Subsystem Manager User: cmshared Host: tlins01 Site: VATC

File Tools Options Latest Info fatensions Help
Common Tasks cleamup | database | install| kill| mkcdsentry| mkcfg| monitor | package| stageinstall| start|
viewlog| winstall |
Modes Subsystems Components Applications Executables
0PS I o EcIn (HONE ) I EcInIngestapp I EcInEmailGWServer | j
SHARED :
T51
TS2
N
/ o TORGERIT | Ul |
New | Refresh | VG £ i 4
Results
4
Settings Installation Statistics
clearcase view * <NULL> Install Record Entry S
Fode . <OPS> 3)Inr‘lstanllet:l by : uid=5087 (emops) gid=50{cmop
Subsysten : ¢INGEST> Date/Time : 1041171999 12:27:59
: . Clearcase wview : NONE
Source Fli!.e Loc. : <NULL> Stage Lecation . MODE
Installation Type : <NULL> Staging Mode : Snet/tlnss04/dist/BACCHUS 5
& 02 TRANS /SUN
fostalled subsystens Installation Typs  : NONDEY
-Perfect Installation  Install Wam:i.ngﬁ. Install Errors Subsystem installed . INGEST Z

18
625-CD-504-002



ECS Assistant Server Control

ECS ASSISTAMT: Subsystem Manager User: cmshared Host: tlins01 Site: YATC

File Tools Options Feepdhack Latest Info  Extensions

Common Tasks cleamp | database | :i.nstal‘ | h]ﬁk:!dsmtr}r | mkcfyg | mondtor | package | stageinsta]mtart |,

viewlog | wninstall |

. Perfect Installation Install Wam:i_ngs. Install Errors

== Modes Subsystens Components Applications Executables
0PS N | ~ 615 P —
P EcIo )rHONE} : EcIohdvertisinghpp EcIohdServer ) | S
SHARED
T51
Ts2 o
 DFS
| B
/ e TOOLRIT
New Refresh | o VOE / £ £
Results
4
Settings Installation Statistics
clearcase view : <NULL> Install Record Entry K
Mode . <OPS> 5)InSta\lled by : uid=5087 (cmops) gid=50{cmop
Subsystem : <I0S> Date/Time : 1171771999 10:41:56
z . Clearcase view - NONE
Source 1"'1:!.8 Loc. : <NULL> ei SR . MODE
Installation Type : <NOLL> Staging Mode : JSnet/tlcodel feodedrop /CYCLO
Installed Subsystenms BS _Sa_03/5UN
Installation Type : NONLDEW
Subsysten installed : I03 £

vy e e —
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ECS Assistant Viewlo ¢

il ey

il ECS ASSISTANT: Subsystem Manager User cmshared Host tlins01 Site: VATC

.!'j File Tools Options feedbaclk  Latest Info  Extensions

i Common Tasks clearup | database | install | ka1l | mkcdsentry | mkcfg' monitor | package' stageinstall | start |
: vievlog | Jminstall |

Executahles

Subsystens Components Applications

e ‘ [t —_— H

Modes

File Components CLS CSS8 DM INGEST 103

_ | T
- fustfecs/OPS/CUSTOM /logs/E cloAdServerDebug.log

< fusr/ecs/OPS/CUSTOM /logs/EcloAdServer ALDG

N
- |femop

TCLO J
/£ 20
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et et V= bl e

ECS Assistant Monitor

= mmerm T

[
B ECS ASSISTANT: Subspstem Manager User: cmshared Host tinsD1 Site: YATC
[
. File Tools Options Fee Latest Imfo  fxiensions Help
i
Common Tasks cleamup | database | install | kill| nkedsentry | mkt:f | stageinstall| start |
;_ wviewlog | minstall | Monitors servers hased
= on selected items
Modes H Subsystems H Components H Applications Executables
£B EcInEmailGWserver Y
SHARED
T51 hMode: OPS Hostname: tlinsol
T52 Subsystem: INGEST User [d: cmshared
Component: Ecln
| Fri Dec 10 09:57:44 EST 1999 |
Exit | Update Mow | cdsping all servers... |  Auto Update
SERVER STATUS ~ PID  USERID  START TIME =
Ec:InEmailGHServer DOWN
sox | Vi
4
ption Statistics
clearcase ecord Entry K
Mode uid=5087 (cmops) gid=50 (cmop
Subsystem 10/11/1999 12:27:59
z HONE
Source Fl:! -~ looE
Imstallati £l = /Mmet/tlnss04 /dist/BACCHUS &
S ST A e T TnsEallatiqn Type . NONDEW
.Perfect Installation Install Uam:i.ngs.lnstall Errors Subsysten installed : INGEST Fi
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CDSPING SERVERS

il ey

itaar Bade oo Halp [ i T
Ecficlirder Hanamer ) e in Liskmming
EnlCal wahiad Nohtty 1 e i0 Listeaiig
' Eclnlrciarsar REET I in Lizkmming
|| BT ra Toh D daity tdieaa] is Liskesing
Eclinl iafarver ilinmil in Liztmming
EnlpFrBsl ot Lan s 18 Lisnesir
Ecdiphr lobtgai Ulapuwld i Liskmming
Ecdilrste ibst lmEeras el i Listesinm
Echutiffontarer_L K1 gl in Listming
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ECS Assist Lab

ssh to desired host
setenv ECS HOME /usr/ecs
cd /tools/common/ea

EcCoAssist &
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HP OpenView

- Servicel
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HP OpenView - Closin g screens

Do NOT use
this button to
close the

Pzrformance  Conf:gurzstion  Fault

198.118.192.11] 198.118.192.]

e

R

button on
each
subm ap.
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e (—

| [ | IP ]Isnt.érll;{ét.[f

Service | IP Internet

[
l I | A
Mode Service Network ‘ﬁe& I

Subnet 1|
I

l |
Segment Seament

@
Segmentl

1

Nodel Node Nodel Node

@)
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HP OpenView - Hier archy
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e par
<= Tool Bar
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HP OpenView - Toolbar

Display
QUICK
NAVIGATOR

<

Display
ABOUT OVW
dialog box

</

Display
PARENT
submap

CLOSE
current
submap
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HP OpenView - Root map
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HP OpenView - Service submap

. Service

=] ! s T 5.

DDIST)  STMGT]
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HP OpenView - System ser ver
contr ol

STHMGT_S7E4_TS2_t1icg0l STHGT_1074_0OFPS_tlicgd” STHGT_107 0P S_t1icg0|

VATCTEST (Read-hiritel CAubo-Laoutd [verlay OFF1 2
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r——re————

—1_T51_tidrant

 STHGT_—1_T51_tidps0i]  STWMGT_-1_T52 tidps0i]

1

STHGT_-1_T52_tidradl]  STWMGT_-1_0FS_tidradl]  STHGT_7_0F 51 o

STMGT_5764_T52_Hica0l] STHOT_1074_OPS_Hicgdi] STHST_1075_0PS5_Hicsdi]
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HP Openview Lab

ssh to xOmshOx
setenv ECS HOME /usr/ecs
cd /usr/ecs/OPS/COTS/OV/bin

OVW -map XXXX &, or ovw &
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Tivoli Mana gement Environment

TME 10
User
Administration

voll/Plus TVIE 10

Modules Software
! Distribution

TME 10
Framework

TME 10
Inventory

TME 10
Enterprise
Console

TME 10
Distributed
Monitoring

Version 36
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Desktop Edit  View

Help

- ]

Hotices

cmzhared

'fé

EventServer

timshil-region

el

Find Mext| Find n11||§

—Operation Status:

[ M—

Tivoli

Tivoli
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Policy Re gion Content
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. Edit Monitor

Profile: EcMsAgSubAgent

Monitcr: Daemon status

Daemons. .. |

- Send Tivoli Motice R = | 1 Popup

- Change Icon Task&Hl

- Send E-mail tao

 Log to file:

4 pr |

- Run programi | !

E R [

7 Send Enterprisze Console event Critical — | Server: | EventServer Ser‘uer‘s,,,l
Set Mezzage Stgles,nl Set Diztribution Hu:tiu:un&ul Set Monitoring SChedule”.I

‘ Change & Elu:usel Cancel | Help,”l
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Performance Monitor Profile
Manager

Profile Manager

Profile Manager Edit Wiew Create Help
‘I'E Profile Manager: Performance Monitors

Profiles:

=
E

EcH=AgSubRgent CPU_Use disk-_ié-

élj\
N

load_-au-g most_full_disk network_collizsions
num_p;*o-c swap_s-pa-c:e tiu_dh-_Fr-*ee -
Find Mext| Find ALL| |
Subscriberss:
4 L[d Ld @ @ [
R — | I — |
[:T=5 SOLARIS SOLARIS SOLARS SOLARIS [:1=5 81
tlacgll tlacsl2 tlac=03 tlaisil tlai=03 tlaggll tlaggi2
e i | | | e
SOLARIS SOLARIS SOLERIS SOLARS SOLERIS 1238 5EI
tlcodel tloasll t1dmz02 tidpzil t1dp=id tldrgll tlicgll
£ d [d
e, il P o P e |7

Find Next| Find ALL| |

41
625-CD-504-002



Monitor Profiles

Managed Mode Edit Yiew

{Eiizz

cpu_uzedidz Inshil

i

most_full disk@tinshol

1‘iiii§i

sMap_spacéE£1m$h01

Find Next| Find 11| |3
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Tivoli Enterprise Console
Event Groups

~. TME 10 Enterprize Console

Event Groups  Options

Event
Groups

@ i

Security  WARMING

Performance ARMIMNG

iz

Metwark

ol 4

ALl UARNING
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Networker Administrator
Main Screen
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Tape Labelin g Procedure

Run nwadmin

Select
Jukebo x labelin g
and complete the
dialog form.

Load tapes in
cartridge.

LABELED
TAPES!
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ape Labelin g

* Creates a unigue name for each tape
 |dentifies tape to Networker
o Stores list of labels in mem ory (index)

gsfc nasa. 001
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Jukebox Labelin g Window
after clickin g LABEL button)

File Clients Server Media 3Save Set Customize Options

Turbe/g0

Devices:

deyv /rmt /imbn dlt GSEO47CR} re done (fulld
i ; dlt 51 ing & 1 |

Sessions:

Device: ¢
Starting with:

1 o Default “~ Archive Clone ™ Migration
<~ Default Clane 4~ higration Clone

% Archive srchive Clone

™ Manual recycle

_Pending:
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