4.3 Configuration Management
This section describes the configuration management tools used by ECS operators:
1. ClearCase

2. Microsoft Access EMD Change Manager (ECM) Configuration Change Request (CCR)
Tool

3. IBM Rational ClearCase Baseline Manager (BLM)

4. AssetSmart ILM (Inventory, Logistics and Maintenance) Manager
5. FLEXnet Publisher

6. TestTrack Pro
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4.3.1 ClearCase

This section presents an orientation of ClearCase. ClearCase terminology such as VOB
(Versioned Object Base, a public storage area for files) and views (operator private storage), is
used throughout this section. Refer to the ClearCase Introduction document for both a more
detailed description of ClearCase and an explanation of the terminology used. Refer to
ClearCase's Introduction, Administrator, and Reference documentation for detailed explanations
of ClearCase functionality.

ClearCase is a COTS software product used in ECS to perform source code management and
build functions. It provides the staffs at ECS sites and Riverdale the capability to organize and
store software in a software library, to control software changes and versions, and to assemble
sets of software for release purposes. Specifically, ClearCase is used at the ECS Development
Facility (EDF) to control access to custom code files; to control and log file changes; to perform
builds of software and keep a record of the build's content (files, compiler, and other resources
used).

The ClearCase view and VOB servers run on Linux-based hosts.

ClearCase is used to perform a variety of operator functions. The most frequently used functions
are listed in Table 4.3.1-1.

Table 4.3.1-1. Common ECS Operator Functions Performed with ClearCase

(1 of 2)
Operating Command/Script Description When and Why to Use
Function or GUI
Establisha | Setview /GUI (View | The command or the GUI (1) Used to activate a
View Menu, Set Option) selection activates a view and | reproducible workspace for a
selection allows user access to developer for working with
controlled files. specific file versions and
directories for a task.
(2) Used to assemble sets of
software for release
purposes.
Checkout Checkout/GUI The command or the GUI Used when a
Software (Checkout) selection | creates a view private, developer/maintainer needs
modifiable copy of a file to modify an existing version
version. of software.
Checkin Checkin/GUI The command or the GUI Used when a
Software (Checkin) selection selection creates a developer/maintainer needs
permanent new version of a to return a modified file
file. version to the ClearCase
software library.
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Table 4.3.1-1. Common ECS Operator Functions Performed with ClearCase

(2 of 2)
Operating Command/Script Description When and Why to Use
Function or GUI
Perform Clearmake/GUI (1) ClearCase build utility that | Used when it's time to build,
software (Building menu) automates the process of integrate and/or test
builds software builds. developed/revised software.
(2) Facilitates derived object
sharing.
(3) Creates a record of the
build so that it can be
repeated.
Display the Cleartool Isvob/GUI | ClearCase utility that (1) Used to list one or more
mount-point | (Admin menu) determines and displays VOBs.
and storage default/specified information (2) Used to determine which
directory of about all of the VOBs that VOBs are mounted.
all VOBs on have been established. (3) Used to determine which
the system VOBs are private or
public (refer to ClearCase
Reference Manual for
details).

4.3.1.1 Quick Start Using ClearCase

To invoke the ClearCase graphical user interface GUI from the command line prompt type:

lusr/atria/bin/xclearcase.

4.3.1.1.1 ClearCase Graphical User Interface

ClearCase has a Command Line Interface (CLI) and a GUIL. The GUI enables execution of all
the common functions and facilitates graphical examination of the version history of objects in
When ClearCase is invoked, a Transcript screen as shown in Figure 4.3.1-1
appears. The Transcript screen displays status of functions executed and displays warning and

VOBs.

error messages. It automatically appears when the status of an activity needs to be displayed.

Transcript for :Background tasks

[ [=]X]

Transcript  Edit

(Cr Copyright RATIOMAL SOFTWARE CORPORATION 1332-2000 ALL RIGHTS RESERYED
This software contains proprietary and confidential information
which iz the property of Rational Software Corporation

Loading File Browser ...

L=

o

=

DlSmlSSI

Figure 4.3.1-1. ClearCase Transcript Screen

4.3.1-2
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43.1.11.1 4.3.1.1.1.1Establish View

Operator access to versions of files in a VOB is facilitated by a view. When ClearCase is
initiated, the operator is asked to select a view. Available views are displayed in the View Tag
Browser Screen as shown in Figure 4.3.1-2. Select a view by highlighting the desired view and
clicking the "Ok" button at the bottom of the screen.

# title
You must zelect a viewtag
Tag State Global path
7L 0_TOOLKIT,08_linus Anet/oldsdd2/datal/ 7 O0_TOOLKIT, 08 ] inux, vus X
T, 00_TOOLKIT_irixE5 fnet/oldsd42/datals/7, 00_TOOLKIT irixE5, wus
T 0_TOOLKIT_Tinue snet/oldsddZ/dat a2/ 7 L O0_TOOLKIT linu:, vws
7,11 _TAOLKIT, 0 _irixE5 Ayiewstore/odl 7,11 _TOOLKIT,01_irixE5,vws
7,11 TOOLKIT.OL linux | Jrviewstor 11 TOOLKIT.OL Linux.vus
T11_TKT4,02_linux Active |[fviewstoresod2/711_TKT4,02_linue, wus
BMGT_HEG_migrate fnetfoldsd4d2/data?/BHGT_HEG_migrate, wus
CM_HMASTER Active |/net/oldsd42/datal/CH_MASTER, vws
IRI_in=tall fnetimachl/datals/IRD_install,vws
INight1yBuild_irixE5 Active |/net/oldzd442/dataZ MNightlyBuild_irixES,uws
Night 1yBuild_linux /netdoldsd442/dataZ/Night 1yBui ld_linux, vws
INight1yBuild_sunb,8 Active |/net/olds442/datal/NightlyBuild_sunb,B,uws
RELTOZTEMP _=un5, 8 Auiewstore/od?RELTOITEMP _sunb, 8, wus
REL710PTE_irixE5 Active |/net/oldsdd42/datal/RELVIOPTE irixE5,wus
FEL710PTE_linux Active  |fnetoldsd42/datal/RELTIOPTE_Linus, vus
RELT10PTE_surb, B Active  |/net/olds442/data2/RELVIOPTE sunS., B, wus
REL710_TETOZ2_linuex Active  |[fnet/oldsd42/datal RELTI0_TRTOZ linuz,vws
REL710_TKT_irixE5 fnet/olds442/dat a2 /RELT1I0_TKT irixkD, wis
REL710_irixES Active  |/net/oldsd42/datal /RELTI0_irixEh, wus
RELT10_linux Aotive  |fviewstore/od2/RELTI0_Llinu, wws
FEL710_szun5,8 Active |/net/oldsdd42/data2/RELTI0_sunb 8, wws
REL711PTE_irixE5 Active |fviewstore/odl/RELTIIPTE irixB5,wws
REL711PTE_lirux Ayiewstore/odl/RELTIIPTE linux,wws
FEL711PTE_sunb, B Active  |fviewstore/od?/RELTIIPTE_sunb, 8, wus
REL711_irixES Active |[fviewstore/odl/RELT1L_irixE5,wws
FEL711_linux Active  |fviewstore/odl/RELTI1_linux,wws
REL711_sunf,8 fctive |fviewstore/od2/REL711_sunB,B.vus
FELYPTE_irixE5 /netfoldsdd4?/data? RELTPTE irix65, wis
REL7_TOOLKIT.0D2_irixG5 snetfoldsdd42/data2/RELY _TOOLKIT, 02 irixEh,wus ’
j~ 1 =
EEJ Cancel

Figure 4.3.1-2. View Tag Browser Screen

After a View is selected the ClearCase File Browser screen, the main GUI screen, appears as
shown in Figure 4.3.1-3. The File Browser screen displays the current directory name just below
the toolbar and displays the contents of the directory in the space below the directory's name. A
variety of GUI-oriented functions can be initiated from this screen. Explanations of the menu
bar and the toolbar items are provided in Chapter 3 of the ClearCase User's Manual.
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Figure 4.3.1-3. ClearCase File Browser Screen (Main Screen)

43.1.1.1.2 4.3.1.1.1.2Checkout Software

Software file versions in a ClearCase VOB are in a read-only state. An operator must check a
file version out of the VOB before any editing of the file version can be accomplished. Check

out a file version by selecting the file and clicking the checkout icon

=on the toolbar. An

alternate method is to select the file, click the Versions menu, then the Checkout option, then one
of the "Reserved or Unreserved" options shown in Figure 4.3.1-4.

4.3.1-4
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File  Versions | View Metadala Beport Building Admin  Help
£ - RT—— . . .
= Check?ut " BReserved: default % @
= Checkin “ Reserved: no comment .
‘!_‘yecs{ Liohecsaur T HReserved: one comment for all
Qranch = ~ Unreserved: default -
List checkouts “ Unreserved: no comment D D
Change checkout = 40 s0rect: one comment for &t June.. README_GUI14May.. README_GUL17May..
Change comment - FITETTTETr D FHTET fmaini1 fmain/1
T T /main/LATEST /main/LATEST main/LATEST
Diff -
Merge - e
Findmerge -
Show version tree...  [EADME_GULSJuly36
T /main/0
fmain/LATEST /main/LATEST
=1 le
Eet View is: skumar
e

Figure 4.3.1-4. ClearCase File Browser Screen (Checkout Software)

If the operator is authorized and the view is set up to checkout files, then the checkout process
continues and the ClearCase Prompt screen appears as shown in Figure 4.3.1-5. This screen
gives the operator the opportunity to enter an explanation of why the file version is being
checked out.
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Comment for all listed objects:

Figure 4.3.1-5. ClearCase Prompt Screen (Checkout Comment)

After appropriate comments are entered, click the "Ok" button and ClearCase adds the comments
to the historical record for the file version. The File Browser screen reappears as shown in
Figure 4.3.1-6 and it shows that the file version has been checked out. Note the added check
mark for the README GUI.8.July96, file. Addition of the check mark is an indication of a
successful checkout.
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File  Versions View  Metadata Beport Building Admin  Help
=4 Y| I o
‘ﬂ 1% = 'L,B A
lﬁ;ecsfformalfcomeCSCI_GUI/releaseNotes
E = 0 0
Az of README_GUI12June... README_GUI.14May.. README_GUI17May...
fmainfrelb/0 fmainfrelb/3 fmain/1 fmaini1 fmaind1
frelb/LATEST /mainf/LATEST fmain/LATEST fmain/LATEST
README_GUI.2May9.. README_GUI8July96
fmaini1 CHECKEDOUT
/main/LATEST
ad dd |
Eet View is: skumar
e

Figure 4.3.1-6. File Browser Screen (File Version Checked-Out)

To verify that the file version has been checked out on a branch, click the Vtree icon ﬂon the
File Browser toolbar. This activates the Version Tree Browser and it displays a graphical image
of the branching as shown in Figure 4.3.1-7. Note that the checked out file version has been
placed on the main branch (/main) in the example below.
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Set View is: skumar

Figure 4.3.1-7. ClearCase Version Tree Screen

43.1.1.1.3 4.3.1.1.1.3Checkin Software
A software file version checked out of the ClearCase library for editing must be checked in to the

W
library for it to become a new version of the original file. Click the checkin icon i‘on the File

Browser toolbar to initiate the check-in process. A ClearCase Prompt box appears as shown in
Figure 4.3.1-8 to facilitate the adding of comments at check in to the file version's record. Enter
a comment and click the "Ok" button to continue or just click the "Ok" button to continue the
check-in process.
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Figure 4.3.1-8. ClearCase Prompt Screen (Checkin Comment)

The File Browser screen reappears as shown in Figure 4.3.1-9 and it shows that the file version
has been checked in. Note that the check mark that was next to the README GUI.8July96 file
has been removed. Removal of the check mark is an indication of a successful checkin.
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/main/0
fmain/LATEST

0

README_GUL12June...
fmain/1
fmain/LATEST

0

README_GUI.14May...
fmain/1
/main/LATEST

O

README_GUI.17May...
fm

fmain/LATEST

Al

|

S'é't View is: skumar
|

Figure 4.3.1-9. ClearCase File Browser Screen (File Checked-In)
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431114 4.3.1.1.1.4Perform Build

The Building menu on the File Browser as shown in Figure 4.3.1-10 is used to produce derived
objects. The Building menu is the GUI version of the command line interface build utility called
clearmake. Reference the ClearCase Introduction and the clearmake section of the ClearCase
Command Reference documents for information on the use of this capability.

File  Versions View  Meladala Bepor? Bwfdmg] Admin  Help

’: Gl Make: default
: _ 0 Make: targets...
Iy’ ecs/formal/COMMON Make: selected targets
Make in direciory: defautt

E’ r:l D Make in cirectory: {argets... D D
!

: applications  Set comimand options... cfgparms dependencies
fmaindfrelbsz0 fmainfrelb/ Di . fmainfrelb/2 fmainf2
ispiay config rec -
. Jrelb/LATEST - Arelb/LATEST — play g . Jrelb/LATEST fmainfLATEST

Compare DO's

o O b m O @O O

.2AMAcros .enyvars .executables .install Jinstalltypes packages sitemap
fmainfrelb/3 /main/relb/15 /main/relb/g fmainfrelb/ /main/relb/es fmainfrelbsee /main/relb/zs
. Arelb/LATEST . Arelb/LATEST frelb/LATEST Jrelb/LATEST LJrelb/LATEST . Arelb/LATEST . Arelb/LATEST

] 5 | | R (S 5

subsystems COPYRIGHT/  CSCI_DBWrapp... CSCLGUI CSCI_HELP/ CSCI_SRF/ CSCI_UR/
/mainirelb/é /main/relb/0 fmain/relb/3 fmainfrelb/3 fmaindrelb/1 /main/relb/0 CHECKEDOUT
- Arelb/LATEST . frelb/LATEST -Jrelb/LATEST . Jrelb/LATEST LArelb/LATEST Arelb/LATEST  /main/relb/CHE...
CHECKEDOUT
CSCI_Util Makefile MiscUtils/ SysBuild/ app-defaults/ bin/ config/
/main/relb/0 fmainfrelb/6 /mainfrelb/1 fmainfrelb/11 fmainfrelb/2 /mainirelb/2 fmainfrelb/0

. A1elb/LATEST . frelb/LATEST . Arelb/LATEST ATelb/LATEST . Arelb/LATEST . A1elb/LATEST . frelb/LATEST

e s

configSpecs/ data/ include/ install/ lib/ lost+found/ makes
fmainfrelb/0 fmain/relb/S fmainfrelb/22 /main/2 fmain/relb/3 fmain/0 fmainfrelb/3
.. Arelb/LATEST . frelb/LATEST . Irelb/LATEST /main/LATEST .frelb/LATEST /main/LATEST . frelb/LATEST

- == == = M
Sét View is: skumar
PR JR—

Figure 4.3.1-10. File Browser Screen (Build Menu)

4.3.1.1.2 4.3.1.1.2Required Operating Environment

For all COTS packages, appropriate information on operating system environments, tunable
parameters, environment variables, and a list of vendor documentation can be found in the EED
Release Notes for each product. Refer to the latest release notes for ClearCase posted on the
ECS Baseline Information System web page at your local site. There is a link on the EBIS home
page for all of the Release Notes.
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431.1.3 4.3.1.1.3Databases

ClearCase data is stored in VOBs and views. Reference the ClearCase Administrator's Guide
for a detailed description of the ClearCase databases.

43.1.1.4 4.3.1.1.4Special Constraints
None

4.3.1.15 4.3.4.4.50utputs

Reference the ClearCase Command Reference document for a description of the ClearCase
outputs.

4.3.1.1.6 4.3.1.1.6Event and Error Messages

ClearCase creates an event record for most of the processing activities that modify the VOB and
stores it in the VOB database. These records are linked to the derived objects. These records
provide a chronological event history for the objects. Reference the ClearCase Reference
Manual for detailed information about logging of ClearCase events. The reference manual
describes the contents of an event record, VOB objects that have event histories, and ClearCase
operations that cause event records to be written.

ClearCase error messages indicate that a problem has occurred. Some errors are user correctable
and others require correction by the operations staff. In both cases, ClearCase records error and
status information in its log files. Reference the ClearCase Reference Manual for a description
of the error logs, the ClearCase programs that use them, the error logs location, and their format.
43.1.1.7 4.3.1.1.7Reports

None
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4.3.2 Microsoft® Access® EMD Change Manager (ECM) Configuration Change
Request (CCR) Tool

There are two CCR tools, one for use in the Riverdale facility and one for use at LP DAAC. The
LP DAAC version is used for LP DAAC internal change control, while the Riverdale version is
used for the entire ECS program. The LP DAAC version was derived from the Riverdale
version and provides a subset of features for LP DAAC use. Unless otherwise stated, the
following describes the Riverdale version of the tool. For the LP DAAC version, simply exclude
Procurement Type CCRs and the Stakeholders function.

The Access® CCR tool is a custom application specifically designed to serve as an efficient
configuration management tool to facilitate change control against the ECS baseline. It
generates and maintains records in a Microsoft® Access® application that describe what
changes are to be applied to the operational system baseline configurations for the DAACs (LP
DAAC, ASDC, NSIDC, ECHO), VATC, PVC, and the EDF2 hosts at the ECS Development
Facility (EDF) which are provided through the ECS Baseline Information System (EBIS). The
CCR tool has created and approved 3082 CCRs and managed 8167 Engineering Change Orders
(ECOs) electronically for ECS since January 1, 2005. Exported CCRs are conveyed by EBIS,
and EBIS change tracking pages use embedded hyperlinks to reference them, signifying their
importance to change control. Each DAAC has an EBIS file system that is a replication of the
Riverdale EBIS file system.

Inputs to the tool are created CCRs which get electronically circulated for Sponsorship,
Stakeholder review, and Change Configuration Board (CCB) approval. The LP DAAC version
does not include the Stakeholder review step. The tool is integrated with IBM® Lotus® Notes®.
A feature of the tool is the recording of electronic signatures. At the time of signing, the date
and time of the User's PC is recorded and their name. This is important for the change record.

Outputs from the tool are 4 PDF files, corresponding to the CCR cover sheet, the additional
sheet, the Stakeholders sheet, and the Engineering Change Orders (ECO) sheet. Also, an HTML
formatted file contains the four sheets in a single file. Any ECOs within approved CCRs then
are used to modify the baseline with the use of the ClearCase® BLM tool. Open ECO reports
are also an output of the tool to ensure ECOs are managed. Riverdale uses the CCR for
Procurements. All Procurement CCRs are suppressed from all of the EBIS file systems.

The following COTS software are prerequisites for the CCR Tool:
o Microsoft® Office® Access® 2003 (SP2 or higher)

o IBM® Lotus® Notes® 6.5 [Release 6.5.2 June 01, 2004] or higher
o Microsoft® Office® Word® 2003 (SP2 or higher)
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4.3.2.1 4.3.2.1Introduction

An introduction of the tool functionality is in order before proceeding with the actual User
Instructions.

Approved, non-Procurement CCRs are available on EBIS from the following at the URLSs:

http://pete.edf.rvl.us.ray.com/baseline/ (for Riverdale use only, primary repository)
http://ebis.gsfc.nasa.gov:10160/baseline/ (ESDIS only)
http://e41il01u.ecs.nasa.gov:10160/baseline/ (LP DAAC only, previously EDC DAAC)
http://141i101.1arc.nasa.gov:10160/baseline/ (ASDC only, previously LaRC DAAC)
http://n4iil01u.ecs.nasa.gov:0160/baseline/ (NSIDC only)

Timely coordination of the CCR and getting concurrences/approvals from affected offices is the
primary goal of the ECM CCR tool and thereby the tool makes extensive use of the project's
integrated email capability. Figure 4.3.2-1 on the next page shows the process from ahigh
level. The diagram shows the email flow as a result of electronic signatures being applied as the
CCR progresses.

Electronic versions of all approved CCRs are viewable within the EBIS file system. Use the
above links to launch EBIS, then use the links at the bottom of the home page to view each year's
CCRs.
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Figure 4.3.2-1. CCR Tool Flowchart

43.2.1.1 4.3.2.1.1Pre-Approval Stage

The pre-approval stage occurs with an Originator completing the CCR, including the first sheet,
the Supplementary Procurement Information sheet (in Procurement CCR only), the additional
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sheet, and the Stakeholder sheet, and the associated ECOs. Just after the Originator
electronically signs, an email will be constructed and Sent to the perspective Sponsors, indicated
by the "Originator" box and the S in the box to the right. The R just the left of the Sponsors box
indicates that the Sponsors Receives the email notice from the Originator, and needs to review
the CCR, and needs to apply their electronic signature.

When a Sponsor signs a CCR, the CCR process takes one of two paths:

e For non-Procurement CCRs, the Stakeholders have to review the CCR after the
Sponsor signs and the Stakeholders will be sent email concurrently. The Stakeholder
email list is generated from the check boxes that were marked by the Originator
during the formation of the CCR. The Authorized Signature list provides those folks
who may sign for each check.

e For Procurement CCRs, the Procurement POCs have to review the CCR after the
Sponsor signs and they are emailed concurrently. The Procurement POCs email list is
generated from the information entered on the Supplementary Procurement
Information page of the CCR. Once all Procurement POCs have concurred on the
CCR, the Stakeholders have to review the CCR next and are emailed concurrently.
Note, if a Procurement POC nonconcurs on the CCR, the CCR is sent back to the
Originator for revision.

4.3.2.1.2 4.3.2.1.2Approval Stage

After a CCR is sponsored, all Stakeholders are concurrently emailed to notify them of a new
CCR that needs to be reviewed. The CCR moves into this approval stage to allow all
Stakeholders to review the CCR. Each Stakeholder must interact with the tool in order to agree
or disagree. Stakeholders may provide comments should they choose. If at any time a
significant change needs to be made to any information contained within the CCR, the CCR
should be "modified." Once "modified," the CCR will need to be re-circulated for
signatures. Only the Originator can "modify" the CCR.

The approval stage of the CCR consists of the CCB chairperson's signatures. The CCR is
approved when the appropriate chairperson(s) signs. Once the CCR is approved, then all of the
ECOs assignees are emailed. The Originator generated the ECOs earlier during the creation of
the CCR.

4.3.2.1.3 4.3.2.1.3Post-Approval Stage

The post-approval stage of the CCR process consists of the ECOs being worked. The CCR is
considered closed when all of the ECOs have been worked. In order to close an ECO, the ECO
assignee needs to interact with the tool to get credit for closure. Once the CCR is closed within
the tool, all records are frozen. CCR Closure is the END of the change control process depicted
in Figure 4.3.2-1 above. If after the CCR is approved, and the intent of the CCR needs to be
changed because of something learned after the CCR approval, then the CCR should be
revised. A revision means to CLONE the original CCR, and provide text within the CCR that
clearly indicates the changes. The revised CCR then needs to be re-circulated for signatures, just
like the originally processed CCR.
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4.3.2.2 4.3.2.2Tool Usage

Upon launch, the tool presents the copyright banner depicted in Figure 4.3.2-2 shown
below. This only is shown for 6 seconds and then the Main Menu is shown.

ECM Copyright Declaration - Yersion 3.0 10/22/2010

ECM Raytheon

EQSDIS

EQOSDIS Evolution and Development
(EED) Change Manager Tool 3.0

Version 3.0 January 22, 2010

Comyright @ 2010 Raytheon Companmy

This work is sponsored under Contract HNNG10HPO2C

Figure 4.3.2-2. ECM Tool Copyright/Version Banner

The version and date are provided in the header of the Copyright Banner. The User's Guide will
be kept current to the state of the tool's software. Currently the code version is "Version 2.0 and
the User's Guide revision that goes with the code's 2.0 version is "Revision 2.0."

When the ECM banner page ends, the "EMD CCR Tool - Main Menu" will appear as shown in
Figure 4.3.2-3. All functions of the CCR tool are available from this Main Menu.

EMD CCR Tool - Main Menu

5ign 45 & Sponsor, Procurement POC,

Originste & new CCR, modify an search, Browse, or Print any CCR
Stakehalder, CCB Chair, close ECOs,

exizting CCR, or clone an existing CCR M database records

=
& Registration or User preferences
& sethings

Yersion 2.0 @ Adminiskration Menu ﬂ-‘ Exit tool and return ko Desktop

of Revisit DRAFTS

ECOs, or specific site reports Guide

iew reports For CCB meetings, open Eli\i Launch Word and view the ECM Users

**NOTE: Please Exit this tool
via this menu, immediately,
after you have completed your
CCR form waorkl **

Figure 4.3.2-3. ECM Tool Main Menu
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4.3.2.2.1 4.3.2.2.1Password Changes
To change your password, when you know you old password, follow the following steps:

1) From the CCR Tool — Main Menu, go to the Microsoft® Access main menu bar at the top
of the window. Select the "User and Group Accounts" icon, which is the right most
icon. The icon is a profile of a right facing woman. If you hold you mouse cursor over
the icon for a few seconds, a small text box will be displayed indicating "User and Group
Accounts".

2) Select the icon.

3) A User and Group Accounts window will appear. You will only be able to change your
own password. There are three tabs that appear within the window, with the "Users" tab
showing as the default. Refer to Figure 4.3.2-4 below.

{User and Group Accounts |

Users | Er-:uupsl Change Logon F'asswnrl:ll

Lser
[ Marne: I j

e, ., || Delete || Clear Passwiord I

— Group Membership
Available Groups: Member OF;:

Full Daka Users

Backup Operators
Full Diata Users

Full Permissions
Mew Data Users
Praoject Designersﬂ

| Print Users and Groups I

0k, I Cancel | F¥ ] [1] |

Figure 4.3.2-4. User and Group Accounts Window

4) Double click on the Name: that is shown, probably "aabtahi". Enter your name id, which
is your first initial followed by up to 7 letters of your last name.

5) Next, select the "Change Logon Password" tab.

6) The "Change Logon Password" tab, when selected, will present a form by which you can
modify your password.
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7) Enter your current password into the "Old Password:" text box, then your new password
in the "New Password:" text box and the "Verify:" text box. Refer to Figure 4.3.2-5.

{User and Group Accounts 2 x|

zers | Groups Change Logon Pazsward |

User Mame: shaupt

i Cld Passward: I

Mew Password: I

Werify! |

] I Cancel | ol |

Figure 4.3.2-5. Change Logon Password Tab

8) Then select the "OK" button at the bottom of the form for the change to take place.

9) An administrator can reset your password to "null", should you forget your
password. Then you may reset your password from "null" to whatever you like. Note
that you do not enter any text at all into the "OId Password:" text box when your
password has been reset to "null". "Null" just means that the password does not have any
characters.

4.3.2.2.2 4.3.2.2.2Accessing the User’s Guide

The ECM CCR Tool Users Guide can be viewed and printed from the Main Menu
(Figure4.3.2-3). When selected, the icon showing stacked books will launch Microsoft® Word
and display the User's Guide.

4.3.2.23 4.3.2.2.3Logging off the CCR Tool

A user should exit the tool and Microsoft® Access by selecting the "Exit tool and return to
Desktop tool" button on the Main Menu window. It is positioned at the bottom right section of
the Main Menu. Note, one should always navigate back to the Main Menu and exit the CCR tool
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using the Exit tool and return to Desktop button." Please do not exit any other way. Exiting
the tool via the aforementioned button will properly close the ECM CCR Tool and Microsoft®
Access and leave you at your Desktop. Also, always log in, perform your work, then log out of
the tool when finished.

4.3.2.3 4.2.2.3CCR Creation, Draft, Modify, and Clone Functions

Configuration Change Requests (CCR) are used to gain approval for additions, modifications,
and deletions of configuration control items in the ECS baseline and configuration control items
in the EDF. This section will cover how to create and modify a CCR.

4.3.2.3.1 4.3.2.3.1CCR Creation

After logging into the CCR tool, the CCR tool's Main Menu is eventually displayed as shown in
Figure 4.3.2-6 below. All CCR process activity is initiated from the Main Menu.

EMD CCR Tool - Main Menu

E Originate a new CCR, modify an Search, Browse, or Print any CCR Sign as a Sponsor, Procurement POC,
é existing CCR, or clone an existing CCR database records Stakeholder, CCE Chair, close ECOs,
af Revisit DRAFTS
& Registration or User preferences
& settings

Wiew reports For CCB meetings, open Launch woard and view the ECIM Users
ECOs, o specific site reparts Guide

Yersion 2.0 @ Adrministration Menu ‘ Exit tool and return b Desktop

**MOTE: Please Exit this tool
via this menu, immediately,
after you have completed your
(CCR Forrn work! **

Figure 4.3.2-6. CCR Tool Main Menu

In order to create a CCR, either as a "Draft" or for submission, select the "Originate a new CCR
- - =" button. It is the first button in the upper left section of the "EMD CCR Tool — Main
Menu" window. Selecting this button will launch the CCR Creation Menu window shown
below in Figure 4.3.2-7. There are four possible actions in this menu:

1) Create a new CCR — use this button to create a new CCR from scratch.

2) Modity an existing CCR — use this button when you need to modify a CCR that has
not yet been approved. Note, when you modify a CCR, any electronic signatures
present in a CCR at this point will be removed and the process starts over for this
CCR. This ensures that any and all changes are reviewed by those that signed the
CCR before the change was made.

3) Clone an existing CCR — use this button when you need to revise an approved CCR
or when you want to create a CCR with a new CCR number using an existing
approved CCR as a basis.
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4) Return to main menu — use this button when you want to leave the CCR Creation/Edit

Menu and return to the tool's Main Menu.
Microsoft Access - [EMD CCR Tool - CCR Creation Menu]

File Edit Yiew Insert Format Records Tools Window Help

E-EQ& S vViegF-2

CCR Creation/Edit Menu I

? Create a new CCR

Modify an existing CCR

W Clone an existing CCR
I

4B | Return to main menu

Farm Yiew

Figure 4.3.2-7. CCR Creation Menu

Clicking the Create a new CCR button will initiate the CCR creation process. The CCR tool

will automatically display the forms that are required for the CCR based on the user's input. The
first form to be displayed will be the Main CCR Form Sheet.
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4.3.2.3.2 4.3.2.3.2Main CCR Form Sheet

The first form that is displayed is the CCR Form and it is shown in Figure 4.3.2-8 below. The
first seven fields: "1. Originator:", "2. Log Date:", "3. CCR #:", "4. Rev:", "5. Telephone:",
"6. Rm #", and "7. Org:" are automatically filled by the CCR tool. The remainder of the fields is
to be completed by the CCR originator.

k| ECS/EMD Configuration Change Redqueest Dralt: [ bdemtifier [O6 0075

I. il 2. ILinay Deat e; 3 [CR & d, By &, Ti b Em s T. s
ﬁﬁwd |I:I?..|'i5f3!i:6 |mm |_ rmuymmm l_'am‘.r ‘_"hmm

B DR Tithe: r:\nml:\l:R: Procurs Mavisphers Mantenance PCs for X2600 RAID af Desls

. Driginator Signaturne, Thate: B0 Classs | 11, Progrance | 12, Seed Date:

| 0 |[ECSED » || E/20/06
13 CER Sigrature/ Diate: U4, Category of Changes | 15, Priority:

5 - [ Flowtre -
6. Docum Lu s Irp i 17, Schedule Impact: | 10 Affected C1isk
Mone | Mone

19, Allected Helease: 0, Date due Bo Customers | 21, Estimated coat:
e EEED [Ermall <= 200,000 -

2. Source Reference: [T MCR (attack) [T Action em [ Tech Rel. [ GUC F Other: pmmm. Sabtark T

2% Probh
[Firvesiere RATD software 3% the DRACS résss 10 b maraged by a PC,

Fd, ;ﬁ;mm
ore P for gach DAAC for the purpose of RAID software managemant,

F [ (%) e not
folres canngt De moritongd

3T, Justificatson for Emergency { il Bleck i3 bs "Ereergency” o "Lingenk™ §

I8, Alfected Sitefek | W (0f W Pwl W YATC W SMC F LPDAAC F GWIC| W LaRe IV ssimC

I other:|

4. Baard i B0 Work Assigned Tee | 31,000 Clesure Date:
32, SCOW COB Ohaie [Sagn, Date ® Approved & App/Tem. F Disapprowed  F Withdrawn
| 7 Fred (ESDES @& Fond (ESDNS ERE

I3, EDF CEB Chair (Sgn, Datbo & Approved @ AppCom. 7 Diapproved & Withdraws
[ HapaRiOns o e ESD5 & Fred/ESOIS ERD

34, BCS CCH Chadr (Sign, Dale & Approved @ AppiCom.  Disapproved @ Withdraws
| DEPRION: & ord(ESDIS & Feod /ESDTS ERD

Cance| I Proceed

Poseend: [14] 4 T b [A]es o
FOr 11 e

Figure 4.3.2-8. CCR Form

The forms used to create a CCR are determined by the "Category of Change" value that is
selected in field # 14. In this example, the "Category of Change" value is "5" (for Procurement).
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So a Procurement type CCR is being created. All of the white background fields need to be
completed by the user. Cutting and pasting text files can be performed when entering data.

Fields 10, 11, 14, 15, and 21 have drop down menus, which constrain the entry that may be
entered. Field 22, Source Reference, and field 28, Affected Sites, have check boxes. Check the
appropriate boxes. Note, if "Other" is checked in field # 22 or field # 28, you must enter the
name of the source/Affected Site name respectively in the box beside "Other".

When the fields are completed, select the "Proceed" button. Note, if any required fields have not
been populated, then a message from the Office Assistant will appear, stating the field that needs
some text. Simply go back onto the form and complete the missing field. If everything is in
order, clicking the Proceed button will take you to the next form. The next form to be displayed
is determined by the value in field #14, the "Category of Change field." If the value is a number
other than "5," then the Additional Sheet form (Section 4.3.2.3.2.2) is displayed next. If the value
is "5," then the Supplementary Procurement Information form (Section 4.3.2.3.2.1) is displayed,
next.

4.3.2.3.21 4.3.2.3.2.1Supplementary Procurement Information

The Supplementary Procurement Information sheet is the next sheet to be displayed if the CCR
is a procurement type CCR. The Supplementary Procurement Information sheet holds the
specific procurement information and the name of the Bill of Material (BOM) file that is
associated with the CCR. The Supplementary Procurement Information sheet is displayed below
in Figure 4.3.2-9.

Some fields are automatically populated by the CCR tool, but the information in the white boxes
on the form needs to be entered by the user. Fields' value criteria are as follow: Field # 5, "Not to
Exceed" must be greater than zero. Field # 6, "On Dock Need Date" must have a date entered.
Field number 8, Sub Task Lead, must have a name selected from the pull-down menu or the
word, "NoOne," entered in the Sub Task Lead's box.

4.3.2-11 609-EED-001, Rev. 03



Supplementary Procurement Information

I06-0075-

1. CCR #: 2. Rev: 3. Date:

4.Fund Type:

06-0075 - 3/15/2008 |PrOJect Funds
8. Select Sub Task Lead
5. Mot To Exceed $: 6. 0n Dock Need Date: 7. Type of Procurement: or Enter "NoOne"
| $35,000.00 ‘ 3/27/2006 \ EDS v fHaone 3

™ Maintenance

9. Pracurement Account(s) Affected

Procurement Acct Number

Acct Description

Add An Account

10. BOM's File Name

BOM Filename

Add A BOM

Proceed

Form Yiew

Figure 4.3.2-9. Supplementary Procurement Information form

Every Procurement type CCR must have at least one Procurement Account entered. To enter an
account number, click the Add Account button and the Add Procurement Account window is
displayed as shown in Figure 4.3.2-10 below.

Add Procurement Account

CCR #: 06-0075 Rew: -

Cosk Account ‘l

Add Procurement Cancel Addition
Account —

Figure 4.3.2-10. Add Procurement Account Window

On the Add Procurement Account window, click the pull-down on the Cost Account field and a
list of valid Cost Accounts are displayed as shown in Figure 4.3.2-11.
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Add Procurement Account

CCR #: 06-0075 Rew: -

Cast Account [

w
101.3.2,1 | EDS EMD MAINT SU -
101.3.2.1E | EDS EMD maint 5%
101,3.2, 1R COMSO EMD MAINT Hyw Cancel Addition
101.3.3.1  EDS EMD MAINT Hy
101,3.3.1E  EDS EMD Mainkt Hi
101.3.3.1R | COMSO EMD MAINT Hiy
107.4.3.2  RDS EMD Task 107-54
107,433 RDS EMD Task 107-Hi »

Figure 4.3.2-11. Cost Accounts List

Select the appropriate account from the pull-down menu and the account number will be
displayed in the Cost Account field as shown in Figure 4.3.2-12.

Add Procurement Account

CCR #: 08-0075 Rev: -

Cost Account 101.3.2.1

Add Procurement Cancel Addition
Account _

Figure 4.3.2-12. Cost Account Number Selected

Click the "Add Procurement Account button and the account is added to the Supplementary
Procurement form as shown in Figure 4.3.2-13.
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Supplementary Procurement Information

0D6-0075-

4. Fund Type:

1. CCR &: 2. Rev: 3. Date:
06-0075 - ‘ 31542006

|Project Funds

5. Mot To Exceed $: 6. On Dock Need Date:

7. Type of Procurement:

8. Select Sub Task Lead
or Enter "NoOne"

‘ $35,000.00 ‘ 3/27 F2006 |

ECS MoCne

™ Maintenance

9. Procurement Account{s) Affected

Procurement Acct Number |
101.3.2.1

Acct Description

EDS EMD MAINT Svy

Add An Account

10. BOM's File Name

e

Add A BOM

Proceed

Figure 4.3.2-13. Account Number Added

Each Procurement type CCR has to have a Bill of Material (BOM) attached for review by the
Sponsor, Procurement POCs, Stakeholders and CCB Chairpersons. Click the "Add A BOM"
button and the Procurement BOM Snapshot window is displayed as shown in Figure 4.3.2-14.

=~ ~®meEr

Look in:
MyRecent  [B§06-0012T 1095 T 10X TermxvRE00
Documents (g 1600217 1085T 10X Ter mReplace
( (B 06-0025T 101t acs 08 aint
[B05-0023T 101Daly T
Desklop B4 n-0035T 101HPBeniMaint

[B406-0036T L1IRDSStorkext
[B406-0038-T 1095 T7SUNRAIDPYC
[B406-00394-T 1095 T 7SUNR AIDEDF
[B406-0040T 1105 T 1eSyrergySANCapIng:
[B406-0045-T 1095 T 7HomeDirSrvE-P
[BS06-0061T 101BXLINUXPOrting

@DG-DDG?T 109IBMPathlightServers

(B 06-0067-T1095T 1 1Pathlights lades

[ 06-0067-T1095T 1 1Pathlights ladesa

[B 06-0067-T1095T 1 1Pathlightoriginal-Replaced
@)DE-DDSE-T 1095 T7HomeDirMICs
EDE-DDSE-T 1095 T7HomeDirSry
@DG-DDSET 109HP3E0RackupServers

[B 0e-0088T 100HP 0B ackuRServersA mand
EDE-DDQDT 111vWheinstallCrates
@DE-DDQST 109RAID219MESServers
@DE-DDQST 109RAID219MESServers22
[Bf0e-0112T 101RDSFWUnGrade

@DE-U 120T 1095T 11Brcd4 100EMCDisk

- Open |

‘g File name [05-0332T107F 20041 hakStor
My Netwark Files of type: |Snapshot File [*.znp, " SNPF]
Flaces

™ Dpen as read-only

j Cancel

Figure 4.3.2-14.

4.3.2-14

BOM Files
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Select the BOM file that is associated with the CCR that you are working on and then click the
Open button on the Procurement BOM Snapshot window. The BOM file information should now
be displayed in the BOM's Filename box as shown in Figure 4.3.2-15.

Supplementary Procurement Information D6-0075-

1. CCR #: 2. Rey: 3. Date: 4. Fund Type:
06-0075 - ‘ 3/15/2006 ‘Project Funds

8. Select Sub Task Lead
5. Mot To Exceed $: 6. On Dock Need Date: 7. Type of Procurement: or Enter "NoOne"

‘ $35,000,00 | 3/27/2006 | EDS v MaOne

v

™ Maintenance

9. Procurement Account(s) Affected 10. BOM's File Name

11 \EMDN 1 E6-Canfiguration Management
CPTYCCRIBOM Files_ProcureCCRA0S-
0332T107FY20041halkSkar. snp

Add A BOM

Frocurement Acct Number | Acct Description
101.3.2.1 EDS EMD MAINT S4y

add An Account Proceed ‘

Figure 4.3.2-15. BOM File Added

Once the Supplementary Procurement Information sheet is completed, click the Proceed button.
If any of the required fields are not completed, the CCR tool will provide an informative
message and remain on the Supplementary Procurement Information form until you complete the
entry or entries. If all required fields are completed, the CCR tool will take you to the Additional
Sheet form.

4.3.2.3.2.2 4.3.2.3.2.2Additional Sheet

The Additional Sheet is used to hold information that would not fit on the CCR Form page,
information that provides further explanation for the information on the CCR Form page, or brief
installation instructions. The Additional Sheet form is displayed in Figure 4.3.2-16.
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Additional Sheot
cona: [ 0600TS Rew: - Originator: | Berczel Floyd
Telephone & | (301) 5250518 Office & 207 Identifier: [ 06-0075-
Title of Cl'len;re:| D CCR: Prooure Marisphere Mantenance PCs for X2600 RAID at DAACS
fioe=]
Procead
Foor mi Wi

Figure 4.3.2-16. Additional Sheet Form

If there is no additional information to be entered, enter "None" in the white space.

Note: Place lengthy installation instructions in a separate file (attachment) and make
reference to that file's name and location (usually L:\CCR_Attachment\<CCR Number>)
in the white space on the Additional Sheet page.

Once you are satisfied with the entry, select the "Proceed" button to continue. Once the Proceed
button is selected, the CCR tool moves to the Stakeholders Concurrences Sheet.

4.3.2.3.2.3 4.3.2.3.2.3Stakeholder’s Concurrences Sheet

The Stakeholder's Concurrences Sheet is displayed after the Additional Sheet is removed. The
Stakeholder's Concurrences Sheet is used to show the Offices that may be impacted by the
solution being proposed on the CCR and to document the Offices' concurrences. The
Stakeholder's Concurrences Sheet is shown in Figure 4.3.2-17. The CCR header information is
automatically filled in by the CCR tool. Select the boxes for the offices that will be impacted by
the CCR. You must select at least one office.
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Stakeholder's Concurrences Sheet

CCR & I O6-007% R - l')rlghal:ur:l Berzel Ficyd

Telephone & | (301) 5550618 Office #: #aow

Title: | Demo CCR: Procure Navisphere Manbenance PCs for X2600 RAID at DAACS
Office Office bnpa b Signature % Date Comments:
Chiel Loy (LX)

- W
M - Clesroms

AREARRAEANEDTEAVA@RP 000 RO AR (A=

Form View'

Figure 4.3.2-17. Stakeholders' Concurrences Sheet

After the applicable impact offices have been selected, select the Proceed button to move to the
last page of the CCR Form, the Engineering Change Order (ECO) Sheet.

4.3.2.3.2.4 4.3.2.3.2.4Engineering Change Orders (ECOs) Sheet

The Engineering Change Order Sheet is used to describe the tasks that have to be completed for
implementation of the CCR's solution. There must be at least one ECO on each CCR. Figure
4.3.2-18 shows the starting window for the ECO Sheet.
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Engineering Change Order (ECQ) Sheet

CCR & I 065-0075 Rew: | - Approval Date: 03/15/2006

CCR Title: I Dierno CCR: Procure Mavisphere Maintenance PCs for X2500 RAID at DAACS
Approval Authority: | Task Lead Done

ECO_MNumber Task_Description Meed Date Responsibility

Figure 4.3.2-18. Starting Window for the ECO Sheet

To enter an ECO, click the Add An ECO button. The CCR tool will then display the "Add An
ECO" as shown in Figure 4.3.2-19. The ECO number field will be filled in by the CCR tool. The
CCR originator must filled in the remaining fields: Task Description {summarize the action to
be completed; use action verbs, for example, install software, remove server, etc.; also include
details like location of files, machine name, software to be replaced, etc.}. Responsibility
{Select the individual or the organization that will be responsible for completing the task). Need
Date {Enter the date that action is to be completed.} Example entries for these fields are shown

in Figure 4.3.2-19.

Add An ECO
CCR &: I 06-0075 Rev: I = Approval Date: I 03152006 Approval Authority: Task Lead
CCR Title: I Demo CCR: Procure Navisphere Maintenance PCs for XZ600 RAID at DAACS
ECO &: -001
Task Description: Procure PCs having specifications as detalled in the CCR's associated Bil of Materials.
4 250 Characters of lass +
Responsibility: I Benzel Floyd w
Add ECO | Cancel Addition
Need Date | 03/20/2006] & €

Figure 4.3.2-19. Completed ECO Entries
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After all fields are completed, click the Add ECO button to store the ECO. After the ECO is
stored, the CCR tool moves back to the initial ECO window. The added ECO is now displayed
as shown in Figure 4.3.2-20. If there are other ECOS to be added, select the Add An ECO
button again and repeat the aforementioned ECO process.

IEngineering Change Order (ECQO) Sheet

CCR &: | 050075 Rev: - Approval Date: 03/15/2006

CCR Title: ‘ Demo CCR: Procure Mavisphere Maintenance PCs for ¥2600 RAID at DAACS
Approval Authority: Task Lead Done
ECO Mumber | Task_Description | MNeed Date | Responsibility
p [-001 Procure PCs having 3/20/2006 Benzell Floyd

specifications as detailed in the
CCR's associated Bill of
Mlaterials.

Figure 4.3.2-20. Added ECO Displayed

All of the added ECOs will be displayed will be displayed as shown Figure 4.3.2-21. Once all of
the ECOs have been added, select the Done button to continue the CCR creation process.

Engineering Change Order (ECO) Sheet

CCR #: 06-0075 Rewv: - Approval Date: 03/15/2006

CCR Title: | Derno CCR: Procure Mavisphere Maintenance PCs for XZ600 RAID at DAACS
Approval Authority: Task Lead

ECO_Mumber | Task_Description | Meed_Date | Responsibility
p [-001 Procure PCs having 3/20/2006 Benzell Flayd
specifications as detailed in the
CCR's agsociated Bill of
Materials.
-002 Receive and process purchased 3/29/2006 Paula Clark
PCs and then ship them to
DAACS,

Figure 4.3.2-21. Complete List of ECOs

4.3.2-19 609-EED-001, Rev. 03



Once the tool determines it has all the information, the Office Assistant prompt as shown in the
bottom right side of Figure 4.3.2-22 below will appear. The purpose of this prompt is to
determine what you want to do next.

Engineering Change Order (ECO) Sheet

CCR &: 06-0075 Rewv: - Approval Date: 03/15/2006

CCR Title: | Demo CCR: Procure Mavisphere Maintenance PCs for XZ600 RAID at DAACS
Approval Authority: Task Lead Add An ECO
ECO_Mumber \ Task_Description | MWeed_Date | Responsibility
p (-001 Frocure PCs having 342042006 Benzell Floyd
specifications as detailed in the
CCR's agsociated Bill of
- taterials.
-002 Receive and process purchased 3/29/2006 Paula Clark s - \

PCs and then ship them to Eq[;ﬁfelectlon
DALCS

Wihat action would
you like to perform?

@ Advance CCP_\__]
‘To Sponsor |

© Save CCR as
Draft

® Cancel Action

-,

y

(21
r

ge=
I

Figure 4.3.2-22. CCR Selection Menu

To proceed, select one of the listed actions:

1) Advance CCR to Sponsor — select this action if you are satisfied with the content of the
CCR and you are ready to sign the CCR and send it to the sponsor for signature.

2) Save CCR as Draft — select this action if the CCR is incomplete and you're not ready to
sign it.

3) Cancel Action — select this action if you are not ready to leave the ECO form.

Correct responses to actions 1) and 2) are provided in the following Sections 4.3.2.3.3 and
432.34.
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4.3.2.3.3 4.3.2.3.3Advance CCR to Sponsor Action

Selecting Advance CCR to Sponsor will cause the Office Assistant prompt to be displayed as
shown in Figure 4.3.2-23.

Your All Important Signature

Your electronic signature has
been provided in the
'Originatar's Signature’ fisld,

Figure 4.3.2-23. Confirmation of Originator Signature

Click the OK button and the next Office Assistant prompt is displayed as shown in
Figure4.3.2-24.

Mext Step: CCR Sponsor Approval

06-0075 Revision - will be sent to
your designated CCR Sponsor for
appraoval,

g

N
.5

-

Figure 4.3.2-24. Confirmation of Emailing CCR to Sponsor

Click the OK button on the Next Step prompt and the CCR tool takes you back to the CCR
Creation Menu as shown in Figure 4.3.2-25. At this point, the CCR has been created and is
stored in the CCR tool database. It can be reviewed by all CCR tool users if it is a non-
procurement CCR. It can only be reviewed by procurement authorized personnel if it is a
procurement CCR.
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Microsoft Access - [EMD CCR Tool - CCR Creation Menu]

File Edit Wiew Insert Format Records Tools ‘Window Help ﬂ

B -E & & vViecF-2

CCR Creation/Edit Menu

)|

T

Create a new CCR

Clone an existing CCR

# | Modify an existing CCR

«'_| Return to main menu

Figure 4.3.2-25. CCR Creation/Edit Menu

From CCR Creation/Edit Menu, click the "Return to main menu" button to get back to the Main
Menu.

4.3.2.3.3.1 Save CCR as Draft Action

Selecting the "Save CCR as Draft" action will cause the Office Assistant prompt in Figure
4.3.2-26 to be displayed.
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Engineering Change Order (ECO) Sheet

CCR &: 06-0075 Rewv: - Approval Date: 03,/15/2006

CCR Title: | Derno CCR: Procure Mavisphere Maintenance PCs for X2600 RAID at DAACS
Approval Authority: Task Lead Add An ECO
ECO_Mumber | Task Description | Meed Date | Responsibility ~
p (-001 Procure PCs having 3/20/2006| Benzell Floyd

specifications as detailed in the
CCR's associated Bill of
Materials.
-0z Receive and process purchased 3/25/2006| Paula Clark
PCs and then ship them to
DAACS.

~

Saving CCR As A Draft

Yaou are confirming putting this
CCR in Draft Mode, Mote the CCR
Murmber 06-0075 and Revision - for
future references.

Figure 4.3.2-26. Saving CCR As A Draft

Click the OK button on the Office Assistant "Saving CCR As A Draft" prompt and the CCR tool
will take you back to the CCR Creation/Edit Menu shown in Figure 4.3.2-27. At this point, the
CCR has been stored as a draft CCR and only the CCR's originator can review it. Click the
"Return to main menu" button to get back to the Main Menu.
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CCR Creation/Edit Menu

Create a new CCR

"-lt,\-
P il

T
il

Modify an existing CCR

Clone an existing CCR

4E | Return to main menu

Figure 4.3.2-27. CCR Creation/Edit Menu

4.3.2.4 4.3.2.4CCR Attachments

Some CCRs need to have an attachment, a file that can be viewed by Sponsors, Procurement
POCs and Stakeholders. The attachment file should be stored on the "V" drive in the
folder: V:\Core\EED\16-Configuration Management (CM) CPT\CCR\CCR_Attachments<CCR
#>. For example, an attachment file for CCR # 06-0075 would be placed in "V:\Core\EED\16-
Configuration Management (CM) CPT\CCR\CCR Attachments\06-0075." Be sure to make
reference to the attachment in the note section of the Additional Sheet. For example, on the
Additional Sheet, enter "The documentation for CCR # 06-0075 has been placed in the following
location: V:\Core\EED\16-Configuration Management (CM) CPT\CCR\CCR _Attachments\06-
0075."

4.3.2.5 4.3.2.5CCR Draft

At the end of the CCR creation process, the CCR originator has the option of signing a CCR and
sending it to the Sponsor for signature or the CCR can be saved as a draft. If the CCR is saved as
a draft CCR then only the CCR originator can review and make changes to it. The CCR has to be
taken out of "draft" mode, so to speak, by its originator, finalized, and then signed by the
originator before anyone else can see it. This section tells how to complete a draft CCR.
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4.3.25.1 4.3.2.5.1Retrieve the Draft CCR
Login into the CCR tool and eventually the Main Menu is displayed as shown in Figure 4.3.2-28.

Sign as a Sponsor, Procurement POC,
Stakeholder, CCE Chair, close ECOs,

Originate a new CCR, modify an Search, Browse, or Print any CCR
existing CCR, of clone an existing CCR M database records
E B —_— ar Revisit DRAFTS
& Reqistration or User preferences £ Wigw reports for CCB meetings, open Launch Word and view the ECM Users
& settings ;E EC0s, or specific site reporks Guide
=

Version 2.0

Administration Menu EL‘ Exit tool and return ko Deskiop

*F+MOTE: Please Exit this toal
via this menu, immediately,
after you hawve completed your
CCR. Form work) *+

Figure 4.3.2-28. CCR Tool's Main Menu

Click the button in the upper right corner with "Revisit DRAFTS" in its label. The CCR tool will
display the My Work Menu as shown in Figure 4.3.2-29. Click the "Draft Mode" CCRs button to
get to a list of your draft CCRs.

My Work Menu
E. «% "Oraft Mode" CCRs \/ Awaiting Stakeholders’
‘ Sig.

% Awaiting Sponsor's Sig. [ | Awaiting CCB Approval

Awaiting Procurement Cpen ECOs
@ POCs' Sig. {for year 2005+ CCRs)

4| | Return to main menu

Figure 4.3.2-29. My Work Menu
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When the "Draft Mode" CCRs button is clicked, the CCR tool will display the "MyWork Menu —
Drafts" form as shown in Figure 4.3.2-30. Click the desire CCR numberin the Identifier column
and the CCR tool will copy that CCR number to the white space above the list of CCR numbers.
At this point, if you click the "Return" button, you will be taken back to the My Work Menu.

Please choose a CCR Identifier Number from below to edit.

Proceed
06-0075-
Return

Identifier [ CCR Mumber [ CCR Revision | CCR Title [ LogDate [ Need Date
| |05-0001A 050001 A Install AMASS libsched Test Executable 10/24/2005  10/27/2005
| |05-04B3- 05-0463 - This is a test. 10A18/2005  10/20/2005
| |05-0455- 05-0439 - Procurement CCR test 11A0/2005  11/20/2005
| |05-0513- 05-0513 - Create a CCR for Sponsor 12A6/2005 1241972005
| |0B-0024- 0B6-0024 - Procurement CCR Modify Test 1/31/2006
| |0B-0027- 06-0027 - Testing Regular CCR (Clone side, save as draft then continue) 2372008
| [08-0031- 05-0031 - Procurement CCR, ReTest 1 2/8/2006
| |06-0032- 00032 - Procure CCR Take 2 2/8/2006
| |0B-0039- 0B-0039 - flkfjdfjdik! 21072008
| |0B-00464  0B-0046 A Final Procurement CCR Test 2M17£2008
| |0B-00s0- 0B-0050 - Final Procurement CCR Test 21772008
| |0B-0051- 0B-0051 - Final Procurerent CCR Test 201772008
| |0B-0052- 0B-0052 - Final Procurernent CCR Test 21772008
| |0B-0081- 06-0061 - This is a test 2A17/2006
| |0B-0072- 06-0072 - dkjfjcfjdi 3A10/2006

» |05-0075 05-0075 - Demo CCR: Pracure Mavisphere Maintenance PCs for X7500 RAID a 3M5/2008

Figure 4.3.2-30. My Work Menu — Drafts form

If you click proceed, the CCR tool will display the prompt shown in Figure 4.3.2-31. Click OK
to proceed.

Please choose a CCR Identifier Number from below to edit.

Proceed
06-0075- Q
Return

Identifier | CCR Mumber ‘ CCR Revision ‘ CCR Title | Log Date ‘ Meed Date

| |0s-0001A 050001 A Install AMASS libsched Test Executable 1072472005 1072772005
| |05-0463- 05-0483 - This is a test 10/18/2005  10/20/2005
| |05-04593- (05-0433 - Procurement CCR test 11/10/2005 112042005
| |05-0513- 05-0513 - Create a CCR for Sponsor 121872005 12A1872005
| |06-0024- 0B-0024 - Procurerment CCR Modify Test 1/31/2006 2f25/2006
| |08-0027- 06-0027 - Testing Regular CCR (Clone side, save as draft then continue) 2/3/2008 3£20£2006
| |08-0031- (0B-0031 - Procurement CCR, ReTest 1 2/8/2008 2A16/2008
| |06-0032- 0B-0032 - Procure CCR Take 2 2/8/2006 { AUTHORIZED
| |05-0033- (0B-0033 - fekfddjkl 2/10/2008
[ |oeon45a 050046 A Final Procurement CCR Test 2172008 YoM Wil e szvﬁl”hfved':ﬂ
| |06-0050- 060050 - Final Procurement CCR Test 21772008 42 ce to resubmit @ draft CCR.
| |08-0051- 050081 - Final Procurement CCR Test 21772008
| |08-0052- Oe-0082 - Final Procurement CCR Test 21772008
| |06-0061- 06-0061 - This is a test 21172006
| |05-0072- 05-0072 - dijficiidi 3/10/2008 3/15/2008

P |05-0075- 060075 - Demo CCR: Procure Mavisphere Maintenance PCs for XZ600 RAID a 3/15/2008 372072008

Figure 4.3.2-31. Authorized to Retrieve Draft Prompt
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The CCR tool will now display the selected draft CCR.

4.3.252 4.3.25.2Finalize Draft CCR

When a draft CCR is retrieved, the focus is initially on the CCR Form page as shown in Figure
4.3.2-32. Each of the CCR Form's pages (Supplementary Procurement Information, Additional
Sheet, Stakeholder's Concurrence, and ECO Sheet) is available for updates. Note, the
Supplementary Procurement Information page is only on procurement type CCRs. Non-
procurement CCRs will not have a Supplementary Procurement Information page.

There are some minimum changes that one has to make to a draft CCR. Dates that were entered
in section "12. Need Date" and section "20. Date Due to Customer" fields during CCR creation
were removed when the CCR was saved as a draft. So, even if there are no other changes on the
CCR Form page, dates for these fields have to be entered again.

Microsoft Access - [ECM CCR Tool - CCR Draft Mode]

CCR PO | Supplererdary Procoerent Information | Addtons Sheet | Stabeboller's Conasreede | B0 St

ECS/EMD Configuration Change Request

[

1. Driginalos: 2. Liowy Duakie: 3 CCR a 4.Rev: | 5 Teloph b Rm# | T Oegs
I Berzeld Floyd | 3150006 | O6-007S | & | (301 ) S2S-05 LB I 0T I [C5
B LR Tithe | Darey CCR: Froouns Navisphers Mantenance PCs for X2600 RAID at DasCs
o i Sign (T 1o, Clams: 11, Progranc 12 M Dale:
[ | W= |[EseD - |
11 CCR Sponier Sig Dt 14. Categery of Dhange: 15, Priorily;
] w | Foutme -
B, Docurmeent slien T 17, Sahedale 10, Affected C1is]
Mo [ Tcre

15, Alfected Release:

. Diwbe duse bo Cushomser

21, stirmsbed cost:

o Err-al <w §100,000 w

2. Somce Aeferences [ MOR (sttach) [ Action temy [~ TedwBel, ™ GSIC thmﬁmrmlm.m

5 Problos:
Plrenpiers RAND woftvesrs 30 the DAACY resicl 8o B rarsged By a PC

4. Pronased Sokatior
FPurchure o PC for each DAAC for the purpose: of AL software maragement

T4 Kiternate Sahiton:
o

T L L ) arm mot approvest
ALY Falur s Cannot e morftoned

W Aescbilis sl e

B T TR

CCR Frm

Figure 4.3.2-32. Draft CCR Form

For a procurement type CCR, the Supplementary Procurement Information page shown in
Figure4.3.2-33 must be updated as well. The date in section "6. On Dock Need Date" (that was

4.3.2-27 609-EED-001, Rev. 03



entered during CCR creation) was removed when the CCR was placed in draft mode. So, a date
has to be reentered into that field.

E Microsoft Access - [ECM CCR Tool - CCR Draft Mode]

CCR Form | Supplementary Procurement Information | additional Sheet || Stakeholder's Concurrence | ECO sheet

Supplementary Procurement Information 06-0075-
1. CCR #: 2. Revy: 3. Date: 4. Fund Type:
06-0075 - | 3/15/2006 | Project Funds
5. Not To Exceed $: 6. On Dock Need Date: 7.Type of Procurement: 8. 5ub Task Lead
| $35,000.00 | i EDS v Hoone 3

" Maintenance

9, Procurement Account(s) Affected

10. BOM's Filename

| | Procurement Acct Number \ Acct Description L \EMD 16-Canfiguration Management

(CPTYWCCRIBOM Files_ProcureCCRY0S-
Ld 101.32.1 EDS EMD MAINT SW 0332T107F¥20041halkStor.snp

Add A BOM

Add An Account

CCR Concurrences

WBS Manager (Sign/Date) Task Lead {Sign/Date Sub Task Lead {Sign/Date)
SCM Manager (Sign/Date) Procurement {Sign,/Date)
[ [

CCR Form

Figure 4.3.2-33. Supplementary Procurement Information Page

When all updates have been made to the draft CCR and you are ready to sign the CCR, go to the
ECO Sheet page of the CCR form and click the "Done" button. Upon clicking of the "Done"
button, the CCR tool displays the prompt shown in Figure 4.3.2-34.

CCR. Selection
Menu

What action would
you like to perform?

® Save CCR as
Draft

® Delete CCR

® Cancel Action

Figure 4.3.2-34. CCR Action Prompt
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You have a choice of several actions:

1) Advance CCR to Sponsor — select this action if you are satisfied with the content of the
CCR and you are ready to sign the CCR and send it to the sponsor for signature.

2) )Save CCR as Draft — select this action if the CCR is incomplete and you're not ready to
sign it.

3) Delete CCR — select this action if you want to delete the draft CCR. A message will be
displayed asking if you are sure you want to delete the draft CCR. Select "Yes" to have
the draft CCR deleted.

4) Cancel Action — select this action if you are not ready to leave the draft CCR form.

Select the "Advance CCR to Sponsor" action and the prompt shown in Figure 4.3.2-35 is
displayed.

Your All Important Signature

Your electronic signature has
been provided in the
'Originator's Sighature' field.

Figure 4.3.2-35. Confirmation of Signature Prompt

Click OK on the "Signature" prompt and the prompt shown in Figure 4.3.2-36 is displayed.

Next Step: CCR Sponsor Approval

06-0075 Revision - will be sent to
your designated CCR Sponsor for
approval,

B

N
.5

-

U

Figure 4.3.2-36. Next Step Prompt

4.3.2-29 609-EED-001, Rev. 03



Click OK on the "Next Step" prompt and the CCR tool will take you back to the My Work Menu
— Drafts form, Figure 4.3.2-37 below.

E Microsoft Access - [ECM CCR Tool - My Work Menu - Drafts]

Please choose a CCR Identifier Number from below to edit.

Proceed
05-0001A
Return

Identifier | CCR Mumber | CCR Rewision | CCR Title | LogDate | Meed Date
| »|0s-00014] 050001 A Install AMASS libsched Test Executable 10/24/2008  10/27/2005
| |05-0463- 05-0463 - This is a test 10A18/2005  10/20/2005
| |05-0499- 05-0499 - Procurement CCR test 11410/2005)  11/20/2005
[ |05-0513- 05-0513 - Create a CCR for Sponsor 12A16/2005  12/19/2005
| |06-0024- 06-0024 - Frocurement CCR Madify Test 14312008 2/26/2008
| |06-0027- 06-0027 - Testing Regular CCR (Clone side, save as draft then continue) 2/3/2006 372072006
[ |06-0031- 06-0031 - Procurement CCR, ReTest 1 2/8/2008 21162008
| |06-0032- 06-0032 - Procure CCR Take 2 2/8/2008 202712008
| |06-0039- 06-0039 - fikfidfjdjk! 2/10/2008 2/8/2008
| |06-00464  06-0045 A Final Procurement CCR Test 2/17/2008 202372008
| |06-0050- 06-0050 - Final Procurement CCR Test 2/17/2008 217/2008
| |06-0051- 06-0051 - Final Procurement CCR Test 2/17/2008 211972008
| |06-0052- 06-0052 - Final Procurement CCR Test 2/17/2008 217/2008
| |06-0081- 06-0061 - This is a test 2/17/2008 21272008

060072 06-0072 - dkjfidfdj 3/10/2008

31572006 7,

Faorm View: UM

Figure 4.3.2-37. My Work Menu — Drafts Window

Click the Return button to get back to the "My Work Menu" (Figure 4.3.2-38).

Microsoft Access - [ECM CCR Tool - My Work Menu]

My Work Menu

T “Draft Mode" CCRs \/ Awaiting Stakeholders'
Sig.
Awaiting Sponsor's Sig. & | Awaiting CCB Approval
Awaiting Procurement Open ECOs
% POCs' Sig. (for year 2005+ CCRs)
4m; | Returntomain menu

Figure 4.3.2-38. My Work Menu

Click the "Return to main menu" button on the My Work Menu to get back to the Main Menu
(Figure 4.3.2-39).
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E Microsoft Access - [EMD CCR Tool - Main Menu] @@@

Originate & new CCR, modify an Search, Browse, or Print any CCR Sign as & Sponsor, Procurement POC,
existing CCR, or clone an existing COR database records Stakeholder, CCE Chair, close ECOs,
or Revisit DRAFTS
& Registration ar User preferences Wiew reports For CCB meetings, open Launch Word and wview the ECM Users
=] settings ECOs, or specific site repotts Guide
Yersion 2.0 = Adrministration Menu i Exit tool and return ko Desktop

**MOTE: Please Exit this tool
via this menu, immediately,
lafter you have completed wour
[CCR Forrn work! 4

Figure 4.3.2-39. Main Menu

The draft CCR has now been finalized. The CCR tool has sent an email message to the Sponsor
to let the Sponsor know that there is a CCR waiting for his/her signature.

4.3.25.3 4.3.2.5.3Modify A CCR

Sometimes during the processing of a CCR, changes have to be made after the originator has
signed but before the CCR is approved by the CCB Chairperson. In this case, the CCR has to be
taken back to draft mode so that the originator can make the necessary changes. This process is
the similar to modifying a Draft CCR.

4.3.254 4.3.25.4CCR Clone

Sometimes after a CCR has been approved by CCB Chairperson(s), necessary changes to the
CCR are identified. Since the CCR has already been approved, a revision to the CCR or a new
CCR must be created to include the identified changes. This saves the user time when a new
CCR will have similar content to an existing CCR. The default for the new CCR number is the
next one available, but a check box exists that allows the user to set the new CCR to the next
revision. For instance if the CCR to be cloned is "09-0123" and the user wants the new CCR to
be Rev A, then by selecting the check box that appears, the new CCR will be "09-0123A".

4.3.255 4.3.2.5.5Printing a CCR

CCRs can be viewed and printed after the originator signs the CCRs. However, any CCR printed
before the CCB Chairperson approves it, will not have all of the electronic signatures populated.
To print a CCR we start off with the Main Menu as shown in Figure 4.3.2-40.
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El Microsoft Access - [EMD CCR Tool - Main Menu]

Criginste & new CCR, modify an
existing CCR, or clone an existing CCR
& Reegistration or User preferences
=] settings
Version 2.0 =

Search, Browse, or Print any CCR
database records

Wigw reparts For CCB meetings, open
ECOs, or specific site reporks

Adrministration Menu

Sign as a Sponsor, Procurement POC,
Stakeholder, CCE Chair, close ECOs,

or Revisit DRAFTS

Launch Word and view the ECM Users
Guide
ih' Exit toaol and return ko Desktop

[**NOTE:! Please Exit this ool
Ivia this menu, immediately,
lafter you have completed your
[CCR. Forrm work! **

Figure 4.3.2-40. Main Menu (Printing a CCR)

Click the "Search, Browse, or Print any CCR database records" button and the CCR
Search/Browse Menu is displayed as shown in Figure 4.3.2-41. There are three buttons on the

Search/Browse Menu:

1) Search/Browse all CCRs button— enables one to see all of the CCRs in the database
but does not show the Supplementary Procurement Information page of procurement
type CCRs. The Supplementary Procurement Information page is for review by

procurement officials only.

2) Search all procurement CCRs button—enables personnel that are authorized to view
"Procurement" type CCRs to see all pages of the procurement CCRs. For everyone
else, the "Search all procurement CCRs" button is gray (inactive).

3) Return to Main Menu button — this button returns you to the Main Menu.
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Microsoft Access - [ECM CCR Tool - Browse CCR Menu]

CCR Search/Browse Menu

Search/Browse all CCRs
{hide Procurement cost data)

Search all procurement CCRs
{show Procurement cost data)

4 Return to main menu

Figure 4.3.2-41. Browse CCR Menu

Since a procurement type CCR was used as the example in this guide, a procurement authorized
login was used to log into the CCR tool. So the "Search all procurement CCRs" button is active.
Click the "Search all procurement CCRs" button and the CCR Lookup Procurement form (Figure
4.3.2-42) is displayed. If the "Search/Browse all CCRs" button had been clicked a CCR Lookup
form would have been displayed.
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E Microsoft Access - [CCR LookUP - Procurement]

CCR Form | Supolsmantary Prooaement | Addionsl Sheet | S akeholder's Conturrence | EC0 Shest

ECS,/EMD Configuration Change Request

1. i i Log 3 CCR & 4. Bevs (5T b Bm# | 7. Orgs
ﬁﬂ Fowd | 2152008 | E-007S | B | (BT o7 I (1]
— —_——

8. (R Tithes I Dgrmy CCR: Peocure Meavispiens Banitenancs BCS for 2S00 RAID at DiaCH] -
LY ar Sige L i, (e 11, Prograsn: [k [&
ﬁd-el Floyd (G/15/2006 10:25:5 [ || EcseD 32012006
1% CR 14, of 15,

m Floned  03/15/2006  10:30.55 E Bowmne

6. Dol alisn Dot Inspacted: 1 7. Sehedale Iapai: 18. Allected CIfs)

Mo | o Picre
1. AlTeeted Release: 0. Dabe due e Cust 21. Estirnated cosk:
| P EEED] | Srriall <= 100,000

. Source Reberenee: [ MR (abtach) [ Action ftem [ Techomel [T GSFC

F Other: [T Taske 109, Suttask

F1. Problem:

Flrvephern LAID software af the DASCS reeds l:n-hnnunagndh'faa.'.

4. P 1 Eckath

FPurchurs ores PC for esch DSAC for the purposs of BAID softwre mansgement.

FE. ARernabi Soluli

r:-e

. Consrgeences il Change(s ) are not approved:

r!nn)ralue-.i carmal be morftoned

IT. Jusbificalisn i

Emergency | il Back 15 is "E

" e “Liegent™ )

I8, Allected Sfte{s)

™ Other:

Ceof Cewe Cwvaie Csc Fuwpoaar Fowc [ laec T ossinc

T3 Baard Comvement s!

30, Worlk Assigned Tao

31. COR Closure Dates

3% SLOV LN Char (5o, Datek

Femall-'lwd DOJIEI006 1106052

& ppgevved T App/Cem.  © Disappreed | Withdrawn

= Fed/ESDIS 1 Fred (ESDES ERD

IR EDF OB Chair {Sign, Dabe

| ml"‘rﬂ.ﬂ:mu

i Appeoved
T Ferd /U505 tRE

T AppTem. 7 Diappreved T Wikhadeawen

34, ECS CEB Chair (Sign/Balek
P«:-Iﬂtyd 5 11:08:0e

mlml,..

[ re——
T Fond /ESDMS ERE

™ App/lem. ™ Dhapprewed  Wihdramn

_ Bak |

Print

68 | M |r# of BB

Rucond [I4 Ii "

Form Wigns'

Figure 4.3.2-42. CCR Lookup Procurement Form

When the form is first displayed, the first CCR record in the database is displayed. Click the
arrow at the bottom of the form to move to the desired CCR (in this case, it is CCR 06-0075). To
print the CCR, click the "Print" button and the Office Assistant prompt shown in Figure 4.3.2-43

is displayed.
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Print Options

Please select your
type of print job.

® Print CCR #;
06-0075,

® Cancel Print.

Figure 4.3.2-43. CCR Print Options

The Office displays several print options. The options are defined as follow:

1) Print This Tab — print the tab/page (CCR Form, Supplementary Procurement,
Additional Sheet, Stakeholder's Concurrence, or ECO Sheet) that you are currently on.
Click this option and a copy of the tab/page is sent to your default printer.

2) Print CCR #: <CCR Number> - print the entire CCR. Click this option and a copy of
the entire CCR is sent to your default printer.

3) Cancel Print — Terminate print options. Click this option, the Office Assistant is
removed and the focus is placed back on the CCR form.

Click the option that is desired and then click the "Back" button at the bottom of the page to get
back to the Main Menu.

4.3.2.6 4.3.2.6CCR Coordination, Approvals

A CCR requires the concurrence/approval of several EMD entities before it can actually be
implemented. After a CCR is signed by the CCR originator, it must then be concurred with by
the Sponsor, Procurement POCs (for procurement type CCRs only), and Stakeholders. The CCR
must be approved by the CCB(s) Chairperson. The CCR tool activity for each of these
coordination entities will be discussed in this section.

4.3.26.1 4.3.2.6.1CCR Sponsor Sighature

The CCR Sponsor performs the first review of the CCR after the originator has completed the
CCR and signed it. The CCR tool sends an email message to the perspective CCR Sponsors, in
order to notify the Sponsors of a submitted CCR. This section covers the instruction of
electronically signing as a Sponsor.
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The prospective CCR sponsors will have received an email stating the CCR number that needs to
be sponsored. Upon notification, the sponsor logs into the CCR tool and the Main Menu (Figure
4.3.2-44) is displayed.

To sign a CCR as a Sponsor, first click the button in the upper-right corner of the Main Menu.

Microsoft Access - [EMD CCR Tool - Main Menu]

Sign as a Sponsar, Procurement POC,
Stakeholder, CCB Chair, close ECOs,

Qrigingte 2 new CCR, modify an M Search, Browse, or Print any CCR
existing CCR, ar clone an existing CCR database records
 — — ar Revisit DRAFTS

a Reqgistration or ser preferences
& settings

Yersion 2.0 @ Adminiskration Menu EL‘ Exit tool and return to Deskiop

Launch wWord and wiew the ECM Users
Guide

Wiew reports For CCB meetings, open
ECOs, or specific site reports

*#*MOTE: Please Exit this bool
via khis menu, immediately,
after vou have completed wour
[CCR. Form work! %

Figure 4.3.2-44. Main Menu

The My Work Menu (Figure 4.3.2-45) will be displayed next. On the My Work Menu, click the
"Awaiting Sponsor's Sig."

Microsoft Access - [ECM CCR Tool - My Work Menu]

My Work Menu

E. x% “Draft Mode"™ CCRs \/ A?\raiting Stakeholders'
; Sig.

% Awaiting Sponsor's Sig. [ | Awaiting CCB Approval
Awaiting Procurement Open ECOs
@ POCs' Sig. (for year 2005+ CCRs)

«'_| Return to main menu

Figure 4.3.2-45. My Work Menu (Sponsor Sig.)
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The My Work Menu — CCR Sponsor Signature Page (Figure 4.3.2-46) is displayed next. It will
list all of the CCRs that are available for you to sponsor.

E Microsoft Access - [ECM CCR Tool - My Work Menu - CCR Sponsor Signature Page]

CCR Sponsor Signature

CCR Identifier: | 05-0075- Review CCR

Comments {Provide If Nonconcurring{250 characters or less] Concur WfCCR

NonConcur w,/CC

Return
CCR Identifier | CCR Title
| b | 0G-0075- Demo CCR: Procure Navisphere Maintenance PCs for XZ600 RAID at DAACS
| |050332- Procure: EMD Task 107: Remote Data Storage F Y2004, Phase 2- 1.h Alternative Storage Techrologies for RDS
| |05-0350- Frocure: EMD Task 101 Renewal Maintenance - Sybase Program License, Maintenance through 12/31/.06
| |05-0336- Procure: EMD Task 101 - Microsoft Office 2003 for glicpO4
| |06-N036- Final Procurerment CCR Test 1, Create CCR
| |06-0040- Testing
| |06-0042- Bl
| [06-0047- Muodify Procurement CCR
| |06-0060- Final Procurement CCR Test
| |D6-0082- Testing ECO date
| |06-0063- Testing ECO Drafts
05-0064- flkefflckf, ki, k. f

Figure 4.3.2-46. CCR Sponsor Signature Form

Click the desired CCR listed in the CCR Identifier column and the CCR identifier will be copied
to the white space above the list of CCRs as shown above in Figure 4.3.2-46.

There are four possible actions that a Sponsor can take:

1)

2)

3)

Review CCR — click the "Review CCR" button to review the contents of the CCR.
All pages of the CCR will be available for review. If it is a procurement type CCR,
then you can also review the BOM on the Supplementary Procurement Information
page by clicking the "Display BOM" button on that page. Note, there is no
Supplementary Procurement Information page in the non-procurement type CCR.
Click the "Back" button on the Review CCR form to return to the Sponsor Signature
form.

Concur w/CCR - click the "Concur w/CCR" button if you agree with the contents of
the CCR. Once sponsor concurrence is obtained, a notification email message is sent
to Procurement POC:s (if this is a procurement type CCR) or to Stakeholders (if this is
a non-procurement type CCR) for their review of the CCR, next. Refer to Section
4.3.2.6.1.1 for prompts and responses for this action.

NonConcur w/CCR — click the "NonConcur w/CCR" button if you disagree with the
contents of the CCR. If you nonconcur, you have to provide a brief reason for
nonconcurring in the "Comments" box. The CCR tool will email the comments back
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to the originator and place the CCR in draft mode to enable the originator's revisions.
Refer to Section 4.3.2.6.1.1 for prompts and responses for this action.

4) Return — click the "Return" button if you want to return to the previous form, My
Work Menu (Figure 4.3.2-45).

43.26.1.1 4.3.2.6.1.1Concur w/CCR Action
If the "Concur w/CCR" button is clicked, the Office Assistant will respond as shown in
Figure4.3.2-47.

Confirmation Of Sponsor's
Concurrence

Are you sure that you concur this CCR
and are ready to apply your electronic

Figure 4.3.2-47. Confirmation of Sponsor's Concurrence

Click "Yes" to the Confirmation of Sponsor's Concurrence prompt and the Office Assistant will
respond as shown in Figure 4.3.2-48.

CCR Number: 06-0075- has
been approved.

Your signature has been applied to
the car as follows:
Berzell Floyd 03/15/2006 10:30:55

Figure 4.3.2-48. Sponsor Approval Response

Click OK to close the Confirmation Office Assistant and the CCR tool places the focus back on
the CCR Sponsor Signature form (Figure 4.3.2-46)

Click "No" to the Confirmation of Sponsor's Concurrence prompt the Office Assistant will
respond as shown in Figure 4.3.2-49.
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No Action

Mo changes have been made
to this CCR.

Figure 4.3.2-49. No Action Response

Click OK to close the No Action Office Assistant and the CCR tool places the focus back on the
CCR Sponsor Signature form (Figure 4.3.2-46).

43.26.1.2 4.3.2.6.1.2NonConcur w/CCR Action

For non concurrence actions, a brief comment must be entered into the "Comments" box then
click the "Nonconcur w/CCR" button. The Office Assistant will respond as shown in Figure
4.3.2-50.

E Microsoft Access - [ECM CCR Tool - My Work Menu - CCR Sponsor Signature Page]

CCR Sponsor Signature

CCR Identifier: l 06-0075- Review CCR
Comments (Provide If.Nulncuncur.rincT|{25IJ characters or less) Concur W/CCR
MNonconcur because the monitor's screen size s too small,

NonConcur w/CCR
Return

CCR Identifier | CCR Title

| b |0B-0075- Demo CCR: Procure Navisphere Maintenance PCs for ®Z800 RAID at DAACs
| |05-0332- Procure: EMD Task 107: Remote Data Storage FY2004, Phase 2- 1.h Alternative Storage Technologies for RDS Prototyping, Deskiop C
| |05-0350- Procure: EMD Task 101 Renewal Maintenance - Sybase Program License, Maintenance through 12/31/06
| |05-0356- F’.mcure' EtD Task 101 - Microsoft Office 2003 for glicp0d CCR #: 06-0075- has been
| |06-0036- Final Procurement CCR Test 1, Create CCR successfully Non-Concurred
| |06-0040- Testing
| |oB-0042- i This CCR has been sent back to
| |n6-o0a7- Modify Procurement GCR nelenareibe mos e,
| |06-0060- Final Procurement CCR Test
| |06-0062- Testing ECO date
| |0B-0083- Testing ECO Drafts

(B-0054- flkffickf kf; k;f

<
Form Yiew UM

Figure 4.3.2-50. Sponsor NonConcur

4.3.2-39 609-EED-001, Rev. 03



Click OK to close the Office Assistant and the CCR tool places the focus back on the CCR
Sponsor Signature form (Figure 4.3.2-51). The CCR has now been removed from the list and has
been placed back in draft mode to enable originator revision.

Microsoft Access - [ECM CCR Tool - My Work Menu - CCR Sponsor Signature Page] EIIEI@

CCR Sponsor Signature

CCR Identifier: ‘ Review CCR
Comments (Provide If Nonconcurring{250 characters or less) COnCUr W/CCR
NonConcur w/CCR
Return

CCR Identifier | CCR Title

| b |05-0332- Procure: EMD Task 107: Remote Data Storage FY¥2004, Phase 2- 1.h Alternative Storage Technologies for RDS Prototyping, Desktop C
| |05-0350- Procure: EMD Task 101 Renewal Maintenance - Sybase Program License, Maintenance through 12/31/08
| |05-0386- Procure: EMD Task 101 - Microsoft Office 2003 for gOicp04
| |0B-0036- Final Procurement CCR Test 1, Create CCR
| |Oe-0040- Testing
| |0B-0042- JLiimn
| |0B-0047- Modify Procurement CCR
| |0B-0060- Final Procurement CCR Test
| |0B-0062- Testing ECO date
| |06-0063- Testing ECO Drafts

(06-0064- flkeffikf: kf. k;

Figure 4.3.2-51. CCR Sponsor Signature Form

4.3.2.6.2 4.3.2.6.2Procurement POCs Signatures

The Procurement POCs (WBS Manager, Task Lead, Sub Task Lead (if assigned), SCM
Manager, and Procurement Section) reviews procurement type CCRs after the Sponsor signs the
CCR. After the Sponsor signs the CCR, the CCR tool sends an email message to the
Procurement POCs (for procurement CCRs only). This section covers the instruction of
electronically signing as a Procurement POC.

The perspective Procurement POCs will have concurrently received an email stating the CCR
number that needs to be reviewed and concurred. Upon notification, the Procurement POC logs
into the CCR tool and the Main Menu (Figure 4.3.2-52) is displayed.

To sign a CCR as a Procurement POC, first click the button in the upper right corner of the Main
Menu and labeled "Sign as Sponsor, Procurement POC - - - -"
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Microsoft Access - [EMD CCR Tool - Main Menu]

Sign as a Sponsor, Procuremnent POC,
Stakeholder, CCB Chair, close ECOs,
or Revisit DRAFTS

existing CCR, or clone an existing CCR database records

@ Originste & new CCR, modify an M Search, Browse, o Print any CCR

Reqistration or User preferences Vigw reports For CCB meetings, open Launch Waord and view the ECM Users

2

[
& settings ECDs, or specific site reports Guide
Yersion 2.0 @ Administration Menu EI-" Exit tool and return ko Deskkop

*+MOTE: Please Exit this tool
wia this menu, immediately,
after you have completed vour
CCR Form work! **

Figure 4.3.2-52. Main Menu

The CCR tool will display the My Work Menu as shown in Figure 4.3.2-53.

K Microsoft Access - [ECM CCR Tool - My Work Menu]

My Work Menu
T "Draft Mode"™ CCRs \/ Awaiting Stakeholders'
Sig.
Awaiting Sponsor’s Sig. [ | Awaiting CCB Approval
Awaiting Procurement Open ECOs
% PQCs' Sig. (for year 2005+ CCRs)
«'_| Return to main menu

Figure 4.3.2-53. My Work Menu

Click the "Awaiting Procurement POCs' Sig." button and the My Work Procurement Menu is
displayed as shown in Figure 4.3.2-54.
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Microsoft Access - [ECM CCR Tool - My Procurement Work Menu]

& Awaiting WBS Manager's
Sig.

Awaiting Task Lead's R
Sig.

Awaiting SubTask Lead's i
@ Sig. «'J

My Procurement Work Menu

AwaitingSCMMgrSig

Awaiting Procurement
Section's Sig.

Return to My Work Menu

Figure 4.3.2-54. My Procurement Work Menu

On the My Procurement Work Menu click the button for the role that you play in the CCR
approval process. In this example, the WBS Manager role is being used for demonstration
purposes. The procedure is the same for all Procurement POCs. In this example the "Awaiting
WBS Manager's Sig. was clicked and the CCR tool displayed the Procurement CCR — WBS
Manager Signature form as shown in Figure 4.3.2-55.

CCR Identifier: |

DEe-0075-

Comments (Provide If Nonconcurring{250 characters or less]

Microsoft Access - [ECM CCR Tool - Procurement Work Menu - WBS Manager CCR Procurement Secti... |;||EHZ|

Procurement CCR - WBS Manager Signature

Review CCR
Concur w/CCR

NonConcur wfCCR

Return

CCR Identifier | CCR Title
| |0B-006E- Create Procurement CCR
| |06-0063- CCR Draft Test Clane
» |06-0075- Demo CCR: Procure Mavisphere Maintenance PCs for XZ600 RAID at DAACs

Figure 4.3.2-55. Procurement CCR — WBS Manager Signature form

Click the CCR identifier in the CCR Identifier column and the CCR tool places the CCR
identifier in the CCR Identifier's box above the list.
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There are four possible actions that a Procurement POC can perform:

1y

2)

3)

4)

Review CCR- click the "Review CCR" button to review the contents of the CCR. All
pages of the CCR will be available for review. Access to the CCR's BOM is set up on
the Supplementary Procurement Information page. Click the "Display BOM" button
on that page and the BOM will be displayed. Click the "Back" button on the Review
CCR form to return to the Procurement POC's Signature form.

Concur w/CCR - click the "Concur w/CCR" button if you agree with the contents of
the CCR. Once all Procurement POCs concurrences have been obtained, a
notification email message is sent to Stakeholders for their review of the CCR, next.
Refer to Section 4.3.2.6.4.1 for prompts and responses for this action.

NonConcur w/CCR — click the "NonConcur w/CCR" button if you disagree with the
contents of the CCR. If you nonconcur, you have to provide a brief reason for
nonconcurring in the "Comments" box. The CCR tool will remove all signatures
obtained up to this point, will email the comments to the originator and other signers
and place the CCR in draft mode to enable the originator's revisions. Refer to Section
4.3.2.6.2.1 for prompts and responses for this action.

Return — click the "Return" button if you want to return to the previous form, My
Procurement Work Menu (Figure 4.3.2-54).

43.26.21 4.3.2.6.2.1Concur w/CCR Action

If the "Concur w/CCR" button is clicked, the Office Assistant will respond as shown in
Figure 4.3.2-56.

-
Confirmation Of WBS Manager's
Concurrence

You concur with this CCR and are
ready o apply your electronic
signature?

Figure 4.3.2-56. Confirmation of Procurement POC's Concurrence

Click "Yes" to the Confirmation of Procurement POC's Concurrence prompt and the Office
Assistant will respond as shown in Figure 4.3.2-57. No action is performed if "No" is clicked.
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~
CCR Number06-0075-has been signed.

P vour signatre has heen applied to the
CCR Supplementary Procurement
Information page as follows
Benzell Floyd 03/15/2006 10:34:31

£

Figure 4.3.2-57. Procurement POC Approval Response

Click OK to close the Office Assistant and the CCR tool places the focus back on the
Procurement CCR Signature form (Figure 4.3.2-58).

E Microsoft Access - [ECM CCR Tool - Procurement Work Menu - WBS Manager CCR Procurement Secti... |:||E|E\

Procurement CCR - WBS Manager Signature

CCR Identifier: | Review CCR

Comments (Provide If Nonconcurring{250 characters or less] H
NonConcur w/CCR
Return

[ | CCR Identifier | CCR Title
¥ |06-0066- Create Procurement CCR
CCR Draft Test Clone

Figure 4.3.2-58. Procurement CCR Signature Form

43.26.22 4.3.2.6.2.2NonConcur w/CCR Action

For Nonconcurrence actions, a brief comment must be entered into the "Comments" box then
click the "Nonconcur w/CCR" button. The set of actions follows similarly to Section 4.3.2.6.1.2.

4.3.2.6.3 4.3.2.6.3Stakeholder Signature

The Stakeholders are asked to review the CCR and sign, once a Sponsor has signed and also
Procurement POCs have signed (if it's a procurement type CCR). The event of the
Sponsor/Procurement POCs signing will cause the tool to email all of the perspective
Stakeholders. This email list is comprised of all of the Authorized Signers based on the checked
boxes on the Stakeholder sheet. Each Office has at least two and up to five individuals who may
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review and sign the CCR as a Stakeholder. This section covers the instruction of electronically
signing as a Stakeholder.

The perspective Stakeholder will have received an email stating the CCR number that needs to
be reviewed and concurred. Upon notification, the Stakeholder logs into the CCR tool and the
Main Menu (Figure 4.3.2-59) is displayed.

To sign a CCR as a Stakeholder, first click the button in the upper right corner of the Main Menu
and labeled "Sign as Sponsor, Procurement POC, Stakeholder, - - - - - "

El Microsoft Access - [EMD CCR Tool - Main Menu]

Sign as a Sponsor, Procurement POC,
Stakeholder, CCE Chair, close ECOs,

Originate & new CCR, modify an Search, Browse, or Print any CCR
existing CCR, or clone an existing CCR database records
or Revisit DRAFTS

& Registration ar User preferences Wigw reports for CCB meetings, open Launch Word and view the ECM Users
=] settings ECOs, or specific site reparts Guide

Yersion 2.0 @ | Administration Menu - Exit tool and return ko Deskiop

**NOTE: Please Exit this tool
Ivia this menu, immediately,
lafter you have completed your
IR, Farm workl

Figure 4.3.2-59. Main Menu

Upon clicking the aforementioned button, the CCR tool displays the My Work Menu as shown in
Figure 4.3.2-60.

ECM CCR Tool - My Work Menu

My Work Menu

“DOraft Mode" CCRs \/ gyvaiting Stakeholders'
ig.

Awaiting Sponsor's Sig. Awaiting CCB Approval

Awaiting Procurement Open ECOs
POCs' Sig. (for year 2005+ CCRs)

Return to main menu

Figure 4.3.2-60. My Work Menu

4.3.2-45 609-EED-001, Rev. 03



Click the button, "Awaiting Stakeholders' Sig." and the My Work Menu — Stakeholder's
Selection Menu is displayed as shown in Figure 4.3.2-61.

ECM CMT Tool - My Work Menu - Stakeholder Selection Menu

Please Chose The Stakeholder Concurrence That
You Would Like To Concur

Proceed

COTS Hardware “
Return To Main Menu

Figure 4.3.2-61. Stakeholder's Selection Menu

Click the pull-down menu on the Stakeholder's Selection Menu form and select the Stakeholder
role that you are representing. In this example, the "COTS Hardware" Stakeholder was selected.

Click the Proceed button and the CCR tool displays the appropriate Stakeholder's Concurrence
Signature Page as shown in Figure 4.3.2-62. Click the CCR identifier in the CCR Identifier
column and the CCR tool copies the identifier into the CCR Identifier box that is above the list.

K Microsoft Access

ECM CCR Tool - My Work Menu - Stakeholder Concurence Signature Page

Stakeholder's Concurrence
COTS Hardware

CCR Identifier: | 06-0075- Review CCR
Comments (Provide If Nonconcurring{250 characters or less] Concur W/CCR
NonConcur w/CCR
Return

CCR Identifier[  Organization-Group | CCR Title Stake
p 050075 COTS HW Demo CCR: Procure Navisphere Maintenance PCs for ®ZB00 RAID at DAACSs

| [oe-001-

COTS HW charese

Figure 4.3.2-62. Stakeholder Concurrence Signature Page
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There are four possible actions that a Stakeholder can perform:

1y

2)

3)

4)

Review CCR- click the "Review CCR" button to review the contents of the CCR. All
pages of the CCR will be available for review. For a procurement type CCR only,
access to the CCR's BOM is set up on the Supplementary Procurement Information
page. Click the "Display BOM" button on that page and the BOM will be displayed.
Click the "Back" button on the Review CCR form to return to the Procurement POC's
Signature form.

Concur w/CCR - click the "Concur w/CCR" button if you agree with the contents of
the CCR. Once all Stakeholders concurrences have been obtained, a notification
email message is sent to the CCB Chairpersons for their review of the CCR, next.
Refer to Section 4.3.2.6.4.1 for prompts and responses for this acion.

NonConcur w/CCR — click the "NonConcur w/CCR" button if you disagree with the
contents of the CCR. If you nonconcur, you have to provide a brief reason for
nonconcurring in the "Comments" box. The CCR tool will remove all signatures
obtained up to this point, will email the comments to the originator and other signers
and place the CCR in draft mode to enable the originator's revisions. Refer to Section
4.3.2.6.2.2 for prompts and responses for this action.

Return — click the "Return" button if you want to return to the previous form, My
Stakeholder Selection Menu (Figure 4.3.2-61).

4.3.2.6.3.1 4.3.2.6.3.1Concur w/CCR Action

If the "Concur w/CCR" button is clicked, the Office Assistant will respond as shown in
Figure 4.3.2-63. Click "Yes" to the Confirmation of Stakeholder's Concurrence prompt and the
Office Assistant will respond as shown in Figure 4.3.2-64. No action is performed if "No" is

clicked.

4
Confirmation of COTS HW
Office Concurrence

Are you sure that you are ready
0 concur this CCR?

iesi lle}

Figure 4.3.2-63. Confirmation of Concurrence Prompt
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Signature Has Been Applied

Benzell Floyd 03/15/2006
10:55:10

Figure 4.3.2-64. Notification of Sighature Applied

Click the OK button on the "Signature Has Been Applied" message. The message prompt is
removed, the now concurred CCR is removed from the Stakeholder's Concurrence window as
shown in Figure 4.3.2-65.

E Microsoft Access

ECM CCR Tool - My Work Menu - Stakeholder: Concurence Signature Page

Stakeholder's Concurrence
COTS Hardware

CCR Identifier: | | Review CCR ‘
Comments (Provide If Nonconcurring{250 characters or less] Concur W,!CCR ‘
NonConcur W/‘CCR‘

Return ‘

CCR Identiﬂer| Organization-Group | CCR Title Stake
0B-0013- COTS HW charese

Figure 4.3.2-65. Stakeholder's Concurrence Window

Click the Return button to return to the Stakeholder's Selection window then click the "Return to
Main Menu" button on the Selection window to get back to the Main Menu.

4.3.2.6.3.2 4.3.2.6.3.2NonConcur w/CCR Action

For Nonconcurrence actions, a brief comment must be entered into the "Comments" box then
click the "Nonconcur w/CCR" button. The subsequent steps and displayed forms will occur as in
previous sections for non concurrences.
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4.3.2.6.4 4.3.2.6.4CCB Chairperson’s Approval

Once the Stakeholders have completed the Stakeholder sheet, an email is sent to the perspective
CCB Chairperson(s), in order to notify the Chairpersons of a CCR that is ready for approval. The
CCB Chairperson(s) perform the final review of the CCR.

There are three potential CCB Chairs that may need to approve a CCR: EDF CCB Chairperson,
SCDV CCR Chairperson, and the ECS CCB Chairperson. CCB approval criteria included within
the CCR tool's code and the contents of the CCR enables the tool to determine which CCB Chair
should be required to approve a CCR. This section covers the instruction of electronically
signing as a CCB Chairperson. To sign as a CCB Chairperson, first click the button in the upper
right corner of the Main Menu (Figure 4.3.2-66) and labeled as "Sign as a Sponsor, Procurement
POC, Stakeholder, CCB Chair - - -".

K Microsoft Access - [EMD CCR Tool - Main Menu]

Originste & new CCR, madify an
existing CCR, or clone an existing CCR

& Registration or User preferences
5= setkings

Version 2.0

Search, Browse, or Print any CCR
database records

iew reports For CCE meetings, open
ECOs, or specific site reports

Z %

@ Adminiskration Menu EL‘

Sign as a Sponsor, Procurement POC,
Stakeholder, CCB Chair, close ECOs,
or Revisit DRAFTS

Launch YWoaord and view the ECM Users
Guide

Exit tool and return to Desktop

FHMOTE: Please Exit this tool
via khis menu, immediakely,
after vou have completed your
CCR Form work! **

Figure 4.3.2-66. Main Menu

Upon clicking the aforementioned button, the "My Work Menu" (Figure 4.3.2-67) is displayed.
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ECM CCR Tool - My Work Menu

My Work Menu

“Oraft Mode" CCRs \I/ gyvaiting Stakeholders'
ig.

Awaiting Sponsor's Sig. Awaiting CCB Approval

=
Awaiting Procurement Open ECOs
POCs' Sig. (for year 2005+ CCRs)

ﬂ Return to main menu

Figure 4.3.2-67. My Work Menu

Click the "Awaiting CCB Approval" button on the My Work Menu and the My CCB Chair
Signature Menu (Figure 4.3.2-68) is displayed.

& ECM CCR Tool - My Work Menu - CCB Chair Signature Page [= [5]
My CCB Chair Signature Menu

Awaiting SCDVY CCB Chair Awaiting EDF CCB Chair
Signature Signature

Awalting ECS CCB Chair 4| | Return to My Work Menu
Signature

Figure 4.3.2-68. My CCB Chair Signature Menu

Note, that there is a button for each of the CCB Chairs on the My CCB Chair Signature Menu.
Click the button for the CCB Chair that you represent. In this example, the "Awaiting SCDV
CCB Chair Signature" button was clicked. The CCR tool responds by displaying the SCDV
CCB Chair Signature window as shown in Figure 4.3.2-69.
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E Microsoft Access - [ECM CCR Tool - My Work Menu - CCB Chair Signature Page]

SCDV CCB Chair Signature

CCR Identifier: ‘ 06-0075- Review CCR

Comments (Provide If Disapproving{250 characters or less})
T Approve CCR
Disapprove CCR

Return

Identifier | CCR Title | Category Of Change &

05-0455- Procure: EMD Task 109: Clariion SCSI and Clariion Fibre Channel RAID Replacemant at EDC, Procurement

_05-0455- Procure: EMD Task 109: Clariion SC3| and Clariion Fibre Channel RAID Replacement at EDC, Procurement

T 0B-0075- Demao CCR: Procure Mavisphere Maintenance PCs for XZ600 RAID at DAACS Procurement
- 4\‘4\
0B-0075- Demao CCR: Procure Mavisphere Maintenance PCs for XZ600 RAID at DAACS Frocurement '"i)
|| 06-0075- Demao CCR: Procure Mavisphere Maintenance PCs for XZ600 RAID at DAACS Frocurement &; - 0

Maint through 12/31/05, Subtask 5, COTS 8

Maint through 12/31/05, Subtask 5, COTS 8

Figure 4.3-2-69. SCDV CCB Chair Signature

On the <CCB Chair> CCB Chair Signature window, click the desired CCR's identifier in the
Identifier column and the CCR tool copies the identifier into the CCR Identifier box as shown in
Figure 4.3.2-69.

There are four possible actions that a CCB Chairperson can perform:

1)

2)

3)

4)

Review CCR- click the "Review CCR" button to review the contents of the CCR. All
pages of the CCR will be available for review. Access to the CCR's BOM is set up on
the Supplementary Procurement Information page. Click the "Display BOM" button
on that page and the BOM will be displayed. Click the "Back" button on the Review
CCR form to return to the CCB Chair's Signature form.

Approve CCR — click the "Approve CCR" button if you agree with the contents of the
CCR. Once all CCB Chairs (if more than one is required) have approved the CCR,
Approved box is checked on the CCR Form page of the CCR; a notification email
message is sent to all parties to let them know that the CCR has been approved. The
ECO assignees are notified of their ECO tasks. Refer to Section 4.3.2.6.4.1 for
prompts and responses for this action.

Disapprove CCR — click the "Disapprove CCR" button if you disagree with the
contents of the CCR. If you disapprove, you have to provide a brief reason for
disapproving the CCR in the "Comments" box. The CCR tool check the Disapprove
box on the CCR Form page of the CCR; a notification email message is sent to all
parties to let them know that the CCR has been disapproved. Refer to Section
4.3.2.6.2 for prompts and responses for this action.

Return — click the "Return" button if you want to return to the previous form, My
CCB Chair Signature Menu, Figure 4.3.2-68.
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4.3.2.6.4.1 4.3.2.6.4.1Approve CCR Action
If the "Approve CCR" button is clicked, the Office Assistant will respond as shown in
Figure 4.3.2-70.

Confirmation of SCDY CCB
ha Chair Approval

Are you sure that you are ready
to approve this CCR?

Figure 4.3.2-70. Confirmation of CCR Approval

Click "Yes", the CCR is approved and is removed from the list of CCRs; the message prompt is
removed. Click "No" and no action is performed.

Click the "Return" button to return to the previous menu, My CCB Chair Signature Menu
(Figure 4.3.2-71).

Microsoft Access - [ECM CCR Tool - My Work Menu - CCB Chair Signature Page]

My CCB Chair Signature Menu

& Awaiting SCDV CCB Chair Awaiting EDF CCB Chair
Signature Signature
Ja% Awaiting ECS CCB Chair «'_‘ Return to My Work Menu
Signature

Figure 4.3.2-71. My CCB Chair Signature Menu

Click the "Return to My Work Menu" button on the My CCB Chair Signature Menu to get back
to the My Work Menu. Then click the "Return to main menu" button on the My Work Menu to
get back to the Main Menu. The front page of a CCB Approved CCR is shown in Figure4.3.2-72.
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E Microsoft Access -

CCR LookUP - Procurement

COR Form | Supplemartary Procunsment | Addiional Sheet | Stakabolder’s Conourmence | BCO Sheet

ECS/EMID Configuration Change Request fpe-aor=T

1. 5 2, Log Date: 1 R 4 Hew |5 T i | Rms | T, 0mgs
el Floyd 2715/ 2006 OE-0075 T S [

| — [ S—

&, R Tithes | Do CCR: Prooune Nawisphers Manbenance PCs for K2500 FAID gt DAACS

L o g Iy 10, Clasc 11. Pros [ 4l

ﬁgm 03/15/2006 10:2%:29 R EEER D

1% (IR [Dabes 14, Lk of 15

m Flond 03152006 10:30:55 H ot
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Figure 4.3.2-72. Approved CCR

4.3.2.6.4.2 4.3.2.6.4.2Disapprove CCR Action

For a Disapprove CCR action, a brief comment must be entered into the "Comments" box then
click the "Disapprove CCR" button. The Office Assistant will respond as shown in
Figure 4.3.2-73.
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Confirmation of ECS CCB
Chair Disapproval

Are you sure that you are ready
o Disapprove this CCR?

-v-(o

Figure 4.3.2-73. Confirmation of Disapproval Prompt

Click the "Yes" button. The CCR is disapproved and the Office Assistant will respond as shown
in Figure 4.3.2-74. Click the "No" button and no action will be taken.

~
ECS CCB Disapproval

This CCR has been successfully
Disaproved,

Figure 4.3.2-74. Confirmation of a CCB Chair's Disapproval

Click OK on the disapproval message. The "Disapprove" box on the CCR Form page of the CCR
will be checked. No further action will be taken on the disapproved CCR. Click the "Return"”
button on the <CCB Chair> CCB Chair Signature window and the CCR tool will take you back
to the My CCB Chair Signature Menu. Click the "Return to My Work Menu" button on the My
CCB Chair Signature Menu and the CCR tool will take you back to the My Work Menu. Click
the "Return to main menu" button on the My Work Menu to get back to the Main Menu.

4.3.2.7 4.3.2.7TECO Assignee Close ECO

Once the CCR is approved, the Engineering Change Orders (ECOs) can be worked. The ECOs
comprise the work of the CCR. Once a CCB Chairperson has approved a CCR and signed, an
email is sent to the ECO Assignees, in order to notify them that the CCR has been approved and
that the work of the CCR needs to be performed. When the ECO has been completed, the ECO
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Assignee should close the ECO. This section covers the instructions for electronically closing an
ECO.

The ECO Assigned logs into the CCR tool and the Main Menu (Figure 4.3.2-75) is displayed.

K Microsoft Access - [EMD CCR Tool - Main Menu]

Sign a5 a Sponsar, Procuremment PO,
Stakeholder, CCE Chair, close ECOs,
or Revisit DRAFTS

Originate & newe CCR, modify an Search, Browse, or Print any CCR
existing CCR, or clone an existing CCR database records

& Reqgistration or Lser preferences
& sekkings

Yersion 2.0 = Administration Menu e Exit tool and return to Desktop

ECOs, ar specific site reports Guide

View reports For CCR meetings, open m Launch Ward and view the ECM Users

**+NOTE: Please Exit this tool
via this menu, immediately,
after you have completed your
CCR: Form work! **

Figure 4.3.2-75. Main Menu

Click the "Sign as a Sponsor, Procurement POC, Stakeholder, CCB Chair, close ECOs - - -"
button in the upper right corner. Upon clicking this button, the "My Work Menu" (Figure
4.3.21176) is displayed.

E Microsoft Access - [ECM CCR Tool - My Work Menu]

My Work Menu

E. x,% “Draft Mode™ CCRs \/ Ayvaiting Stakeholders'
: Sig.
Awaiting Sponsor's Sig. (&= | Awaiting CCB Approval
Awaiting Procurement Open ECOs
@ POCs' Sig. {for year 2005+ CCRs)

«,_l Return to main menu

Figure 4.3.2-76. My Work Menu

Click the "Open ECOs" button on the My Work Menu and the frmMyWorkOpenECO form
(Figure 4.3.2-77) is displayed. All of the current user's open ECOs are displayed on the form.
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E Microsoft Access - [frmMyWorkOpenECO : Form]

Select an ECO Identifier from below and Proceed

Proceed
ECO Identifier: 06-0075--001 ﬁ
_ Retu_|

Marne Key | ECO Identifier [ Task Description [ CCR Revision | CCR Murnber | Need Date

b |bfloyd UE—DU?S——DUH Procure PCs having specifications as detailed in the - 06-0075 3/20/2006
CCR's associated Bill of Materials

] bfloyd 0B-00E8--002 ECO #2is added - (0F-0068 3/20/2006
] bfloyd 0B-00E8--001 ECO#1is added - (0F-0068 3/20/2006
] bfloyd 0B-0045--001 Regular CCR ECO - 05-0045 252202006

N bflayd 0B-0030--001 MNCR fix, ECO 1 - (0B-0030 21572006

Figure 4.3.2-77. List of Open ECOs

Click the ECO identifier of the ECO (to be closed) in the ECO Identifier column and the CCR
tool will copy the identifier into ECO Identifier box above the list. Click the "Proceed" button
and the CCR tool displays the Office Assistant message as shown in Figure 4.3.2-78.

Your ECO was found in the
database

Yaour ECO Murnber of 06-0075--001
was found and it's status is Open .

2158/2006

Figure 4.3.2-78. Confirmation For Finding Open ECO

Click the OK button on the Office Assistant and the CCR tool displays the next Office Assistant
message as shown in Figure 4.3.2-79.
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jJZLIMLILIh-

Closing ECO #:
06-0075--001.

would you like to close ECO #:
06-0075--001

esl| | o

2/15/2008

rh

Figure 4.3.2-79. Closing ECO Message Prompt

Note, there are two possible responses, "Yes" and "No." Section 4.3.2.8 (below) covers what
happens if "Yes" is selected. Section 4.3.2.9 covers what happens if "No" is selected.

4.3.2.8 4.3.2.8ECO Assignee Close ECO

Click "Yes" and the CCR tool responds with the Office Assistant message shown in Figure4.3.2-
80. At this point, the select ECO has been closed and the close date is been entered.

YYou have Closed Your ECO

Your ECO has now been
Closed! 03/15/2006 11:28:36

el

2152006
2
A

Figure 4.3.2-80. Confirmation of Closed ECO

The ECO is no longer listed in the list of ECOs (see Figure 4.3.2-81).

4.3.2-57 609-EED-001, Rev. 03



E Microsoft Access - [frmMyWorkOpenECO : Form]

Select an ECO Identifier from below and Proceed

Proceed
Return

Marne Key | ECO ldentifier [ Task Description [ CCR Revision | CCR Number | Need Date
» [bloyd| 05-0068-002 ECO#2 is added - 05-0068 3/20/2008

ECO Identifier:

[ bfloyd 06-0065--001 ECO#1 is added - 06-0066 3/20/2006
I bflayd 06-0045--001 Regular CCR ECO - 06-0045 2/22/2006
| bfloyd 0B-0030--001 MCR fix, ECO1 - 0B-0030 2115/2006

I bflayd 0B-0029--001 Check NCR Fix 1 - OB-0029 2/8/2006

Figure 4.3.2-81. List of Remaining ECOs

Click the "Return" button to return to previous menu and then the "Return" buttons on the
following menus to get back to the Main Menu.

4.3.2.9 4.3.2.9No Response to Close ECO

If "No" is clicked, the CCR tool responds with the Office Assistant message shown in
Figure4.3.2-82. Click "OK" on the message prompt. The Office Assistant message is removed
and no action is performed on the ECO. Figure 4.3.2-80 is displayed. At this point, either an
ECO identifier can be selected again or the "Return" button can be used to get back to previous
forms and eventually to the Main Menu.

You have chosen no.

‘fou have chosen not to close
this ECO #: 06-0075--001

21572006

Figure 4.3.2-82. Choose Not To Close ECO Response
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4.3.2.10 4.3.2.10Searching the CCR Database

The Microsoft® Access Main Menu provides excellent search capabilities in conjunction with
the EED CCR Tool's tables. Select the binoculars icon within the Tool main menu (top right) to
search across all CCRs that are in the Access database (the text to the right of the binoculars is
Search across entire CCR database for any information.). Any CCR field may be searched,
within the set of CCR form tabs: CCR Form, Additional Sheet, Stakeholder's Concurrence, or
ECO Sheet.

It is quite useful to search the database for any information about all CCRs. Microsoft® Access
provides the functions for performing searches. It is easiest to show by example.

To obtain a particular CCR that is already in the database, perform the following steps:

1) Select the "Search across entire CCR database for any information." button on the
EED CCR Tool main menu. The button has a set of binoculars as an icon.

2) The tool will then launch the CCR form for the cover sheet for CCR 05-0001, which
is the first CCR record carried within the tool. Each field can be searched for any
character string, and, multiple field searches are also possible. To select CCR 05-
0108, set the mouse cursor to the left of the 05-0001 text. The mouse wheel, when
moved, will allow incremental movement across the database, but to get right to the
CCR of interest, continue with steps below. Note that all of the CCR data can be
readily viewed across all four Tabs mentioned above. Refer to Figure 4.3.2-83 on the
next page.

3) In the Microsoft® Access menu bar at the very top of the window, note the three filter
icons: Filter by Selection, Filter by Form, and Apply Filter. Positioning the mouse
cursor on a Filter icon will cause some text from Access to appear to indicate the icon
function. Three filter icons, which look like funnels, are present in the Access main
menu bar once the binoculars button within the Access application is selected.

4) In the first Search example, the CCR 05-0108 will be obtained. After placing the
mouse cursor in the CCR Form field "3. CCR #:", sclect the Filter icon in the Access
main menu bar that has the form next to the Filter icon (Filter by Form). Ensure that
all of the fields are blank (use the delete key to blank any that are not), then place the
mouse cursor in the "3. CCR #:" text box.

5) Next, type in the CCR of interest, in this case, 05-0108. Then select the Filter icon in
the main menu bar. CCR 05-0108 will then be displayed. To return to the Main
Menu, select the "Return to main menu" button on the bottom of the CCR page.

6) Similarly, and text can be searched within any of the CCR fields.

7) Next a search will be performed for all of the AMASS CCRs.

8) Select the binoculars in the Main Menu form.

9) Place the mouse cursor in the "8. CCR Title:" field, then select the Filter by Form
icon on the Access main menu bar.

10) Delete any fields, then place the mouse cursor in the 8. CCR Title text box. Enter the
text *¥AMASS*. The wild card asterisks indicate that any text may exists before and
after the AMASS string in any CCR Titles.
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11) Select the Filter icon. Note that 5 records are returned. This is indicated at the
bottom of the form, by the text "Record 1 of 5 (Filtered)". The mouse thumbwheel
can then be used to view each of the 5 returned AMASS CCRs.

12) Notice that the text searches are case insensitive. In this case, both strings AMASS
and Amass provide hits.

13) All of the CCR tool form fields can be similarly searched.

ECM CCR Tool o =] 3
HRESsUYBYE IO

JEiIe Edit Insert Recon e, By Selection

R
CCR Form |Additional Sheet | Stakehalder's Concurrence | ECO sheet | 1=l
ECS/EMD Configuration Change Request [o5-0001-
1. Originator: 2. Log Date: 3. CCR #: 4, Rey: (5. Telephone: b, BEm & 7. Org.:
IByron ¥, Peters | 1/6/2005 | 05-0001 | - | (301) 925-0530 | 3107 | SE
8. CCR Title: IInstaII AMASS libsched Test Executable
9. Originator Signature /Date: 10. Class: 11. Program: 12. Need Date: e
IByron V. Peters  06,/02/2005 18:02:44 | 1 | ECS/EMD | 1/12/2005
13. CCR Sponsor Signature;/Date: 14. Category of Change: 15. Priority:
Pamela Johnison 01/05/2005 12:00:00 | 1 Routine
16. Documentation/Drawings Impacted: 17. Schedule Impact: 18. Affected CI{s):
|N,-’A | M IStorage Maragement
19. Affected Release: 20. Date due to Customer 21. Estimated cosk:
|None | 1/12/2005 | More
22. Source Reference: ¥ NCR {attach} [~ ActionItem [ Tech.Ref. [ GSFC r Dther:l - _I

Recard: I4| ol || 1 » |H|H@| of 250

|F0rm\-'iew ,_,_,_,_I_W,_,_ A
ijstartl e 5@ >| @sev.| Sop.. | Scp.| Bem.. | Q.. | Beo.|[Bor. (G2 0sam

Figure 4.3.2-83. CCR Form Showing Tabs and Filter Controls

4.3.2.11 4.3.2.11CCR Reports

Several CCR Reports can be produced by the CCR tool. To get to the Reporting capability, click
the "View reports for CCB meetings, open ECOs, or specific site reports" button on the Main
Menu. Below is a brief description of these reports.

4.3.2.11.1 4.3.2.11.1New CCRs

The CCRs are those that are in the CCR database that have not been approved, are not
Procurement type CCRs, and are not Draft CCRs. Selecting this button will provide options to
Submit, Preview, or Cancel. Typically, Preview is selected just to see the list of new CCRs. A
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date field allows an Agenda Date to be selected. Currently, these Agenda Dates fall on
Thursdays to support the SCDV CCB.

The Cancel button, when selected, simply returns the User back to the CCB Agenda CCR
Reports menu.

4.3.2.11.2 4.3.2.11.2Deferred CCRs

These CCRs have been presented to the CCB at least one time, but have been deferred for some
reason. Typically, more time is needed to enable the CCR to continue.

4.3.2.11.3 4.3.2.11.3Approved Out of Board CCRs

Most CCRs do not need to be presented at a CCB meeting, and can be approved out of
board. An example is a Custom Code type CCR, which is generally approved the same day that
it is written. This report function will show these CCRs. The period of time reflected in the
report is from the Begin Date to the End Date, which can be varied according to the User's
needs.

4.3.2.11.4 4.3.2.11.4SCDV/DAAC CCB Open ECOs

Engineering Change Orders represent the work of the CCR. Once the CCR is approved, all of its
associated ECOs become valid. ECO assignees should try to close the ECOs to the Due Date
specified. These reports provide visibility to all approved CCRs' ECOs.

Open ECOs can pertain to the DAACs or Riverdale. This button, when selected, provides the
User a choice to select either Riverdale or DAAC. Also an Agenda date can be entered. This
date is used to determine the differences in the ECO due dates with the current date (Agenda
date).

4.3.2.12 CCR Tool Problem Reporting

Anyone may create a new Trouble Ticket (TT) to document a problem with the tool. Use
Seapine's TestTrack Pro tool to create a new TT. Before writing and submitting a new TT, do
the following:

1) Review the ECM CCR Tool User's Guide to determine if you are executing the CCR
tool properly. If not, follow the instructions in the guide.

2) Contact the CCR Tool Admin and ask for assistance.

3) Review the existing TTs and determine if your issue has already been reported. This
is necessary to avoid duplicating an existing TT.
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4.3.3 IBM® Rational® ClearCase® Baseline Manager (BLM)

ClearCase BLM is a custom application specifically designed to serve as an efficient
configuration management tool to manage the ECS Baseline. It generates and maintains records
that describe the compositions of the baseline operational system configurations for the DAAC:s,
ECHO, VATC, PVC, EDF, URS, and Earthdata hosts at Riverdale and the Goddard Space Flight
Center. These records identify baseline versions of hardware and software items as well as their
relationship. BLM keeps chronological histories of baseline changes and provides traceability to
predecessor versions and system releases.

BLM produces 34 html format Technical Documents comprising over 300,000 lines of
information.

In addition the tool provides visibility as a function of approved CCRs as well as references to
associated Release Notes documents.

These 34 reports are accessible at URLs:

http://pete.edn.ecs.nasa.gov/baseline/ (for Riverdale use only, primary repository)
http://ebis.gsfc.nasa.gov:10160/baseline/ (ESDIS access only)
http://e5iil01v.cr.usgs.gov:10160/baseline/ (LP DAAC access only)
http://15iil01v.larc.nasa.gov:10160/baseline/ (ASDC access only)
http://n5iil01u.ecs.nsidc.org:10160/baseline/ (NSIDC access only)

The design of the distributed EBIS web servers and reports ensures that the ECS Information
System (EBIS) information is secure.

BLM maintainss a set of ClearCase version controlled elements along with scripts and internal
information about how they relate. Control item identifier (CID) records represent resources
such as COTS software and host names that together form operational systems. BLM’s catalog
of control item identifiers resides in the /ecs/cm/CIDs directory. The ClearCase BLM tool is an
enhanced ClearCase GUI (OSF/Motif) that uses the capability of ClearCase to manage the GUI
scripts, records, and posting and replication scripts. Baseline records can only be modified with
approved CCRs.

BLM is installed only at the EDF in Riverdale, MD. It is used by CM personnel to manage
baseline data about resources deployed to all external ECS sites, including the DAACs, ECHO,
as well as the three internal ECS sites, the PVC, VATC, and the EDF. Recent additions include
the URS and Earthdata sites.

4331 Internal ClearCase BLM Data Constructs

The ECS baseline data for COTS software, COTS software patches, operating systems, operating
system patches, data files, databases, ECS hosts and host functions, resides in ClearCase as
“text_file” elements. A default configuration specification is used to manage the information
using the CM_MASTER view tag name.

A variety of files and methods hold this information and is explained in detail below. Note that
the architecture of the data design portion of BLM minimizes the number of steps to update the
baseline by implementing newly approved CCRs.
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There are 10 data constructs described below. One or more constructs is referenced by scripts in
order to generate the specific baseline reports.

4.3.3.1.1 Control Item Identifiers

This describes the Control Item Identifiers (CIDs) for the ECS COTS software. The ClearCase
directory that holds all of the CIDs is /ecs/cm/CIDs/. Within this directory are ClearCase
text file elements. Text file elements are used because they can be directly edited, and they
require the least amount space for storage.

Each CID is a Comma-Separated Variable (CSV) formatted file, which means that each of the
fields uses a comma (,) as a delimiter. This format was chosen since the files can be readily
exported/imported with Microsoft Windows products, such as Excel. The record format for each
CID is contained on one line, and consists of 16 items, described below:

1) ECS NAME - This is the name of the ECS COTS S/W, using a familiar
nomenclature. The ECS NAME may contain 30 characters or less, with no embedded
commas. Other restricted characters are: !, @, #, $, %, ", &, *, ~, *, ?. These
characters have special meaning in the UNIX Operating System.

2) COMMODITY CODE — A character used to convey the procurement nature of the
COTS product. This field is 1 character, and can be a “P” to mean Purchased, and
“F” to mean Freeware, an “S” to mean Shareware, or a “-* to mean “unknown”.
These four characters are the only characters known to the algorithms that reference
this field.

3) RESP ORG — This is the Responsible Organization, or the group which has the most
knowledge regarding the use and placement of the product. A maximum of 6
characters may be used to represent the RESP ORG item within each CID record. A
“-* indicates that the RESP ORG is unknown.

4) VARIANT — This item may use at most 10 characters, and is the host operating
system that would have this COTS software installed. Current variants are “Linux”,
“Windows”, MacOS, CentOS, VMware ESXi, Solaris, and “JunOS”.

5) MFR/DEV NAME — This is the manufacturer or developer of the COTS software. A
maximum of 30 characters can be used to represent the name of the manufacturer or
developer. A “-“indicates that the MFR/DEV NAME is unknown.

6) VERSION — This is the version of the COTS software. Specifically, the version
nomenclature used by BLM is the manufacturer nomenclature. The manufacturer
nomenclature may contain “minor” version information that must be represented in
the baseline data for accurate tracking and identification. A maximum of 21
characters can be used to represent the VERSION.

7) PRINCIPAL DIRECTORY — A maximum of 50 characters conveys the installation
location. Nearly all COTS software resides in multiple sub directories. To keep the
installation location reasonable, the highest sub directory is represented. All of the
COTS software must reside at the PRINCIPAL DIRECTORY level or lower.

8) CONTROL ITEM ID — A Control Item Identifier (CID) is a 9 character string which
uniquely identifies a record with the /ecs/cm/CIDs BLM directory. The first
character is always a “b”, and is always followed by an 8 character integer. The
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storage of this value in the record, which is also the file name within the
/ecs/cm/ClIDs directory, provided redundancy. CID values range from b00084000
through b00087000.

9) COMMENT - In order to provide further information, a maximum of 60 characters
may be used. Commas may not be used, as well as the character set described in the
ECS NAME field in 1).

10) CRITICAL ITY — Each COTS software is either Critical or Not Critical. A Critical
COTS S/W product is required in order that the custom software may operate on the
installed host. The CRITICALITY is either “YES”, “NO”, or “-* for unknown. This
field must be equal to or less than 3 characters in length.

11)ITEM SUBCLASS — A maximum of 7 characters may represent the item subclass.
Typical subclasses are “program” or “OS”, and describe a major category in which
the COTS software belongs. Nearly all CIDs are either “program” or “OS”
(Operating System). A “-“ indicates that the ITEM SUBCLASS is unknown.

12) REF CODE — A REF CODE may be at most 1 character, and is a Reference Code. A
“-“ indicates that the Reference Code is unknown.

13) CSCI — Computer Software Component Identification — A CIDs CSCI may be at
most 5 characters. A “-““ indicates that the CSCI is unknown.

14) RELEASE NOTES — Usually, but not always, a COTS software product uses a
Software Release Notes document to provide installation instruction, installation
hosts, and a variety of other pieces of information. The format of this record may use
a maximum of 16 characters. A typical Release Notes field looks like “914-TDA-
349”. A “914-TDA-none” is used if the Release Notes is not applicable.

15) CCR — Configuration Change Request. As any baseline change requires a CCR, it is
useful to contain this number in the CID record. A CCR may contain up to 7
characters, but usually 6 characters are sufficient. A CCR looks like “14-0123.
Revision A to CCR “14-0123” would be “14-0123A”.

16) EFFECTIVITY DATE — The BLM tool uses the CCR approval date as the effectivity
date The EFFECTIVITY DATE contains 8 characters, and is of the format
mm/dd/yy, e.g., “03/20/14”.

4.3.3.1.2 Current Hosts List

The Current Hosts list contains all of the ECS baseline hosts. The ClearCase path is
“/ecs/cm/host_data/current hosts”. The UNIX file date for this file is the timestamp to indicate
when the file was last changed.

There are as many lines to the file as there are current hosts. There are four fields within each
record. Column 1 is the ECS host name. Column 2 is the ECS sub system to which the ECS

host belongs. Column 3 is the CSCI for the ECS host, and column 4 is the ECS host major
function.

1) ECS Host Name — This is the string returned from “uname —n” while logged onto the
ECS host. Host name formats are 7 letters, generally. The first letter designates the
ECS site, “e” for EDC, or LP DAAC, “c” for ECHO, “1” for LaRC, or ASDC, “n” for
NSIDC, “p” for PVC, “t” or VATC, “f” for EDF, and “D” for Earthdata. Also, the
letters “c”, “d”, “f”, and “i” designate the Riverdale Linux Evolution hosts. (e.g.,
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“c5¢bl01v”). ECHO host names do not follow ECS naming conventions but are
alphabetic strings from between 3 and 10 characters. URS host names begin with the
string “urs”. Earthdata host names are functional in nature.

2) ECS Host Subsystem — This is the ECS functional component. The sub system name
is three letters followed by the word “Subsystem”. The second column is always
exactly 13 characters long, e.g “AST Subsystem”.

3) CSCI — A specific set of up to 5 characters which identify the Computer Software
Component Identification.

4) ECS Host Major Function — Each ECS host exists for a purpose. The purpose is
stated in column 4 of this construct, and may contain a maximum of 30 characters.

4.3.3.1.3 Data List

There are two entities that are present in the reports, “data” and “databases”. The Data List
construct exists to provide the “data”. This construct path is /ecs/cm/BLM/host data/data, and is
a ClearCase text file element that is directly editable. It is a CSV formatted file.

Each record (line) within this file is comprised of 7 fields:

1) ECS Host Name — This is the name of the hosts, e.g., “e5eil01”. The name can be a
maximum of 10 characters.

2) Data Name — This is the data that is conveyed by the Construct. A typical data name
is “Production data”, or “Ingest files”. The Data Name can have a maximum of 50
characters.

3) Data Version — This is the version of the Data Name. This can be at most 7
characters, and represents the major version of the data, such as “REL 8.3”.

4) Data Construct Type — For this construct, the fourth field must always say “data”.

5) Data CID — Data Control Item Identifier. This field has a CID format entry, and has
to be exactly 9 characters in length.

6) Data CSCI — Computer Software Component Identification — A CSCI may be at most
5 characters.

7) Data Responsible Organization — The ECS organization who isthe owner of the data.
This field may be a maximum of 6 characters.

4.3.3.1.4 Databases List

There are two entities that are present in the reports, “data” and “databases”. The Databases List
construct exists to provide the “databases.” This  construct path is
/ecs/ecm/BLM/host_data/databases, and is a ClearCase text file element that is directly editable.
It is a CSV formatted file.

Each record (line) within this file is comprised of 8 fields:

1) ECS Host Name — This is the name of the hosts, e.g., “e5eil01”. The ECS Host Name
can be a maximum of 10 characters.

2) Database Name — This is the data that is conveyed by the Construct. A Database
Name example is “AIM DB”. The Database Name can have a maximum of 50
characters.

3) Database Version — This is the version of the Database Name. This can be at most 7
characters, and represents the major version of the database, such as “8.3”.
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4) Database Construct Type — For this construct, the fourth field must always say
“database”.

5) Database CID — Database Control Item Identifier. This field has a CID format entry,
and has to be exactly 9 characters in length.

6) Database Code — A single character, either blank, or the letter “I”.

7) Data CSCI — Computer Software Component Identification — A CSCI may be at most
5 characters.

8) Data Responsible Organization — The ECS organization who is the owner of the
database. This field may be a maximum of 6 characters.

4.3.3.1.5 Hosts’ Functions List

In the ClearCase BLM 920-TDx-002 Hardware/Software Map reports, there may be a few lines,
just after the host name, that describe more host attributes, or functions, such as ” FLEXnet
License  Server”, or “NIS  Master Server”. This  construct  path s
/ecs/cm/BLM/host data/host functions, and is a ClearCase text file element that is directly
editable. Each record consists of two column groupings.

Each record (line) within this file is comprised of the following:

1) ECS Host Name — This is the name of the host, e.g., “e5eil01”. The ECS host name
has a maximum of 10 characters. The ECS host name must begin in column 1.

2) Host Function — This is a text string with a maximum of 50 characters. This
descriptive text provides information regarding host functionality. The Host Function
text must begin in column 14, in order for the data to align correctly in the reports.
Embedded commas are permitted in this construct.

Note that the spacing of the host name and the text appears in the record lines exactly as in the
output 920-TDx-002 reports. No reformatting of the data is performed in the generation of the
reports.

4.3.3.1.6 4.3.3.1.6 Control Item Identifier Type List

Another piece of information is required for the 920-TDS-004 report. This is the CID category.
Examples of these are: Compilers, Editing & Viewing, Operating Systems, and the like.

Each record of this file consists of two column groupings:

1) Functional Group Name — The first character of the string must be placed in column
1. The string length may be up to 38 characters.

2) CID — Control Item Identifier number. This number must exist with the /ecs/cm/CIDs
directory, described above as Data Construct 1. The 9 character CID must begin in
column 39.

4.3.3.1.7 Operating System Patch Sets

These are sets of information residing in the directory /ecs/cm/BLM/patch_sets/. There are about
20 patch sets that are named according to their function. A patch set name may be up to 30
characters in length. An example Patch Nomenclature name is “RedHat 6.5 core”. Each line
within a patch set (record) is comprised of 6 column groupings, and are described below:
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1) Patch Nomenclature — This is a name of the patch set. The string must start in
column 4, and may use up to column 27, for a total maximum character length of 24
characters.

2) Patch Description — A comment-like character string that adds information value and
detail to the Patch Nomenclature. This data must start in column 29 and be complete
by column 83 (or a maximum string length of 55 characters).

3) Patch reference — With each patch release, there is a related Release Notes Technical
Document, e.g., 914-TDA-430, or a related Patch Technical Document, such as 911-
TDA-034. This field begins in column 85 and is 16 characters in length (to column
101).

4) CCR — This is the CCR number which authorized the patch set’s placement in the
ECS baseline. Columns 107 through 114 contain the CCR number.

5) Release Notes tech doc - With each patch release, there is a related Release Notes
Technical Document, e.g., 914-TDA-430. This field begins in column 118 and is 16
characters in length (to column 133).

6) ECS Subsystem — Up to three characters long, this field relates the patch information
to the sub system, such as “IDG”.

Note that the column positions are critical; the generated 920-TDx-014 Operating System Patch
Maps take these records and directly import them into the records with no reformatting.

With the introduction of the Linux Operating System, all Operating System RPMs (Package
Manager) are now carried in the baseline. Please reference the new EBIS Technical Document
911-TDA-035, for example, to view the Red Hat Linux Release 6 update 4 method for patching
the Operating System.

4.3.3.1.8 Configuration Change Request (CCR) Data

The BLM Tool relates all change requests to the items changed, including an effectivity date.
This construct exists as directory /ecs/cm/CM. Under this directory are sub directories, one for
each CCR year. For the year 2014 the sub directory name is 2014 CCRs. So any 2014 year
CCRs are found in the path: /ecs/cm/CM/2014 CCRs/.

For each CCR, another sub directory exists, which consists of the last four digits of the CCR, or
five digits if the CCR has been revised, like “0123A”. The first two digits of the CCR
represent the year. So for the example of the CCR 14-0123A, a directory
/ecs/cm/CM/2014 CCRs/0123A/ exists. This constructprovides the relations of the CIDs to the
ECS hosts. For each CCR sub directory, there are the following sub constructs:

1) “CID_map” file — This file, always named “CID_map”, provides the relations of the
Machine Impacted file(s) (MI) to the CIDs. It always has at least one line, but may
contain more than one line, as a single CCR may relate more than one CID to a host
set (MI) file. It has two columns. The first column is the name of an “MI” file, up to
20 characters in length.

2) “MI” file(s) — This is an abbreviation for the “Machines Impacted” file. The source
of this information is derived from the CCR’s Release Notes document
(914-TDA-xxx) or Installation Instruction. Within the Release Notes document is a
section that describes which hosts should receive what COTS software. Most CCRs
have a CID_map file with only one MI and CID.
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4.3.3.1.9 ClearCase BLM Sequencer

File “/ecs/cm/BLM/scripts/Sequencer” controls which CCRs are applied to the baseline and in
what order. This editable yet executable file provides the mechanism for relating the application
of CCRes, their MI files and CID_maps, to populate what is known as the “dartboard” area. The
first record in this file applies the first CCR to a “null,” or empty baseline. The last record
applies the last CCR to the “dartboard”. The format of each record of this file is:

1) Function Call — This is always the same string,
“/ecs/cm/BLM/scripts/Implement CCR”. This function applies the first argument of
the call, which is the CCR, to the “dartboard”.

2) CCR - Configuration Change Request. A number that identifies a change to a
baseline. It authorizes the application of a COTS software product to an ECS host or
set of ECS hosts.

3) Comment 1 — This comment is the “function”, or COTS software name, of the CCR.

4) Comment 2 — The CCR approval date (Effectivity Date)

5) Comment 3 — This is the Release Notes Technical Document number which is
referred to in the CCR.

4.3.3.1.10 ClearCase BLM Dartboard

The ClearCase Derived Objects, located within the “/ecs/formal/BLM/dartboard” directory,
comprise the Dartboard. This directory contains one file representing the collective assembly of
all applicable COTS S/W products as authorized by approved CCRs for each ECS host. COTS
software application is performed by using file concatenation. The earliest approved CCRs

appear first in these dartboard files. The last approved CCR appears as the last entry in these
files.

Each dartboard file name is an ECS host name like “e5eil01”.

The format of each line in a host dartboard file is as follows:

1) ECS host name — This is the ECS host name.

2) Authorizing CCR — This is the CCR from the Sequencer file.

3) BLM Tool user — This is an authorized User of the ClearCase BLM tool.

4) Timestamp — This is the time at which the CCR was applied to the file in the
dartboard.

5) CID — This is the entire contents of the CID record, as specified by the CCR’s
CID map, Ml files, and CID reference.

Note that Data Construct 10 is a ClearCase derived object, and is not “checked-in” like the first
Data  Constructs. The  dartboard  directory in  conjunction  with  the

“/ecs/cm/BLM/host_data/current _hosts” file is used to populate the 920-TDx-002 Hardware
Software Map Technical Documents.

4.3.3.2 ClearCase BLM Graphical User Interface (GUI)

The ClearCase BLM tool makes use of an OSF Motif graphical user interface. This provides
convenient drop down menus, and provides a convenient method for dynamically formulating
the contents of the drop down menus. The ClearCase BLM tool runs on the Red Hat Linux
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operating system. It is always launched on Linux host “c5cbl01v.” The GUI uses “gedit” for
text editing.

4.3.3.2.1 ClearCase BLM Main Menu

Select the “New CCR” item from the BLM Main Menu. Use this to step through the process of
producing the new baseline reports. This document provides instructions for SDPS although the
other sites are processed similarly. The other sites are ECHO, URS, and Earthdata.. The design
of the tool’s GUI has been optimized to minimize the steps and time needed to create the reports.
Refer to Figure 4.3.3-1 to view BLM Main Menu.

File Browser - Reflection X Advantage

Hew_CCR |

‘ecs/on/BLH |L|

] ] ] ] ] ﬁ

I~ I
View is: CH_HASTER

Figure 4.3.3-1. BLM Main Menu

4.3.3.2.2 BLM “Modify SDPS Sequencer”

The Sequencer is shown in Figure 4.3.3-2 below. This figure shows the last entries of the
Sequencer. Usually the CCR is added to the end of the Sequencer. The entries are ordered
according to approval dates. Sometimes, earlier entries or CCR constructs may need to be
removed, so that the previous version of a COTS product will not appear in the 920-TDx-002
reports. The Sequencer is internal to the tool and is not exported.

Other less frequently used data may need to be altered, and again this depends on the nature of
the CCR. To remove an ECS host for example, select the “Update Current ECS Hosts” menu
line item, and delete the ECS host. If a new CID is added to the database, its function must also
be added using the “Update CID Functions” line item.

There are four site baselines that are managed, SDPS, ECHO, URS, and Earthdata. SDPS
includes the LP DAAC, ASDC, NSIDC, PVC, EDF, and VATC environments.

Each site has five components, “Modify Sequencer”, “Modify CIDs”, “Modify Hosts”, “Build
Baseline”, and “Promote Baseline”.
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Figure 4.3.3-2. BLM New_CCR Drop Down Menu

4.3.3.2.3 BLM “Modify SDPS Sequencer”

The Sequencer, depicted in Figure 4.3.3-3 is then updated. The new CCR is added to the
Sequencer by its approval date shown in column 4. Earlier entries or CCR constructs may need
to be modified so that the previous version of a COTS product will not appear in the
920-TDx-002 reports. The Sequencer is internal to the tool and is not exported.
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Figure 4.3.3-3. BLM Modify SDPS Sequencer

4.3.3.2.4 BLM “Modify SDPS CIDs”

Selection of the “Modify SDPS CIDs” menu item enables the modification of the SDPS CIDs
file. See Figure 4.3.3-4 below for the typical content of the “CID_functions SDPS” file. There
are three columns showing the CID category, CID, and contract. The CID list is alphabetically
sorted. This file is used primarily to generate the 920-TDS-030 Where-Used Report for the LP
DAAC, ASDC, NSIDC, PVC, VATC, and EDF environments.
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4.3.3.25 BLM “Modify SDPS Hosts”

Selection of the “Modify SDPS Hosts” menu item enables the modification of the SDPS host list
file. See Figure 4.3.3-5 below for the contents of file “current hosts SDPS’. There are four
columns showing the host name, host subsystem, HWCI, and the host’s functional name. The
host list is alphabetically sorted by host name. This file is used primarily to generate the 920-
TDS-005 SDPS Hosts report. It is also used to generate the 920-TDx-002 Hardware-Software
Reports for the DAACs, PVC, VATC, and EDF environments.
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Figure 4.3.3-5. BLM Modify SDPS Hosts

4.3.3.2.6 BLM “Build SDPS Baseline”

Selection of the “Build SDPS Baseline” menu line item will generate all of the new baseline
technical documents for SDPS and place them on the primary EBIS server at Riverdale in the
/QA_Check/ directories for review. This ensures that there is a step to ensure correctness before
the “Promote SDPS Baseline” step. The message below shown in Figure 4.3.3-6 appears and
stays until the baseline build is complete.
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Figure 4.3.3-6. BLM SDPS Baseline

4.3.3.2.7 BLM*“Promote SDPS Baseline”

Selection of the “Promote SDPS Baseline” menu item will move (promote) the newly generated
versions of the 34 reports from all of the “/QA Check/” directories in the Riverdale EBIS file
system to all of the /Current/ directories. Secure shell scripts are then executed to replicate the
new reports to the 4 remote EBIS sites to include LP DAAC, ASDC, NSIDC, and the EBIS
server for ESDIS. The previously /Current/ versions are moved to the /Previous/ directories.
The reports are discussed in Section 4.3.3.3 below.

All document versions are increased by “1” and the revisions updated on the Technical
Documents web pages. A time stamped log file is written to /ecs/cm/BLM/logs.
4.3.3.3 ClearCase BLM Reports

The 34 reports that are automatically produced by the ClearCase BLM tool are listed in Table
4.3.3-1. A total of over 300,000 lines of configuration data are in all of the reports.

Table 4.3.3-1. BLM Produced Reports (1 of 2)

Document Number Title
920-TDE-002 LP DAAC Hardware-Software Map Report
920-TDL-002 ASDC DAAC Hardware-Software Map Report
920-TDN-002 NSIDC DAAC Hardware-Software Map Report
920-TDV-002 VATC Hardware-Software Map Report
920-TDP-002 PVC Hardware-Software Map Report
920-TDF-002 EDF Hardware-Software Map Report
920-TDC-002 ECHO Hardware-Software Map Report
920-TDU-002 URS Hardware-Software Map Report
920-TDD-002 Earthdata Hardware-Software Map Report
920-TDS-004 SDPS COTS Software Baseline Report
920-TDC-004 ECHO COTS Software Baseline Report
920-TDU-004 URS COTS Software Baseline Report
920-TDD-004 Earthdata COTS Software Baseline Report
920-TDS-005 SDPS Hosts Report
920-TDC-005 ECHO Hosts Report
920-TDU-005 URS Hosts Report
920-TDD-005 Earthdata Hosts Report
920-TDS-007 SDPS Critical COTS Software Report
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Table 4.3.3-1. BLM Produced Reports (2 of 2)

Document Number Title
920-TDC-007 ECHO Critical COTS Software Report
920-TDU-007 URS Critical COTS Software Report
920-TDD-007 Earthdata Critical COTS Software Report
920-TDE-014 LP DAAC Hosts’ Operating System Patches Report
920-TDL-014 ASDC Hosts’ Operating System Patches Report
920-TDN-014 NSIDC Hosts’ Operating System Patches Report
920-TDV-014 VATC Hosts’ Operating System Patches Report
920-TDP-014 PVC Hosts’ Operating System Patches Report
920-TDF-014 EDF Hosts’ Operating System Patches Report
920-TDC-014 ECHO Hosts’ Operating System Patches Report
920-TDU-014 URS Hosts’ Operating System Patches Report
920-TDD-014 Earthdata Hosts’ Operating System Patches Report
920-TDS-030 SDPS Where-Used Reports
920-TDC-030 ECHO Where-Used Reports
920-TUA-030 URS Where-Used Reports
920-TDD-030 Earthdata Where-Used Reports

These reports are viewable at URLs provided below.

http://pete.edn.ecs.nasa.gov/baseline/ (for Riverdale use only, primary repository)

http://ebis.gsfc.nasa.gov:10160/baseline/ (ESDIS only)
http://e5iil01v.cr.usgs.gov:10160/baseline/ (LPDAAC only)
http://151il01v.larc.nasa.gov:10160/baseline/ (ASDC only)
http://n5iil01u.ecs.nsidc.org:10160/baseline/ (NSIDC only)

The design of the distributed EBIS web servers and reports ensures that EBIS information is
secure. Access to the EBIS URLs at the DAACs is managed by the DAACs. To see those URLs
the person must have a UNIX account at the site. The EBIS ESDIS page is sponsored on the
c5¢bl02v host in the EDF and is managed using firewall rules. Riverdale access is provided to
those persons have a UNIX account within the EDF. All pages use Apache as the web server.
With the exception of the Riverdale c5cbl02v EBIS server there is an additional level of security
by requiring the use of port 10160.

As a convenience a Riverdale Orion network EBIS instance is provided on a shared Windows
network drive and is located at V:\Core\EED\EBIS\baseline. Those persons listed at the
V:\Core\EED have access to this EBIS file system. This prevents all other Raytheon staff for
viewing this EBIS instance. The Orion EBIS is traversable without an Apache web server.

These reports are subsequently used as baseline references for configuration audits. The reports
serve as the reference during the audit. Host interrogations provide the as-built configurations.
The audit compares the baseline to the as-built reports.
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4.3.4 AssetSmart-ILM (Inventory, Logistics and Maintenance (ILM) Manager)

The EDF replaced the previous Remedy system with the AssetSmart COTS package. AssetSmart
will be used to implement the Inventory Logistics Management (ILM) capabilities. The basic
ILM activities are still regularly performed but now rely on the AssetSmart COTS package
instead of the Remedy COTS package.

The ILM Property Custodian and Property Maintenance Engineer are the principal users of ILM
system capabilities. The ILM tool will be centralized at the EDF in Riverdale, and will be
accessible via the AssetSmart web-interface. Asset Smart improves the current system and
processes by providing modules that allow for less data redundancy, appropriate allocation of
funds, unified transaction logs, and remote accessibility. This software integrates mission critical
real time data with process improvements to provide seamless asset investment planning, asset
record management, acquisition, maintenance, EIN Structures, location and asset change
tracking, property moves, shipments and installations, utilization status, consumable tracking,
disposal and real time asset reporting-empowering the EED property team and equipment end
users to make more timely and cost effective decisions, leading to better infrastructure
management and customer support.

The EDF maintains the principal data repository and processes all inventory changes.
AssetSmart ILM will have the largest positive affect on the other sites, (ASDC, LPDAAC,
NSIDC, and ECHO) that has no real-time access to the Remedy- ILM. The AssetSmart ILM tool
will provide the other sites via the Internet the ability to view a read only version of the ILM
database in order to gain knowledge of system maintenance information before contacting the
ILM Property Maintenance Engineer. Through the use of a centralized repository the data will be
more searchable, complete, accurate and auditable.

The Asset Smart ILM primary function will be to maintain a system-wide inventory of all
hardware and COTS software contained within ECS project. Each inventory item is identified by
a unique equipment inventory number (EIN). The most significant relationship maintained
among inventory items is EIN structure. EIN structure is the pairing of a parent EIN with its
components to define the configuration for an assembly. Each EIN structure has active and
inactive dates that establish the time frame during which the pairing is in effect. For tracking and
auditing purposes, inventory items (especially hardware), get allocated to ECS parent machines,
and some of the items are shipped to sites and installed. After a period, some items may be
transferred to other locations or relocated for use with other parent machines. Items are archived
when no longer needed or serviceable. Management of consumables is similar to managing
spares. Consumables are located centrally at the EDF and at the DAACs. The Property Custodian
will control the use of consumables and may request additional consumables.

With the Asset Smart tool, EED will be able to manage and organize all CAP, GFE and IAGP
property assets and financial information in a single unified repository that maintains full
interactive updates, field validation, and online history of all property transactions. With Asset
Smarts Customizable security-protected menus, customizable navigation links and shortcuts, and
direct screen to screen navigation, Asset Smart will fit the needs of all end users from Property
Administrators to System Hardware and Software engineers.
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This document will discuss Asset Smarts primary operational uses and highlight key
functionalities. For more information regarding the more advanced modules and functions please
refer to the Asset Smart PEMS help manual.

4.3.4.1 Asset Smart Modules

Two modules of AssetSmart were purchased for the use of the problem. SMART|PEMS and
SMART|AMIIX which are both outline below.

43411 SMART|PEMS

The Asset Smart Property and Equipment Management System deliver substantial cost
savings and process improvement benefits to EED. The application offers comprehensive
tracking and management of company and government property, reducing asset downtime,
maintenance and management costs and increasing asset utilization and redeployment. Asset
Smart will optimize lifetime value of assets by integrating asset planning/acquisition/tracking/
disposal/investment recovery phases into a cohesive continuum.

PEMS Features include:

e Asset Smart's open user architecture enables EED to maintain all mission critical asset
data in a single integrated repository which standardized business processes across the
entire project and significantly increasing efficiency.

e Asset Smart has a web interface which enable interactive accessibility worldwide to the
EED users. Property Managers and end-users can access real-time asset data from any
web browser worldwide.

e Asset Smart has powerful online search tools which allow users to search by any tracked
attribute to find required information.

e All interfaces, menus, attributes, business rules, status tracking and data fields can be
customized to meet requirements, without requiring significant consulting or
configuration by Asset Smart engineers.

e Asset Smart is FAR compliant and has added features that integrate with multiple federal
reporting systems such as PCARRS, NASA1018, CHATS, DD250, and the 20-4.
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Figure 4.3.4-1. Smart Management System

4.3.4.1.2 SMART|AMIIX

Mobile Work Management Module is a server-based management module that allows for real-
time status tracking of unlimited working inventory sets. AMIIX is compatible with Oracle and
SQL Server, and runs completely hardware independent, as a disconnected (or connected)
operation model. When inventory is completed, AMIIX seamlessly uploads data back to the
server, allowing for full online review and approval. AMIIX allows EED to simplify life cycle of
asset management and maximize utilization of idle resources.

AMIIX features include:

e Improved data integrity across the life cycle asset management system, eliminating errors
and duplicates and ensuring accurate reporting maximized asset utilization across the

enterprise.

e Improved speed and access to real-time, accurate inventory information.

e An integrated, one-stop solution for managers and end-users to review and approve

inventory data.

e An external interface that can hook into any outside application or data source via API

and backend staging tables.
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Compatible with Microsoft SQL Server, Oracle and any other SQL compliant data
source.

Mobile Technology:

0 Developed on the Microsoft NET Compact Framework
Microsoft SQL Server Compact Database backend:

0 Hardware Independent
Compatible with any device running Windows Mobile 5.x or higher.
Supports both a disconnected and connected operation model.
Supports Secure Socket Layer (SSL) Security.

Requires NO middleware software, device communicates directly with the Web Service.
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PMSC Proprietary Information
AssetSmart Revised 11/22/2011

smart assel maragement softiware

Figure 4.3.4-2. Process Flow

4.3.4.2 Accessing the Asset Smart Application via Web
Asset Smart is located at the following URL
http://155.157.31.126/smart36/

To Log on, you must enter your User ID and Password on the Logon page to access the Main
Page.
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| a# AssetSmart® - Logon Page

The
AssetSmart.

Life-Cycle

CATALOGING

RECOVERY/

ACQUISITION DISPOSAL

PLANNING

User ID:

Password:

This product is licensed to PMS SYSTEMS CORPORATION, ©1996-2010 PMS Svstems Corporation.
Allrights reserved. Use, duplication or disclosure is subject to restrictions as stated in the license agreement.
Your ID: | Page timer: 0.000 secs | Active sessions: 2| Peak: 2 at 3/30/2010 10:35:18 Al | Release: 3.6.0.9

[iop of page]

Main page appears after log-on

The main Navigation feature is the top menu bar, used for accessing screens with drop-down

menus.

AssetSmart

Home Property

‘This pracuct is icensed to PMS SYSTEMS CORPORATION. ©1596-2010 PUS Systems Corposatn
Allrights reserved Use, duplication or disclosure is subject to restrictions as stated in the license agreament
Your D PUSUSER | Page tmer 1,063 secs | Actve sessions: 2| Peak: 2 st J30/2010 10:36:18 AM | Release: 35.0.8

Two major regions are featured in a transaction screen: Header and Body
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MRS LS il

okl et manggreernt wsfarany | 9 d

N tome Equipment PM Plans Work Requests Work Orders History Standard Plans Tables Security e - T
[Search  ~ [View  ~ [Maiotan - JFunctions -]

Update Standard Plan - Part 2[ - MSDB2]

Standard Plan Number: = i
=1 30 o
¥
i

Command
Message: Please Enter Number Single-Cycle Key(s)

Job Title
Asset Description

Procedure Number - Planned

Schedule Description Code

S - |

Chain Flag

Schedule Unit Code
Schedule Type Code

Schedule Unit Code
Schedule Type Code
System Recall Flag
Current Interval
Actiity Node 1

Shop Code

Activity Node 2

Work Order Number.

Duration

BRE B R ®

Noun Code

Manufacturer Code - Base
Model Code
Catalog Use Indicator

Manufacturer Code - Base

Y]

Model Code
Catalog Use Indicator
Short Manufacturer

Short Model Number

Short Noun

[top of pae]

This product is icensed to PHS SYSTEMS CORPORATION. ©1996-2010 PUS Svstems Corporation
Al rights reserved. Use, duplication or disclosure is subject to restrictions as stated in the license agreement.
Your D: PUSUSER | Page timer: 0.270 secs | Active sessions: 3| Peak: 3 8t 330/2010 1203:58 Pi | Release: 36.0.9

4.3.4.3 Asset Smart User interactive Roles

There are ideally four main user types that will interact with the Asset Smart System on a
consistent basis. More information regarding the Asset Smart users' processes are outlined and
explained in detail in the EED Property Management Plan as well as the EED Process Property
Document.
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Table 4.3.4-1. Common Users and Operations Performed with Asset Smart

Operating Function

Description

When and Why to Use

General

Search for property items
using a specified query

performed by a hardware
engineer or management

To search for information
regarding a item or data set in
regards to its location,
maintenance information,
vendor, etc

Property Management

Maintain information about
accountable property items,
their product structures, and
inter-relationships.

To maintain information that
specifies the identity, source,
location, transfer, relocation,
and installation of procured
inventory items.

Property Maintenance

Manage information for
required maintenance repairs.

To predefine and monitor
scheduled maintenance
activities.

System
Administrator/Power User

Manage System updates and
install patches and implement
security roles.

To revise, add, or delete Asset
Smart users, security levels,
and access permissions.

43431

users.

General Functions
All general functionalities are performed by every functional role and will be accessible to all

4.3.4.3.1.1 Search by Multiple Fields

PM41 lets you search Master Property Records by means of a selection of entry keys. Use the
drop-down lists and pop-ups provided, when available, to enter your search values. Any
combination of searches is supported as long as you enter at least one search key. Your records
will be displayed sequentially by number. You have the option to sort and/or print and/or export

as .csv (data repository) files these one-line summaries, by clicking on the related links.

click on the top menu bar
select on the drop-down menu bar

click ERgSIN RS G EYH on the drop-down menu

enter one or more search keys

click ==y

click on hyperlinks to sort fexport/print your results
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ALL ALL PARTTIONS (GLOBAL) =

rect Hawigation
Cormand
] i e - |
& ic}
5 =
=
=
= Custodian Code: & s
=
& Lease Contract Code -Base: (57
Short Model Namber:
= i}
5
o &
=] )
Property Type Code: & =
ke nage:
Esct® [ c3e)
aPSC Control Wumbar sitn Stor hiy Shor o Short lous Status Siat Date
=] 00t 10038 22222 TEXTRONDL C304 SCOPE CAMER REID 081009
53] oot 10038K prrerd TEXTRONI C304 HOLDING FIX ACTIVE 061008
=g go1 SHEND FEN ACTIVE 103108
= ooz SHENOOZ 2800 FEFBOYS TUNNG U 8 CYUNDERS NPOOL 111008
= 201 1026 HE 8624100 POWER SUPPL FORSALE 120796

BMZ, PME PMEDL, PEDG, PMDRE, PLDY,

4.3.4.3.1.2 Partial String Search
Partial string searches are available on all transaction screens where they may be of use

They are an easier and speedier way to make inquiries because they allow you to only enter part
of a search key (number or code). A variety of options is available: the simplest is to enter a
percentage sign [%] or a forward slash [/] in the search key field and retrieve all records. In the
example below, 878 pages of items are returned.

Browse Assels By Control No [ - PM32]

Control Number: Direct Navigation

Partition Sec Code: & TTALLALLR NS (GLOBAL)  w Command
oo e
Page Overfiow-Total items = 14310

“WQrage 1 ~ ora7a QM
PSC Control Number Owmnership

[Export to Excel® (csv)] [Print as repor]
Short Mir Short Mod! Short Noun Asst Stat

= oo 0000001 1 1 1 DOWN
= o 0000002 1 1 OFEN

L R | 00001028 101 AVG1-88 GEMERATORM REQUEST
H o 0018 486-33 COMPUTERPC, INTRANS
& oo 01111 CAD TOSHIBA THM3401A4 DRIVE,CD-ROM DOWN
5 o 012245 co 525 TEKTROMIX 2465 SCOPE,GENERA VENDOR
& oo 01262010 1 ACTIVE
& o0 02222010 1 1 ACTIVE
& oo 022220104 10026 1 1 ACTIVE
& oo 0308 ACTIVE
& o 0308 ACTIVE
= oo 0310 ACTIVE
5 oo 032880 ESH SCHED
5 oo 04082010 1 DISPOSAL
5 oo 040820104 ACTIVE
= oo 04092010 502 HP 4784 DETECTORMIC OPEN

L R 067284 1000 ROCKWELLIC VIR30A RECEIVER EQUEST

“OP@G ' - oteTE P

4.3.4.3.1.3 Enter aleading string to narrow your search

A partial string can originate from the beginning, anywhere in the middle, or the end of the
search key.
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To narrow down your search, the easiest option is to simply enter the first few characters of the

search key, i.e., a leading string.

Follow a leading string that has trailing spaces with a [%] or [/]

Browse Assets By Control No [ - PM32]

Control Number = wmes
Partition Sec Code B AUGALL PARTITIONS (GLOBAL) -
ExX
Message:
PSC Control Number Ownership
= 001 999999

Building

Short Mir

Short Mod!

Direct Navigation

Command

Single-Cycie Key(s)

[Export to Excel® {.csv)]
Asst Stat
ACTIVE

[Print as repor]

Short Noun

Enter ‘999 /” or ‘999 %’ to display all control numbers starting with ‘999 followed by a space

4.3.4.3.1.4 Place a [%] before and after a string

In order to search via a string originating from anywhere (including the beginning and the end)
within the search key, the string must be led by a percentage sign or surrounded with percentage

signs.

Browse Assets By Control No [ - PM32]

Control Number B w2
Partition Sec Code: =
Clear Form

Page Overflow-Total ltems = 95

14 QpPage 1t ~ ot O M

ALL: ALL PA

PSsC Control Number Ownersl Building
{2 R T ] 012345 s25
= oot 10234 538
® oo 11234 486
=] 001 12234 562
= oot 12340 562
& o0t 12341 486
H oo 123413241
@ oot 12342
& o0 12343
H o 1234321
& oot 12344
= oot 12345
( 001 123451
= om 123454321
= oot 123456
& o 12345678
= oo 1234567890

Short Mir
TEKTRONIX
HP
SIMPSON EL
TEKTRONIX
TEKTRONIX
TRIPLETT

TEKTRONIX
HP

TEKTRONIX
WESTON XT

HP

Short Modi
2465

1609

269
53/54C

G

B30MA

E
4124

53/54K

831

334404

8007A

Direct Navigation

Command

Single-Cycle Key(s)

[Export to Excel® (csv)] [Print 35 report]
Short Noun Asst Stat
SCOPE.GENERA VENDOR
GENERATOR PU INPOOL
MULTIMETER ( OPEN
SCOPE P-.0U INPOOL
SCOPE P-1.01 INPOOL
MULTIMETER ( OPEN
OPEN
SCOPE P-1.DI INPOOL
MULTIMETER OPEN
RECEIVED
SCOPE P-11 INPOOL
METER MILLIA OPEN
OPEN
RECEIVED
PRINTER OPEN
HOLDING FIXT ACTIVE
GENERATOR,PU ACTIVE

“WQrPage 1 ~ ors Q0

Enter ‘%234%’ or “ %234 to display all control numbers containing that string

Search screen types display one-line summaries of the resulted records

You may avail yourself of capabilities such as scrolling through pages, sorting your results,
exporting them to an Excel file and printing them. Each resulted record may also be accessed

with related screens.
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& St  Print iew -

AssetSmart
v ———

Aupon
Lisurase: PASS STSTEMS CORPORATION, Litaoms Numsbar: CO01
Search Assets By Status (PM20)

et Seatus: ACTNE

e
PSC Control Number  Shor My Shor Mot Sodt Nows
T ‘ :
- : .
A R
e
e
Do you want to open or save this fils7 | oot 30
T Mama: tmp. crv_pI0pmeuTensITERS o1y L oot A1 TEXTROMEK W11 CHANGED Er)
[ ] 5 s orue s e, T e e N iy ey e
T e o0t ien Pusc JoeETouiT- BT brzzomo
 a 001 [10024TAL 222010
) o o0t ovas WRTSG  ssouse)  [HERMOUETER naggr
Eidalastdbkinhiading o — - esn s
[
| 9 R TR R e
W oo lvoors. e T2 PEWER SUPPLT onoog -
==
Search Assets By Status [ - PM20]
Asset Status: 5 | ACTIVE Direct Navigation
Status Date - From: | ‘ ICommand
Status Date - To ‘ [smge-cyce keys) |
Expire Date - From: E | ‘
Expire Date - To: @ | ‘
raeoverowtomiems=3531 CIICK Neader hyperlink to sort results
“Qrage[1 ¥|or20s O M [Print as report]
aPSC Control Number Short Mir Short Modl Short Noun Stat Date Expire Dt
Q o1 10 TEKTRONIX 3104 SCOPE.GENERAL PURP 7nrzoog
Q o001 100 DRILL JIG 5/5/2009 5i11/2009
Q oo1 1000 TELENETICS ED208 MODEM,DATA 10162008 10/20/2008
Q o1 1000000 1272372008 12125/2008
Q oo1 10000000000000 21212009 21612009
L_,l o001 10000009 w 5/8/2008 5M2/12008
Q o001 100003 HP 1609 GENERATOR,PULSE 211172008
|:,| o001 10001 TEKTRONIX 585A SCOPE GENERAL PURP 11/5/2008 4r21/2008
Q o001 10002 TEKTRONIX 585A SCOPE.GENERAL PURP 10/6/2008
Q oot 100020 HP 1804 SCOPE.GENERAL PURP 5/15/2009 5119/2009
Q o001 10003 TEKTRONIX 585A SCOPE,GENERAL PURP 1113072008 10/20/2008
Q o001 10004 TEKTRONIX 10A2 SCOPE P-.DUAL TRAC 8/6/2008 1217/2007
Q oot 10008 TEKTRONIX 2465 SCOPE.GENERAL PURP 127872008
Q o001 10009 HP 52451 COUNTER MULTI-FUNCT 9/16/2004
:,1 o001 10004 TELENET G70AAAB2702 BOARD, TP 1172171987
Q oot 10012 HP 150-400 POWER SUPPLY,SPECIA 6/25/2008
001 10014 HP 52451 COUNTER MULTI-FUNCT 41172009 41612009
@ page[t o208 @),
Click icon to access related screen links .
Go to first page
lf] 01 10087 Go to previous page
Display Asset Tracking Data
Display Cal Lab Tracking Click to access desired pa
Modify Cal ltem/Plan .
ify ] Page count
Move Equipment nem\
Change Asset Status ) Go to next page
Equipment Pool Loanflssue < Click any hyperlink to access screen Go to last page
Return Equipment Item To Pool

4.3.4.3.1.5 View Transaction

PM1 lets you view data from a Master Property Record by means of its EIN Number. The fields
displayed by PM1 have previously been entered/updated with PAD1/2, PBD2, PCDA2 and
PCDB2.
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click on the top menu bar
select Jllagg on the drop-down menu bar

click F L e on the drop-down menu

enter an EIN number

click [T

Display Basic Asset Data [ - PM1] PM7 PAD2 PM2
Control Number: E 252 Related Asset Information irect Navigatign l
Vi Accountability Data (PM7) S 17 e
=08 20, Life-Cycile History (PM19) o /f o
Transaction History (PM17) =
Message: Command
Manufacturer/Source HEWLETT PACKARD CO |single-Cycle Key(s) =Y
Model Number 4000-4150 . .
Noun Description CAPACITOR, FIXED.CERAMIC (08724)
Catalog Code 01604T 0A20A
OWNERSHIP CONTRACT
Partition Sec Code 001 Acquisition Contract Code-
Plant 28 Base
Record Access Code FMA Contract Type Code
Ownership Code CEX Current Contract Code -
Property Type Code clP Base
Division DR4 Contract Type Code
Owning Department 400 Lease Vendor Code - Base FB5608
Cost Center AERO VWARRANTY
AcQuisIToN / IDENTIFICATION :xi:g:g E[:t% — “;1”2009
Acquisition Vendor Code - 4 -
Base FB4800 Warranty Date - To 5/11/2010
Acquisition Date 5/5/2009 Install Date 5/11/2009
Acquisition Cost 9990.00 Open/Close Flag 0

Acquisition Document ACQ-DOC
Document Reference Type PCD
Purchase Order - Acquisition PODOC

Po Line Number 5
Serial Number 43567
Cross-Reference CROSS252

4.3.4.3.2 Property Management

Property Administrators can submit new records, modify existing ones, and perform transactions
that capture installation, relocation, movement, and shipment and archive activities. These
transactions are logged for historical purposes.

4.3.4.3.2.1 Add and modify records in your database

The body of basic update (add/modify) type screens features data entry fields and flag field radio
buttons where values may be entered or set interactively. These values are often edited,
validated, and/or defaulted according to individual conditions specified in the transaction
descriptions of each module. The field status buttons to the left of entry fields specify what type
of operation is required or will occur and can often be clicked to access nested search
screens. Many mandatory and defaulted fields are subject to validation and/or editing as
well. To ensure valid values are entered, combo boxes and calendar pop-ups are extensively
employed.
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A value must be entered or set, field is mandatory

A value will default if specified conditions are met, but a different value may be entered
manually

Entered value will be validated and/or edited

o
O

4.3.4.3.2.1.1 Adding a Record

PADI1 sets up a Master Property Record by means of a new EIN number which you can either
enter yourself or have assigned automatically. You can only use this function once per record; if
you need to modify the data entered after you have committed PAD1, use PAD2 (select Modify
instead of Add on the drop-down menu). On PAD2, you'll need to enter EIN number of the
record you want to update. You can view the fields updated by PAD1 and similar functions with
PM1, PM2, and PM3.

click on the top menu bar
select on the drop-down menu bar
select on the drop-down menu

click WENS®:WADELY on the sub-menu

enter a EIN number or select Auto-Assign Number

Jitd'dBegin Add

enter your data

click and
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Add Basic AsseUEquipment Rec [ - PAD1]

Control Mumber 5 23458810
Partition Sec Code = 001: DEFAULT PARTITION

Auto-Assign Number. Y N

Message: Add Transaction Completed

er’Source  HEWLETT PACKARD CO

Model Number 4000-4150

Noun Description CAPACITOR, FIXED.CERAMIC (08724}
Catalog Code 01604T DAZ0A

ASSET IDENTIFICATION
Manufacturer Code - Base  01604T [ oteosT
Model Code 0A204 [ oaz0a
HEWLETT

Manufacturer Name PACKARD CO HEWLETT PACKARD CO
Model Series

Model Number 4000-4150 4000-4150
Alternate Model Type

Noun Major CAPACITOR CAPACITOR
Noun Minor FIXED,CERAMIC FIXED,CERAMIC
Serial Number

Asset Stalus ACTIVE B scmve -

Related Asset Information
== Life-Cycle History (PM19)
Transaction Histery (PM17}

ACQUISIMON

PM1 PRBD2
Direct Navigation
“ 1 o l
Command

Single-Cycle Key(s)

Purchase Order - Acquisition PODOC

Pa Line Number

Po Date

Acquisition Vendor Code -

Base

Acquisition Date

Acquisition Cost

Estimated Cost Flag

Install Date

Record Access Code
OWHERSHIP

Division

Owning Department

Cost Center

Ownership Code

4.3.4.3.2.1.2 Maodifying a Record

PBD2 adds tracking data to a pre-existing Master Property Record by means of its EIN number.
The Partition Security Code will default according to the Control Number. You can use this
function as many times as you need to. You can make this record part of a System by entering
an EIN number in the System field. Enter the same EIN number of the record you're updating to
make it the top component (level '0") of its System; enter a different Control Number to make it a
child record (System Level is assigned automatically). Provided that this record has no lower
components or children, you can remove it from a System -- by entering the 'not' code (") in the
System field -- or change the System number. You can view the whole hierarchy with PM21 and
build a System with PBSD4 Click the Create button to access RMMDI1 and add a multimedia
object such as a PDF file or other resource, view it with. View references to multimedia with
PM59 and on PM2. View other fields updated by PBD2 on PM1 and PM2.

5
8/12/2009
FB4800
8/10/2009
999.00

8/12/2009
FMA

DR4
400
AERO
CEX

click on the top menu bar

select on the drop-down menu bar
select or \WJsiNay on the drop-down menu

click pRelgSiitgbLI% on the sub-menu

enter a EIN number

WHIqRetricve

enter your data

click and

43.4-14

PoODOC

]
[ ve122009
[&f FB4s00
[ ost02009
[ o8

Yes @ No

[ 08122008
Bl FuA FORMING AND MACHNING TOOLS ~

DR4
[ 400
[ aero

[of CEx: COMPANY EXPENSE -
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Mod Asset Tracking Data [ - PBDZ]

Control Number. E 252 . Related Asset Information
= T PART Life-Cycie History (PI13)
Partition Sec Code: [ 001: DEFAULT PARTION - Transaction History (P17)
==a
C Sys Loc Discr ies Exist
Manufacturer/Source
Model Number 4000-4150
Noun Description CAPACITOR, FIXED.CERAMIC (08724)
Catalog Code 01604T DAZDA
STATUS LocATiON
Asset Status ACTVE [ v Location Code 0030 [EF o030
Stalus Date 5/11/2009 PlantSite 28 [ o BFSS
Status Expire Date 515/2009 Area 51 - BE]
OwnER | CUSTODIAN Building 07QLAA 070LAA
Company ASD CO A8D CO. e 1 -
Group BECG. BiCG Room 2 B :
Custodian Code  SHEM [T [suen Column 3 [ - WK
User /| EMPLOYEE Bin 45 45
Using Department C-DEPT  [F |c-0EPT | System 00001028 [ 00001028
Employee Code  PADOLF  [5f PADOLF System Level 2
Internal Location CORP [ |core

i

4.3.4.3.2.1.3 Basic Validation
Error messages and field status buttons

PAD2 PM1 PCFAZ

Direct Navigation
REYV GG

o 8

Command

HEXT

©

Single-Cycle Key(s)

LEASE
Lease Vendor
Code -Base
Lease Contract
Code - Base

SERVICE
Warranty Date -
Erom 51172000 [ [os1109

Warranty Date - To 511112010 [] 0s1110

FB5606

[F | Feseoe
[ |Lu1001

LMm1001

Warranty Flag w ®w On
Senvice Vendor 5

Code-Base D990 [ Fesow
Senvice Contract

Coda. Base BRUCEDO1 B’ BRUCE0OY |

OTHER DETAILS

Media Reference =
Customer Code -
s C1000 [ c1o0

Customer Code - [
Suffix 00000 00000

Work Order

m
Reference

111

As part of the validation process, the interactive message area will display instructions when an
error occurs. In the example below, a mandatory entry field has been left empty. Notice how a
validation error button appears next to the entry field being validated.

Follow error message instructions

Message: Miaﬂﬂgrx,ﬁ:l'-&ﬂ Entry Is Required

fanufacturer/SourceNO!
fAodel Number VENTURIO.75IN
loun Description FLOWMETER,VENTURI F,

DATE | Time OTHER REFERENCE S
Transaction Date 3/8/2010 Document Reference
Transaction Time 3:29:00 P

Command

Single-Cycle Key(s)

Q

y

This button appears next to an entry field when a validation error occurs

Blank out values with the not-code

The option exists to blank out a value from a data entry field using the not-code [*] by entering
SHIFT+6 and clicking the Validate button. Due to data entry logic, some fields will feature a

button signaling that a field cannot be blanked out.

Custodian Code

Custodian-To

=]
B 200

1000

These two field values may be modified but not blanked out
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When this button appears, a valid value must be entered

SHIFT Enter these two keys together in a data entry field and press ENTER to blank out its value

When this button appears, an entered value may not be blanked out

All entered values must be valid before committing your transaction to the database

Click the Validate button at any time to ensure your values have been accepted. When green
checkbox buttons appear signaling it's safe to update your database, click the Commit button and
you're done.

Move Equipment lem [ - PMD4)

Control Number = K180

Message: Pross

Jcon
H

Command

VENTURIO.75IN Sngle-Cycie Key(s)
FLOWMETER,VENTURIF,
OmMER REFERENCE 5
- i Document Reference £ ococreri
Aciual Transaction Date Eﬁ Document Refarence Type & o
Actual Transaction Time M 0948 Hotes One LOCATION CHANGEMOVE
Asser Starus
Asset Status ACTIVE e rvRans
Status Date 3812010 o os1310
Status Expirs Date o osi2t0
1234 [CARC
2800 [CA
[C AL
111111 o 1o
:
o 10e
B v
Internal Location T4
Bin E
System [C4
System Level
[ Vaiaaie ]
Validate ) ] ) )
Click this button or enter Alt+V to have the system validate your entries

IJI When these buttons appear, it is safe to click the commit button and update the database

Click this button or enter Alt+S to update a record in the database
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Asset SmartSymbol Legend
Edit Symbol Legend
E Opens Date Field Pop Up
[ Edited or Validated Field
Entry iz mandatory
ﬂ Default will occur
B Field can not be blanked
g Entered value iz accepiable
@ Entered value iz not acceptable

4.3.4.3.3 Property Maintenance

The Contract reference table is the source for all maintenance contract entries and updates. The
Contract table defines accountable maintenance contract number, Vendor name, vendor address,
and contact information, contract date, and open/closed status.

To Display the Contract table:

click on the top menu bar
select - on the drop-down menu bar
select - on the drop-down menu

click DISPIEYRAIIREEONE on the sub-menu

You can also choose to display the contract by number or status if the information is available.

Adding a record
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D~
Account HNumber

5 i [ - PRI41]
Account Type
Action Code >
Agency Code >
Analysis Code

001: DEFAL

Category

Condition E

Display All Records (RCH11)
Contract Type = Display One Record (RCH1)
Contract Usage > Display Rec Part 2 (RCH2Z)
Cost Center Search By Status (RCH20)
Country Search By Contract (RCHN21)

Cournty P Browse (RCHN22)
Craft Code

Add (RCHNDA)

Modify (RCHDZ)
Delete (RCHND3I)

Cost Acquisition - From: Update Part 2 (RCHB4)

Custodian

Customer

Cost Center: Update Provisions (RCHND4)
Wendor Code - From: Display Provisions (RCE11)

Acquisition Docunment:
Acquisition Date - From:
Property Type Code:

Mes=age: Please Enter Search Hey

TR TTLLT

Adding a New Maintenance Contract

Adding a maintenance contract is similar to that of adding a new record. However, the
maintenance contract is being added directly to the reference table so that the contract can be
accessible by multiple asset records. To create an contract:

click on the top menu bar
select - on the drop-down menu bar
select - on the drop-down menu

click NIDBNRENB o, the sub-menu

enter The new Contract information

Click NEGEEE 2nd ORI to add to Database
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Single-Cyzin Keyis)

Conmmact lenmrcanon Turem anp Stams

Contract Number - | Coniract Start Date =]
Contract Line Number Confract Expire Date H
A = =
) a
Followon Conlrad Code - Base (= OTHER REFERENCES
Followon Contract Code - Task = Product Ling
Contract Admin = Product Used Un
Prime Contractor d (= Wedia Reference [
NGENCY G SUPPLIER Contract Data 1
A adi: - Base = Corlrad Diata 2
Suffix = a
a a
endor Code - Base =1 OpeniClose Flag B oo Oc
Vandor Coda - Suffix (&4
Modifying a record

Modifying an already existing Maintenance contract is similar to modifying an asset record. To
modify an existing record:

click on the top menu bar
select - on the drop-down menu bar
select - on the drop-down menu

click _ on the sub-menu

enter The new Contract information

Click - and - to add to Database

4.3.4.3.4 System Administrator/Power User

4.3.43.4.1 AMIX (Mobile Inventory)
Please refer to the Asset Smart AMIIX mobile device manual for AMIIX inventory instruction.

4.3.4.3.4.2 Security and New User Adds

The system controls security for application transactions by assigning each to a security class
defined by the system security administrator. Each system user's access to any application
transaction in turn is controlled by the specific classes to which he is assigned. Use of the system
involves access to two tables:

e Command Table
e User Table

When any user initially enters any application running under the security system, a master menu
screen will be displayed from which the user must enter an identification code and a password.
The system will verify these codes against the user security table. If the data is incorrect or
missing, the user will be prompted for a valid identification and/or password. Once the initial

4.3.4-19 609-EED-001, Rev. 03



'logon' has been established, the user may then execute any of the commands in the applications
for which he is authorized.

Validation of any transaction command in the system is accomplished by verifying the security
class for the transaction and then validating this against the set of authorized security classes for
the user.

The security class code is comprised of three alpha-numeric characters, thus allowing an almost
limitless number of combinations available to the security administrator. For example,
Transactions SM1 and SADI might be assigned security classes of SO1 and SI3 respectively.
User A, who is authorized to access both SO1 and SI3, can therefore execute both transactions.
User B, on the other hand who can access only SOl can execute SM1, but not SADI1. If the
security class is not specified for a particular transaction command in the command table, then
no security is enforced for that transaction and all users may have access.

The security facility includes a "wild card" feature wherein an asterisk '*' may be included in the
user security class to indicate broader access. For example, a user table with the security code of
'SO*' allows access to all commands in security classes starting with 'SQ'.

A user with a code of 'S**' can access all commands in classes starting with 'S'.

A user with "**" can access all transactions in the system except those that control access to his
own security record.

To Display one security record

Enter into the Direct Navigation Command field
Enter the User name

select -

Display Single User Id Record [ - AS1]

Userld = PMSUSER Direct Navigation
=
Ed
Command
Message: Single-Cycle Key(s)
USER INFORMATION Recorp Access CODES
Employee Code ADMIN Record Access Code 1 ******
Contact Name ADMINISTRATOR ASSETSMART Record Access Code 2
Partition Sec Code 001 Record Access Code 3
Global Security Flag ¢ Record Access Code 4
Password Expire Date Record Access Code 5
Approval Authority 2z Record Access Code 6
Internal Location CR1 Record Access Code 7
Stock Location Code Record Access Code 8
Menu Set Code DEFAULT Record Access Code 9
Operating System User Id Record Access Code 10

SECURITY CLASSES | GROUPS
Security Class1 o
Security Class2
Security Class3
Security Class4
Security Classs
Security Class6
Security Class7
Security Class8
Security Class9
Security Class10
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Enter FR$IBIY into the Direct Navigation Command

Enter the User name

select _

enter The new employee username and security

Click NEGEE 2nd GBME (0 2dd to Database

field

information

Add User Security Id Record [ - ASD1]

Userld: 5

BOBELLE

Press Commit Button To Complete Cmd

USER INFORMATION
Employee Code
Contact Name
Parlition Sec Code
Global Security Flag
Record Access Code

SCHEUTZ MIKE

Approval Authority
Internal Location

Stock Location Code
Menu Set Code
Operating System User Id

PASSWORD
Password Current

Password Expiration - Days
Password Expire Date

Execution Code

Expire Password First-Time
Flg

[ schueTz

[ 001: DEFAULT PARTITION
@Y ON

semee

ALY N RE

@ Yes O No

4.3.4.4 System Reporting

All system reporting will be integrated with the Crystal reports application. The system will use
the previous report designs and layout built for the Remedy application to ensure report
consistency between the two systems by making a seamless transition.

Direct Navigation
TOGGLE

P
*
L
Command
Single-Cycle Key(s)
SECURITY CLASSES | GROUPS
Security Class1
Security Class2

Security Class3

Mm

Security Class4
Security Class5
Security Classt
Security Class7
Security Class8
Security Class9
Security Class10

KRR EE R
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4.3.5 FLEXnet

FLEXnet (formerly FLEXIm) is a commercially available network license management product
from Acresso Software that helps ECS sites administer licenses and enforce licensing provisions
for FLEXnet-enabled COTS software. It enforces licensing provisions based on information
from vendor-provided license keys and lets license administrators allow, deny, or reserve check
out of licenses based on user, host, or display. FLEXnet handles floating (concurrent use)
licenses, node locked licenses, and combinations of the two.

FLEXnet processing elements include license manager daemons, vendor daemons, license files,
and FLEXnet-enabled applications. One or more license manager daemons control vendor
daemon operations and enables client applications to contact them. Vendor daemons grant or
deny concurrent use licenses requested by applications, tracking how many are checked out and
by which users. License files are text files that contain the provisions for one or more licenses
from one or more vendors, including the name of the vendor daemon needed to serve the license
and the host(s) to use as license server(s). The applications communicate with the license and
vendor daemons using embedded FLEXnet client software to request licenses in order to run.

FLEXnet permits use of single, multiple, or redundant server hosts, and can operate more than
one license manager daemon on a given node. A license manager daemon serves all the licenses
in the license file it uses, and different license files use separate license manager daemons
(distinguished by the port number they use to communicate). In a redundant license server
configuration, license manager daemons for a license file are executed on three server nodes
such that all licenses in the file are available if any two out of the three server nodes is running.
In a multiple license server configuration, licenses are allocated among multiple license files and
a separate license manager daemon is run for each file.

Table 4.3.5-1 summarizes the operating functions that FLEXnet supports.

Table 4.3.5-1. Common ECS Operator Functions Performed with FLEXnet (1 of 2)

Operating Function Name Description When and Why to Use
Function
Start license Imgrd Starts FLEXnet's main daemon Used to initiate license
manager program, which reads the management server

license file and manages vendor | processes.
daemons and the connections
between them and their client

applications.
Stop license Imdown Shuts down all license daemons | Used anytime to stop
manager (both Imgrd and all vendor network license activities,
daemons) on all nodes. such as when the license
manager host is to be
rebooted.
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Table 4.3.5-1. Common ECS Operator Functions Performed with FLEXnet (2 of 2)

compatibility
between the license
server and an
application

a library of binary files.

Operating Function Name Description When and Why to Use
Function

Install decimal Iminstall Converts licenses between Used anytime primarily to

format licenses decimal and readable formats install decimal format
and between different versions licenses in readable format.
of FLEXnet license formats.

Read new licenses Imreread Causes the license servers to Used anytime to put the
reread the license file they are provisions of an updated
using and start any new vendor license file into effect.
daemons.

Monitor the status of Imstat Generates lists containing such Used anytime to check on

network licensing information as active licenses, the health and functioning of

activities users of licensed product license server daemons,
features, users of individual identify licenses installed,
license management daemons, determine licenses in use,
and status of server nodes. or review logged licensing
events.

Rotate report log Imnewlog Causes a vendor daemon to Used anytime to prevent
move its existing report log report logs from growing too
information to a new file. large.

Switch to new Imswitch Causes a vendor daemon to use | Used anytime to record one

debug log a new or different file as its vendor’s debug information
debug log. in a file separate from the

others’.

Switch to new report Imswitchr Causes the license servers to Used anytime to move

log use a new or different file as the | daemon logging to a
report log. different location.

Troubleshoot Imdiag Performs problem diagnosis. Used anytime to help

problems serving determine why a license

licenses cannot be checked out.

Obtain license key Imhostid Reports the hostid of a system. Used anytime to determine

from vendor the host code that must be

provided to vendors when
obtaining a software license.

Recover Imremove Removes a single user’s license | Used when a client node

inaccessible for a specified feature. crashes in order to recover

licenses a checked out license not
automatically freed.

Determine version Imver Reports the FLEXnet version of | Used anytime to determine

what version of FLEXnet a
FLEXnet-enabled product
uses.

4.3.5.1 Quick Start Using FLEXnet

Operators interact with FLEXnet via the license manager daemons and license files. FLEXnet’s
user interface is a set of UNIX-like commands for starting, stopping, and requesting services
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from a license manager daemon. Command arguments specify input parameters, most notably
the name of the license file whose contents determine the servers, daemons, and license
provisions affected by the command. Operators install and maintain license files using any
preferred editor.

4.3.5.1.1 Command Line Interface

To start FLEXnet license server daemons in a consistent, predictable manner, start the flexnet
service:

> service flexnet start

Before it invokes FLEXnet’s “lmgrd” program, the script adds the extension “ old” to the
current FLEXnet log file (if any) so the new daemon will create its own. It then runs “Imgrd” as
user “flexIm” to avoid running as “root”, and it specifies the license and log file paths the
daemons are to use (i.e., “/var/flexnet/license.dat” and “/tmp/license log”, respectively).

If license manager daemons are needed to serve licenses in additional license files, they can be
started by running the “lmgrd” program as follow:

> su flexlm -c "umask 022; /var/flexnet/lmgrd -c license file -1 logfile -p &"

To stop the FLEXnet license daemons that are running on all machines in the network, execute
the FLEXnet command:

> /var/Tlexnet/Imdown —c license_file list -all

However, to shut down the license manager daemons on a single machine only, log on to the
machine and type the following command instead:

> service flexnet stop

Table 4.3.5-2 summarizes commands available with FLEXnet. See the FLEXnet Licensing End
Users Guide for the complete description of each command and its arguments.

Table 4.3.5-2. Command Line Interfaces (1 of 3)

Command Line Description and Format When and Why Used
Interface
Imborrow Imborrow {vendor | all} enddate [time] To use a license temporarily on a

computer intermittently connected
to the license server.

Imdiag Imdiag [-c license_file_list] \ To diagnose problems when a
[-n] [feature[:keyword=value]] license cannot be checked out.
Imdown Imdown [-c license_file_list] [-q] [-all] To shutdown selected license
[-force daemons (both Imgrd and selected

vendor daemons) on all nodes.
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Table 4.3.5-2. Command Line Interfaces (2 of 3)

Command Line

Description and Format

When and Why Used

Interface
Imgrd Imgrd [-c license_file_list] \ To run the main daemon program
[-1 [+]debug_log_path] [-2 -p] [-local] \ for FLEXnet.
[-x Imdown] [-x Imremove] [-z ] [-V] \
[-help]
Imhostid Imhostid [-n] [-type] [-utf8] To determine the hostid of a
system.
Iminstall Iminstall [-i in_lic_file ] [-maxlen n] To convert licenses between
[-e err_file] [-o out_lic_file] [-overfmt {2 | | decimal and readable formats and
314|5|51|6|7]|7.1]|8}]- between different versions of
odecimal] FLEXnet formats.
Imnewlog Imnewlog  [-¢ license_file_lis]  \ To move an existing report log to a
toat q ‘] new file and start a new log at the
eature renamed_report_log original filename.
or:
Imnewlog [-c license_file_list] \
vendor renamed_report_log
Impath Impath {-add | -override} {vendor | all} To add to, override, or get the
license_file_list current license path settings
Imremove Imremove [-c license_file_list] feature To remove a single user's license
user user_host display for a specified feature. (This is only
needed when a client node crashes,
or since that's the only condition
where a license is not automatically
Imremove [-c license_file_list] \ freed. If the application is active, it
-h feature server host po_rt handle checks out the license again after it
- is freed by Imremove.)
Imreread Imreread [-c license_file_list] \ To cause the license daemon to
[-vendor vendor] [-all] reread the license file and start any
new vendor daemons that have
been added. In addition, one or all
pre-existing daemons are signaled
to reread the license file for
changes in feature licensing
information.
Imswitch Imswitch [-c license_file_list] \ To start a new debug log for a

vendor new_debug_log

vendor daemon, using a new
filename.
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Table 4.3.5-2. Command Line Interfaces (3 of 3)

Command Line Description and Format When and Why Used
Interface
Imswitchr Imswitchr [ -c license file ] feature \ To start recording license events in
new-file a new or different log file.
or

Imswitchr [ -c license file ] vendor \
new-file  (v5.0+ onl)

Imstat Imstat [-a] [-c license_file_list] \ To report the status of all network

[-f [feature]] \ licensing activities.

[-i [feature] [-s[server][-S [vendor]] \

[-t timeout_value]

Imver Imver filename To identify the FLEXnet version of a
library or binary file.

4.3.5.2 FLEXnet Main Screen

FLEXnet does not provide for operator interaction via a GUI. All interactions are through the
UNIX command line or a UNIX script.

4.3.5.3 Required Operating Environment

For all COTS packages, appropriate information on operating environments, tunable parameters,
environment variables, and a list of vendor documentation can be found in a CM-controlled
document for each product. To find the installation and release notes for FLEXnet Publisher,
refer to the Release Notes posted on the EMD Baseline Information System web page at your
local site.

4.3.5.4 Databases

FLEXnet uses license and options files in lieu of a database. License files are independent text
files, each of which contains all the site-specific information FLEXnet needs to serve the licenses
specified in the file. Every license manager daemon requires a license file, and different license
files require separate license manager daemons. To simplify operations, operators may combine
license files obtained from multiple vendors if they are compatible. Refer to the FLEXnet
Licensing End User Guide for information about the format of a license file, and when and how
to combine them.

Options files are text files associated with specific vendor daemons named in license files. These
files allow the operator to specify criteria for granting licenses to users, wait time before
reclaiming inactive licenses, and how much license usage information is to be logged. FLEXnet
does not require an options file. When specified however, there can only be one options file per
vendor daemon, and each vendor needs a separate options file. See the FLEXnet Licensing End
User Guide for details.
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4.3.5.5 Special Constraints

FLEXnet cannot be run without one or more license files, and most FLEXnet commands require
the name of a license file in order to execute. License files identify the host and port number a
client is to use to communicate with the license server. If the license file parameter is missing
from the command, FLEXnet tries using the file(s) named in the environment variable
LM _LICENSE FILE. If LM LICENSE FILE is not set, the default license file name
Ivar/flexnet/license.dat is assumed.

The FLEXnet Licensing End User Guide recommends the following operating constraints:

e Keep a copy or link of the license file in the vendor’s “default” location; some vendors
expect to find their license files at pre-determined locations. Refer to the FLEXnet
Licensing End Users Guide.

e Run Imgrd as a non-privileged user (not root) to avoid security risks. Refer to the
FLEXnet Licensing End Users Guide.

4.3.5.6 Outputs

FLEXnet’s principal outputs are inter-process communications with COTS applications
attempting to check out and check in FLEXnet licenses, but these are generally transparent to the
operator. Outputs visible to the operator include an ASCII log of network licensing events and
errors, and messages constituting responses to operator-entered commands.

4.3.5.7 Event and Error Messages

FLEXnet writes both status and error messages to standard output. Typically, operators redirect
all output from the startup command “lmgrd” to a file, known as the debug file, to create a
FLEXnet log at the site.

See the appendices of the FLEXnet Licensing End User Guide lists what causes the more
common messages an operator may encounter, but primarily those written by the FLEXnet
programs. Event and error messages logged by FLEXnet-enabled COTS applications are
sometimes found in the application’s manuals. Messages are typically self-explanatory and
identify the date/time of the event, the license server host, the product or feature involved, and
the name of the user.

4.3.5.8 Reports

FLEXnet’s Imstat utility can generate the status reports listed in Table 4.3.5-3. Each is written to
standard output and may be redirected to a named file or a printer using standard UNIX
conventions. Reports are generated on demand as required to meet operational needs.
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Table 4.3.5-3. Reports

Report Type Report Description Example
Imstat -s Lists status of clients running on a named host. Figure 4.3.5-1
Imstat -i Lists license information about all or a named Figure 4.3.5-2

feature.
Imstat -a Lists all information about current network licensing | Figure 4.3.5-3
activities.
Imstat -A Lists all currently active licenses. Figure 4.3.5-4
Imstat -f Lists users of all or a named feature. Figure 4.3.5-5
Imstat -S Lists users of all or a named vendor’s features. Figure 4.3.5-6

4.3.5.8.1 Sample Reports

The figures (Figure 4.3.5-1 through 4.3.5-6) that follow contain sample FLEXnet status reports.
One sample is provided for each report listed in Table 4.3.5-3.

Imstat - Copyright (c) 1989-2006 Macrovision Europe Ltd. and/or Macrovision Corporation. All
Rights Reserved.
Flexible License Manager status on Mon 6/23/2008 13:18

License server status: 1726@p4nsi01
License file(s) on p4nslOl: /var/flexnet/license.dat:

p4nsl01: license server UP (MASTER) v10.8
Vendor daemon status (on p4nslOl):

rational: UP v10.8

Figure 4.3.5-1. All Clients (Imstat -s) Report

Imstat - Copyright (c) 1989-2006 Macrovision Europe Ltd. and/or Macrovision Corporation. All
Rights Reserved.
Flexible License Manager status on Mon 6/23/2008 13:16

NOTE: Imstat -i does not give information from the server,
but only reads the license file. For this reason,
Imstat -a is recommended instead.

Feature Version # licenses Expires Vendor

PurifyPlusUNIX 5.00000 1 1-jan-0 rational

Figure 4.3.5-2. License Information (Imstat -i) Report
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Imstat - Copyright (c) 1989-2006 Macrovision Europe Ltd. and/or Macrovision Corporation. All
Rights Reserved.
Flexible License Manager status on Mon 6/23/2008 13:19

License server status: 1726@p4nsi01
License file(s) on p4nsl0l: /var/flexnet/license.dat:

p4nsl01: license server UP (MASTER) v10.8
Vendor daemon status (on p4nslOl):
rational: UP v10.8

Feature usage info:

Users of PurifyPlusUNIX: (Total of 1 license issued; Total of O licenses in use)

Figure 4.3.5-3. All Licensing Activities (Imstat -a) Report

Imstat - Copyright (c) 1989-2006 Macrovision Europe Ltd. and/or Macrovision Corporation. All
Rights Reserved.
Flexible License Manager status on Mon 6/23/2008 13:20

License server status: 1726@p4nsi01
License file(s) on p4nslOl: /var/flexnet/license.dat:

p4nsl01: license server UP (MASTER) v10.8
Vendor daemon status (on p4nslOl):
rational: UP v10.8

Feature usage info:

Figure 4.3.5-4. All Active Licenses (Imstat-A) Report
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Imstat - Copyright (c) 1989-2006 Macrovision Europe Ltd. and/or Macrovision Corporation. All
Rights Reserved.
Flexible License Manager status on Mon 6/23/2008 13:21

License server status: 1726@p4nsi01
License file(s) on p4nsl0l: /var/flexnet/license.dat:

p4nsl01: license server UP (MASTER) v10.8
Vendor daemon status (on p4nsliOl):

rational: UP v10.8
Feature usage info:

Users of PurifyPlusUNIX: (Total of 1 license issued; Total of O licenses in use)

Figure 4.3.5-5. Users of All or Named Features (Imstat-f) Report

lmstat - Copyright (c) 1989-2006 Macrovision Europe Ltd. and/or Macrovision Corporation. All
Rights Reserved.

Flexible License Manager status on Mon 6/23/2008 13:24

Feature usage info:

Users of PurifyPlusUNIX: (Total of 1 license issued; Total of 0 licenses in use)

Figure 4.3.5-6. Users of All or Named Vendor’s Features (Imstat-S) Report
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4.3.6 TestTrack

TestTrack Issue Management (or TestTrack for short) provides a Trouble Ticketing service that
furnishes both ECS users and operations personnel at the DAACs a common environment for
classifying, tracking, and reporting the occurrence and resolution of system-related problems.
The Trouble Ticketing Service:

Provides a GUI for operations personnel to access all Trouble Ticket functions.
Provides a common Trouble Ticket entry format.

Stores Trouble Tickets.

Retrieves Trouble Tickets via ad-hoc queries.

Allows operations personnel to escalate problems to the EDF for review and resolution.
Generates reports and statistics.

Interfaces with user’s and operator’s e-mail to provide automatic notification.

Offers an application programming interface, Simple Object Access Protocol (SOAP)
Software Development Kit (SDK), through which applications can submit and manage
Trouble Tickets.

e (enerates a variety of reports about Trouble Tickets, including trend reports.

e Defines a consistent “life-cycle” for Trouble Tickets.

e (an be extended readily due to its highly customizable fields, workflow rules, system
notifications, and user permissions.

TestTrack gives ECS operators, technicians, and managers the means to manage a system defect
through its lifecycle, whether as a Trouble Ticket at a DAAC or a non-conformance report at the
EDF. Within TestTrack a separate project (also known as a “database”) exists for each ECS
site’s Trouble Tickets.

TestTrack has a client/server architecture. The server is hosted on a Linux machine at the EDF,
while client access is available locally or remotely via Windows-, Linux-, Mac OS, and Web-
based clients.

User Services and other operations and support personnel use TestTrack to perform the functions
listed in Table 4.3.6-1. The sections that follow describe the GUIs that perform these functions,
many of which include customizations made for ECS. Standard product features are mentioned
but not discussed in detail. For more information about them, use the context sensitive help the
tool provides, or refer to the following TestTrack vendor documents:

TestTrack Installation Guide, Version 2014
TestTrack User Guide, Version 2014

TestTrack Web User Guide, Version 2014

Seapine License Server Admin Guide, Version 2014
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Table 4.3.6-1. Common ECS Operator Functions Performed
using TestTrack (1 of 3)

Operating
Function

GUI (Section)

Description

When and Why to Use

Access defect

Login screens

e Operators start their client of

When there is a need

tracking services | (4.3.6.2) choice and use the Login to submit, query, or
screens to access a revise a Trouble Ticket.
TestTrack project. The
Login screen is the gateway
to TestTrack’s features. By
default, users land on the
Trouble Ticket list screen
from where all other
functions can be performed.
Submit a Trouble | Add Trouble ¢ Operators add a new When a problem is
Ticket Ticket screen Trouble Ticket to the system. | either found by or
(4.3.6.2.2) e Trouble Ticket form is used | reported to User
to enter information about Services.
the problem.
Browse Trouble Edit Trouble ¢ Operators review existing When information
Tickets Ticket screen Trouble Tickets. needs to be added to a
(4.3.6.2.3) « Allows entry of new Trouble Ticket or when

information about the
problem and recording of
events that advance the
defect report through its
lifecycle states.

a Trouble Ticket needs
to be viewed.

Escalate a
Trouble Ticket to
the EDF

Escalate screen
(4.3.6.2.4.5)

Operators raise an Escalate
event that forwards a
specified Trouble Ticket to
the EDF.

e A script uses TestTrack’s
SOAP API to create a defect
report in the
Operations_NCRs project
automatically using
information from the Trouble
Ticket.

Notifications are sent to the
EDF and the ticket owner
that a ticket has been
escalated.

When assistance in
resolving the Trouble
Ticket is needed from
the EDF or the problem
requires a hardware or
software change.
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Table 4.3.6-1. Common ECS Operator Functions Performed
using TestTrack (2 of 3)

Operating
Function

GUI (Section)

Description

When and Why to Use

Generate reports

Reports screen
(4.3.6.2.5)

Operators run or create new
reports. The screen is
accessed from the Trouble
Ticket list screen. Reports
can be viewed, created,
edited, deleted, printed, or
previewed by selecting the
appropriate button on the
Reports screen.

When information is
needed about one or
more Trouble Tickets.

Add, delete, or

License Server

TestTrack administrators

When there is a need

modify user Admin tool's add, delete, and modify user | to update: 1) the list of
accounts Global Users profiles, including user IDs operators and users
screen and passwords. authorized to access
(4.3.6.2.13) e TestTrack administrators each project; 2) what
TestTrack Client | assign operators and users | features and records an
Edit Users to a security groups on a operator or user can
screen project-by-project basis. access; 3) contact
(4.3.6.2.8) Each project’s security information and/or
groups enforce what the passwords; and. 4)
operator or user can do in reset individual
that project. passwords.
Customize Setup <field> e TestTrack administrators When current menus

pulldown menus

Names screens

(4.3.6.2.9-
4.3.6.2.11)

add, edit, reorder, and delete
values used in TestTrack’s
field pulldown menus. This
ensures that data is entered
uniformly in fields used for
categorizing defects.

require updating.
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Table 4.3.6-1. Common ECS Operator Functions Performed
using TestTrack (3 of 3)

Opera‘glng GUI (Section) Description When and Why to Use
Function
Issue Notifications | Configure e TestTrack administrators To inform someone via
Automation configure rules used by e-mail when a Trouble
Rules screen TestTrack for issuing system | Ticket or NCR changes
notifications to individual in one or more of a
operators and users. variety of ways.
System noatifications are
used primarily to alert defect
report assignees, submitters,
etc. when their defect report
Edit Trouble or its status has changed.
Ticket screens e Operators and users
designate particular
individuals to receive an e-
User Options mail whenever a Trouble
screen Ticket or NCR has changed.
(4.3.6.2.10 & e Operators and users define
4.3.6.2.11) personal rules the system
uses to e-mail them about
changes to defect reports
they are authorized to see.
4.3.6.1 Quick Start Using TestTrack

This section describes how to invoke TestTrack. For more information, use the context sensitive
help the tool provides, or refer to the following vendor documents:

e TestTrack User Guide, Version 2014
e TestTrack Web User Guide, Version 2014

4.3.6.1.1 Invoking TestTrack
The various TestTrack clients are started differently.
To start the Windows client on Windows XP:

Click start > All Programs > Seapine Software > TestTrack > TestTrack Client
on your desktop.

To start the Linux client, enter:
/usr/ecs/0PS/COTS/ttpro/bin/ttclient &

To start the Mac client, double-click the TestTrack Client icon in the Applications/TestTrack
folder.

To start the Web client, open a browser and enter the following URL:
https://links.gsfc.nasa.gov:<port>
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Under Windows, Linux, and Mac OS, a Login dialog box similar to that in Figure 4.3.6-1 will
appear. (See Section 4.3.6.2.14 for a discussion of the Web login screen.)

Select the TestTrack Server you want to access, and enter your TestTrack Username (i.e., login
ID) and password. Since the URL for the Web client already specifies the server to use, its
Login GUI requests only the Username and Password.

1 TestTrack Login ‘ @1
Seapine o
: L
TestTrack 71
Server: {th:lru-ops '] I Setup... I
Username: |
| Password:
[7] Always log in with this username and password
[T Use single sign-on
=

Figure 4.3.6-1. TestTrack Login GUI

Table 4.3.6-2 provides a description of the Login screen’s field.

Table 4.3.6-2. TestTrack Studio Login Field Descriptions

Field Name Data Type| Size Entry Description
Server Selection | * Required Your name for this TestTrack server
connection.
Username Selection * Required |User’s TestTrack login id.
Password Selection | * Required |User’s TestTrack password.
Always log in with this Checkbox Optional Requests credentials be stored for re-
username and password use
Use smgle 5|gn-on_ Checkbox Optional Requests you be logged in using your
(not available on Linux) network cre

*Note: the size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.

The Login screen has the following buttons:

e Setup... Opens the Edit TestTrack Server GUI for defining server connections
e Connect Submits user’s credentials to determine which projects the user can access
e Cancel Closes the screen and ends the login sequence.

If using TestTrack for the first time, the Add TestTrack Server GUI will appear so you can
define a TestTrack server connection (see Figure 4.3.6-2). Your TestTrack administrator can
help you set up the connection.
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€7 Add TestTrack Server ﬁ

Server Mame: ttpro-ops

Server Address: links.gsfc.nasa.gov

Port:

E [ OK ] I Cancel

Figure 4.3.6-2. Add TestTrack Server GUI

Table 4.3.6-3 provides a description of the Add TestTrack Server screen’s fields.

Table 4.3.6-3. Add TestTrack Server Field Descriptions

Field Name Data Type | Size Entry Description
Server Name Character |>200| Required |Name of TestTrack server connection.
Server Address Character |>200| Required Fully qualified domain name of the
TestTrack server.
Port on which TestTrack clients
Port Integer 5 Required |communicate with the TestTrack

server.

The TestTrack Project Selection screen has the following buttons:

e OK Adds the new server definition to the user’s configuration
e Cancel Closes the screen without accepting entered data.

Upon username and password verification, the TestTrack Project Selection GUI appears (see
Figure 4.3.6-3). Use this screen to specify which project to log in to. The Project picklist
displays only the projects to which the user has access. If the picklist is empty or indicates that
projects are loading, click Refresh after a few moments to retrieve a new list. You can set the
Always login to this project checkbox to use this project as your default in the future.

Seapine /—\
TestTrack’ L

Server: ttpro-ops

Project: [Riverdale TTs v [ gefresn |

~ Login to:

Figure 4.3.6-3. TestTrack Project Selection GUI

Table 4.3.6-4 provides a description of the TestTrack Project Selection screen’s fields.
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Table 4.3.6-4. TestTrack Project Selection Field Descriptions

Field Name Data Type | Size Entry Description
Name of the project to logon to. Lists
Project Selection * Required |only the projects the user is authorized
to access.
Requests access to Trouble Tickets
Logininto Check box | n/a Selection |59 TestTrack Issue Management,
Test Case Management, and/or
Requirements Management license(s).
Always login to this Check box | n/a Optional Records the specified project as the

project

default for subsequent login requests.

*Note: the size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of

the item selected from the selection list.

To conserve licenses, be sure to deselect requests for Licenses your session will not need.

The TestTrack Project Selection screen has the following buttons:

e Refresh Retrieves the latest list of available TestTrack projects the user is

e OK
e Cancel

authorized to access.
Logs the user into the selected project.
Cancels the logon request.

The sections that follow describe the screens displayed by the Windows, Linux, and Mac clients.
The Web Client provides the same functionality and fields, but the displays and user interactions

are necessarily somewhat different.

4.3.6.2 Main Screen
TestTrack’s main screen is shown in Figure 4.3.6-4. From here Trouble Tickets can be

submitted, queried, modified, and escalated.

The GUI can manage multiple windows

concurrently, and it offers a menu bar and a complement of movable toolbars for easily
navigating system screens.
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711 TestTrack - NSIDC_TTs

SR>

File Edit View Create Activites Tebs Format Email Tools Windew Help

B8 iPEn & 44k - EEDAAPIT Y JE B IEBSTSTEBE 8-
Address: ¥ tistudio://links.gsfc.nasa. gov: 1566//NSIDC_TTs/user - ke
T Trouble Tickets - Not Filtered - (4124 items, 1 selected) [==r=] T
(B ] [ g ] [ Zeae | oo
Nurnber Summary Type Status Currently Assigned To B
£ 4000001 Regression Test N/A Closed
v 4000002 Drop 4.0: No known lecation for Ingest Subsystem. Configur.. Closed
b4 4000003 ServerUR.map file not delivered for DROP 4.0 to NSL.  Software... Closed
b4 4000004 Spencer is having problems with n0dms03 display. Hardware  Closed
I b4 4000005 Need hard copy documentation for all systemsql =
v 4000007 WYSE terminals affecting workstations T Fitters - Trouble Tickets - (22 items, 0 selected) f=Er=]
v 4000008 Cannot print from mée to b0 on pes = View. .. -q}, Add... £ Edit... $8 Delete | | subscribe...
b4 4000011 Unable to connect to or from services on the in _ -
L 4000012 disk failure on n0ins01 Name Description ol
I 4000013 QEIT: Indated FrNnbt hearkHAfFilz far idl nath 7.21 checkout phase TS install (6/16/8) thru OPS install plus 2 weeks (9/24/8) Ii‘
7.22 checkout phase TS1 install (3/16/9) thru OPS install plus 2 weeks (5/11/3)
4 [0 Closed Defects All closed defects
- Dan M's EEB ECO List TT5 entered before May 23, 2010 =
@, Find:
&@J Reports - All Types - (15 items, 1 selected) EE=]
[ B view... ] [ & Add... I [ & Edit.. I [ 38 Delete ] @ Print... I @ P[Evlew‘..] Report Contains:
-
@ securty Groupe - 03 ey | Nome Title Type Owner Access o
TT Forwarded State Trouble Tickets forwarded to Landover List Schaffer, Frank Shared With Everyone | ‘
> View... | | 4B Addi| | Trend of open types Trend of open def
e~ o | TestReport Trouble Tickets fof 43, Users - (91 items, 0 selected) =
Team Update, Priority Team Priority Rep: - -
Administrator L € View... Add... & Edit_ Delet: Promote... Find...
Customer | Open, but not forwarded  Open Internal Tro | Mame Group Type  Assigned Email Address Active
DAACHELP Open defects Detail of Open def| | account Drop 4 inst... Global 0 No (All Projects)
Engineers/Developers List of Open Feature Req... List of Open Featu| | Administrator, System  Administrator Global 0 Yes
Inactive q | Found/modifed Last We... Summary of Probl| | AR_ESCALATOR, AR.. Local 0 No (Current Pr..
Operator Feature Requests Detail of Open Feal | Ballagh, Lisa Global 0 prb@nsidc.org No (All Projects)
« Dan M'sEEBEOC Report  EEBEOC Defect Ty | Bessenbaches, Ann Global 0 prb@nside.org No (All Projects] =
< [ | b

Legged in as: aschuste

Figure 4.3.6-4. Main GUI

4.3.6.2.1 Trouble Ticket List Screen

Operators and users use the Trouble Ticket List screen (see Figure 4.3.6-5) to browse, select, and
open one or more Trouble Tickets. Use the Filter pull down menu to retrieve the records you
want. Initiate action on a Trouble Ticket by clicking on a row then on one of the action buttons.
Initiate action on multiple records by dragging your mouse over several rows before pressing the
action button.

The screen can be configured to display data as you prefer. Insert or remove columns of data by
right-clicking on the column heading. Adjust the width of a column by dragging the bar in the
column heading that separates it from its neighbor, or double-click on the bar to size it
automatically. Sort the data by clicking on a column heading; add a secondary sort by holding
the Shift key and clicking on a second column heading.

Important: Exit the screen by selecting File > Logout and Disconnect from the TestTrack
menu bar. On the Web client, use the Logout hyperlink. Otherwise, the system may not release
the license immediately.
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i TestTrack - NSIDC_TTs - [Trouble Tickets - Not Filtered - (4124 items, 1 selected)] = | E |
® File Edit View Create Activities Tabs Format Email Tools Window Help = [ =) >
B & (S| T L G @ b - EEOad 9 OFT AN B > e
Address: ¥ tistudio:/flinks.gsfc.nasa.gov: 15656/ /NSIDC_TTs/dfct?recordID=5415 ~ koo
[#>view.. | [ b add... | [ &2 edit.. | [ 88 Delet= | Filter: Mot Filtered -
Mumber Summary Type Status Currently Assigned To o
4004143 Enhance logging information for Spatial validation e... Ingest Forwarded, not assigned
Es 4004144 TEST: TTPro 2014.0.1 ops pw reset TTPro Pa... Closed
4004145 EMS code misses fields for ISO products EMS Forwarded, not assigned
o 4004146 Clamscan errors on metadata hosts Closed
4004147 Reverb 10.79.13. Reverb sessicns logging out too fre...  Reverb Forwarded, not assigned
4004148 ECHO/Reverb 10.80.11. Platferm/instrument info no... ECHO Forwarded, not assigned
Es 4004149 TestTrack password reset for Mark TTPro Pa... Closed
4004150 Request that E.A.5.1 not overwrite jar files based on s...  ECS Assist Forwarded, not assigned
4004151 Large OIB data set filling datapool file systerm. Need DataPool Forwarded, not assigned
P 104152 Meed OIB ESDT Updates for ILVIS2.001 and ILVISLE ESDT Closed
L 004152 Passive ports configuration in Wu-FTP does not s ESDT Closed
Es 4004154 Quantum Scalar [500 will not initialize, library pick HW failure Closed
4004155 n4dbl03 reboot Hardware Open, assigned to Schwab, Mark Schwab, Mark
w 4004156 1500 archive drives will not vary online - reservation ... Closed
L ndmdI0l weould not boot after patches were installed... OS5 probl... Closed
L LCC errors on EMC RAID ndsmall/12, s/n 0566 Closed
ES S5IPSMetGen does not push met files Closed
E 0 2 disks failing in EMC RAID ndsmall/12, s/n 0566 Closed
4004161 Meed OIB ESDT FORIRTTES ESDT Forwarded, not assigned
4004162 Meed OIB ESDT for IRTBES ESDT Forwarded, not assigned
40041632 Meed OIB ESDT for IRTERS ESDT Forwarded, not assigned
< n »
@, Find: - In: [Summary -] G Fnd |[ Clear | [ options |
Logged in as: aschuste

Figure 4.3.6-5. Trouble Tickets List GUI

Table 4.3.6-5 provides a description of the Trouble Ticket List screen’s field.

Table 4.3.6-5. Trouble Tickets List Field Descriptions

Field Name Data Type | Size Entry Description
TestTrack address for the current list
Address String n/a |Optional window or open item. Can display
ttstudio or http addresses.
Name for the set of criteria to be used
Filter Selection |* Optional by the system to determine which
Trouble Tickets to display.
Find String Optional Value to search for.
In Selection |* Optional Field in which to search for the value.

*Note: the size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of

the item selected from the selection list.

The Trouble Tickets List screen has the following buttons:

e View...
e Add...

Ticket.
o Edit...
e Delete
e Find

Opens a Trouble Ticket for viewing only.

Opens the Add Trouble Ticket

screen for submitting a new Trouble

Opens a Trouble Ticket for modification.
Removes a Trouble Ticket from the database

Initiates a search for records that meet the criteria specified by values in

the Find and In fields
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e C(lear Clears the find results

e Options Opens a menu of advanced conditions for tailoring a record search

4.3.6.2.2 Add Trouble Ticket Screen

The Add Trouble Ticket screen (Figures 4.3.6-6 thru 4.3.6-8) is used for reporting an operational
issue or problem in ECS. Depending on how a user’s options are configured, the screen will
display in either vertical tab (see Figure 4.3.6-6) or single page (see Figures 4.3.6-7 thru 4.3.6-8)
format. Clicking Add on this screen creates the Trouble Ticket and commits the data to the

database.

i TestTrack - NSIDC_TTs - [Add Trouble Ticket] = | B |
® File Edit View Create Activities Tabs Format Email Tools Window Help BEE
B & 2] Pd&iaqgd - EE0ARLPHATH L S8 BasLssFs IFE A
Address: ™ tistudios//links.gsfc.nasa.gov: 1566/NSIDC_TTs/dfct - e

Summary:
Status: Open, not assigned Submitter Site: [NSIDC -]
Type: [<notset> -] Priority: [<notset> -]
Product: | <not set> v|  component: [<notsets -
Entered by: schuster, Alexander v|@@  severity: [notser- -]
Date Entered: [V] o3/2014 2
Mode: [<not set> | Machine Name:
DAAC Trouble Ticket: CCR/NCR:
DAAC POC: Dupiicate of:
=] overview | [E Detail ‘ B workow | T workarond | @ emal | B ks | [Foders [ @ History
Current Report: [Schuster, Alexander -9/3/2014 + | 10f1 1 % New Remave
/2 Foundby ): [Schuster, Alexander -] Date: (7] 9312014 [+ () version: -
Description:
[y | [ Add ][ concel
< m .
Logged in as: aschuste

Figure 4.3.6-6. Add Trouble Ticket GUI — Vertical Tab View
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) TestTrack - NSIDC. TTs - [Add Trouble Ticket] [E=E =
E

File Edit View Create Activities Tabs Format Email Took Window Help [-]]x]
B ¥PB0Hn ¢4&:44b - EEERAAPIT A S SE BaesL s IE T
Address: *  tistudio:finks.gsfe.nasa.covs 1566 NSIDE,_TTsffct - e
Summary:
Status: Open, not assigned Submitter Site: [NSIDC v]
Type: [<nctset> '] Priarity: [<natset> v]
Product: [<natset> '] Component: [<natset> ']
Entered by: [Schuster, Alexander w|f@  severity: [snotet> -
Date Entered: [V] 932014 [3{[=]
Mode: [ <not set> * | Machine ame:
DAAC Trouble Ticket: CCRMNCR:
DAACPOC: Duplcate of:

] overvien | Dol | Dworklon | & workaround | @Enal | § ks [ lFoiders | @ History

Current Report; |Schuster, Alexander -9/3/2014 v | 1of1 1 | Remave

Found by (Submitter): [Schusher, Alexander v] Date: (V] 9/3f2014  [+] () version:

Description:

m

Reproses

Steps to Reproduce:

ooy | [ agd | [ concel

Logged in ast aschuste

Figure 4.3.6-7. Add Trouble Ticket GUI — Single Page View - Top of Page
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() TestTrack - NSIDC_TTs - [Add Trouble Ticket] = | E
z Eile Edit View Create Activities Tabs Format Email Jools Window Help =[x
Be ipEn 444 - EEDRALOITH S SJE By Ss TE S
Address: *  tistudio:/flinks.gsfc.nasa.gov: 1566/ /NSIDC_TTs/dfct A BG“

Summary:
Status: Open, not assigned Submitter Site: [NSIDC ']
Type: [<netset> '] Priarity: [<natsat> ']
Product: [ <not set> =] Component: [<notset> -]
Entered by: [Sd‘vusber, Alexander V] Severity: [(nat set» V]
Date Entered: (V] gf3/2014 |5 [
Mode: [<nntset> '] Machine Name:
DAAC Trouble Ticket: CCR/NCR:
DAAC POC: Duplicate of:
Overwaw ‘ ZBetail ‘ @E\Norkﬂuw | QWorkaround | @Emai\ | @ Links | [ Folders | i) History
et ot ofs T ] [ e
Other Hardware and Software: i
Attachments:
File Name Last Modified Size Attach...
—— Remove... =
View...
Extract...
Open...
[Caopy | [ agd [ conce
Logged in as: aschuste

Figure 4.3.6-8. Add Trouble Ticket GUI — Single Page View - Bottom of Page

Table 4.3.6-6 provides a description of the Add Trouble Ticket screen’s fields in Figure 4.3.6-6.

Table 4.3.6-6. Add Trouble Ticket Field Descriptions (1 of 2)

Field Name

Data Type | Size Entry Description
Summary Character 154 Required [Short Description of the problem.
Svstem Status of the Trouble Ticket (a
Status Character n/a Y combination of state and assignment
generated
status).
Submitter Site Selection * Optional |Trouble ticket's originating site.
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Table 4.3.6-6. Add Trouble Ticket Field Descriptions (2 of 2)
Field Name Data Type | Size Entry Description

Type of problem or issue (e.g.,
Type Selection * Optional |Configuration Error, Hardware
Problem, Software Problem).

Priority of Trouble Ticket assigned at

. . . .
Priority Selection Optional the site.
Product Selection * Optional ::rs(zjiuct exhibiting the problem or

Product’s component exhibiting the
problem or issue. In legacy
Component Selection * Optional |(Remedy) tickets, it is the name of
the configuration item with which the
problem is associated.

Name of the person who created the

. . .

Entered by Selection Required Trouble Ticket.

Severity Selection * Required Impagt of the problem to the
submitter.

Date Entered Date n/a Optional |Date Trouble Ticket was created.

Mode Selection . Optional Run mode in which problem was
detected.

Machine Name Character n/a Optional Name of machine on which problem

was detected.
Legacy identifier of Trouble Ticket
(from Remedy ARS).

Identifier of a related CCR or NCR. If
CCR/NCR Character n/a Optional |more than one, separate each by a
space or semicolon for readability.
Name of the issue’s point of contact
at the DAAC. Used when escalating

DAAC Trouble Ticket Character n/a Optional

DAAC POC Character | n/a | Optional |1 /i Tickets to the ECS PRB for
advice or resolution.
Duplicate of Character n/a Optional Ident|f|er of an earlier _Trouble Ticket
addressing the same issue.
Submitter and date of an occurrence
Current Report Selection * Optional of the problem or ISSue. Helps
browse through multiple reports of
the same issue.
Identifier that distinguishes among
. System N
lofn Selection * multiple instances or reports of the
Generated .
same problem or issue.
Found by (Submitter) Selection * Required |Full Name of the Submitter.
Date Date n/a Optional |Date issue or problem occurred.
Version Selection * Optional |Product version exhibiting the issue.
Description Character | 4060 Optional |Detailed description of the problem.

* Note: The size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.
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The Add Trouble Ticket screen has the following buttons:

New Adds another Found By record to the trouble ticket.

Remove Removes the displayed Found By record from the trouble ticket.

Edit User (eye icon) Opens the Found By user’s profile record for editing.

Find Customer (customer icon) Opens a menu of advanced conditions for tailoring
a record search.

e Printer Generates a detail report of the open item.

e Apply Opens a Trouble Ticket for viewing only.

e Add Saves the trouble ticket and adds it to the project.
e Cancel Exits the screen without saving data.

4.3.6.2.3 Edit Trouble Ticket Screen

The Edit Trouble Ticket (see Figure 4.3.6-9) screen is used to update an existing Trouble Ticket
and advance it through its lifecycle states. The latter is done by selecting an appropriate item on
the Activities menu or clicking the appropriate Activities icon (in this view, the second row of
icons on the toolbar), either of which opens an Activity screen (see Section 4.3.6.2.4).

i TestTrack - NSIDC_TTs - [Edit Trouble Ticket #4004171] o | B |

E File Edit View Create Activities Tabs Format Email Jools Window Help - [&| %
B & B va:i4qE - EEODARAYPETA L SE BepsF BE »F»
Address: ™ ttstudio:fiinks.gsfc.nasa. gov: 1566//NSIDC_TTs/dfctorecordID=5429 - e

Summary: ECHO 10.82.6. Granule faiing ingest at ECHO that succeeded previously

Status: Forwarded, not assigned Submitter Site: [NSIDC V]
Type: [ECHO - Priority: | <notset> -
Product: [ECHO *|  component: [EcHo -
Entered by: [Fuw\er, Cathy ']@ Severity: [2—Severe V]

Date Entered: [¥] 9/3/2014 [ 2] ()

Wode: [T5L | Machine Name:
DAAC Trouble Ticket: CCRMNCR: 12001778
DAAC POC: Duplicate of:

Uvarwew | E Detai ‘ 5 Workfow | €5 Workaround | [ email | 1§ Links | [ Folders | ) Hstory
Current Report: 1ofl 1 (5 Remove

! Found by (Submitter): [Faw\er, Cathy '] Date: [V]9/3/2014 |+ [ Version: -
Description:

RS We sent a granule to ECHO on 8/26: granule UR SC:IGGRV1B.001:7543524, filename IGGRV1B_20120321.txt. Itingested successfully at ECHO.

0n 9/2, following our instal of the 8,3 custom code, we exported the same granule to ECHO using the identical files we had used previously, This time it failed with the following
error:

1) Export Request 1d: 3385981, Granule/Collection Id:5C:IGGRV 18.001:7548021, Export Start Time: 2014-09-02T20: 10:49. 258Z Error(s): Geometry Gpolygon 1 has the following
Oracle spatial validation error: ORA-13366: invalid combination of interior exterior rings [Element <13] [Ring <23] Description:Dateset/Granule vaidation failed (but XML schema
validation succeeded)

Nothing should have changed with the granule on our end as far as the spatial geometry goes, so it seems that something may have changed on ECHO's end.

IMPACT: Granule isn't represented in ECHO's holdings.
CATEGORY: 2

4 @ Apply H oK H Cancel

Logged in ss: aschuste

Figure 4.3.6-9. Edit Trouble Ticket GUI

The Edit Trouble Ticket screen’s fields are the same as those for the Add Trouble Ticket screen
(see Table 4.3.6-6 above).
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This screen has four buttons that differ from those on the Add Trouble Ticket screen:

o Left arrow Commits changes to the database and displays the previous Trouble Ticket
in the Trouble Ticket list.

¢ Right arrow Commits changes to the database and displays the next Trouble Ticket in
the Trouble Ticket list.

e Send Email... Opens a screen for composing and sending email to one or more
TestTrack
users. Senders can use an email template to include data about the open
trouble ticket.
e OK Commits changes to the database.

4.3.6.2.4 Activity Screens
The screens in this section advance Trouble Tickets through their lifecycle states.
Each activity screen has the following buttons:

e OK Accepts entered data and closes the screen.
e Cancel Closes the screen without accepting entered data.

Important: Clicking OK does not update the database. The database is updated only when
subsequently closing the calling Add Trouble Ticket or Edit Trouble Ticket screens.
4.3.6.2.4.1Assign Screen

The Assign screen (see Figure 4.3.6-10) is used for recording that a staff member has been
assigned to work on the issue described by the Trouble Ticket.

) Assign - Trouble Ticket #4004166 (B
Assign By: |Lutes, Rich v |28 pate: [v] 8/27/2014 11:42:59 am 2=
Assign To: =&
Notes: & Fitzgerrell, Amy
& Fowler Cathy
@& Fowler, Doug
& Joh
& Kna
&
a
=
a
& Lutes, Rich
& McAllister, Molly
& Operations, NSIDC P—
& PRE, NSIDC [ coneel |
— & Primett, Michael ——————

Figure 4.3.6-10. Assign GUI
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Table 4.3.6-7 provides a description of the Assign screen’s fields.

Table 4.3.6-7. Assign Field Descriptions

Field Name Data Type | Size Entry Description
Assign By Selection * Required -Ia-gs(,ai;r?rfgrﬂ.wm is making the
Date Date/Time n/a Required |Date assignment is made.
Assign To Selection * Optional |Name of the assignee.

Notes Text Optional |Message for the assignee.

*Note: The size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.

4.3.6.2.4.2Propose Solution Screen

The Propose Solution screen (see Figure 4.3.6-11) is used for documenting how to resolve the
issue described by the Trouble Ticket. Clicking OK on this screen advances the Trouble Ticket

to the Solution Proposed state.

& Propose Solution - Trouble Ticket 4004166 ==
Propose Solution By: [Schaffer, Frank ~ | {88 Date: (7] 57212014 4:34:08 P =
Notes:
e

Figure 4.3.6-11. Propose Solution GUI

Table 4.3.6-8 provides a description of the Propose Solution screen’s fields.

Table 4.3.6-8. Propose Solution Field Descriptions

Field Name Data Type | Size Entry Description
Propose Solution By Selection * Required The person who is proposing the
solution.
Date Date/Time | n/a Required |Date solution is proposed.
Notes Text n/a Optional |The proposed solution.

*Note: the size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of

the item selected from the selection list.
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4.3.6.2.4.3Start to Implement Screen

The Start to Implement screen (see Figure 4.3.6-12) is used for documenting work towards
implementing the solution to the problem described in the Trouble Ticket. Clicking OK on this
screen advances the Trouble Ticket to the Start to Implement state.

[ Start to Implement - Trouble Ticket #4004166 [
Implement By: |schaffer, Frank ~ |28 pate: [7] 97272014 4:34:45 M 1=
Notes:
s

Figure 4.3.6-12. Start to Implement GUI

Table 4.3.6-9 provides a description of the Start to Implement screen’s fields.

Table 4.3.6-9. Start to Implement Field Descriptions

Field Name Data Type | Size Entry Description
Implement By Selection * Required The person who is implementing the
solution.
Date Date/Time | n/a Required |Date work started towards a solution.
Notes Text n/a Optional |Details on progress towards solution.

*Note: the size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.

4.3.6.2.4.4Fix Screen

The Fix screen (see Figure 4.3.6-13) is used for reporting that the issue described in the Trouble
Ticket has been solved. Clicking OK on this screen advances the Trouble Ticket to the Fixed

state.

& Fix - Trouble Ticket #4004166 ]
Fixed By: [Lutes, Rich ~ | vate: [7] 5/29/2014 3:33:21PM H&E
Effort: hours
Notes:  Disk replaced at 13:40 on 8/27/14. Disk was here at 10:30.
——
Custom Fields
[T affects Documentstion
[T Affects Test Plan
Resolution: |Fix -
Version: -

Figure 4.3.6-13. Fix GUI
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Table 4.3.6-10 provides a description of the Fix screen’s fields.

Table 4.3.6-10. Fix Field Descriptions

Field Name Data Type | Size Entry Description
Fixed By Selection * Required |The person who fixed the problem.
Date Date/Time | n/a Required |Date solution was implemented.
Effort Decimal Optional |Hours it took to resolve the issue.
Notes Text Optional |Details of how the issue was resolved.

Affects Documentation

Check box | n/a Optional

Is a documentation change req'd?

Affects Test Plan

Check box | n/a Optional

Is a test plan change req’'d?

Resolution

Selection * Required

Type of resolution.

Version

Selection * Optional

Product version first containing fix.

*Note: the size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.

4.3.6.2.4.5Escalate Screen
The Escalate screen (see Figure 4.3.6.14) is used for forwarding an issue to the ECS Problem
Review Board (PRB) for advice or resolution. Clicking OK on this screen advances the Trouble
Ticket to the Forwarded state.

Note: A cron job runs periodically to extract the data from escalated Trouble Tickets in order to
create corresponding ECS non-conformance reports (NCRs).

T Escalate - Trouble Ticket #4004167 ==

Escalate By: [Schaffer, Frank ~ /@8 ate: 7] 572772014 3:40:26 M =

MNOtes:  Neyw NCR number is 8051993

——

Custom Fields

Escalate To: [Operations_NCRs =
Requested Category: [1 -

Forwarded
—

Figure 4.3.6-14. Escalate GUI

Table 4.3.6-11 provides a description of the Escalate screen’s fields.
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Table 4.3.6-11. Escalate Field Descriptions

Field Name Data Type | Size Entry Description

Escalate By Selection * Required The person who is escalating the

problem.
Date Date/Time | n/a Required |Date Trouble Ticket is escalated.
Notes Text Optional |Details of how the issue was resolved.
Escalate To Selection * Required |Name of target NCR project.

. . A measure of how soon the escalator
*

Requested Category Selection Optional would like the fix.

Whether or not the Trouble Ticket has
Forwarded Check box | n/a System been forwarded to the EDF.

*Note: the size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.

4.3.6.2.4.6Close Screen

The Close screen (see Figure 4.3.6-15) is used to document that the issue described in the
Trouble Ticket has been rejected or abandoned, or that work has been completed. Clicking OK
on this screen advances the Trouble Ticket to the Closed state.

& Close - Trouble Ticket #4004160 -
Close By: |Lutes, Rich ~ /&8 pate: [¥] 8/23/2014 3:37:58 P &
Notes: | g £, ther issues.
.
Custom Fields
Resolution: [Hardware Problem -

Figure 4.3.6-15. Close GUI

Table 4.3.6-12 provides a description of the Close screen’s fields.

Table 4.3.6-12. Close Field Descriptions

Field Name Data Type | Size Entry Description
Close By Selection . Required T_he person who closed the Trouble
Ticket.
Date Date/Time | n/a Required |Date the Trouble Ticket was closed.

Supporting information for closing the
Trouble Ticket.

Resolution Selection * Required |[Why the Trouble Ticket can be closed.

*Note: the size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.

Notes Text Optional
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4.3.6.2.4.7 Comment Screen

The Comment screen (see Figure 4.3.6-16) is used for recording miscellaneous notes related to
the Trouble Ticket. It does not change the ticket’s life cycle state.

& Comment - Trouble Ticket 2004161 ==
Comment By: |Schwiab, Mark ~ |28 pate: [7] 5/21/2014 11:30:49 A =
NOIES:  frhase are single fle oranuies (ignore muit)
—

Figure 4.3.6-16. Comment GUI

Table 4.3.6-13 provides a description of the Comment screen’s fields.

Table 4.3.6-13. Comment Field Descriptions

Field Name Data Type | Size Entry Description
Comment By Selection * Required |The person who is recording the
comment.
Date Date/Time | n/a Required |Date the comment is recorded.
Notes Text Optional |The comment.

*Note: the size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.

4.3.6.2.5 Reports Screen

The Reports screen (see Figure 4.3.6-17) is used for generating pre-defined and ad hoc Trouble
Ticket reports. Four types of reports are possible: list, detail, trend, and distribution. (See
Section 4.3.6.8.1 for an example of each.) TestTrack uses style sheets as templates for
generating reports. The screen includes a “Report Contains:” filter that facilitates finding reports
by category, such as TTs, Folders, Users, and Security Groups.

The TestTrack User Guide and the TestTrack Web User Guide provide details about the
subordinate screens used to define new reports, including how to specify or edit stylesheets, page
breaks, sort columns, timeframes, totals, and charts.
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€ TestTrack - NSIDC_TTs - [Reports - All Types - (15 items, 0 selected)] o (S
[@) Eile Edit View Creste Activities Tabs Format Email Jools Window Help _ =]
==t 5] - - EE DR LVITH Sa B8 > T E
Address: ™ ttstudio:/flinks.gsfc.nasa.gov: 1566//NSIDC_TTs/rprt - kyco
B view... £ Edit... % Delete & Print... | [ Preview... Report Contains:
Name v Title Type Owner Access
TT Forwarded State Trouble Tickets forwarded to Landover List Schaffer, Frank Shared With Everyone
Trend of open types Trend of open defects and types Trend  Administrator, System  Shared With Everyone
Test Report Trouble Tickets forwarded to Landover List Schaffer, Frank Shared With Everyone
Team Updste, Priarity Tearn Priority Report Distrib..  Administrator, System  Shared With Everyone
Team Updste, Assignment  Team Assignment Report Distrib.. Administrator, System  Shared With Everyone
Open, but not forwarded Open Internal Trouble Ticket report List Schaffer, Frank Shared With Everyone
Open defects Detail of Open defects Detail  Administrator, System  Shared With Everyone
List of Open Feature Requests  List of Open Feature Requests List Administrator, System  Shared With Everyone
Found/modifed Last Week  Summary of Problems found/madified Last Week List Administrator, System  Shared With Everyone
Feature Requests Detail of Open Feature requests Detail  Administrator, System  Shared With Everyone
Dan M's EEB EOC Report EEB EOC Defect Tracking System Report - NSIDC TTs List Schuster, Alexander  Shared With Everyone
Closed Report Detail of Closed defects Detail  Administrator, System  Shared With Everyone
7.21 TTs checkout phase 7.21 TTs TSL install (6/16/08) thru 2 weeks after OPS (9/24/08)  List Schaffer, Frank Shared With Everyone
7.20 TTs checkout phase 7.20 TTs from (6/6/2007) Phase 1 TSL install thru (7/25/2007)... List Schaffer, Frank Shared With Everyone
7.20 Open TTs 7.20 Open TTs - sorted by Date Entered List Schaffer, Frank Shared With Everyone
Logged in as: aschuste

Figure 4.3.6-17. Reports GUI

The Reports screen has the following buttons:

e View... Opens a screen for viewing the configuration of the report.

e Add... Opens a screen for defining a new report.

o Edit... Opens a screen for editing the configuration of a pre-defined report.

e Delete Deletes an operator-selected report.

e Print Runs the report, directing output to a selected printer (Windows client

only)

e Preview Runs the report and presents it via the user’s default web browser

The Print Options screen (see Figure 4.3.6-18) provides another means of printing adhoc reports
containing one or more items from any TestTrack list window, including trouble tickets. This
screen is invoked by selecting items to print and then clicking File = Print... on TestTrack’s

menu bar.

71 Print Options

[

@) Printas list
[ Print grid lines
() Print as detail

Stylesheet: | D Repart. xslt

(7)1 Create report file from template
Only print selected items

print | [ Preview Sa

Cancel

Figure 4.3.6-18. Print Options GUI

Table 4.3.6-14 provides a description of the Print Options screen’s fields.
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Table 4.3.6-14. Print Options Field Descriptions

Field Name Data Type | Size Entry Description

Print as list Boolean Optional _Prlnt columns from list window, one
item per line.

Stylesheet Selection Required Definition of the document's
appearance.

Print gridlines Boolean Optional |Prints lines between cells.

Print as detail Boolean Optional |Prints all information about the item.

Print items on separate Boolean Optional !nserts a page separator between

pages items.

Create report from Boolean Optional Prints a report based on a previously

template created template.

_Only print selected Boolean N Optional Prlnts only the items selected on the list

items window.

The Print Options screen has the following buttons:

e Print Generates a report, directing output to a selected printer (Windows client

only)
e Preview Generates the report and presents it via the user’s default web browser
e Save Saves the report as a text document
e Cancel Cancels the print request.

4.3.6.2.6 Security Groups Screen

The Security Groups screen (see Figure 4.3.6-19) is used to manage profiles that define
TestTrack user roles and the system privileges granted to each role. Each TestTrack project has
its own set of security groups. Users authorized access to a project must be assigned to one (and
only one) security group.

71 TestTrack - NSIDC_TTs - [Security Groups - (13 items, 1 selected)] [ —
@) Fle Edit View Creaste Activities Tabs Format Email Tools Window Help [Minimize [T
B e £ P diQaw - EE DA VITH L > BT H»
Address: ¥ ttstudio://links.qsfc.nasa. gov: 1566/NSIDC_TTsfugrp?recordD=11 - kyoo

[#2view... | [ b add... | [ & edit. | [ 88 Dekete |
=
Narme Description
Administrator Project file administration
Browser Browsers can view but not update records
Customer Brample of possible customer configuration
DAACHELP Members can view escalsted TTs and update the Forward checkbos in the Escalate svent
Engineers/Developers  Engineers/Developers
Inactive This greup is for inactive users so you do not have te delete the user. NO USER RIGHTS!
Operator Operators have all perms except for admin and event commands; cannot update closing code, assignments or fix event data
Ops Superviser Ops Supervisors have all permissions except for admin commands and selected others considered admin commands

Resolution Technician  Resolution Technicians have all permissions except for admin commands and selected others considered admin commands
Resource Manager Resource Managers have all permissions except for admin commands and selected others considered admin commands

Restricted View Example of a user group using a filter to limit the viewing rights.
TT Review Board Chair  TT Review Board Chair has all permissions except for admin commands and selected others considered admin commands
User Services User Services staff have all permissions except for admin commands and selected others considered admin commands

<« [ T +

Logged in as: aschuste

Figure 4.3.6-19. Security Groups GUI

4.3.6-22 609-EED-001, Rev. 03



This screen has no data entry fields other than Address described earlier in Table 4.3.6-5.
The Security Groups screen has the following unique buttons:

e View... Opens a screen for viewing selected groups’ privileges within the project.

e Add... Opens a screen for adding a new group and its privileges to the project.

o Edit... Opens a screen for updating selected groups’ privileges within the
project.

e Delete Deletes selected security groups. Users who were members of the
deleted

group(s) are no longer assigned to any project. They cannot access the
project nor can they receive project-issued e-mail notifications.

See the TestTrack manuals for descriptions of the Add Security Group, Edit Security Group, and
View Security Group screens.

4.3.6.2.7 Users Screen

The Users screen (see Figure 4.3.6-20) is used to manage profiles that define who can access the
project’s Trouble Tickets. Double-clicking on one or more users in the list opens either the View
User or Edit User screens, depending on the client’s user options settings.

Profiles can be global or local. Global user profiles can be shared among all TestTrack projects
on the network. Local user profiles are known only within the project in which they are defined,
but they can be promoted to a global user profile if the user’s name is unique among all projects.

i TestTrack - NSIDC_TTs - [Users - (91 items, 0 selected)] = | B ||

l@ File Edit View Create Activities Tabs Format Email Jools Window Help NEE
B & [EE] L oGl - EE >l B I
Address: ¥ ttstudio://links.gsfc.nasa.gov: 1566/ /NSIDC_TTs/user - ke
e View... | [ Adde. | [ & Edit. | | 88 Delet= | [@F Retrieve Giobal User..] (@7 Fromote...| [ @ Find...

Neme Group Type  Assigned Email Address Active B

Olcott, Lo Global 0

Operations, NSIDC ~ Browser Global 0 rg
Pitre, Ric Global 0 prb@nsidc.org
PRB, NSIDC Resolution Technician  Global 0 prb@nsidc.org
Primett, Marianne Global 0 prb@nsidc.org
Primett, Michael Resolution Technician  Global 0 mikeprimett@earthlink net

Loca
utes, rlutes Loca
Schaffer, Frank Administrator Global 1 sfrank@nsidc.org

Schumacher, Heid Glebal prb@nsidc.org |
Schuster, Alexander  Administrator Global 0 AlexanderSchuster@nasa.gov  Yes
Schwab, Mark Resolution Technician  Glebal 2 schwabm@kryos.celorado.e...  Yes hd
. I D

Logged in as: aschuste

Figure 4.3.6-20. Users GUI

This screen has no data entry fields other than Address described earlier in Table 4.3.6-5.
The Users screen has the following unique buttons:

e View... Opens a screen for viewing selected users’ profiles within the project.
e Add... Opens a screen for adding a new user profile to the project.
o [Edit... Opens a screen for updating selected user profiles within the project.
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e Delete Deletes selected user profiles. Deleting a user removes all references to
that user from the project’s Trouble Tickets.

e Retrieve Global User... Adds a user to the project by retrieving the user’s
profile from the TestTrack license server’s global user records.

e Promote... Adds selected, local user profiles to the TestTrack license server’s global
user database.

e Find... Opens a screen for specifying advanced criteria for locating matching
user records.

See the TestTrack manuals for descriptions of the Add User and View User screens. The Edit
User screen is described in the next section.

4.3.6.2.8 Edit User Screen

Use the Edit User screen (see Figure 4.3.6-21) to update user profiles for the project. Its fields
are identical to those of the Add User and View User screens.

7)1 TestTrack - NSIDC_TTs - [Edit User] = | El S
& Eile Edit Wiew Create Activities Tabs Format Email Jools Window Help =[[ =] x
B& ;B CE - c EE » e B e Ee
Address: > ttstudio:/flinks.gsfc.nasa.gov: 1566//NSIDC_TTs/userrecordID=140 - E?GD
FirstName: NSIDC MI: LastName: PRE User Type

Username:  nsidcprb

Info | Notify | License | Address | Notes | CPU | Peripherals | Display Settings | Statistics

Security Group: -

<not set>
Administrator

Phone Number:

Work « Browser
Customer
Fax Y DAACHELP

Engineers/Developers
Email Address: | Inactive

Operator

Internet % Ops Supervisor
Resclution Technician
Resource Manager
Restricted View

Pasew 1T Review Board Chair
User Services

Confirm Password:

Password:

D@

Logged in as: aschuste

Figure 4.3.6-21. Edit User GUI

Table 4.3.6-15 provides a description of the Edit User screen’s fields (Info tab only).
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Table 4.3.6-15. Edit User Field Descriptions (Info Tab only)
Field Name Data Type | Size Entry Description
User’s first name. (Optional only if a

First Name Character | 32 Optional ; .
last name is specified.)

Ml Character 8 Optional

Last Name Character | 32 Optional L_Jsers sumame. _((_)pt|onal only if a
first name is specified.)

Username Character | 32 Optional |User’s logon ID

Security Group Selection * Required |User’s assigned security group

User’s phone type (work, home, fax,
pager, mobile)
User’s phone type (work, home, fax,

Phone Number (Type) Selection * Optional

. . .

Phone Number (Type) Selection Optional pager, mobile)

Phone Number Character | 32 Optional  |User’s phone number

Email Address (Type) Character | 32 Optional (L)Jt?farr)s email type (Internet, MAPI,

Email Address Character | 32 Optional User's e-mail address to use for
notifications

Password Character | n/a Optional |User’s Password

Confirm Password Character | n/a Optional |User’s Password

*Note: The size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.

In addition to the fields described in the above table, the Edit User screen contains the following
buttons:

o User Type Designates whether the user is to be registered with the TestTrack
license
server’s global user database shared by all projects it services.
e Left arrow Commits changes to the database and displays the previous Trouble Ticket
in the Trouble Ticket list.
e Right arrow Commits changes to the database and displays the next Trouble Ticket in
in the Trouble Ticket list.

4.3.6.2.10 Setup List Iltems Screen

The Setup List Items screen (see Figure 4.3.6-22) is used to pre-define values that can be entered
via pull down menus attached to specific TestTrack fields. On TestTrack’s Trouble Ticket
screens, clicking the down arrow icon next to any of these fields displays the choices from which
a user can select. This screen is reached by clicking Tools = Configure List Values = <field-
name> Values... on the TestTrack menu bar.
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1) Setup List Items liE-J

Use this dislog to add, edit, delete, or re-order listitems,

NSIDC

LP DAAC
EDF Move Up
GSFC
GSFCV2 Move Down
LaRC

MO B

Mo . -
PVC Sort..

[ agd. [ Edit. |[ Dok |

Figure 4.3.6-22. Setup List Iltems GUI

This screen has no data entry fields.

The Setup List Items screen contains the following unique buttons:

Add... Opens a screen for adding a new value to the pull down menu list.
Edit... Opens a screen for editing the selected value in the pull down menu list.
Delete Deletes the selected value from the pull down menu.

Top Moves the value to the top of the pull down menu’s list.

Move Up Move the value one position higher in the pull down menu’s list.

Move Down  Moves the value one position lower in the pull down menu’s list.

Bottom Moves the value to the bottom of the pull down menu’s list.

Sort... Sorts the pull down menu’s list of values alphabetically, either ascending
or descending as specified on a supporting data entry screen.

4.3.6.2.11 Configure Automation Rules Screen

The Configure Automation Rules screen (see Figure 4.3.6-23) is used for defining the conditions
for TestTrack to perform certain actions automatically. A separate tab controls each of three
types of rules: notification, trigger, and escalation.

Notification rules email users about Trouble Ticket changes. Notifications can be issued for all
or any subset of records, using a pre-defined or a custom e-mail template, to anyone authorized
access to the project.

Trigger rules prevent users from performing an activity, create a workflow event, modify data, or
run a server-side executable whenever a user attempts to save a record.

Escalation rules enter a workflow event, modify record fields, send email, or run a server-side
executable based on a schedule.

This screen is invoked by clicking Tools = Administration - Automation Rules on
TestTrack’s menu bar.
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71 Configure Automation Rules e

Notifications | Triggers | Escal

Name Filter Actions Other Info
4 | Trouble Ticket is created
Netice to staff State is Open Send email  After save

Password Reset Request TTPro Password Reset Send email  After save

“| Trouble Ticket is changed

.

S

- | Trouble Ticket action is added, edited, or deleted

.

“ | Trouble Ticket is assigned
All assignments <not filtered>
| Trouble Ticket is changing state
Every state change State not Open
“ | Trouble Ticket enters Fixed state

Send email  After save

S

Send email  After save

S

Password Reset Request Fixed Type TTPro Password Reset
| Trouble Ticket enters Closed state

Closure notice Type TTPro Password Reset
4 £ Trouble Ticket enters Forwarded state

Escalations <not filtered>
| Trouble Ticket enters Implement Solution state

Send email  After save

S

Send email  After save

Send email  After save

.

S

“ | Trouble Ticket enters Solution Proposed state

4 | Trouble Ticket is renumbered
TT renumbered <not filtered>

BB e N Py

Send email  After save

Add Edit Activate Delete

Rule Summary:

(2] (Rusioo..] —

Figure 4.3.6-23. Configure Automation Rules GUI

This screen has no data entry fields.
The Configure Automation Rules screen contains the following unique buttons:

e Add Opens a screen for adding rules for the selected Trouble Ticket events.
See the TestTrack manuals for a description of this screen and how to use
it.
e Add Default (Triggers tab only) Opens a screen for adding rules to perform actions on
records that are not acted on by other triggers. See the TestTrack manuals
for a description of this screen and how to use it.

o KEdit... Opens a screen for adding rules for the selected Trouble Ticket events.
See the TestTrack manuals for a description of this screen and how to use
it.

e Delete Removes the selected rule.

e Activate Enables the selected rule.
¢ Rules Log... Exports the log for the selected rule to a text file for analysis or for use
with other tools.

4.3.6.2.10 User Options screen

The User Options screen (see Figure 4.3.6-24) lets users specify personal preferences about how
TestTrack behaves. These cover displays, notifications, a personal dictionary, spell checking,
and a few, other, more general features. This screen is invoked by clicking Tools = User
Options on TestTrack’s menu bar.
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Add
Display
Differences
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Search
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Notifications
Dictionary
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Motification Options

The following options control how you are notified of assignments when the application
is hidden or in the background:

| Play a sound Display & dialog box
Double-clicking on items...

@ Opens edit window

Opens view window

Cancel

Figure 4.3.6-24. Configure User Options GUI

Most panes on the screen present a series of radio buttons or check boxes. The Dictionary pane,
though, provides a dialog for specifying the main dictionary to be used when spell checking and
for adding custom words to the dictionary.

See the TestTrack manuals for more details about using this screen.

4.3.6.2.12 License Server Admin Utility

The License Server Admin Utility screen (see Figure 4.3.6-25) is the gateway to the collection of
screens for managing TestTrack license server operations. The GUI can be started only from the
command line on the TestTrack server machine, and access is generally limited to central
TestTrack system administrators.

Start the utility by typing, “/usr/ecs/OPS/COTS/ttpro/splicsvr/bin/Isadmin &”, and then

log in.

File Wiew Help

N License Server Admin Utility - Reflection X Advantage

NI

censes

@ Manage global users,
Manage Seapine licenses Global Users customers, and license
% server admin security

| <) Server Log

View and manage the N N
server log ' Server Options Manage server options

Logged in as: aschuste

Figure 4.3.6-25. License Server Admin Utility GUI
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This screen has no data entry fields.

The License Server Admin Utility screen contains the following unique buttons:

e Licenses Opens a screen for adding, editing, and deleting TestTrack licenses, and
for associating users with single-user, “named” licenses when applicable.
From this screen, administrators can navigate to the Floating Licenses
Used screen to view who is currently using TestTrack floating licenses

network-wide.

e Global Users Opens a screen for adding, editing, and deleting user profiles. See

Section
4.3.6.2.13, Global Users Screen, below.

e Server Log Opens a screen for viewing, filtering, deleting and exporting license

server
log entries.

e Server Options Opens a screen for configuring log, license server, server database,
LDAP, and password options. Password options cover requirements,

restrictions and history.

See the Seapine License Server Admin Guide, Version 2014, for a thorough description of the

screen mentioned above.

4.3.6.2.13 Global Users Screen

The Global Users screen (see Figure 4.3.6-26) lets TestTrack administrators conveniently
manage the user profiles of individuals who need to access TestTrack. Double-clicking on any
row in the list opens the profile for the selected user. This screen is invoked by clicking on the
Global Users button on the License Server Admin Utility GUI (see Section 4.3.6.2.11)

&4 Global Users (1148 users, 1 selected) - Reflection X Advantage

=

5 View | oo Add | &7 Edit I Sgge\etel Resync LDAPUsersl Undelete Usersl Qu\ckEd\t'l C\earﬁlterl (=]

Name u -~ |Username 0 |UserICu5tomer 0 |License Server Access |Statu5 Ty |\55ue Tracking |SSO Ty ;I

Smith, Matt msmith User None Active
| Smith, Peter

Snoddy, Leena Isnoddy User None Active

Sofinowski, Edwin J.. esofinow User None Active
Sohre, Tom tsohre User None Active
<

—Assign Licenses

Issue Tracking| Regquirements Management| Test Case Management

/A

/A

N/A

1

/A

N/A -
3

4]

Close

Figure 4.3.6-26. Global Users GUI

This screen has no data entry fields.

The Global Users screen contains the following unique buttons:
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e View Opens a screen for reading a user’s record in the license server database.

e Add Opens a screen for adding a new global user to the license server
database.

o Edit Opens a screen for changing a user’s record in the license server
database.

e Delete Removes the selected user from the license server database.

e Re-sync LDAP Users Manually adds users from an LDAP server.

e Undelete Opens a screen for restoring a previously deleted user’s profile.

¢ Quick Edit Applies Make Customer, Activate, Unlock, and Bulk User Changes

operations to select user profiles.

Clear Filter = Removes filters that previously applied to user records

e Issue Tracking Opens a screen for assigning an Issue Management license
to selected users.

e Requirements Management Opens a screen for assigning an RM license to selected
users.

e Test Case Management Opens a screen for assigning a TCM license to selected
users.

See the Seapine License Server Admin Guide, Version 2014, for a thorough description of the
screen mentioned above.

4.3.6.2.14 TestTrack Web Client’s Trouble Ticket Screen

TestTrack has a Web client that has all the features of the Windows client, including submission,
querying, and modification of Trouble Tickets via a browser. Users of TestTrack Web need:

e a computer with a Web browser that supports HTML 3.0 or later
e JavaScript enabled

To reach the Web client, start the browser and enter the appropriate secure URL and port
number. For example: https://<host>.gsfc.nasa.gov:<port_number>. The TestTrack login
window is then displayed as shown in Figure 4.3.6-27.
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Figure 4.3.6-27. Web Login Window

The Project Selection window is used to choose which TestTrack project.

Upon username and password verification, the TestTrack Project Selection window appears (see
Figure 4.3.6-28). Use this screen to specify which project to log in to and which TestTrack
components to access. The Project picklist displays only the projects to which the user has
access. The Log in to picklist displays only the components to which the user has access.

—— —= -
@ TestTrack Project Selection - Mozilla Firefox [P
File Edit View Higtory Bookmarks I
[

|' | TestTrack Project Selection

-
I'L
1

€ & hitps://links.gsfc.nasa.gov:20072/# ¢ | B Google P&+ #®

Figure 4.3.6-28. Project Selection Window
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Table 4.3.6-16 provides a description of the TestTrack Project Selection window’s fields.

Table 4.3.6-16. TestTrack Project Selection Field Descriptions

Field Name Data Type | Size Entry Description
Project Selection * Required |Name of the project to logon to
Login to Checkbox N Required ll:lsz'sle:nes of TestTrack components to

*Note: The size of a field with a "selection" data type can vary and the size is automatically adjusted to the size of
the item selected from the selection list.

The Project Selection screen contains the following unique buttons:

e Connect Logs in to the selected project.
e Cancel Cancels the login request.

Upon successful login, the Trouble Tickets List page is displayed as shown in Figure 4.3.6-29.
As with the Windows client, the Trouble Tickets list page identifies all Trouble Tickets returned
by the filter the user selects. Rather than a menu bar, however, the web page uses tabs and a
series of action links on the top and the left side of the page to help users navigate and perform
actions. To access a Trouble Ticket, users select one or more Trouble Tickets by clicking in
corresponding checkboxes on the left, and then selecting View, Edit, or Delete from the Action
gear pulldown in the adjacent column. A Logout hotlink at the top right of the display closes the
user’s connection to the database properly and frees the user’s license.

r = — = = N
@ TestTrack - NSIDC_TTs - Trouble Tickets List - Mozilla Firefox — . e
File Edit View History Bockmarks Tools Help
G Terack- o Trs- T T Oy
€ | @ hitps://links.gsfc.nasa.gov: 20072/#Default/8/issuestiablD=31&filteID=08tpage=0 ¢ || B - Google P+ @
' TestTrack NSIDC_TTe Schuster, Alexander v  Logout  (3)
Trouble Tickets Email =  \Workilow = Actions + @
|| Trouble Ticket Tracking
+ & (Trouble Tickets)
.
B Folders
Add ¢ =NotFiltered= » [Tl ~
,rm Reports
Number Summary Type Status Date Modified Severity
- - (.= (A ~ (Al ~ (Ally e
4004169 10.83 Reverb Testhed - Keep g Reverb Forwarded, not a 916/2014 6:28 4 - Mlinor .
4004168 8.2 Data Access - Meed aneasi... ESI Forwarded, not a.. 827/2014 500, 5- Enhance..
4004167 OIB ESDT for IODMS1H Need a ESDT Forwarded, not a 82712014 4:00 - Enhance
4004165 8.2+ OPS. Need updated ESDT. ESDT Forwarded, not a 8/22/20141:00 2- Severe
b is pot rendering granul. .. ... 8222014110... 2-
50T for IRTBR3 ESDT Forwarded, not a.. 212014120 5- Enhance..
Edit
View 30T for IRTBE3 ESDT Forwarded, not a 82142014 1:20 5- Enhance.
Delete, 80T FOR IRTTES EEDT Forwarded, nota.. 212014 1:20. G- Enhance..
TOATED THEE T
r
v
[} ltems 1 to 300 of 4140 Mext =]

Figure 4.3.6-29. Trouble Ticket List Web Page
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4.3.6.3 Required Operating Environment

The TestTrack server runs on a Linux-based machine; Linux-, Windows-, Mac-, and Web-based
clients are available for the DAACs. Appropriate information on operating environments,
tunable parameters, environment variables, and a list of vendor documentation can be found in
the EED Release Notes document 914-TDA-558. To find the documentation for TestTrack,
refer to the Release Notes posted on the ECS Baseline Information System web page at your
local site. The Release Notes document was distributed to ECS sites with TestTrack. Vendor
manuals are available upon request.

4.3.6.3.1 Interfaces and Data Types

Several custom scripts interact with TestTrack to facilitate operations and development. Table
4.3.6-17 identifies these interfaces.
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Table 4.3.6-17. External Interface Protocols

Type of Primary Type of Backup
Interface Protocols Interface Protocols

Interface (facility) Comments

Generates and emails
reportMaker SOAP Manual reports to ECS Problem
Review Board members

Logs the number of
TestTrack floating
tt_licenseUsage SOAP Manual licenses in use at,
typically, 30 minute
intervals

Automated help for
resetting a user’'s
password upon

tt_resetpasswd SOAP Manual o .
submission of special
trouble ticket by a
TestTrack administrator
Escalates Trouble

tt2ner SOAP Manual Tickets to the EDE

xfer_ncr SOAP Manual Transfers NCRs

between projects

4.3.6.4 Databases

TestTrack uses a native database management system bundled with the product. A distinct
Trouble Ticketing database, also known as a project, exists for each ECS site. The Trouble
Ticketing databases currentlyy in use are:

ECHO TTs

LaRC TTs

LPDAAC TTs
LPDAAC Internal TTs
NSIDC TTs

Riverdale TTs

4.3.6.5 Special Constraints

Note that while most TestTrack screens are accessible to all operators, only TestTrack
administrators have permissions to modify user permissions, security groups, project workflow,
dropdown lists, and system notifications. Privileges are set according to DAAC policy.

4.3.6.6 Outputs

Client output from TestTrack (other than that displayed on GUISs) consists primarily of pre-
defined and ad hoc reports in HTML format that are prepared on demand. TestTrack launches
the operator’s browser of choice to display the reports. Reports can also be printed or saved to a
file. See Section 4.3.6.8 for a description of the various reports available.
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Server output consists primarily of email notices sent to designated recipients when trouble
tickets a created, assigned, updated, and closed.

TestTrack also issues prompts when operator input is required, and writes a variety of error and
informational messages to project and license server logs (see Section 4.3.6.7). Using the Server
Options screen of the TestTrack Server Admin Utility and the License Server Admin Utility,
TestTrack administrators can control the amount of logging performed.

Users may also export selected TestTrack records in either XML or tab- or comma-delimited text
format. This is done via GUIs accessible by clicking File = Export = XML File Export or
File > Export - Text File Export on the Trouble Ticket List screen’s menu bar.

4.3.6.7 Event and Error Messages

TestTrack does not have an error message guide. Below, however, is a sampling of the
information typically logged by TestTrack (see Tables 4.3.6-18 through 4.3.6-20.)

Table 4.3.6-18. TestTrack Startup.log File Messages Example

Thu Sep 4 02:33:29 2014 <Info> Server log startup for TestTrack
2014.0.1 Build 24 (Linux/x64)
Thu Sep 4 02:33:29 2014 <Info> TestTrack Server initialized.

Accepting connection requests. [2014.0.1 Build 24 (Linux/x64)]

9/4/2014 2:33:46 Operations_NCRs (TestTrack Native)
DFCT 12252 TSTC 4 TSTR O RQMT O RDMT O TASK 3

USER 1043 UGRP 11 RPRT 174 DFLT 714 LINK 31 MAIL 1

FOLDPUB 14 FOLDPVT 18 FOLDTYPE 1 TYPE 3
CUDFDFCT 20 CUDFTSTC 4 CUDFTSTR 4

CUDFRQMT 7 CUDFRDMT 3 FLDR O TRGRESCL 3
TRGRPREPRE 1  TRGRPREMOD O

TRGRPREEVT 2  TRGRPRENOTFY 27 TRGRPREEXE O
TRGRPOSTEXE O

Thu Sep 4 06:01:55 2014 <Info> Starting [Auto-close (sev 5)]
escalation rule.

DbDir=/usr/ecs/0PS/COTS/ttpro2014/TTServDb/TTDbs/Development_NCRs/

Thu Sep 4 06:01:55 2014 <Info> Completed [Auto-close (sev 5)]
escalation rule In 0.000000 minutes.

Thu Sep 4 11:15:26 2014 <Activity> Attempting to login as "sfrank" to
the Operations_NCRs project using the native client from
cfFFFF:128.138.64.120 failed because no floating licenses are available.

DbDir=0Operations_NCRs
UserName=sfrank
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Table 4.3.6-19. TestTrack Server Admin Utility Log File Messages Example

9/3/2014 2:33:29 AMInformation 0 Server log startup for TestTrack
2014.0.1 Build 24 (Linux/x64)

9/3/2014 10:08:34 AM Warning O Error polling on socket from
client at [] POLLHUP - Hang up. <not logged in>

9/3/2014 11:48:45 AM Warning O Error polling on socket from
client at [] POLLHUP - Hang up.-

/usr/ecs/0OPS/COTS/ttpro2014/TTServDb/TTDbs/LPDAAC TTs/ Jane
Burckhard [Client]

9/3/2014 12:56:28 PM Warning O Socket error when reading request
from [::FFFF:71.179.5.27]: 449505600 ; Unrecognized Buffer Format.

<not logged in>
9/3/2014 1:58:34 PMWarning O Sending email failed while logging

into the SMTP server. Unable to establish the socket connection to
port 25 on host f5eilOlv.edn.ecs.nasa.gov. Please verify the host IP

Table 4.3.6-20. License Server Admin Utility Log File Messages Examples

0871372014 11:03:11 AM Unusual Activity 0 No floating license is
available. dnewman

08/13/2014 12:23:44 PM Unusual Activity 0 User with 1D 1035
attempted to login to project with ID 8 of product Requirements
Management at ::fFFF:127.0.0.1 with license type 42 but no floating
license was available. sfrank

08/13/2014 07:23:19 PM Unusual Activity -188268386 A login attempt
from TestTrack at ::ffff:127.0.0.1 failed: no credentials were sent.

08/29/2014 03:35:50 PM Unusual Activity 0 A login attempt from
TestTrack at ::ffff:127.0.0.1 failed: invalid password. forward3

0970372014 12:33:29 PM Unusual Activity 0 ThreadMgr attempted to
kill an inactive thread -1848452800 for client at

e A=A A~ A~ aA A~aTE
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4.3.6.8 Reports

TestTrack can produce detail, list, distribution, and trend reports. Table 4.3.6-21 describes a

sample of each.

Table 4.3.6-21. Reports

Report Type

Report Description

When and Why Used

Detail of Open

A full report of every Trouble Ticket not in a
Closed state, sorted by Trouble Ticket

When and if someone wants a
copy of all open Trouble

number (see Figure 4.3.6-26).

Defects number (see Figure 4.3.6-25). Tickets.

A list of the Trouble Tickets found or modified | When and if someone wants a
Summary of during the week prior to the report, containing | list of the Trouble Tickets
Problems only key details and sorted by Trouble Ticket | opened or updated during the

past week.

Team Assignment
Report

A distribution report identifying the Trouble
Tickets found or modified during the week
prior to the report, containing only key details
and sorted by Trouble Ticket number (see
Figure 4.3.6-27).

When and if someone wants to
know how evenly work is
distributed among the staff.

Trend of Open
Defects and Types

A trend report identifying the number of
Trouble Tickets of each problem type in the
Open state over time, grouped and ordered
by month (see Figure 4.3.6-28).

When and if someone wants to
review (or forecast) trends
among the types of problems
reported.

4.3.6.8.1 Sample Reports
Figure 4.3.6-30 through 4.3.6-33 provides samples of the reports described in Table 4.3.6-21.
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Figure 4.3.6-30.

Detail of Open Defects Report
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Figure 4.3.6-31. Summary of Problems Found/Modified Last Week Report

4.3.6-39 609-EED-001, Rev. 03




[ File Edit View History Bookmarks Tools Help (=] B[]

Restore Session x/file:fﬁC::’User...3dcbda%?D.html x\+
D files///Cof Users/Alex/AppData/Local/Terr =~ ~ Google Al B 3 & =
TestTrack | Team Assignment Report
Report: from first trouble ticket found through last trouble ticket found 3
Report generated by Schuster, Alexander on 09/02/14 at 6:30:03 PM
Acharya, Prashanth 2
Agha, Chukwuemeka 3
Auty, David 1
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Clarke, Derrick T
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Dadi, Upendra 1
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Daobbins, Greg 8
Duma, Calin 2
Durbin, Chris 26
Fariz, Hamid 13 -

Figure 4.3.6-32. Number of Tickets by Submitter Report
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Figure 4.3.6-33. Trend of Open Defects and Types Report

4.3.6.8.2 Report Customization

Reference the TestTrack User Guide or TestTrack Web User Guide for information on creating
and customizing reports. The manuals are installed along with the product. They can be
accessed separately or by selecting Help on any TestTrack screen.
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4.4 Security and Accountability

This section describes the security and accountability tools used by DAAC operators:

1. TCP Wrappers and Xinetd
2. OSSEC
3. Cryptographic Management Interface (CMI)
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4.4.1 TCP Wrappers and Xinetd

TCP Wrappers allow the operator to control access to various network services through the use
of access control lists. They also provide logging information of wrapped network services,
which can be used to prevent or monitor network attacks. It intercepts incoming network
connections and verifies if the connection is allowed before passing the connection onto the
actual network daemon. TCP Wrappers allows the operator to monitor and filter incoming
requests for the systat, finger, ftp, telnet, rlogin, rsh, exec, tftp, talk, and other, older network
services. TCP Wrappers is not used directly, however. It is used in conjunction with the Linux
super internet daemon xinetd (pronounce zye-net-d). Xinetd supports older daemons that
typically require in-the-clear authentication such as wu-ftpd. Most of the available daemons are
disabled. Full descriptions of these Linux services can be obtained using the “man” command,
e.g., man systat.

NOTE: The only DAAC:S that still use TCP Wrappers are NSIDC and ASDC.
TCP Wrappers perform the following functions automatically:
e Access control: access can be controlled per host, per service, or combinations thereof.

e Host name spoofing: verifies the client host name that is returned by the address->name
DNS server, by asking for a second opinion from a local DNS server.

e Host address spoofing: the wrapper programs can give additional protection against
hosts that claim to have an address that lies outside their own network.

¢ Client username lookups: the protocol proposed in RFC 931 provides a means to obtain
the client user name from the client host. The requirement is that the client host runs an
RFC 931-compliant daemon. The information provided by such a daemon is not used for
authentication purposes but it can provide additional information about the owner of a
TCP connection.

e Multiple ftp/gopher/www archives on one host: "daemon@host' access control patterns
can be used to distinguish requests by the network address that they are aimed at.
Judicious use of the “twist' option (see the hosts options.5 file supplied with TCP
Wrappers, ‘nroff -man' format) can guide the requests to the right server. These can be
servers that live in separate chroot areas, or servers modified to take additional context
from the command line, or a combination.

e Sequence number guessing: client username lookup protocol can help to detect host
impersonation attacks. Before accepting a client request, the wrappers can query the
client's IDENT server and find out that the client never sent that request.
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Additional information on TCP Wrappers can be obtained at the following URL:

https://access.redhat.com/site/documentation/en-

US/Red Hat Enterprise_Linux/6/html/Security_Guide/sect-Security Guide-
TCP_Wrappers_and_xinetd.html#sect-Security Guide-TCP_Wrappers_and_xinetd-
TCP_Wrappers

TCP Wrappers is used to perform the operator functions listed in Table 4.4.1-1.

Table 4.4.1-1. Common ECS Operator Functions Performed with TCP Wrappers

Operating Command/Action Description When and Why to Use
Function

Monitor potentially | Check TCP Wrappers | Program continuously runs in | To check for evidence of
malicious attempts | log using a text editor. | the background appearing to | an attempt of breaking-in.
to access network malicious external client
services. service requests as a normal
inetd daemon process.

4.4.1.1 Quick Start Using TCP Wrappers/Xinetd

TCP Wrappers provides a library of tiny daemon wrapper programs which are integrated into the
xinetd application. The daemons each correspond to a service provided by the host operating
system. The daemons are registered with the service, which results in the operating system
invoking the daemon each time that service is invoked. The daemons perform their function(s)
and terminate. A common function is to log the name of the client host and requested service.
They do not exchange information with client or server applications, and impose no overhead on
the actual conversation between the client and server applications. Optional features include:
access control to restrict what systems can connect to what network daemons; client user name
lookups with the RFC 931 protocol; additional protection against hosts that pretend to have
someone else’s host name; and additional protection against hosts that pretend to have someone
else’s host address.

44.1.11 Command Line Interface
One may check if a service is using TCP Wrappers by using the command:
# 1dd <binary-name> | grep libwrap

The TCP Wrappers cannot be invoked or accessed from the command line. The TCP Wrapper
daemons are invoked by the operating system service to which they are registered. The daemons
terminate upon completing their function.

4.41.2 TCP Wrapper Main Screen

TCP Wrapper does not have a graphical user interface.
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44.1.3 Required Operating Environment

For all COTS packages, appropriate information on operating environments, tunable parameters,
environment variables, and a list of vendor documentation can be found in a CM controlled
document for each product. To find the documentation for TCP Wrappers, refer to the Release
Notes for Secure Shell posted on the EED Baseline Information System web page at your local

site. Also refer to the Linux hosts.allow man page.

441.4 Databases

None

4.4.1.5 Special Constraints
None

4.4.1.6 Outputs

Check /var/log/messages for xinetd references.

4.4.1.7 Event and Error Messages

The log file provides the following information for each entry: data and time; host sever name;
type of service requested and port that provides that service; answer given to the request

connection (connect/refused); client host name.

4.4.1.8 Reports
None

4.4.1-3
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4.4.2 OSSEC

OSSEC is an open source host-based intrusion detection system. It performs log analysis, file
integrity checking, policy monitoring, rootkit detection, real-time alerting and active response.

OSSEC is a scalable, multi-platform, open source host-based intrusion detection system (HIDS).
It has a powerful correlation and analysis engine, integrating log analysis, file integrity checking,
Windows registry monitoring, centralized policy enforcement, rootkit detection, real-time
alerting and active response.

It runs on most operating systems, including Linux, OpenBSD, FreeBSD, MacOS, Solaris and
Windows. Notable features include:

e Multi platform

e OSSEC lets customers implement a comprehensive host based intrusion detection
system with fine grained application/server specific policies across multiple
platforms such as Linux, Solaris, AIX, HP-UX, BSD, Windows, Mac and
VMware ESX.

e Real-time and Configurable Alerts

e OSSEC lets customers configure incidents they want to be alerted on which lets
them focus on raising the priority of critical incidents over the regular noise on
any system. Integration with SMTP, SMS and syslog allows customers to be on
top of alerts by sending these on to e-mail and handheld devices such as cell
phones and pagers. Active response options to block an attack immediately are
also available.

e Centralized management

e OSSEC provides a simplified centralized management server to manage policies
across multiple operating systems. Additionally, it also lets customers define
server specific overrides for finer grained policies.

e Agent and agentless monitoring

e OSSEC offers the flexibility of agent based and agentless monitoring of systems
and networking components such as routers and firewalls. It lets customers who
have restrictions on software being installed on systems (such as FDA approved
systems or appliances) meet security and compliance needs.

e File Integrity checking

e File integrity checking (or FIM - file integrity monitoring) is to detect changes
and alert you when they happen. Any file, directory, or registry change will be
alerted and logged.

e Log Monitoring

e OSSEC collects, analyzes, and correlates logs to let you know if something wrong
is going on (attack, misuse, errors, etc).
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e Rootkit detection

¢ You can be notified when trojans, viruses, etc change your system in any way.

4.4.2.1 Configuration

The configuration file consists of the following configuration sections:

global - default options used everywhere in the system.
email alerts - granular e-mail alerting options.
rules - list of .xml rule files to be included.

Each .xml rule file includes the format for matching what services to be monitored. The
file structure includes “rule id”, “level” of the alert, “match” what string were trying to
match, “description” of the alert, and the group that the alert belongs to.

There is a .xml file for each type of service monitored
Rules or .xml files are located in /usr/ecs/OPS/COTS/ossec/rules/
syscheck - configuration related to the syscheck - integrity check.

Configuration includes the frequency that syscheck is executed, the directories to check
and the files that should be ignored.

rootcheck - configuration related to the rootcheck - rootkit detection.

Includes pointers to the rootkit detection configuration files and system audit information.
Rootkit files are located under /usr/ecs/OPS/COTS/ossec/etc/shared

localfile - options related to the log files to be monitored.

remote - configuration related to what is monitored to log remote connections.
alerts - e-mail and log alerting options.

client - agent related options.

Currently has the HIDS server ip address configured.

database output - Database output options.

command - active-response configuration.

4.4.2.2 CLI-based Administrative commands

e agent-control — give you an agent list, status or extract information from an agent, and
initiates scans.

e List agents — list all agents, inactive and connected (active) agents.
e Manage agents — tools to add/remove agents on the management server
e ossec-control — get status, start and stop the ossec daemon.

e Rootcheck control — manages the policy and auditing database.
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0 Lists available or active agents, Clears the database, print resolved or
outstanding issues

e Syscheck control — manages the integrity checking database

0 Lists available or active agents, clears the database, prints information about
modified files, lists modified files or registry entries for the agent.

e Syscheck update — update syscheck database for all agents or specific agents. Update
syscheck database locally.

e Ossec logs are located in /usr/ecs/OPS/COTS/ossec/logs. You can manually check the
logs for resolved and outstanding issues using the rootcheck control command and
check modified files using the syscheck control command.

4.4.2.3 GUI-base operation

e OSSEC uses a web based interface for normal operation. From an approved
browser, use the URL:

http://x4msl10:8001
where x is the prefix for your DAAC
(I1=ASDC, n=NSIDC, I=LP DAAC, p=PVC)
OSSEC is used to perform the operator functions listed in Table 4.4.2-1.
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Table 4.4.2-1. Common ECS Operator Functions Performed

configuration file.

configuration file
using the vi editor.

should be monitored.

Operating Command Description When and Why to Use
Function
Change the Edit the specific Specify which file(s) When another file needs to be

monitored.

Checks the integrity of the file
system specified when the daemon
is started.

Verify that OSSEC Compares files’ As necessary to verify that agents
OSSEC agents list-agents current signatures are running on required platforms.
are functioning against the database

and emails the

operator a notification

for changed files.
Change OSSEC Updates working As necessary to maintain operation.
configuration on manage-agent configuration of agent
an agent

4.4.2.4 Required Operating Environment
OSSEC runs on all Linux hosts.

For all COTS packages, appropriate information on operating environments, tunable parameters,
environment variables, and a list of vendor documentation can be found in a CM controlled
document for each product. To find the documentation for OSSEC, refer to the Release Notes
posted on the EED Baseline Information System web page at your local site.

4.4.2.5 Databases

OSSEC uses an internal data store of captured information. The user can update this data store
through the command line interface.

4.4.2.6 Special Constraints

None

4.4.2.7 Outputs

OSSEC generates the outputs presented in Table 4.4.2-2 below in the filename specified on the

command line invocation.

Figure 4.4.2-1.

A sample of the generated report is shown in Section 4.4.2.8,

Table 4.4.2-2. OSSEC Outputs

Output

Description and Format

Click on “Stats”

See below.

4.4.2-4
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4.4.2.8 Event and Error Messages
Not available.

4.4.2.9 Reports
A statistics report is available from the GUI by clicking on “Stats”.

Gosss

Bepe]

Main Search Integrity checking Stats About DONATE

Stats options:
S P e e b e ] ELOTR | Change op tions |
Ossec Stats for: 2010/Mar/23

Total: sfin,556
Alerts: 125,558

Syschech: 4,778

Firewall: o

Average: 241515 events per hour.

Aggregate values by severity Aggregate values by rule
Option ——[value Percentagejiloption  — [value [Percentagel
Total for level 6 =6 0.0% Total for Rule 350001 0.0%
Total for level 4 337 0.3% Total for Bule 30116 2 0.0%
Total for level 10 g6z 0.5% Total for Rule 51155 2 0.0%
Taotal for level 5 7,208 S.0% Total for Rule 5706 = 0.0%
Total for level 2 2g,523 =23.8% Total for Rule 2104 3 0.0%
Total for level o 33,872 =27.3% Total for Bule 11110 3 0.0%
Total for level 3 52,330 42.2% Total for Rule 35005 4 0.0%
Total for all levels 123,058 100% Total for Bule 1006 4 0.0%

Total for Rule 35053 8 0.0%
Total for Rule 5402 45 0.0%
Total for Rule 2503 15 0.0%
Total for Rule 31104 24 0.0%
Total for Rule 30115 32 0.0%
Total for Bule 5507 84 0.1%
Total for Bule 2102 167 0.1%
Tatal for Rule 2101 170 0.1%

Figure 4.4.2-1. OSSEC Sample Statistics
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4.4.3 Cryptographic Management Interface (CMI)

The Cryptographic Management Interface (CMI) GUI program, EcSeAuthnProg, is used by
operations personnel to generate a randomized username and password (though only the
password is currently used) given a key. There is one key for each EED server and is the same
as the Program ID stored in a server’s configuration file. This tool is most often used to generate
passwords for Sybase and FTP user accounts. It is therefore recommended that access to this
tool be restricted to Sybase and Unix System Administrators only.

CMI is used to perform the operator functions listed in Table 4.4.3-1.

Table 4.4.3-1. Common ECS Operator Functions Performed with CMI

Operating Command / Description When and Why to Use
Function GUI
Start CMI program. | EcSeAuthnProg This brings up the In order to obtain the user

ConnectAuth GUI.

password for a given
application key.

Generate CMI Main Screen | This causes the program to This is only needed when an
password. (ConnectAuth generate a randomized EED server requires a new
GUI) username and password. user account.
4431 Quick Start Using CMI

The CMI Main Screen is a custom developed GUI utility and should be used only by operations
personnel.

To execute CMI from the command line prompt, enter:
> EcSeAuthnProg

4.4.3.2 CMI Main Screen
Figure 4.4.3-1 is the CMI GUI Screen, which comes up when the CMI program is run. It
contains three fields:

e Application Key field

e User Id field

e Password field

Operations personnel fill out the first field by entering the application key. In response, CMI
returns a user name and password, which are displayed in the associated fields.
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Enter Application Key :

User Id Password

Figure 4.4.3-1. CMI Main Screen

Table 4.4.3-2 describes all the fields found in the CMI Screen in Figure 4.4.3-1.

Table 4.4.3-2. CMI Field Descriptions

Field Name Data Type Size Entry Description
Application Key Integer 1to 10 Required Key identifying an application.
digits

User Id Character |8 Generated by Displays the randomized user id
EcSeAuthnProg based on the key (this field is not
program used).

Password Character |8 Generated by Displays the password to be used
EcSeAuthnProg when creating the account.
program

4.4.3.3 Required Operating Environment

The EcSeAuthnProg depends on a data file, which must be called “data” and must exist in the
directory from which the tool is invoked. @ The data file is the same file as the
EcSeRandomDataFile located in SECS_HOME/<mode>/CUSTOM/security, only with a
different name. CMI requires no other configuration files. It can run on a Linux 2.x platform.

4.4.3.3.1 Interfaces and Data Types

CMI utilizes no special data types or interfaces.

4.4.3.4 Databases

None
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4.4.3.5 Special Constraints

A data file called “data” must exist in the execution directory. The data file must be the same
file as the EcSeRandomDataFile.

4.4.3.6 Outputs
All information is displayed on the CMI screen.

4.4.3.7 Event and Error Messages

The CMI program issues error messages.

4.4.3.8 Reports
None
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4.5 Science Software Integration and Test (SSI&T)

This section describes the tools used by DAAC operations personnel who are Science Software
Integration and Test (SSI&T) specialists. The function of SSI&T is to prepare the science
software received from the Instrument Teams for DAAC production. All the COTS
tools/products are documented in separate product specific documentation. These tools are only
identified in this section. Operators must verify that COTS documentation matches the product
version in use. Finally, there are custom applications that are unique to the SSI&T
activity. These tools are described in the following subsections:

4.5.1 Science Software Integration and Test (SSI&T)
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4.5.1 Science Software Integration and Test (SSI&T)

The SSI&T contains comparison tools, and COTS tools for comparing and analyzing
environment programs. All programs can be invoked from the UNIX command line.

The HDF file comparison tool is contained in the SSI&T subset of tools.

45.1.1 Linux Platform
Table 4.5.1-1 lists the SSI&T command line interfaces for the Linux workstation.

Table 4.5.1-1. SSI&T Command Line Interfaces

Command Line Interface Description and Format When and Why Used

EcCIHdiff HDF file comparison (command Compare 2 HDF files.
line)

45.1.1.1 HDF File Comparison - hdiff

The HDF File Comparison hdiff tool (for HDF4 based files) is started from the command line
SECS_HOME/CUSTOM/utilities/EcCIHdiff. The command line will prompt the user for
input. There is no graphics screen for this function. It is run through the command line
interface. The operator is also provided with a list of options for different kind of comparisons
the tool can perform on HDF4 files (Figure 4.5.1-1). After the operator enters two HDF
filenames (HDF4 based), the differences between the files are displayed.

ptions tor HDIff:
[-g] Conpare global attributes only
[-s5] Conpare SD local attributes only
[-d] re SD data only
[-D] ‘ompare Vdata data only
[-v vari[,...]1] Conpare SD data on wvariable{s) <varis>,... only
[-u vari[....]1] Conpare wdata on wariable{s) cvari:>,... only
[-e count] Print difference up to count number for each variable
[-t Timit] Print difference when it is greater than Timit

ptions for comparison? (enter for null)d

Figure 4.5.1-1. HDF (hdiff) Options
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The following is an example of the HDiff tool (Figure 4.5.1-2). After asking for options, there
will be a prompt asking for the mode of operations. Next, the tool prompts the user for the
locations of the HDF files to be compared. Full paths are required. Finally, the user will be
prompted for where to store the resulting output as a text file (full path required).

Afterward, the user can press ENTER to compare two other files or <g> to quit.

Options fFor HOLFf:
[~-g Compare global attributes only
¢ 50 local attributes only
50 data only
ata data only

; varll....1]1 Compare 50 data on wvariable( <warlr. ... only

varll....1]l Compare wvdata on varisble(s) <varl¥.... only

count] Print difference up to count number for each variable
E limit] Print difference when it is greater than limit

Options for comparison? (enter for null)

ECS Mode of operations?
DEVGS
Name of 1st file to compare?
fhome/labuser /H0D14 . hdf

Name of file to

Fhome 7 Lak JHODLS.

Mame of th ile to store hdiff output? (must be full path)
B 7home / labuser]]

Figure 4.5.1-2. HDiff Example Output
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4.6 ECS Data Pool Ingest

ECS Data Pool Ingest provides the software capability to acquire data by various protocols and
transfer the data into the ECS system. The ECS Data Pool Ingest subsystem also stores and
manages request information, performs data preprocessing, inserts data into the Online Archive,
and copies data into the tape archive. The ECS Data Pool Ingest subsystem provides a GUI
which allows the operator to view past ingest activities, monitor and control ingest requests and
services, view operator alerts, disposition operator interventions, and modify system and external
data provider parameters.
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4.6.1 Data Pool Ingest GUI

The Data Pool (DPL) Ingest GUI is a web-based interface that allows operators to access and
manipulate the DPL Ingest system. Using this GUI, an operator can monitor and fix Ingest
requests, view system alerts, and see at a glance the status of the DPL Ingest system in part and
in whole. The DPL Ingest GUI also allows in-depth configuration of the entire DPL Ingest
system without the operator having to manually configure the DPL Ingest database. It provides a
fast and secure way to easily manage the entire DPL Ingest system, complete with full operator
permission configuration and management so that only authorized persons may perform actions
or change configuration settings.

Since the DPL Ingest GUI is a web-based interface, it can be accessed from virtually anywhere
there is access to the internal network. No custom software installation is required — all that is
needed is a web browser (see Section 4.6.1.28 Browser Requirements). Because this is a
web-based application, the DPL Ingest GUI can be run by any number of operators from any
number of locations, even remote locations, provided that a remote connection is properly
configured.

This document shows and explains in detail all of the available features and functionality of the
DPL Ingest GUI, from the first login to complex operator actions and configuration, as well as
tips for getting extra help.

4.6.1.1 Login Page

This page first appears when the application is loaded. The operator will be required to enter a
pre-assigned user name and password, as shown in Figure 4.6.1-1. Once the operator is logged
in, the home page will be displayed and the application will be enabled.

If the authorization scheme has been disabled, the home page (shown in Figure 4.6.1-2) would be
displayed immediately instead of the login page, and the operator will not be required to log in.
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Figure 4.6.1-1. Login Page

Using the GUI in Protected Mode

If your DAAC requires a password-protected login with different permission levels, the
following applies:

e Sort settings are remembered for each session — that is, every time an operator logs in.
They are reset when the operator logs off or a new session is started.

o Filter settings are always remembered for each operator, since these are stored in the
database.

Using the GUI in Open Mode

If your DAAC does not require a password-protected login, then each operator essentially uses a
single "virtual operator" which has all permissions and stores a single set of filter settings that are
shared across all sessions. This means that an operator at one terminal can affect the filter
settings of an operator at another terminal.

Sort settings are not stored in the database and are therefore remembered for each session. Please
note however, that sort settings may be lost if the browser is closed of a new session is otherwise
started.
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Session Timeout

Depending on the installation of Tomcat at your particular site, the session timeout can vary and
is not configurable through the GUI.

Miscellaneous Features

The Reset Button: Throughout the GUI, you will see "Reset" buttons on some pages.
These simply reset the form values so you can start over again — pressing/clicking Reset
does not submit any changes to the database.

Whitespace in forms: In general, whitespace is stripped from most text input fields
unless it is meant to contain whitespace, like comment fields. For example, on the
Provider Configuration page to add a new Data Provider, all of the input fields are
stripped of any accidentally input whitespace when submitted.

4.6.1.2 Home Page

The Home Page provides a general overview of the Data Pool Ingest system status, as shown in
Figure 4.6.1-2. This page includes the following:

General system statistics

The Data Pool Ingest statuses, which may be suspended if active, and resumed if
suspended. These include:

0 General Ingest Status
0 Email Service Status

The status of the Ingest services, which cannot be changed by the operator, including
(see also Figure 4.6.1-2):

0 The Notification Service
0 The Polling Service
0 The Processing Service
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Figure 4.6.1-2. Home Page

4.6.1.2.1 General System Statistics

This section provides general information about current requests and granules in the system, as
well as the various services and file systems used in processing. Summary information is not
included about providers and transfer hosts, though this data can be found on the Provider Status
page (Section 4.6.1.10) and the Transfer Host Status page (Section 4.6.1.13).

Detail descriptions of the data found in this section is available in Table 4.6.1-1.
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Tabie 4.6.1-1. Home Page Field Descriptions

Field Name

Description

Total Volume of Data Queued

Sum of the size of all files of all granules that have not yet been
activated

Total Volume of Data In-Processing

Sum of the size of all files of all granules that are currently
active, and not suspended or in a terminal state

Total Ingest Requests Queued

Total number of requests that have not yet been activated

Total Ingest Requests In-Processing

Total number of requests that are currently active, and not
suspended or in a terminal state

Total Granules Queued

Sum of all granules in active or queued requests that have not
yet been activated

Total Granules In-Processing

Sum of all granules in active or queued requests that are
currently active, and not suspended or in a terminal state

Num Suspended Archive File
Systems

Total archive file systems that have been suspended, either
automatically by the server or manually by operator

Num Suspended Data Pool File
Systems

Total data pool file systems that have been suspended, either
automatically by the server or manually by operator

Num Suspended ECS Services

Total ECS service hosts that have been suspended, either

automatically by the server or manually by operator

4.6.1.2.2 DPL Ingest Status

This section consists of two buttons that enable the user to halt various actions throughout the
data pool ingest system.

General Ingest Status — By pressing this button, the operator is able to stop polling from all
polling locations and prevent any new granules from being activated. Any granules that are
already active will complete ingest. These actions can easily be resumed by pressing the

"Resume" button.
General Ingest Status: ‘ suspended msume

Email Service Status — By pressing this button, the operator will stop any further email
notifications from being sent concerning completed, cancelled, failed, or terminated requests
from any provider. Once the button is pressed again, email notifications will resume and emails
will be sent for all requests from providers configured for email notifications that completed
while email service was suspended.

Email Service Status: | v Sufgend

4.6.1.2.3 Service Status

This page indicates the status of the three primary services that make up the Data Pool Ingest
system.

The Ingest services cannot be started and stopped via the GUI. Instead, they are managed using
start and stop scripts found in the utilities directory of the given mode. For the status of these
services to be accurate, the IngestServiceMonitor script must also be running for each mode.
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This script is installed in the utilities directory of each mode and can be started with the
command: EcDlIngestServiceMonitorStart [MODE].

The services are as follows:

e Notification Service Status - Indicates whether the notification service is up or down. If

up, no notifications will be sent, but a queue of notifications will be collected and
distributed once the service is restarted.

e Polling Service Status - Indicates whether the polling service is up or down. If this
service i1s down, PDRs will not arrive from any configured polling location, but any
PDRs that remain in the directories will be added once the service is restarted.

e Processing Service Status - Indicates whether the processing service is up or down. If this

service is down, no actions on any requests or granules will start, continue, or complete
and Granules will "hang" in their current state.

4.6.1.3 The Navigation Panel

Navigation throughout the DPL Ingest GUI is accomplished through an Explorer-like menu in
the left pane of the application, as shown in Figure 4.6.1-2 and Figure 4.6.1-3. These menus
expand and contract to hide or view menu items under each category.

The navigation panel is static; it will not reload every time a new menu item is selected.

é Home

¥ Monitoring

Request Status

Historical Requests

Provider Status

File System Status

Transfer Host Status

ECS Service Status
L PDR List

% | Interventions & Alerts
5 | Configuration

> Reports
% Help

Figure 4.6.1-3. Navigation Panel

A Note on the Back and Forward Buttons
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In order to properly navigate through the application, the operator should not use the browser's
built-in back and forward browser buttons (Figure 4.6.1-4), as this may cause an error to occur in
the application. All navigation should be accomplished through use of the navigation panel and
list navigators (e.g., custom back and forward buttons for lists of requests and granules).

o Backone pade

Figure 4.6.1-4. Built-in Back/Forward Browser Buttons

Error Pages

When errors occur (e.g., an invalid action was sent), the GUI will display such errors on the page
for which it was generated and in most cases the items causing the error will be highlighted in
red. An example is trying to resume an already active Provider, as shown in Figure 4.6.1-5.
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™ KarlScpEmailProvider @) suspencedt by operator 81 1911 susperded 0 0 0(0.000 MB ) 0(0.000MB )
™ KarlScpProvider @ cusperiaiy peraior 81001 susperd 0 0 0(0.000MB) 0(0.000MB}
[~ MODAPS TERRA FPROC Q suspended by opereior @] 301 3 suspendsd 0 0 0(0.000 MB ) 0(0.000 MB )
™ oms-moDis Q suspenced by cperator | 101 suspended 0 0 0 ( 0.000 MB ) 0( 0.000 MB )
I sips @ sty cperaiey )1 011 suspenced 0 0 0{0.000 MB) 0{0.000 MB}
™ sies FTP @) cuspercid by operator ) 1 0f 1 suspenced 0 0 0(0.000 MB ) 0(0.000MB )
™ SepProvider @) cusrercid oy operator ) 2012 suspended 0 0 0(0.000MB) 0(0000MB} ||
-
[+1 I =
W O 2 BB B | 1rTr

Figure 4.6.1-5. Error Indicators

In other cases, the GUI may have trouble processing an operator's action for an unknown reason.
Although this is rare, an error screen will be displayed allowing you to reset your session so that
the GUI can properly process further actions. See Figure 4.6.1-6 for an example. This error
screen also displays the specific problem so that a detailed error message can be sent to a
qualified person for analysis if the error occurs frequently.
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& vome DATA PODL INGEST web cu
%#| Monitoring " b =

Tue Sep 11 2007 14:14:36
Request Status
EHstcrica Requests @@

Provider Status
File System Status
Transfer Host Status
ECS Service Status

Ly POR List

j}} Interventions & Alerts

= Error Processing Request
ﬂ Reports
[ Help

(3 [ retoad pags | Error Details:

javax.servlet.jsp.JspException: Error getting property 'xxavailableProviders' from bean of type gov.nasa.emd.dpl.ingest.gui.bean.PdrFilterDisplayBean

View Ingest GUI debug and Tomcat logs for more infermation.

Figure 4.6.1-6. Error Processing Request

4.6.1.3.1 Current Operator Settings
The navigation panel also contains a section below the menus that allows the current logged-in
operator to perform the following actions (see Figure 4.6.1-7):

e Logout

e Change your password

e Show all of your permissions

> Reports
> Help

“fou are lagged in as
IngAdmin

L ':-IJ Operatar Actions:
[log out]
[ change passwward |
[ showe my permissions |

Figure 4.6.1-7. Operator Information Panel

Depending on the settings of the currently logged in operator, various functions of the DPL

Ingest GUI will be disabled. An example of how disabled functions will appear is shown in
Figure 4.6.1-8.
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f4fti01 -

not enabld
active

Note: Ingest Control privileges have been disabled on this page for this operator

Figure 4.6.1-8. Disabled Permissions

Operator Actions Explained
Log Out

This allows you to log out of the current session (without closing the browser). The login page
will be displayed upon successful logout (see Figure 4.6.1-9).

vYou are logged in as IIIUA(lIIIiII

y
w9 Operator Actions:

[ changy password |
[ show my permissions |

Figure 4.6.1-9. Log Out Button

Change Password

Click on "change password" to change the current operator's password — a box will appear below
the link, as shown in Figure 4.6.1-10. Type the new password into the two boxes and click "Ok."
You are logged in as VIOTA

)
»* @ Qperator Actions:

[log out]

[ change password |

[ 5&'.{{57\3! permissions |
change password
MNew

password:

Confirm:

Figure 4.6.1-10. Operator Password Settings
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Show My Permissions

Click on "show my permissions" to view or hide the current permissions — a box will appear
below the link, as shown in Figure 4.6.1-11.

““ou are logged in as VIOTA
i ':-:’ Operator Actions:
[log out]
[ change passyword |
[ showee ey p}[:zissiuns]
permissiolisummany
wiEs arly: no
ingest admin:  yes
ingest cantrol:  yes
security admin:  no
tuning contral:  yes

Figure 4.6.1-11. Operator Permission Settings

4.6.1.4 Pagination Arrows

On the Request Status page and details page, Historical Requests page and details page, and the
Open Interventions page and details page, there are a set of pagination arrows used for
maneuvering through the lists of requests and granules that are displayed. The maximum number
of rows displayed at a time is configurable by the operator.

The items on the list that will be displayed on each page will be determined by the current
sorting setting (see Section 4.6.1.6.3).

The pagination arrows are shown in the upper left-hand corner of any list of requests or granules,
as shown in Figure 4.6.1-12.

Histeorical Ingest Requests

’?.

S howw / Hide Filter Pagination Arrows |

HELF 3 o N "
Showing 1 - 20 of 33789 | ([ @ [ % JPP] | (peintisave view]

[A] Requestd [A] Status  Prionty [%] Frowider Mame Size ND'__\(IEIE_TF?_?_ Ir I:-:Eg!aztd
4BE13 Successful NORMAL MODAPS_TERRA_FPROC 0961 3z DFL
46612 Successful NORMAL MODAPS TERRA _FPROC 3178 22 DPL

Figure 4.6.1-12. Pagination Arrows on the Historic Requists Page
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The meanings of these icons are as follows:

e [99) - Go to the first page of the list, as determined by the current sorting setting. If you
are already on the first page, the button will be disabled.

e [7)-Gotothe previous page in the list, as determined by the current sorting setting. If
you are already on the first page, the button will be disabled.

e [ Go to the next page in the list, as determined by the current sorting setting. If you
are already on the last group in the listing, the button will be disabled.

o [FF-Go to the last page in the list. If you are already on the last page, the button will be
disabled.

4.6.1.5 Automatic Screen Refresh

The monitoring pages of the DPL Ingest GUI have an automatic screen refresh feature that
allows the operator to control how often the page is automatically reloaded with new
information. This is controlled by a small panel at the bottom of each screen, as shown in
Figure4.6.1-13.

Auto Refresh

Refresh screen every 30 seconds.
%[203][303][1m][5m][1Dm][15m][3I:Im]

Figure 4.6.1-13. Auto Refresh Control Panel

The operator may change the refresh rate for any page or completely turn it off. Note that each
page has an independent refresh rate and that these settings are remembered for the current
session only — they are lost if the operator logs out or the application is restarted.

To change the refresh settings, click on the desired rate (or off). The page will reload and the
new settings will take effect.

A dynamic clock will appear in the upper right-hand corner, informing the operator how long it
will be until the next refresh, as shown in Figure 4.6.1-14.
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Figure 4.6.1-14. Dynamic Auto-Refresh Clock

The refresh counter will be paused whenever the mouse is in motion. This is to prevent a refresh
from occurring when the operator is in the middle of an action, as shown in Figure 4.6.1-15.

page refresh |HIIISE+| .

Figure 4.6.1-15. Paused Auto-Refresh Clock

Note: Some pages have different available refresh rates. This is designed to reduce the load on
the database for certain actions that could affect performance.
4.6.1.6 Ingest Requests Page

This page displays the current active ingest requests, as shown in Figure 4.6.1-16. The operator
may select any eligible request and perform one of several actions:

e Cancel the request(s) — This is an irreversible action, there is no way to ‘un-cancel’' a
request.
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e Suspend the request(s) — This action may be performed only if the selected requests are
not already suspended or cancelled and is used to stop new granules from being
activated. Active granules in suspended requests will continue through processing.

e Resume the request(s) — This action may be performed only if the selected requests are
suspended.

e Change the DPL Ingest Priority of the request(s) — Requests in terminal states cannot
have their priority changed. A default priority will be assigned to requests based upon
the configuration of the request's provider.

See Section 4.6.1.6.1 below for detailed explanations of each Request action. Table 4.6.1-2

contains descriptions of the Request Status page columns.
3 DPL Ingest GUI {DEV09) - Mozilla Firefox [BEE

Fle Edt Wew Hstory Bockmarks Iooks Help

\:. - - L‘éfj ﬁ |_1 I"\tFp_:’ffr_F;heIDI‘I"\itc‘mm:ZSD9D_fir\_g_a_sti_DEVDQ_IFaceéJ:EEDIInGu\Lng_\n‘ifp_)]sassinn\d;AC53E7DDC76E1EABBEEQB4EEQSS?97DB ;_3 [> |Cl- 4
4 Functionality Lab Status u DPL Ingest GUI (DEY09) G -
&
Litome DATA POOL INGEST web cus
| Menitoring ﬂ L, : Tue Sep 11 2007 13:39:09
Regquest Status
Historical Requests
Provider Status
File Systern Status
Transfer Host Status
ECS Senvice Status
L FOR List Ingest Requests
7 | Interventions & Alerts
)‘t\(:onﬁgurmmn 1 @‘?
;}Re[mrls
}‘\Help Show / Hide Filters
[HELF ]
(3 1 reload page | Showing 1-10 0f 16 [ % FF) Page size: 10
“ou are logged in 2= INgAdmin O RequestiD  [#] Status  Priority Provider Name Size [MB]  Granules Grampul’iieiuamgleted [Z=) When Queued [T =) Last Update
#r & Oparator Actions:
[log nuir e [ 20523 Active YHIGH JPL 0.252 = 1) 2007-08-10 12:54:01 2007-09-10 12:54:03
[ ch ssword |
Ishzr\l‘vgllén!w]lergltsrsmns 1 [ 20515 Active WHIGH JPL 330337 2 1 2007-08-10 12:54:01 2007-08-11 13:20:50
[ 20513 Active WHIGH JPL 330,337 2 a 2007-08-10 12:54:01 2007-09-10 12:54:17
[ 20511 Active WHIGH JPL 330,337 2 1 2007-08-10 12:54:01 2007-09-11 13:21:08
[ 204808 Active WHIGH JPL 330,337 2 a 2007-09-10 12:54:01 2007-09-10 12:54:16
[ 20507 Active WHIGH JPL 1.623 1 a 2007-09-10 12:54:01 2007-09-10 12:54:04
[ 20503 Active WHIGH JPL 1.523 1 a 2007-09-10 12:54:01 2007-02-10 12:54:04
[1 20457 Active WHIGH JPL 1.523 1 o 2007-08-10 12:54:01 2007-09-10 12:54:03
[1 20495 Active WHIGH JPL 1.523 1 o 2007-03-10 12:54:00 2007-09-11 13:20:38
[ 20487 Active WHIGH JPL 1.523 1 o 2007-03-10 12:54:00 2007-09-11 13:20:38
Cancel Requests ‘E Suspend Reguests Resume Reguests |/\ Change Priority
Auto Refresh
OFF
[off [ 20s][30= ][ 1m ] [Sm][10m ][ 15m][30m]
v
< >

Figure 4.6.1-16. Request Status Page
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Table 4.6.1-2. Request Status Page Column Descriptions

Field Name Description
Request ID Unique ID for an ingest request
Status Status of the request (see Table for list of possible statuses)
Priority The precedence which a request will have for activation and various

processing actions.

Provider Name

Name of the provider from which the request was obtained

Size [MB] Sum of the size of all granules in the request
Granules Total granules included in the request

Granules Completed Total granules that have reached a successful state
Processing

When Queued

Time the request was encountered by the polling service

Last Update

Time of the last change made by the ingest services to the status of the
request or its granules

Table 4.6.1-3 below describes the allowable actions that can be taken for Requests in their

various states. A checkmark (v') indicates that the action is allowed.

Table 4.6.1-3. Ingest Request Allowed Actions

Request Status Request Actions
Suspend | Change | Resume | Cancel No
Priority Actions
Allowed

New

Validated

Active

Partially_Suspended

Suspending / Suspended

Resuming

Failed

Partial_Failure

Canceling

Partially_Cancelled

Successful

AN RYAYAYAN
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4.6.1.6.1 Request Actions
Changing Request Statuses

To change the status of request(s) (cancel, suspend, or resume), select the desired request(s) by
checking the boxes on the left side of the request list. You can also select or deselect all the
requests by checking the box at the very top of the list. See Figure 4.6.1-17.

Showing 1-3 013 [laa] @ [ & [»p]

[] [¥] RequestiD [%] Stetus Priarity

_E;\)@ Walidated HIGH M

[ 14672 Active HIGH M

[] 14671 Partially_Suspended HIGH M
[EfarEm)

ﬂ Cancsl Fequests E Suspend FRequesis

Figure 4.6.1-17. Canceling a Request

Some Requests may not have checkboxes because they are in a terminal state. Actions may not
be processed for these requests. See Figure 4.6.1-18.

HELF

Showing 1-20 OF 116 4] < [ & Tep

[l [¥] BequastiD [A] Staws  Prioty [%] Provider Marne Siza [MB]
O 46302 Actve  YPRESS  MODAPS_COMEIME_FRROC 0.100
45301 Successful XPRESS  MODAPS COMEINE_FPROC 0.100
[] 45300 Actve  XPRESS MWODAPS COMBINE_FPROC 0,100
45254 Successiul ¥PRESE  WMODAPS_COMEINE_FPROC 0.100
[ d6258 Aciwe  ¥PRESE  WMODAPS _COMEINE _FRROC 0.100

Figure 4.6.1-18. Request with No Checkboxes

Then click on the button of the desired status change action at the bottom of the list. A box will
appear below to enter a reason for the status change. See Figure 4.6.1-19.
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14671 Fartially Suspended HIGH
[+ferErm

m ‘CancelRequests: E Suspend Reguests Fesume Re
Please Entér & Reason For The Change; [ Cancel |

[ Continue to Cancel Feguests ]

Figure 4.6.1-19. Explanation Field for Canceling Request

Once you have entered the reason, click on the button next to the text box to continue the action.
You will be prompted for confirmation before the action is carried out.

Click on the [cancel] link to close the box if you do not wish to process the action.
Changing Request Priorities

To change the priority of ingest request(s), select the desired request(s) and click on the Change
Priority button at the bottom of the list. A dropdown lists appears to select the new priority. See
Figure 4.6.1-20.

O] FequestID Status Priarity Provider Name

] 14673 “alidated HIGH MODARS TERRA FPROC

14672 Active HIGH MODAPS TERRA FPROC
m Cancel Requests E suspend Reguests Fesume Reqguests | /1 Change Priority
Flease Enter A Reason For The Change: [ Cancel | i

XPRESS(256) i ok |

Figure 4.6.1-20. Changing Request Priorities

Enter a reason for the change in priority. Then select the desired priority from the drop down list
and then click the OK button to continue the action. You will be prompted for confirmation
before the action is carried out.

Click on the [cancel] link to close the box if you do not wish to process the action.
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46.1.6.2 Filters

The request list on the Ingest Requests page can be filtered using the filter panel that appears on
the same page. This is opened (or closed) by clicking on the green filter button at the top of the
page, as shown in Figure 4.6.1-21. Filter settings are associated with an operator profile and are
always remembered, even when logging out of the session.

Filter settings are shared among all operators if authentication is not enabled. See
Section4.6.1.25 for more details on how this works.

=

.8

Criteria Based Filtering Filter By Request ID

Data Providers: MODAPS_TERRA _FPROC ;!

-- SHOW ALL --
Request Detail Criteria: New

Request States ~|

amfsl
ARCHIVE17
ARCHIVELS

Target Archives:

(4]

Date Range Criteria:
Last Updated hd
FROM
month 1 ~|day 10 ~|yr 2014 ~|tr 0 = min O |

O
month 4 ,:.i""" 26 ;!.u 2014 _'_ll.l W] ;E min O :J
PDR File Name:

[ save As Default Settings [ HELF |

Figure 4.6.1-21. Ingest Request List Filter Panel

This panel shows the current filter settings and allows the operator to change them. There are
two tabs on this panel, one that provides filter options based upon the attributes of the various
requests (Criteria Based Filtering), as shown in Figure 4.6.1-21, and the other that will cause
only a single request ID to be displayed (Filter By Request ID), as shown in Figure 4.6.1-22.

Under Criteria Based Filtering, there are several different types of filters that can be applied
concurrently to the request list. These are as follows:

e Data Providers — By selecting a provider from the drop-down list, only requests from
that provider will be displayed in the request list.

¢ Request Detail Criteria — The operator can either filter by a request state, or by an error
state by selecting from the dropdown menu, as shown in Figure 4.6.1-22.
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0 Request States — If this option is selected, multiple states may be included in the
filter by holding down the CTRL key and selecting all of the desired states. Only
requests in the selected states will be displayed.

o Error Types — By selecting an error type, only requests in intervention with at
least one granule currently in that error state will be displayed. Only one error
type may be selected.

Data Providers: MODAPS_TERRA_FFROC A

Request Detail Criteria:
“p InsenErr

Figure 4.6.1-22. Selecting the Type of Request Detail Criterla

Target Archives — Multiple archives may be included in the filter by holding down the
CTRL key and selecting all of the desired archives. Only requests with granules from
data types configured to be sent to the selected archives will be displayed.

Date Range Criteria — The operator can either filter by the time when a request was last
updated or when it was last queued, as shown in Figure 4.6.1-23.

0 Last Updated — Only requests that were updated from the "to" and "from" dates
will be displayed. The Last Updated date/time of a Request is changed whenever
the state of a granule or a request is changed.

0 Queued — Only requests that were added to the request list from the given date to
the given date will be displayed

0 Queued within Last Hour — Only requests that were queued within the last one
hour from the current time.

0 None — No date range filtering will be applied

Date Range Criteria:

ona

Last Jpdated 1 % o 2004

month 1 ¥ day 19 % o 2006 |~

Figure 4.6.1-23. Selecting Date Range Criteria

PDR File Name — The operatore can enter PDR File Name, and only requests with the
specified PDR File Name will be displayed
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To filter by a single Request ID, press on the "Filter By Request ID" tab. A single field for
entering a Request ID number will appear, as shown in Figure 4.6.1-24. The request ID filter can
only be applied by itself and not in combination with any other filter attributes.

Show / Hide Filters
[HELF |
Criteria Based Filtering Filter By Request 1D
Request ID: 31545

[ Save As Default Settings [ HELF |

Apply Fitter I Load Default Settings

Figure 4.6.1-24. Filtering by Request ID

Once the desired filter options are selected, the operator has the option of saving these settings as
the default by selecting the "Save As Default Settings" box prior to clicking "Apply Filter"
(seeFigure 4.6.1-25).Thereafter, the operator can click "Load Default Settings" to load the

defaults. If no default is stored, the filters will be set so that all requests will be shown.
LIale mdadliye L-1ieiidad.

Mone v

E.%Save Ag Default Settings [HELR )

Apiply Fitter | Load Default Settings

Figure 4.6.1-25. Saving Default Filter Settings

Once all settings are selected, press the "Apply Filter" button. A new page will appear showing
only the requests meeting the filter criteria. Filtering options will be hidden until the green
"Show / Hide Filters" button is pressed again.

4.6.1.6.3 Sorting

The request list on the Ingest Requests page can be sorted by clicking on the desired column at
the top of the request list, as shown in Figure 4.6.1-26. The direction of the arrow next to the
column indicates how that column may be sorted, either in ascending or descending order. All
columns, unless they are date columns or the Request ID column, can be sorted in ascending
order. The Request ID column is sorted in descending order. Date columns can be sorted in
either ascending or descending order, as shown in Figure 4.6.1-27.

Unlike filter settings, sort settings are remembered for the session only.
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Showing1-20f2 [[44) « | © 0]

O [¥] RequestiD [A] Stptus  Pricrity  [A] Provider Me
[] 46621 Suspe sort by this column JPL

[ArchErm)

Figure 4.6.1-26. Request List Sorting

=l When Queued  [Z7) Last Update

200| sort DESCEMDIMG on this column |’ 14:458:22

2006-11-17 14:48:15% 2006-11-17 14:45:25

Figure 4.6.1-27. Date Sorts

4.6.1.7 Ingest Request Detail

To view the details of an ingest request (which also displays the list of associated granules), click
on the desired request ID on the Ingest Request List, as shown in Figure 4.6.1-28.

Il Fequast ID Status Priority Pravider

O 31@42 Partially_Suspended NORMAL MODAPS_TERR
(¥ferEm
[] 31617 Successful MNORMAL JPL

Figure 4.6.1-28. Viewing Request Details

The Ingest Request Detail page is shown below in Figure 4.6.1-29. Specific sections of this page
are described in more detail in the following subsections. Table 4.6.1-4 contains descriptions for
the Request Info Panel fields.
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3 DPL Ingest GUI [DEV09) - Mozilla Firefox
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4 Functionalty Lab Status u DPL Ingest GUI (DE¥09) G -
~
& Home POOL 1§ web GU!
(%] Monitoring I"‘(-' Tue Sep 11 2007 134102
Request Status
Historical Requests
Provider Status
File System Status
Transfer Host Status
ECS Service Status -
L FOR List Ingest Request Detail
¥ Interventions & Alerts
Interventions —
t_;-mmg Request Info [ Show | Hide |
= | Configuration Request ID: 20515 Status: Active Priority: YHIGH
=|Reparts Polling Location: JPL Local Palling Mission: Size: 330.337 MB
%1 Help Data Provider: JPL
O [ reload page | PDR Path and file name: /datapool/DEVO9/user/FS1/4/pdrs/1000191/50017 4/Criteria_0260_1_1188918087.83048_RGEN.PDR
*rou are fagged in min Last Update: 2007-09-11 13:20:50
I" Y Drttma When Queued: 2007-09-10 12:54:01
I‘D"h“a:;;‘pmw L When Activated: 2007-09-10 12:54:07
[ shows my permissions ] When Completed:
Expiration Date/Time:
Granule Statistics:
Total Granules Granules Preprocessed Granules Inserted Granules Transferred Granules Archived No. Files
2 50% 50% 50% 50% 8

Status Change Histary

Status Changed to New 2007-00-07 14:46:23
Status Changed to Yalidated 2007-09-1012:54M
Status Changed to Active 2007-08-10 12:54:07

Request Motes

There are no Request Notes for this request.

Figure 4.6.1-29. Ingest Request Detail Page

4.6.1.7.1 Request Info

The top of the Ingest Request Detail page shows the complete detailed information particular to
the current request, including the complete date information of when major changes to the
request were completed, as shown in Figure 4.6.1-30.

Requast lnfo | Stoee  Beie |

Raoquest [k 55155 Statiesz Saccessiil P riinnity: [ORRAL
Faolling Lacatien: ool 3400 Tiz=inm: Sira: 0129 W0
Data Prowidar: S4F00

PR Path and file name: fdzrapoalOPS0s anF 510 pdre13516MC D450 AZ005300 P05 004 XITES 20961 56 ke 11726371 02 B97SE_A GEM PR

Last Update: 20070325 18:41:01

When Guened: 20070225 10: 20056
Whan Activatad: 20070226 10:40:67
Whan Compllatad: 20070725 10:-21:01
Ewplradfom DataTima: 201 0-12-31 10:53:50

Figure 4.6.1-30. Request Info Panel
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Table 4.6.1-4. Request Detail Page — Request Info Panel Field Descriptions
Field Name Description
Request ID Unique ID for an ingest request

Polling Location

Unique name assigned to the polling location from where the request was
obtained

Data Provider

Unique name assigned to the provider associated with the polling location
where the request was found

Status The current state of the request (see Table 4.6.1-3 to see possible request
states)

Mission Satellite mission defined in the PDR associated with this request (this is not
defined in most PDRS)

Priority The precedence which a request will have for activation and various
processing actions.

Size Sum of the size of all granules in the request

PDR Path and file
name

Temporary location and file name of the PDR after it was copied from the
polling location. The PDR can be found in this location until the request
completes ingest.

Last Update

The last time the status of the request or an associated granule changed

When Queued

The time the request was added to the request list

When Activated

The time the request was moved into the "Active" state

When Completed

The time all the granules in the request reached a terminal state

Expiration Date/Time

The date and time by which the corresponding ingest request must be
completed

If there is an intervention pending against the request, then there will be a link to the intervention
detail page, as shown in Figure 4.6.1-30. Click on the "[view details]" link to navigate to the
intervention detail page. More information on intervention details can be obtained in Section

4.6.1.15.

4.6.1.7.2 Granule Statistics

This section of the request details shows the overall statistics for all of the granules associated
with this request, as shown in Figure 4.6.1-31. Table 4.6.1-5 lists the granule statistics panel

field descriptions.

Granule Statistics:

Total Granules Granules Preprocessed Granules Inserted Granules Transferred Granules Archived Mo. Files

2

100% 0% 100% 100% 3

Figure 4.6.1-31. Granule Statistics
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Table 4.6.1-5. Request Detail Page — Granule Statistics Panel Field Descriptions

Field Name Description

Total Granules Total number of granules included in the request

Granules Preprocessed | Percentage of granules that have moved from the preprocessing state to the
archiving state

Granules Inserted Percentage of granules that have been inserted into AIM

Granules Transferred Percentage of granules transferred from the provider to the temp directories
Granules Archived Percentage of granules that have been archived

No. Files Total number of files associated with granules in the request

4.6.1.7.3 Status Change History

This section shows a complete record of the status changes for the request in a scrollable table, as
shown in Figure 4.6.1-32.

=tatus Change Histaory

Status Chanoged to Mew 2006-10-26 16:50:18 ~
Status Changed to Yalidated 2006-10-26 16:590:29
Status Changed to Active 2006-10-26 16:50:31
Status Chanoged to Partially_Suspended 2006-10-26 16:40:36
Status Changed to Suspended 2006-10-26 16:50:50 b

Figure 4.6.1-32. Status Change History

4.6.1.7.4 Request Notes

Requests notes are annotations that can be useful in tracking changes to the request. These will
either be added automatically by the server or manually by the operator. Automatic annotations
are added when the operator performs an action on the request or granules in the request.

In Figure 4.6.1-33 below, the first request note was automatically added after the operator
"IngAdmin" failed one of the request granules. The second annotation was added manually by
the operator "IngAdmin" to give more details on why the granule was failed.

You can add a request note, but not edit or delete one. To add a request note, click "[Add
annotation...]" at the bottom of the annotation list, as shown in the figure below:
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Feguest Notes

Added 2006-10-26 17:23:33 by IngAdmin
GranulelD: 10000000019387 Failed granule.

Added 2006-10-26 17:24:24 by IngAdmin

Failed granule after verifying that the metadata was corrupt and could not be
praocessed after retrying the granule.

[ &dd annotation. .. ]

Figure 4.6.1-33. Request Notes

An area will appear below where you can add a new annotation. After you are finished, click
"Add this Annotation," as shown in Figure 4.6.1-34. It will be time stamped after it is added.

[ &dd annotation... ] [ Cancel ]

After failing the granule, the metadata was
corrected and the granule will be reingested
through a later request|

Annotation tesxdt:
| Add Thig.nnatation |

Figure 4.6.1-34. New Annotation Text Box

46.1.7.5 Granule List Panel

This is the list of all granules associated with this request, as shown in Figure 4.6.1-35. By
default, this list is sorted in ascending alphabetical order by Granule status, always showing
suspended granules first. The operator also has the ability to sort by other criteria, including:

e Descending granule states, with suspended granules last

e Granule sequence number
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3 ) | —
$) = ()
Retry 5 ted Granules — Rety Selected Grahules From Start Fail Selected Granules  Cancal Selacted Granules
Showing 1-4 Of4{j44 [ (2]
Fils - Granule Last
'l 1 Seq. Number Ingest Gran. ID Data Type ‘Yersion [Z7) Status 1 Size Status
Detail Files
(MB) Change
[showihide] 4 10000000008387 MOD23P1D 86 Successful G144 2 2006-10-27
11:37:52
[ [shawhide] 3 10000000008366 MOD29P1D 86 Cancelling 6.148 2 2006-10-27
11:42:17
[showhide] 1 100000000058384 MOD23P1D 86 XferEnr 6148 2 2006-10-27
Error executing the following copy command: /usrfecs/OPS/CUSTOMin/DPL/EcDICopyExec 11:42:02
‘homefecmshared/PDRS/ scripts/ TEMP/OPS/Criteria_1420_MOD_r1.1161963070.11622 RGEN. hdf
/datapool/OP SfuserFS1/temp/fingest/14679/100000000083584/ 4096 3, Failed by Operator
[ [shawide] 2 10000000008365 MOD29P1D 86 Resuming 6144 2 2006-10-27
11:42:39

Figure 4.6.1-35. Granule List

Table 4.6.1-6 lists the granule list panel column descriptions.

Table 4.6.1-6.

Request Detail Page — Granule List Panel Column Descriptions

Field Name

Description

Checkbox column

This column may contain a checkbox next to the granule, if the granule is
not in a terminal state. This allows an action to be processed for the
selected granule(s). The checkbox at the top of the column selects or de-
selects all the granules in the list that have checkboxes.

File Detalil The column holds a link to display the detailed file information for each
granule — this information appears for each granule at the top of the table
when clicked on.

Seq. Number The order in which a granule was found in the PDR

Ingest Gran ID Unique Identifier assigned to the granule

Data Type Data Type found in the PDR describing the granule

Version Version found in the PDR describing the granule. The version will be
extracted from the database if none is in the PDR

Status Current granule status (see Table 4.6.1-7) and detailed error information

Granule Size (MB)

Sum of the size of all files associated with the granule

No. Files

Number of files found associated with the granule in the PDR

Last Status Change

Date and time the granule's status was last updated

A Note on Suspended Granules

Nearly all granules that encounter a problem during processing will eventually move into the
"suspended" state. The only exception is if a granule fails checksum verification each of the
configured number of retries. Except in the case of failed checksum verification or a PDR
Validation failure, granules are not failed until the operator explicitly takes an action to fail

suspended granules.
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Granule Actions

The following actions listed in Table 4.6.1-7 may be performed on granules in the granule list,
depending on granule state:

Table 4.6.1-7. Granule Allowed Actions

Granule Status Status Type Fail / Retry / Retry Cancel No Actions
From Start Allowed

New Queued
Transferring / Transferred Active
Checksumming / Checksummed Active
Preprocessing / Preprocessed Active
Archiving / Archived Active
Inserting Active
Inserted Active v
Suspending / Suspended Error
Resuming Active
Canceling Active v
Cancelled Terminal v
Successful Terminal v
Failed Terminal v
Publishing / Published Terminal v

Retry selected granules: This applies only to granules that are currently suspended and retries
them from the last known good state of processing. Every time a granule is retried, an annotation
is added identifying the time, operator, and action (see Figure 4.6.1-33).

Retry selected granules from START: This applies only to granules that are currently
suspended and retries them from the beginning of processing. Every time a granule is retried, an
annotation is added identifying the time, operator, and action.

Fail selected granules: This applies only to granules that are currently suspended and transitions
the granule into a failed state, with the status indicating the type of error that originally caused
the suspensions.

Error types are determined by what state the granule is in when it is failed. These states are:
XferErr (transferring), ChecksumErr (Checksumming), PreprocErr (Preprocessing), ArchErr
(Archiving), InsertErr (Inserting), and PubErr (Publishing).

NOTE: After a granule is failed, an annotation is added identifying the time, operator, and
action.
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To perform a granule action, select one or more granules by checking the box on the left side of
the line for that granule (if available) and click on the desired action button at the top of the
granule list. You will then be asked for confirmation before the action is carried out.

Cancel selected granules: This applies only to granules that are not yet in a terminal state. It
manually cancels the granules. After a granule is cancelled it is expected that the granule will be
re-ingested by the operator

View Granule File Information

Each granule has additional detailed information in the "File Detail" column. This column
contains the list of files associated with that granule; if any of the files are in a failed or
suspended state, the error details are also shown. To view this information, click the [show/hide]
link for the desired granule, as shown in Figure 4.6.1-36. Table 4.6.1-8 lists the granule file
information column descriptions.

Showing 1 -4 Of 444 7 [ 7 [FF])
File Detail For Granule |d: 15000000016595

Path Name Type Status
fhaomefcmshare iPORSiscripts TEMP/DEVO1 S Criteria_1420_WMOD_r1.1161562854.22275 RGEMN. hdf SCIENCE Transferred
fhomefcmshare diPORSiscripts TEMP/DEVDT S Criteria_1420_MWOD_r1.1161862854.2461 4 RGEN. hdf. met METADATA HferErr

File Granule Mo Last
O [%] Seq.Mumber Ingest Gran, ID Data Type “ersion [£7) Status_ 11 Size Status
Detail Files
(MEBY Change
[ ishowiidel 1 5000000016555 MOD29P1D 86 Suspended B145 2 2008-10-27

Failed copy operation with error: Source Error 11:37:10
(fhomedemshared/PDRS/scripts/ TEMP/DEYDN #Criteria_1420_MOD_r1.1161962854. 24614. RGEN. hdf. ret)
: Invalid argument

eaboiide] el 1000000015506 kTN 2a01 1 1= ushandad B 1dd e S =% 1

Figure 4.6.1-36. Granule File Information

Table 4.6.1-8. Granule File Information Column Descriptions

Field Name Description
Path Directory identified in the PDR where the file can be found
Name Name of the file
Type Internal file type of the file translated from the file type in the PDR according
to a predefined table (e.g., SCIENCE, METADATA, BROWSE)
Status Last action performed on the file or the most recent, unresolved, error
encountered while processing the file

4.6.1.8 Historical Ingest Requests Page

This page shows all of the ingest requests that have reached a terminal state and have been
moved from the active ingest requests list, which occurs after a configured interval has elapsed
(configured on the Global Tuning page, Section 4.6.1.24). The DPL Ingest Database keeps a
persistent record of all requests that have undergone ingest processing and can thus be viewed on
this page (see Figure 4.6.1-37 below). The operator has the ability to configure how long this
historical information is kept on the bottom of this page (see Figure 4.6.1-38) and can also be set
on the Global Tuning Configuration page (Section 4.6.1.24). Table 4.6.1-9 lists the historical
ingest requests column descriptions.
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) DPL Ingest GUI (DEVOY) - Mozilla Firefox

Fle Edt bWew History Bookmarks Tools  Hsp

& - - = ~ LI http:/ifahelnt hitc,com:25090/Ingest_DEVOS/Faces/EcDIInGuLogin,jsp;jsessionid=ACS IE70DCF6E | EASBEGIE4EBISSFI703 =] =8
L I
4 Functionality Lab Status [ | DPL Ingest GUI {DE¥09) a8 -
| 8
i vome DATA POOL 1§
[7| Monitoring Tue Sep 11 2007 13.45:48
Request Status —
Historical Regues @‘ﬂ
rovider Status
File System Status
Transfer Host Status
ECE Semice Status - .
L FOR List Historical Ingest Requests
'}j Interventions & Alerts
(3| configuration ?
T)] Reports
;'] Help Shiow ¢ Hide Filters
[HELF | .
() [ relosct page ] Showing 1 - 20 of 707 printisava visi Page size: 20
- A Mo. Granules (no Ingest — =) When [= =) When Proc [= =) ¥hen Proc
“You :zlle logasd in as INgA: Fequestid Status  Priority Provider Name  Size S Method e et Chiiaiod
# & Operator Actions: :
[log out] 20427 Cancelled  HIGH 1@2.3 111,125 200 DPL 2007-03-01 2007-03-01 16:30:28
[ change passward | B 16:30:26
[ show my permissians |
18573 Failed HIGH 1@2.3 -0.000 100y DPL 2007-08-31 2007-08-31 00:56:58
00:56:58
18563 Failed HIGH 1@2.3 -0.000 160y DPL 2007-08-31 2007-08-31 00:56:59
00:8:57
18565 Failed HIGH 1@2.3 -0.000 1i0) DPL 2007-08-31 2007-08-31 00:57:15
00:57:07
18575 Failed HIGH 1@2.3 0.008 160y DPL 2007-08-31 2007-08-31 00:57:15
00:57:08
18567 Failed  HIGH 1@2.3 -0.000 110 DPL 2007-08-31 2007-08-31 00:57:15
00:56:58 3
18569 Failed HIGH 1@2.3 -0.000 1i0) DPL 2007-08-31 2007-08-31 00:57:15
00:57:07
18571 Failed HIGH 1@2.3 -0.000 160y DPL 2007-08-31 2007-08-31 00:57:22
00:57:08
18555 Failed HIGH 1@2.3 -0.000 1i0) DPL 2007-08-31 2007-08-31 00:57:22
00:57:08
18593 Failed HIGH 1@2.3 -0.000 2(0) DPL 2007-08-31 2007-08-31 00:57:31
00:57:21
18635 Successful  HIGH 1@2.3 3.163 (1 DPL 2007-08-31 2007-08-31 00:57:15  2007-08-31 00:53:45
0s7:11
18551 Successful HIGH 1@2.3 6.414 101 DPL 2007-08-31 2007-08-31 00:56:58  2007-08-31 00:58:54
00:56:57
19225 Failed HIGH 1@2.3 0.038 160y DPL 2007-08-31 2007-08-31 00:58:57
00:58:52
o
< >

Figure 4.6.1-37. Historical Requests Page
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Fle Edt Vew Hstory Bookmarks Tools  Help
\:: - = lé“i :E u [T — 050 Gggst_u; ‘ " ﬁ.\lneumogun‘u{u {crid=ACS3E7ODCTEELER 703 B b{- G
4 Functionality Lab Status [} DPL Ingest GUI (DEVD3) Q -
EEET =
& Home 18575 Failed HIGH 1@23 0.006 100y DPL 2007-08-31 2007-08-31 00:57:15 i
" Monitoring 00:57:08
 RequestStalus . 18567 Failed HIGH @23 -0.000 1) DPL 2007-08-31 2007-08-31 00:67:15
k Historical Requests: 00:56:58
Provider Status
File System Status 16563 Failed HIGH @23 -0.000 140y DPL 2007-08-31 2007-08-31 00:57:15
Transfer Host Status 0o:57.07
ECS Service Status
Iﬂ_PDR List 18571 Failed HIGH @23 -0.000 100) DPL 2007-08-31 2007-08-31 00:57.22
= Interventions & Alerts 00:57:08
) Conrigr=tian 16555 Failed  HIGH 1@2.3 -0.000 1) DPL 2007-08-31 2007-08-31 00:57:22
> Reports 00:57:08
2] Help 18593 Failed HIGH @23 -0.000 2 DPL 2007-08-31 2007-08-31 00:67:31
0o:s7.21
() [reioad page |
i 18635 Successful HIGH 1@2.3 3.163 1 DPL 2007-08-31 2007-08-31 00:57:15  2007-08-31 00:56:45
“You are logged in a= INgAdmin 00:57:11
& Dparatar Astions 18551 Successful HIGH @23 6.414 10 DPL 2007-08-31 2007-08-31 D0:56:59  2007-08-31 00:58:54
[lag out] 00:56:57
[ change password |
[ =hows my penmissions | 19225 Failed HIGH @23 0.036 1) DPL 2007-08-31 2007-08-31 00:58:57
00:58:52
18616 Successful  HIGH @23 0.081 10 DPL 2007-08-31 2007-08-31 00:57:39  2007-08-31 00:59:02
00:57:27
18550 Successful  HIGH @23 1.022 1(1) DPL 2007-08-31 2007-08-31 00:57:156  2007-08-31 00:68:03
00:56:58
18614 Successful  HIGH @23 0.081 1 DPL 2007-08-31 2007-08-31 00:57:33  2007-08-31 00:58:03
00:587.20
18556 Successful HIGH @23 3.7 101 DPL 2007-08-31 2007-08-31 00:57:40  2007-08-31 00:59:.08
00:57:10
18731 Successful HIGH @23 1.208 1) DPL 2007-08-31 2007-08-31 00:57:52  2007-08-31 00:59.07
00:57:37
18654 Successful  HIGH 1@23 0.075 1 DPL 2007-08-31 2007-08-31 00:57:54  2007-08-31 00:59:07
00:57:34
18602 Successful  HIGH 1@2.3 0138 10 DPL 2007-08-31 2007-08-31 00:57:52  2007-08-31 00:53:07
00:57:14
Historical Request Related Configuration
Parameter Mame Parameter Description Parameter Value
MONTHS_TO_KEER_HIST_STATS_ALERTS T e e S R R T L S BSOS R i 1
f Apply Changes ‘x Cancel Changes
v
< >

Figure 4.6.1-38. Historical Request Related Configuration

Table 4.6.1-9. Historical Ingest Requests Column Descriptions

Field Name Description
Request ID Unique ID for an ingest request
Status Terminal state reached by the request
Priority The final priority assigned to the request during processing
Provider Name Name of the provider from which the request was obtained

Size

Sum of the size in MB of all granules in the request

No. Granules

Total granules included in the request

Ingest Method

Whether the request was processed by Classic Ingest, or the new DataPool
Ingest system. "DPL" indicates Data Pool Ingest, while "CLASSIC" indicates
Classic Ingest.

When Queued

Time the request was encountered by the polling service

When Proc. Started

Time the request was activated by processing

When Processing
Completed

Time the request reached a terminal state
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4.6.1.8.1 Viewing Historical Request Details

To view request details, click on a request ID, which displays a request detail page similar to that
for an Active Ingest Request, as shown in Figure 4.6.1-39.

Fequestd Status  Priarity

1 ARG Canzelled HIGH M

Figure 4.6.1-39. Viewing Historic Request Details

4.6.1.8.2 Printing and Saving Historical Request Lists as Reports

The operator can view the entire Historic Request list by clicking the "print/save view" button
next to the pagination arrows at the top of the Historic Request List, as shown in Figure
4.6.1-40.

Showing 1-20 01291 (@[ A ) B JPB)  printiave view |
[A] Requestid [A] Status Priority (%] Provider Name Size

48443 Successful YHIGH MODAPS_TERRA_FPROC 49577

48442 Successful VHIGH MODAPS TERRA_FPROC 347 042

Figure 4.6.1-40. Print/Save View Button

This will display a complete list of all the historic requests, though this list will be restricted by
current filter settings. A new window will be opened and you will be prompted to continue, as
shown in Figure 4.6.1-41.

Because the list could potentially contain thousands of records, it may take several minutes to
load the entire list into the browser window. At this point, the window will display "Processing
Your Request" (see Figure 4.6.1-42) while the web server retrieves the data — this page may be
displayed for several minutes. Once the entire list is loaded, the page will display the list as
normal (Figure 4.6.1-43).
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Saving and Printing

From here you can save the list as HTML by using the browser's built-in save functionality
(usually File > Save As...). Most browsers will also allow you to save the page as text only. To
print, either press the "Print This Report" button directly on the page, or use the menu (File >
Print...); this will load your browser's built-in print dialog box, an example of which is shown in
Figure 4.6.1-44.

.‘:.hhp.:{:#l.ﬂil.mi.“:iic.:um: 75010 - Mozilla Firefox == - |
L =

Rl

Fr Mar 2 2007 1213 07

- =

Are you sure you want to display the entire list?

Hihe list contains many
thousands of rows, the wah
sarvar may time out or your
browser could run out of
memory and crash

Are you sure you want Lo

continues
[ Continue | [ Cancal |
-
I
EA *
Do Proxy: raytheon procy ﬂ m

Figure 4.6.1-41. Prompt to Display Entire Historic Request List
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Fdpl0l hite.com: 25090 - Morilla Firefo

ble Edt  W=w  Higtory  Qockmarks  Jook  belp %

Processing Your Request...

| | ]
< i >
wiakirg For F4dplnl bitz.com.. . | || Prosey: ranthean praxy ﬁ__

Figure 4.6.1-42. "Processing Your Request” Wait Screen
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& nttp://f4dp101_hitc_com: 25010 - Mozilla Firefox =1}
File  Edit Wiew History EBookmarks  Tools  Help

Fri Mar 2 2007 12:20:19

Historical Ingest Requests

Filter Settings
Provider: ALL

Request State(s): [ALL]
Data Type: ALL
DatesTime Range Filter: Queued VWithin 24 Hours

Sawe This Feport.

Print This Report...
Showing 1 - 291 of 291

G . % Mo. Granules Ingest When Proc Wihen

Reguestld Status Priority Provider Mame Size = Method Wihen Clueued Startad Completed
48443 Successful “HIGH MODAPS_TERRA _FPROC 49577 100y DPL 2007-03-01 2007-03-01 2007-03-01
13:57:39 13:58:09 14:00:55

48442 Successful “HIGH MODAPS_TERRA_FPROC 347042 Fi0) DPL 2007-03-01 2007-03-01 2007-03-01
13:57:39 13:58:09 14:00:55

48441 Successful “HIGH MODAPS_TERRA _FPROC 347 042 DPL 2007-03-01 2007-03-01 2007-03-01
13:57:39 13:58:09 14:01:02

48444 Failed MORMAL ICESAT 0.000 DPL 2007-03-01 2007-03-01
14:10:00 14:10:00

48447 Successful “HIGH MODAPS_TERRA _FPROC 49577 1003 DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:05

45453 Successful wHIGH MODAPS_TERRA_FPROC 49577 100y DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:12

45454 Successful wHIGH MODAPS_TERRA _FPROC 49577 DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:14

45449 Successful wHIGH MODAPS_TERRA _FPROC 49577 DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:14

48450 Successful wHIGH MODAPS _TERRA FPROC 49577 DPL 2007-03-01 2007-03-01 2007-03-01

Figure 4.6.1-43. Print/Save View of Historical Ingest Requests
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File Edit View History Bookmarks Tools Help

DATA

POOL IINC
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ST e 8

S==

Historical Ingest Requests

Filter Settings

Fri Mar 2 2007 12:20:19

Print =
Printer
Name: | HP DTGt 5200 seies ™
Status: Ready
o Seve This Repon Type: HP Officeiet 6200 series
= - Wwihere: useoo
[E1 Print This Report.. Comment: 1 Prirt to file
Showing 1 - 291 of 281
Frirt range Copies
i When Proc When
Requestld  Status Priority Pr ®al i s 1 = il Gronod Combkiad
48443  Successful VHIGH MODAP! ) Pages  from: |1 to: |1 ; . 2007-03-01 2007-03-01
. 2 2| al2 13:58:09 14:00:55
sl
48442 Successful VHIGH MODAP 2007-03-01 2007-03-01
Frint Frames 13:58:09 14:00:55
48441 Successful WHIGH  MODAP 2007-03-01 2007-03-01
13:58:09 14:01:02
43444 Failed MNORMAL 2007-03-01
Concel e
48447  Successful VHIGH  MODAP: 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:.05
48453 Successful VHIGH MODAPS_TERRA_FPROC 49577 1) DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:12
48454 Successful VHIGH MODAPS TERRA FPROC 49577 1 DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:14
48449 Successful VHIGH MODAPS_TERRA_FFPROC 49577 1) DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:14
48450 Successful VHIGH MODAPS_TERRA_FFPROC 49577 1) DPL 2007-03-01 2007-03-01 2007-03-01
14:14:35 14:15:28 14:18:18
(= ___ L
Done Proxy: raytheon proxy @9 &

4.6.1.8.3

The historic request list on this page can be filtered using the filter panel that appears on the
same page. This is opened by clicking on the green filter button at the top of the page, as shown
in Figure 4.6.1-45. If authentication is enabled, filter settings are always remembered, even when
logging out of the session. They are never lost unless the operator profile is completely removed

Figure 4.6.1-44. Print Dialog Box

Historical Request Filters

or authentication is disabled.
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Request ID Filter Settings Combined Filter Settings
Provider: --SHOW ALL-- :J
_ Resuming : =
Request States: S e Data Type: --SHOW ALL-- __i
Cancelled -
Date/Time Range Filter: When Completed ~|

When Completed:

PDR File Name:

FROM

mantn -lﬂ- j clay 1 j VT 2[]14 _T_! nr 14 j min 22 j

1

.. 4 ~|dwy 2 ~|yr 2014 ~|br 14 ~|min 22 ~|

Presets:  Last 24 hours Last 48 hours

L] save as default settings [ HELF

Load Cefault Setting:

Figure 4.6.1-45. Filter Panel

This panel shows the current filter settings and allows the operator to change them. There are
two tabs on this panel, one that provides filter options based upon the attributes of the various
requests ("Combined Filter Settings"), as shown in Figure 4.6.1-45, and the other that will filter

by a single request ID ("Request ID Filter Settings"), as shown in Figure 4.6.1-47.

Under Criteria Based Filtering, there are several different types of filters that can be applied

concurrently to the request list. These are as follows:

e Data Providers — By selecting a provider, only requests from that provider will be

displayed in the request list.

¢ Request States — If this option is selected, multiple states may be included in the filter by
holding down the CTRL key and selecting all of the desired states. Only requests in the

selected states will be displayed.

e Data Type — By selecting a data type, only requests with granules of the selected data

type will be displayed

e Date/Time Range Filter — The operator can either filter by the time when a request was

last updated or when it was last queued, as shown in Figure 4.6.1-46.
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0 When Completed — Only requests that completed from the given date to the given
date will be displayed. Completion time is recorded once all granules reach a
terminal state.

0 When Queued — Only requests that were added to the request list from the given
date to the given date will be displayed

0 Queued Within 24 Hours — Only requests that were added to the request list
within the last 24 hours from the current date

0 None — No date/time range filtering will be applied

YWhan Complefad 006 % e 15 |™ | min 19 W
When Quened: ‘Whan Queued
Cueued Within 24 Hours {006 %t 15 %) min 22w

Figure 4.6.1-46. Selecting a Date Range Criteria

e PDR File Name — The operatore can enter PDR File Name, and only requests with the
specified PDR File Name will be displayed

To filter by a single Request ID, press on the "Request ID Filter Settings" tab. A single field for
entering a Request ID number will appear, as shown in Figure 4.6.1-47. The request ID filter can
only be applied by itself and not in combination with any other filter attributes.

Request ID Filter Setfings  Combined Filter Settings

Request [D: 46971 velp |

L] Save as default settings | HEwl

\pply Fiter | | el Datouit Settings |

Figure 4.6.1-47. Filtering By Request ID

Once the desired filter options are selected, the operator has the option of saving a set of default
settings by selecting the "Save As Default Settings" box prior to clicking "Apply Filter" (see
Figure 4.6.1-48). Thereafter, the operator can click "Load Default Settings" to restore these saved
defaults. If no default is stored, all requests will be shown by default. If authentication is
disabled, there will be no option for saving or loading default settings.
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Figure 4.6.1-48. Saving Default Filter Settings

Once all settings are selected, press the "Apply Filter" button. A new page will appear with
showing only the requests meeting the filter criteria. Filtering options will be hidden until the
green "Show / Hide Filters" button is pressed again.

4.6.1.9 Historical Ingest Request Detail Page

The request detail page for a historical request (Figure 4.6.1-49) is similar to the one for an
Active Ingest Request, with the request details followed by a granule list. The details on this
page are somewhat different in that information pertaining to historical data is shown. Since the
request is in a terminal state, no actions can be processed for this request, so action buttons are
not present. Tables 4.6.1-10 through 4.6.1-12 contains information for the Historical Ingest
Request Detail page such as the request info field descriptions, the request info column
descriptions, and the granule list column descriptions.
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Figure 4.6.1-49. Historical Request Detail Page

e Request Info — General information about the request
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Table 4.6.1-10. Historical Ingest Request Detail Page —

Request Info Field Descriptions

Field Name Description
Request ID Unique ID for an ingest request
Status The final state of the request (see Table 4.6.1-3for a list of possible request
states)
Priority The precedence which a request will have for activation and various
processing actions.
Provider Unique name assigned to the provider associated with the polling location

where the request was found

Size

Sum of the size of all granules in the request

No. Granules

Total number of granules in the PDR

Ingest Method

Whether the request was processed by Classic Ingest, or the new DataPool
Ingest system

No. Files

Number of files found associated with the granule in the PDR

e Request Timings — Seconds of time that passed during various processing actions

Table 4.6.1-11. Historical Ingest Request Detail Page —

Request Timings Column Descriptions

Field Name

Description

Time to Xfer

Total seconds of time that passed during all granule transfers

Time to Checksum

Total seconds of time that passed during all granule checksum operations

Time to Preprocess

Total seconds of time that passed during all granule preprocessing operations

Time to Insert

Total seconds of time that passed to insert all granules into AIM

Time to Archive

Total seconds of time that passed to copy all granules into the archive

e Granule List — Detailed granule information
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Table 4.6.1-12. Historical Ingest Request Detail Page —

Granule List Column Descriptions

Field Name Description
Seq Number The order in which a granule was found in the PDR
Ingest Gran ID Unique Identifier assigned to the granule by the DPL Ingest System
ECS Gran ID Unique Identifier assigned to the granule for insert in AIM
DPL Gran ID Unique Identifier assigned to the granule for registration in the Data Pool
Data Type Data Type found in the PDR describing the granule
Version Version found in the PDR describing the granule

Status

Terminal state reached by the granule

Granule Size (MB)

Sum of the size of all files associated with the granule

No. Files

Number of files found associated with the granule in the PDR

Proc. Start

Time of granule activation

Proc. End

Time granule reached a terminal state

Total Proc. Time

Total seconds that lapsed in between granule activation and completion

Time to Checksum

Total seconds that passed during granule checksum across all files

Retry Count

Number of times the granule was retried(or retried from start)

4.6.1.10 Provider Status Page

This page displays the status and information about each configured data provider in the Data
Pool Ingest system (see Figure 4.6.1-50a and 4.6.1-50b for a general overview). Table 4.6.1-13

contains the Provider Status page column descriptions.
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Figure 4.6.1-50a. Provider Status Page (General Overview)
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Figure 4.6.1-50b. Provider Status Page (General Overview)

Table 4.6.1-13. Provider Status Page Column Descriptions

Field Name Description

Provider Provider name configured to identify an External Data Provider

Status Whether the provider is active, suspended by server, or suspended by
operator

Polling Locations Total number of active polling locations on the provider, or the number of
polling locations that are suspended out of the total number configured

Requests Queued Total number of requests waiting for activation from the provider

Requests In-Process Total number of requests that are active and not suspended from the
provider

Granules Queued Total number and volume (in MB) of granules waiting for activation in
requests from the provider

Granules In-Process Total number and volume (in MB) of granules that are active and not
suspended in requests from the provider
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Possible Status Indicators

There are three possible status indicators for a provider.

e Active — at least one polling location is active

-
active

e Suspended by Server (indicating all polling locations are suspended) — the server has
suspended the Polling Location automatically.

o) suspended by server

e Suspended by Operator (indicating all polling locations are suspended) — operator
manually suspended the Polling Location from the GUI

‘ suspended by operator

4.6.1.10.1 Provider Status Actions

You can suspend or resume any of the Data Providers listed on this page. The status column
shows a green (active) or red (suspended) icon. To change the status of one or more providers,
do the following:

1. Select the desired provider; multiple providers may be selected at once:

ivi MODAPS TERRA FPROC - B | of 1 ackive I
s
[[] NSIDC DAAC SRR R @ 1 of 1 suspende i
] S4Fm0 B @2 of2 suspandac 0
TOTALS: 1]
Suspend Fesume

2. Click the appropriate action button at the bottom of the list:
suspend resume

3. You will be prompted for confirmation. The page will reload with the status of the
selected providers changed.

The Impacts of Suspending a Provider

Suspending a Data Provider will stop the activation of Ingest Requests from that Provider, but
Ingest Requests that are already active will be completed. Ingest will also stop polling all of the
Polling Locations associated with that Data Provider; The impact then is that no new Requests
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from that suspended Data Provider will be queued except if a polling cycle is in progress, in
which case the polling cycle will be completed.

46.1.11 Provider Status Detail

The detail page of a provider shows the detail information of the Provider, the configured
Notification Types, and the individual status of each polling location associated with the
provider, as shown in Figure 4.6.1-51, and allows the operator to suspend or resume the Polling
Locations accordingly.

%) DPL Ingest GUI (DEVO9) - Mozilla Firefox
File Edit Wiew History Bookmarks Tooks  Help

« > Coa
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& Home
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Request Status
Histarical Reguests
Provider Status
File System Status
Transfer Host Status
ECS Semice Status
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(3 (reload page ]
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Figure 4.6.1-51. Provider Status Detail Page

46.1.11.1 General Status

This section of the Provider Status Detail page provides an overview of current processing
through the provider, as shown in Figure 4.6.1-52. Table 4.6.1-14 contains the general status
field descriptions for the Provider Status detail page.

4.6.1-45

609-EED-001, Rev. 03



General Status

Provider: NSIDC_DAAC
General Status: @ :cvended by opeisto Fesume

Requests Queued:0 [0.000 ME)
Requests In-Process: 0 (0.000 MB)

Figure 4.6.1-52. General Status for a Provider

Table 4.6.1-14. Provider Status Detail Page — General Status Field Descriptions

Field Name Description

Provider Unique name for this external data provider

General Status Whether the provider is active, or has been suspended either manually by
the operator or automatically by the server

Requests Queued Total number of requests waiting for activation from the provider, as well as
the total size of those requests

Requests In-Process Total number of requests that are active and not suspended from the
provider, as well as the total size of those requests

4.6.1.11.2 Configured Notification Information Types

The Provider Status detail page shows the configured notification types for a provider and its
notification method, as shown in Figure 4.6.1-53, Figure 4.6.1-54, and Figure 4.6.1-55. The
operator cannot suspend or resume these for an individual provider.

Configured Notification Types
Email: Yes FTP: Nao SCP: No

Figure 4.6.1-53. Notification Information

Configured Notification Types
Email: No FTP: No SCP: Yes

-

Figure 4.6.1-54. Notification Information w/ SCP active

Configured Notification Types

Email: Yes FTP: Yes ™ active SCP- Nao

Figure 4.6.1-55. Notification Information w/ FTP active
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A Data Provider may have SCP, FTP, HTTP, email, or a combination of these methods of
notification. There is no status for an email notification method or for a notification method that
is not enabled.If any of the methods are not used, then "No" will appear next to the notification
method name.

Note that operators or the Ingest Service can suspend all traffic to and from a Remote Transfer
Host (e.g., if the host or the connection to the host will be taken down or is experiencing
problems). In that case, notifications for a provider that use that host will be shown as
suspended. Operators can suspend email notifications as a whole via the Ingest Status page (e.g.,
when the local e-mail service needs to be shut down for maintenance), in which case all email
notifications for all providers will be shown as suspended. For more information on that
functionality, see Section 4.6.1.2.2.

The overall status of Remote Transfer Hosts is shown on the Transfer Host Status Page (see
Section 4.6.1.13). The status of email notifications is shown on the Ingest Status Page
(Section 4.6.1.2).

4.6.1.11.3 Polling Location List

Each Data Provider has a list of associated Polling Locations, which are directories on remote or
local Hosts that can be suspended or resumed. These can be suspended or resumed in order to
halt or resume data to be sent through (Ingested from) these providers, without impacting the
status of the Host on which that polling location resides (see Figure 4.6.1-56). To suspend or
resume a polling location, check the boxes of the desired locations in the list and click the action
button at the bottom of the list. You will be prompted for confirmation before the action is
carried out. Table 4.6.1-15 contains the polling locations column descriptions for the provider
status detail page.

Polling Locations

El Status Source Polling Path Host Type Host Name Host Status Address

] < fhomeicmshared/PDRS/eborodkif SCP 1401 ™ active T4fI01

O fusriecs/OPSICUSTOM/dataldplingestiaguafforward/PDR FTP LPDAAC - 13drg01 hite.com

0 ™ active Jusrecs/OPSICUSTOM/data/INGEST/aquaiforward/PDR SCP f4dpl01 - f4dpl01

D. fhomelcmshared/PDRS/agqua_4043 SCP T4held1 - f4hel0l
Suspend RPesume

Figure 4.6.1-56. Polling Location List
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Table 4.6.1-15. Provider Status Detail Page —
Polling Locations Column Descriptions

Field Name Description

Status Whether the polling location is active, suspended by server, or suspended by
operator

Source Polling Path Full path of directory being polled

Host Type Method being used for polling — Local, FTP, HTTP, or SCP

Host Name Label assigned to the host on which the polling location is found

Host Status Whether the host where the polling location is found is active or suspended.
The polling location itself can be suspended, but this does not affect the
state of the host.

Address IP address or DNS name where the polling directory can be found

4.6.1.12 File System Status

This page displays the status of each of the Archive File Systems and Data Pool File Systems, as
shown in Figure 4.6.1-57. Table 4.6.1-16 contains the file systems status page column
descriptions.
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Figure 4.6.1-57. File System Status Page Screen Shot
Table 4.6.1-16. File System Status Page Column Descriptions (1 of 2)
Field Name Description
Name Unique name assigned to the file system and the directory where
the file system is found
Status Whether the file system is active, suspended by operator, or
suspended by server
Free Space The amount of free space (in GB) on the File System.
Used Space Percentage of space used on the file system and the time this
information was last checked
Cache Used Alert Threshold The percentage of used space in the cache at which point an alert
would be raised for the Archive or Data Pool File System. For
example, if the threshold was set to 80%, an alert would be raised
as soon as more than 80% of the cache was used. No requests or
file systems will be suspended as a result of this threshold being
reached
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Table 4.6.1-16. File System Status Page Column Descriptions (2 of 2)

Field Name Description
Cache Used Suspend Threshold The percentage of used space in the cache at which point the
Archive File Systems only Archive or Data Pool File System would be suspended. For

example, if the threshold was set to 90%, the Archive File System
would be suspended as soon as more than 90% of the cache was

used

Queued Granules Total granules waiting for activation set to ingest on the file system
and the sum of the size of those granules

Processing Granules Total granules active set to ingest on the file system and the sum

of the size of those granules

Actions on this page:

As with other pages that display services or providers, each of these archive file systems can also
be suspended or resumed. The status column shows a green (active) or red (suspended, either by
operator or server) icon. To change the status of one or more file systems, do the following:

1. Select the desired Data Pool File System or Archive File System (multiple selections may
be made):

Data Pool File Systams

] Mame Status Free Space Llee

[1 DEFAULT ™ [ 156GB
fdatapool/DEVO1/uses’F 51 (2007034

NE:@FSZ s = BN s e e
Suspend | Resume

2. Click the desired action button at the bottom of the list

3. You will be prompted for confirmation. The page will reload with the status of the
selected archives changed.

4. The application will not allow the same action to be taken twice on an Archive File
System. For example, an already active status can not be resumed. However, an Archive
File system that was suspended by the server may be manually suspended by the
operator.

4.6.1.13 Transfer Host Status

The Transfer Host Status page shows the status of each configured Remote Transfer host, as well
as the status of Local Host Transfers. The status is further broken down into the individual
polling, processing, and notification statuses for each provider which uses the host. The operator
can manually suspend all operations on the host and can resume all operations on the host. See
Figure 4.6.1-58 for a general overview.
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When an operator suspends the host, the Ingest Service will complete any ongoing transfers,
polling cycles, or notifications with that host, but not start any new ones. When an operator
resumes the host, this will resume all traffic with that host. It is possible that not all providers
will be returned to active when resuming the host depending on the current status of the polling
location and data provider.

If the polling, processing, or notification status of a host is suspended by the Ingest Service, an
Alert will also be generated and displayed on the System Alerts page (e.g., a connection could
not be established with a host because it is down, or there were too many errors while trying to
transfer PDR files).

If a PDR is sent through processing with a host configured in the PDR that does not show up on
the GUI, a new host will automatically be added to the lists of Remote Transfer Hosts with the
name UNDEFHOST [Provider] [RequestID] (See Figure 4.6.1-58). The provider status on a
host will be displayed if the operator has configured a polling location for that provider on the
host, a PDR for the provider references the host, or the provider has configured notifications to
be delivered to that host. It is possible that a host is not used for all three servers in which case
the status for that particular server(s) will be displayed as not applicable. If more than one
polling location is configured for a provider on the host, the number of polling locations will also
be displayed next to the polling status. Table 4.6.1-17 contains the transfer host status page
column descriptions.
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Figure 4.6.1-58. Transfer Host Status Page (General Overview)
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Table 4.6.1-17. Transfer Host Status Page Column Descriptions

Field Name

Description

"Host identification"

Display name for the host in bold, followed by the IP address or the canonical
name and port of the host in parenthesis, followed by the overall status of the
host. Possible statuses are "active" or "suspended by operator".

Provider Name

Name of a provider which uses this host.

Polling Status

Whether or not polling for this provider on this host is active. Possible states are
"active", "suspended by operator”, "suspended by server", or "not applicable".

Processing Status

Whether or not file transfers for the provider on this host are active. Possible
states are "active", "suspended by operator", "suspended by server", or "not
applicable".

Notification Status

Whether or not notifications for this provider on this host are active. Possible
states are "active", "suspended by operator”, "suspended by server", or "not
applicable".

Actions on this page:

Each of the Remote Transfer hosts, as well as Local Host Transfer, can be suspended or
resumed. The status columns show a green (active) or red (suspended by server or operator) icon
and indicate which operations (polling, processing, notification) are suspended for each provider

on the host.

To change the status of one or more hosts, do the following:

1. Select the desired host; multiple selections may be made

2. Click the Suspend or Resume button at the bottom of the list, as shown in Figure 4.6.1-
59. You will be prompted for confirmation. The page will reload with the status of the
selected hosts changed.

3. All operations for all providers will be suspended as a result of suspending the host.
Polling will stop on polling locations that use this host for transfers. No notifications will
be sent to the host until it is resumed, at which time all notifications halted during the
suspension will be later sent.

Hosts Action Duttons:
=Suzpend
*Re:ume

Lgts Prhiesh
OFF

Figure 4.6.1-59. Suspending a Remote Transfer Host

46.1.14 ECS Services Status

The ECS Service Status page shows the status of each of the various ECS Services. There are
two types of ECS Services:
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1. Services that run on the same host as the Ingest processing service — the GUI only shows
that the service is up or down.

2. Services that can run on any number of hosts that have been configured for that purpose.
Examples are checksumming, archiving, and transfers. The service on each host is
independent of the same type of service on the other hosts, in that its configuration and
status is host specific. For example, checksumming on one host may be suspended but
may be operating just fine on the other. As a result, the GUI shows the status information
for that service separately for each host. These services are called Hosts Used For ECS
Services.

Host-specific ECS Services can be individually suspended and resumed for that particular host.
The XVU, DPIU, and ODL2XML services are listed separately and can only be resumed. See
Figure 4.6.1-60 for the general page overview.
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File System Status
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5| Interventions & Alerts M AT T T
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L XVU: (@) e DPIU: (] _ ... ODL2XML: (7|
> Reports = active active
3| Help
[HELP |
{J (reloat page] Hosts Used For ECS Services
ed in as IngAdmin Service Host I Checksum CIFile Transfer  SCP [ Archive [ Band Extraction Olnsert Copy Ol Insert Checksum
ator Actions: not enabled
; f4eil0l £1 [ acive 01 ] acive B e O™ acive O[] o : O[] acive
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fAspiOL O a suspended by server O[] 2cive B e O[] acve O[] acive m] [7_) P 7] ccive
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Auto Refresh
OFF L
[off ][Im][5m][10m ][ 15m ] [30m ]

Figure 4.6.1-60. ECS Services Status Page

4.6.1.14.1 Non-host Services

This page shows the status of each of the services which do not run on an ECS Service host. The
XVU service performs the XML Validation for granule metadata files, the ODL2XML service
converts ODL files into XML files, and the DPIU service registers the granule metadata into the
Data Pool database. Each of these services runs on the same host as the processing service and
will either be "active" or "suspended by server". If any of the services is suspended it will
prevent any ingest from completing because every granule requires these services.
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4.6.1.14.2 Hosts Used for ECS Services

These are services that are tied to a specific host. Each of the services can be suspended or
resumed on that particular host. The services are:

e Checksum

e File Transfer

e Archive

e Band Extraction
e Insert Copy

e Insert Checksum

To suspend or resume a service on a host, check the box next to the status and click on the
desired action button (Suspend or Resume), as shown in Figure 4.6.1-61. You will be prompted
for confirmation before the action is carried out. The checkboxes at the top of each column allow
the selection of all of that particular service for all hosts.

Hosts Used Foi ECS Services

Sanica Hast Tl Checkaum CIFie Transfer SCP “larchie [ 5ard Exiracton Clingert Copy Clinzei checksar

Haillll m|[ . (| . ! .

gt W[ J—— 1| ki

Hhend? 1/~ 5 1/ - ot st 1.t e L) anl e

Homii 7/ e /™, A i [T ] (] e O™ s [

Hspll O™ e 1 [~ .o O™~ .. O |- ... O/ - . ][ | —
Suspeni Fasurme

Figure 4.6.1-61. Host-Specific Services

Suspending a service on a host will let all service operations of that type that are currently
executing on that host complete on that host, but no new requests for that service will be
dispatched to that host. For example, if the Checksum service is suspended for HOST A,
ongoing check summing operations will complete, but then no more check summing operations
will be dispatched on that host (regardless of the type of checksum involved). Checksum on
other active hosts will continue. Table 4.6.1-18 contains the field descriptions for hosts used for
ECS services.

As a rule, checksum operations must take place on a different host that the one on which a
granule was transferred. If all but one checksum host is suspended, all granules transferred on
that same host will go into a suspended state until another checksum host is activated.
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Table 4.6.1-18. Field Descriptions for Hosts Used for ECS Services

Field Description
Name
Service The label of the host used for the ECS Services.
Host
Checksum | The status of the Checksum Service.
File The status of the File Transfer Service.
Transfer
Archive The status of the Archive Service.
Band The status of the Band Extraction Service.
Extraction
Insert Copy | The status of the Insert Copy Service.
Insert The status of the Insert Checksum Service.
Checksum

Note that for all of these services, not enabled may appear as the status; this indicates that the
service has not been enabled for that host in the ECS Services Configuration page, therefore no
real status exists for that service.

4.6.1.15 PDR List

The PDR List page shows the PDR information retrieved from the Ingest database. The PDR
information is shown in Figure 4.6.1.62) with the first column listing the polling location for the
PDR and the second column listing the PDR file name.

There is a check box displayed for each of the PDRs listed in the table. By checking the box and
applying the Ingest Selected PDRS Again button at the bottom, the corresponding PDR will be
re-ingested.
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Figure 4.6.1-62. PDR Listing

4.6.1.16 Open Interventions

This

page displays the list of Ingest Requests with open interventions, as shown in

Figure4.6.1-63. The operator may select any eligible request and perform one of two actions:

Cancel Active Ingest Request(s) — This is an irreversible action. There is no way to 'un-
cancel' a request. Processing for this ingest request will be terminated and any granules
that did not yet complete processing will be cancelled. If cancelled prior to the "Inserted"
state, the granule will be removed from data base entries and files will be removed from
temporary locations and the data pool database. A PAN will be sent to the provider that
will report failed or cancelled granules and the failure reasons (the specifics depend on
the Interface Control Document that covers this interface).

Resume Active Ingest Request(s) — only if the selected requests are suspended. Cancelled
Requests can not be resumed. Resuming a request will resume processing for all granules
that are currently suspended, restarting each from the last known good state. To
disposition individual granules differently, the operator needs to access the intervention
detail page. Table 4.6.1-19 contains the descriptions of the open interventions listing
page column.
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Figure 4.6.1-63. Open Interventions Listing (General Overview)

Table 4.6.1-19. Open Interventions Listing Page Column Descriptions

Field Name Description
Request ID Unique Data Pool Ingest identifier assigned to the request in
intervention
Provider Name of the provider from which the request was obtained
Intervention Type Type of error encountered during processing of at least one of the

request granules (if there are multiple error types encountered in a
single request, the type will be "MULTIPLE")

Worker Name of a worker assigned to address the intervention

When Created Time the intervention was generated (which may have been after
several retries after the error was first encountered)

When Acknowledged Time the intervention was first viewed by an operator

The information on this page is similar to the Request Status page (see Section 4.6.1.6). To view
intervention details, click on the Request ID link to open the intervention detail page.
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4.6.1.17 Request Actions
Changing Request Statuses

A request is suspended and goes into Operator Intervention Status when at the completion of its
processing; at least one of its granules is suspended because it ran into some error. Note that
operators can disposition suspended granules before the request goes into intervention, as
explained in Section 4.6.1.7.5 . As aresult, when a request goes into intervention, some
granules may already be in a failed state (if they have been failed by the operator before).

From this page, one can resume suspended requests regardless of the failures. Otherwise, the
operator can view the suspended granules of the request and disposition them individually. See
the Intervention Detail section below (4.6.1.16) for more details on how Interventions are
processed.

To perform a request action, select the desired requests by checking the boxes on the left side of
the request list. You can also select or deselect all the requests by checking the box at the very
top of the list. See Figure 4.6.1-64.

Showing 1 -2 of 2 [l4a] « | = b}

rl Feguest ID Frovider Intervention Type
] 14320 MNaIDC_DAAC FrepracErr
vh 14915 JPL HferErr

ht] 1 1
m Cancel Requests Fesume Requests Restart Requests

Figure 4.6.1-64. Selecting a Request for Action

Then click on the button of the desired action at the bottom of the list. A box will appear below
to enter a reason for the status change. See Figure 4.6.1-65.

14910 JPL #ferCir

m Cancel Requests | Fesume Fequasts
Flease Enter &4 Reason For The Status Change: [ canzen)

File size arror needs raview,
Reguest will be cancelled
and resubmitted Iater.|

| Continur to Cancel Requests |
£

Figure 4.6.1-65. Explanation Field for Changing Request Status
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Once you have entered the reason, click on the button next to the text box to continue the action.
You will be prompted for confirmation before the action is carried out.

If you do not wish to process this action, click on the [cancel] link to close the box.

4.6.1.17.1 Filters

The Intervention list on this page can be filtered using the filter panel that appears on the same
page. This is opened by clicking on the green filter button at the top of the page, as shown in
Figure 4.6.1-66. Filter settings are associated with an operator profile and are always
remembered, even when logging out of the session. They are never lost unless the operator
profile is completely removed or authentication is disabled.

The operator has the option of saving a set of default settings by selecting the "Save As Default
Settings" box prior to clicking "Apply Filter." Thereafter, the operator can click "Load Default
Settings" to restore these saved defaults. If no default is stored, all Interventions will be shown
by default.

—
1

“Show / Hide Filters
Combined Filter Settings

Data Provider :  JFL v

Intervention Type :  HferErr bt

Target Archive : —SHOWALL -

[ Save as default settings [HELF ]

&pply Fitter | Load Defaut Setings

Figure 4.6.1-66. Intervention List Filter Panel

This panel shows the current filter settings and allows the operator to change them. Each of the
filters shown in the figure has a SHOW ALL option that effectively does not filter by that field.

Multiple filter settings can be applied at the same time (i.e., the filters are ANDed), thus the
operator could opt to see only requests from JPL with an XferErr intervention type, or he could
just filter to only see interventions from a single provider.

4.6.1.17.2 Sorting

The Intervention list on this page can only be sorted by the creation date (i.e. the date and time
the intervention was created) in ascending or descending order, as shown in Figure 4.6.1-67.

Unlike filter settings, sort settings are remembered for the session only, and are lost when the
operator logs out or the application is closed.
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Figure 4.6.1-67. Intervention List Sorts

4.6.1.17.3 Intervention Related Configuration Panel

In addition to being displayed on the Data Pool Ingest GUI, interventions can also be sent as
email to a specified operator email address.

To set the email address and permit email notification of Interventions, enter an address next to
the "NOTIF_INTERV_EMAIL ADDRESS" parameter, check the box next to the
"SEND INTERVENTION EMAILS" parameter, and click the "Apply Changes" button,

displayed at the bottom of the "Intervention Related Configuration" section, as shown in
Figure 4.6.1-68.

Imtzreemtian Relaied Confignration

Pammeter fome Faramelc Descrilion Farmets alue

ROFE INTERY SHAIL ADDRESE criips_ el b o o

SERD FTERVERTION ER&SLS Irad o w s and an smanl B ke 1+

{ Appky Cheegan :x Cercal Crangss

Figure 4.6.1-68. Intervention Related Configuration Panel

The configured email address will receive notifications for all interventions as they are opened.

4.6.1.18 Open Intervention Detail Page

This page displays all of the information as in the general open intervention listing, as well as the
granule list. In addition, actions may be taken for the intervention on this page. This page is
shown in Figure 4.6.1-69.
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Figure 4.6.1-69. Open Intervention Detail (General Overview)

An Operator Intervention for an Ingest Request remains open as long as there are suspended
granules in the Request. The operator can take one of several actions to 'close' the intervention
(i.e., take the request out of suspension and allow the Ingest Request to be processed normally):

¢ Retry selected granules: This applies only to granules that are currently suspended and
retries them from the last known good state of processing. Every time a granule is retried,
an annotation is added identifying the time, operator, and action (see Figure 4.6.1-69).

0

Fety Selected Granules

4.6.1-62
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e Retry from START selected granules: This applies only to granules that are currently
suspended and retries them from the beginning of processing. Every time a granule is
retried, an annotation is added identifying the time, operator, and action.

—

()

[Af Pl
o Fail selected granules: This applies only to granules that are currently suspended and
transitions the granule into a failed state, with the status indicating the type of error that

originally caused the suspensions.

—
1

™

Fail Selected Granules
Error types are determined by what state the granule is in when it is failed. These states are:
XferErr (transferring), ChecksumErr (Checksumming), PreprocErr (Preprocessing), ArchErr
(Archiving), InsertErr (Inserting), and PubErr (Publishing).
NOTE: After a granule is failed, an annotation is added identifying the time, operator, and
action.
To perform a granule action, select one or more granules and click on the desired action button at

the top of the granule list. The operator will be asked for confirmation before the action is carried
out.

e Cancel selected granules: This applies only to granules that are not yet in a terminal
state. It manually cancels the granules. After a granule is cancelled it is expected that the
granule will be re-ingested by the operator

 —
Cancel Selected Granules

Working on an Intervention

The operator must have Ingest Control permission to perform any actions on this page. A
worker name is not explicitly required on this page because the logged-in operator name will be
used by default. However, an operator may override this by entering a different name into the
"worked by" text box. This is allowed because more than one operator may be using the same
login during a session, though this practice is not recommended if authentication is enabled.

Closing the Intervention

Once all granule issues have been resolved, the open intervention status will automatically be
removed. No explicit action on the part of the operator is required to do this.
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If an open intervention is not resolved after being viewed, it will remain in the open intervention
list and can be worked on at any time after navigating to a different page or even logging out of
the session.

Viewing Request Details:

The operator can navigate to the details for a request by pressing the "[view details]" link next to
the Request ID in the upper left-hand corner of the page, as shown in Figure 4.6.1-70. More
information on the Request Details page can be found in Section 4.6.1.7.

Intervention Infe [ Show Hide |

RequestlD: 31665 [ view detailz |
Frovider: MODAPS_ Ay A FPROC
Intervention Type: =ferbEr

Worked By: oK| pdate Woarker
Figure 4.6.1-70. Viewing Request Details from Intervention Details

Information on this page:

Figure 4.6.1-71 explains the various features and information available on this page. The second
part of the page, the granule panel, is described in the subsection 4.6.1.18.2.
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Figure 4.6.1-71. Intervention Detail: Request Information Panel Diagram

4.6.1.18.1 Operator Notes

This section shows operator notes added by the operator. Operator notes are annotations that can
be useful in tracking changes to the request or recording information affecting the intervention.
The operator notes are kept separately from the request notes (see Section 4.6.1.7.4), though they
will be appended to request notes after the intervention is closed.

An operator note can be added, but not edited or deleted. To add an operator note, click [Add
annotation...] at the bottom of the annotation list, as shown in Figure 4.6.1-72.
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yeen decided that the granules cannot be processed and will be failed instead of
ed.
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Annotation texdt:
| Add This Annotation |

Figure 4.6.1-72. Adding an Annotation

4.6.1.18.2 Granule List Panel

The Granule List Panel is shown immediately below the Intervention Information panel. By
default, the list is sorted by suspended granules first. Detailed error information for all suspended
and failed granules will be displayed in the granule status, along with the associated error type.

The diagram in Figure 4.6.1-73 below explains the various features and information available on
this panel. For more details about the fields in the granule list and file details, see
Section4.6.1.7.5.
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Figure 4.6.1-73. Intervention Detail: Granule List Diagram

46.1.18.2.1 Granule Details

Each granule has detailed file information that can be viewed directly on this screen by clicking
the [show / hide] button next to a granule. The information will appear above the granule list in
sections identified by the Granule Id. The information includes for each file, the full path, file
name, file type associated with the granule, and the file status, as shown in Figure 4.6.1-74.
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Figure 4.6.1-74. Granule Details

The information can be hid by clicking [show / hide] beside the granule.

4.6.1-67 609-EED-001, Rev. 03



46.1.19 Alerts

This page (Figure 4.6.1-75) displays the Ingest alerts as they are raised in the Ingest database.
These warn the operator when the Ingest Service runs into a problem that is with a resource or

service it is using.

Alerts will usually only be generated after a configured number of retries on the failed action, or
after a configured number of occurrences of a particular error. After raising an alert, the Ingest
Service will check at regular intervals whether the problem has been resolved and clear the alert
if that is the case. Table 4.6.1-20 contains the alerts page column descriptions.

service

& DPL Ingest GUI (DEVO9) - Mozilla Firefox M=
File Edit ‘View History Bookmarks Tools Help
o

& Home \ POOL JNGEST wes cu

3 Manttoring ﬂ I" T “m. " Thu Feb 1 2007 13:50:40
“#|Interventions & Alerts B @ —

o Gl
_Interventions

Alertsi

3 |Configuration

FReports Alerts

5 Help

[¢ )

“fou are logged in 25 INgAdmin @?

#+ & Operator Actions Show / Hide Filters

[log out]

[ change passyvord |

[ shov: EIEEEERGRLE Alert Management

= g
Il e Alert Description Alert Type Resource  Resource Type SHEE o (TR

O||Eluan - Details Name Time

[ [=hewiiesl  Failure to connect with an ECS SRVC_CANNOT_CONMECT fftl01 FILE TRANSFER Processing 2007-01-30

16:21:54

ﬁ Close Alerts

Alert Related Configuration

Parameter MNarne Pararneter Description

ALERT EMAIL_ADDRESS

Email address to which alert amails will be zent

Parameter Value

cmops_edf@yahoo.cor

Indicates whether zending alert amails is active

SEND ALERT EMAILS

f Apply Changes |x Reseat |

Auto Refresh
3l

http: jilacalhast :8084/ INGEST_GUIfFaces/EcDIInGuialerts. jsp

Figure 4.6.1-75. Alerts Page (General Overview)

Table 4.6.1-20. Alerts Page Column Descriptions (1 of 2)

Field Name Description
Alert Details Buttons for displaying detailed alert information.
Alert Description Basic description of the error that generated the alert.
Alert Type Unique name for the type of error that was encountered.
Resource The name of the resource affected by the alert.
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Table 4.6.1-20. Alerts Page Column Descriptions (2 of 2)

Field Name Description
Resource Type The type of resource affected by the alert, such as SCP/FTP/HTTP Host,
Polling Location, or Archive.
Server name The name of the server affected by the alert.
Creation Time Time the alert was generated (which may have been after several retries
after the error was first encountered).

Alert-Related Configuration
In addition to being displayed on this page, alerts can also be sent as email to a specified address.

To set the email address and permit email notification, enter an address next to the
"ALERT EMAIL ADDRESS" parameter, check the box next to the
"SEND ALERT EMAILS" parameter, and click the "Apply Changes" button, displayed at the
bottom of the "Alert Related Configuration" section. See Figure 4.6.1-76.

Alert Related Configuration

Pararneter Mame Parameter Description Pararneter Walue
ALERT_EMAIL ADDRESS Email address to which alert emailswill be sent E.r.nde\;fﬁ‘.l.@ra;;theon.com:
SEND_ALERT EMAILS Indicatesiwhethersending alert emails is active

f Applyﬂ]anges |x Feset ‘

Figure 4.6.1-76. Alert-Related Configuration

4.6.1.19.1 Filters and Sorts

Alerts are sorted in descending order (most recent first) by creation time. To sort in the opposite
direction, click on the sort icon under the "Creation Time" column. See Figure 4.6.1-77.

Server Name (= | Creation Time
R Processing EDD?@—ED 16:21:54

Figure 4.6.1-77. Sorting the Alert List
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This page shows all alerts by default. If you want to see only specific types of alerts, you can set
a filter:

1. Click [Show / Hide Filters] at the top of the alert listing:

{Show / Hide Filters

Combined
Filter Settings

Alert Type: HOST_LOGIN_FILE_RETRIEWAL b

Resource SHOVY ALL — v
Type:

[] Save as default settings [HELF |

Apaly Filter | Load Default Settings I

2. Click "Apply Filter" to apply the filter:
3. The page will reload; only alerts matching the filter criteria will be shown.

Note that these filters combined (ANDed). Also, each of the drop down lists has a SHOW
ALL option, allowing all Alerts for that particular field to be shown.

4.6.1.19.2 Alert Details

The details of the alert will appear under the alert description (a new page will not be loaded). To
view this detailed information, click [show / hide] under the Alert Details column to expand the
detail area:

Alert Management
==
[ Aler_‘t Alert Description Alert Type Resource Lo Creation
Details Type
Time
O ;EH&@&Q; The file transfer time exceeded its maximum allowed time as per HOST_TOO_MANY_TIMEOUT  LPDAAC FTP_HOST 2005-10-30
configuration for that host on file transfer attempts for too many different 03:43:20
files consecutively
Symptom : Failure to list files for directory :
fusrfecs/OP S/CLUSTOM/datafdplingest/terraforward/POR with filter . *.PDR
lshowhidel 1 o ain failuce for fils ratrieya HOST LOGIN FILE RETRIEVAL L PDAAC FTP HOST 20051030

Click [show / hide] again to hide the details.

If the Resource Type for the Alert is an archive or file system, the alert details will show the Data
Providers affected by the alert condition, as well as the number of PDRs, ingest granules, total
queued data, and total in-process data affected. See Table 4.6.1-21.
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=

Alert Description Alert Type Resource  Resource Type Creation
Titrie

O i§!]?."@‘?_‘§l The error response indicates that the file system is down DPL_FS_DOWN FS3  DPL_FILE_SYSTEM 2005-10-27

Symptem : Error DPL file system: /datapool/DEYD1/user/FS37 is down. ta:44:21

Impact :

Data Providers affected : None

Number of PDRs : [

Number of granules : 0

Total amount of data queued : 0.000 ME

Total amount of data processing : 0.000 MB

Alert
O Details

Table 4.6.1-21. Alert Description Details Field Descriptions

Row Name Description
Symptom Information about the specific action or item that caused the alert.
Impact The resource affected by the Alert (if applicable). An example of an

impacted resource would be a SCP, FTP or HTTP Transfer Host.
This field is only shown if the Alert could potentially impact a
Resource. Otherwise, for Alerts like "Email Notification is down"
or "Login failure for PAN/PDRD transfers", this field is not
shown.

Data Providers affected List of providers that will be suspended as a result of the alert. This
is only shown if Data Providers could potentially be affected, for
example if connection to a Transfer Host could not be established.

Number of PDRs Total number of PDRs active or queued on a provider affected by
the suspended resource. This is only shown if the Alert affects
Ingest Requests.

Number of granules Total number of granules active or queued on a provider affected
by the suspended resource. This is only shown if the Alert affects
Ingest Requests.

Total amount of data queued Sum of the size of the files in the granules that require the file
system and will not be activated while it is suspended. This is only
shown if the Alert affects Ingest Requests.

Total amount of data processing Sum of the size of the files in the granules that require the file
system, but will get "stuck" in an active state as a result of the
alert. This is only shown if the Alert affects Ingest Requests.

4.6.1.19.3 Clearing an Alert

An alert may be cleared manually at any time, though this should only be done once the operator
is certain the problem has been resolved. In response, the Ingest Service will resume using that
resource and all the associated resources, for example, the FTP Host to which it could not
connect and all the polling locations on that host. The Ingest Service may find that it is still
unable to use the resource (e.g., still cannot connect), in which case the alert will be raised again.

It is not necessary for an operator to clear an alert manually. Normally, the Ingest Service will
test in regular intervals whether the error situation has been resolved and if so, clear the alert
automatically. However, it may be appropriate to clear an alert manually, for example, if the
operator took some manual steps to resolve the reported problem (such as restarting an ECS
Host) and then wants the Ingest Service to try using that resource immediately.
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To clear an alert from the list manually, do the following:

1. Select the desired alerts from the list by checking the boxes on the line for the Alerts;
multiple selections may be made:

Lo 27m e L hdiun e 1o e reuievial R e

[showehic=] A PR retrieved from that polling location references data POLL_LOC_INVALID_DATI
that is not valid for processing hy the Data Pool Ingest
Service.

i} [showihide]  pnability to connect with FTP host HOST_CONNECT

M Cloge Alerts

2. Click the "close alerts" icon at the bottom of the alert list. You will be prompted to
confirm the clearing of the alert(s):

3. The page will be reloaded with the selected alerts no longer appearing on the list.

4.6.1.20 Provider Configuration Page

This page lists all of the Data Providers for the DPL Ingest System, along with selected attributes
of each to get a general overview of each provider. From this list, the operator may also add or
remove a Data Provider. By clicking on the provider name, the operator may also view the
Provider details. This page is shown in Figure 4.6.1-78. Explanations of the fields on this page
are found in Table 4.6.1-22.
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Figure 4.6.1-78. Provider Configuration Page (General Overview)
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4.6.1.20.1 Edit a Provider Page

The "Edit a Provider" page shows all of the settings for a data provider, including the notification
method and the polling locations, as shown in Figure 4.6.1-79. This page is displayed when the
operator clicks the provider name on the Provider Configuration List page (previous section).

Note: Trailing and leading white space will be removed from values entered into any text fields
on this page, or any of the sub pages under it.

Table 4.6.1-22 contains the provider configuration detail field descriptions.

Edit a Provider

MODAPS_AQUA FPROC
Poling with DR -

el

VHIGHRIS  ~
SIS~
3750000

<]

Fo  ~

Ruwad Info

Read Login 1D ng
Edit Passweed: [

Passhae

Feadder Type 1 o
Polling with DR Ersduiipk
EDOS Checksum Mandatory: [
Folling without DR

% Fias 10 Checksum

Delault Briscity v
HIGH(220) Drafaudt Prioegy:
XPRESS(255)

VHIGH(235) e Py
M Actd Data Vel
LOW(ED | Max Acties Granules

Prepraceising Type ¥i Transfer Typs
MOME
DOIST

Teanshes Type ¥
Fp | FTP Mode

FTP haale w1

Hotification Method

Email And Fip

Winte Info

Wiits g User 1D s
Et Pis swid
Fath fueca DFSCUST Dhilider s'dplmgent s s
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A
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E-Mail Info
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Figure 4.6.1-79. Provider Configuration Detail (General Overview)

Table 4.6.1-22. Provider Configuration Detail Field Descriptions (1 of 2)

Field Name Entry Description

Name Required Name for an external data provider.

ProviderType Required Indicates the type of the provider (such as Polling with DR,
Polling without DR, EDOS).

Checksum Mandatory | Optional Indicates that the Data Provider must provide checksum
information in the PDR.

% Files to Checksum Required Percent of requests to checksum for this provider.

Default Priority Required Default priority for ingest requests for this provider.
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Table 4.6.1-22. Provider Configuration Detail Field Descriptions (2 of 2)

Field Name Entry Description

Preprocessing Type Required Type of ingest processing to occur (such as SIPS or
DDIST).

Max Active Data Required Maximum total volume that will be active on a provider if

Volume requests for other providers are pending.

Max Active Granules Required Maximum total granules that will be active on a provider if
requests for other providers are pending.

Transfer Type Required Method used for obtaining files from the external data
provider (local, FTP, HTTP, or SCP with various cipher
types).

Notification Method Required Method for providing notifications to the provider (email,

SCP, FTP, HTTP, or combination of SCP/FTP/HTTP and
email).

Email Address

Required if email is
the notification

Address to which to send notifications after a granule on
the provider completes ingest.

method
Write Login User ID Required if FTP or User Id for getting write permissions on the provider's
SCP is the notification directory.

notification method
Optional if HTTP is
the notification

method
Write Info: Password Required if FTP or Checkbox displays a password and verify password field
SCP is the that are used to provide access to the provider's

notification method
Optional if HTTP is
the notification
method

notification directory.

Path

Required if FTP,
HTTP, or SCP is
the notification
method

For FTP or SCP, Directory where notifications will be sent
on the provider.

For HTTP, URL location where notifications will be sent on
the provider.

Choose Host

Required if FTP,
HTTP, or SCP is
the notification
method

Host where the notification path can be found (list is
generated from hosts configured on the Host
Configuration page).

Read Login Id

Required if a polling
location uses FTP
or SCP

Optional if HTTP is
the polling method

User Id for getting read permissions on the provider's
polling directories.

Read Info: Edit
Password

Required if a polling
location uses FTP
or SCP

Optional if HTTP is
the polling method

Checkbox displays a password and verify password field
that are used to provide access to the provider's polling
directories.
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Existing Polling Locations

A list of pre-existing polling locations is displayed at the bottom of the page. You can add or
delete polling locations on this list. For instructions on how to add a Polling Location (when
adding a Data Provider), see Section 4.6.1.20.3, steps 12-19.

To edit a polling location, select the location name (see Figure 4.6.1-80).

Existing Polling Locations
[P Marme Address

[1 Palling ;&.%SR E SIPS fdeill1

@ Femove Selected Folling Locations | =!,-_| Add A Folling

Figure 4.6.1-80. Editing a Polling Location

A page will appear much like the "Add a Polling Location page," except all the fields will be
populated, as shown in Figure 4.6.1-81. Table 4.6.1-23 contains the polling location detail page
field descriptions.

Edit a Polling Location

Farent Provider: MODAPS_TERRA_FPROC
Polling Location Name: Polling_MODAPS_TERRA_FPROC | {1eip ]
Source Polling Path: fusrfecs/OPS/CUSTOM/dataldplinge [help ]
Paolling Frequency: 120 [seconds] [help]
DPL Ingest Enabled:
Polling Method: FTP Host  +

Host Mame: LPDAAC % [heip)

Name:|LPDAAC
FTP Mode:|PASSIVE
Address: |f3drg01
Max FTP Operations: [30
Timeout|yes (300s)
Auto Retry:|yes (30s)

-/ Apphy Changes |x Resst |

Figure 4.6.1-81. Polling Location Detail
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Table 4.6.1-23. Polling Location Detail Page Field Descriptions

Field Name Entry Description
Parent Provider Not Editable Name of the provider with which this polling location is
associated.
Polling Location Name | Required Name used to uniquely identify the polling location.
Source Polling Path Required Directory that will be polled.
Polling Frequency Required Number of seconds the ingest service will wait between
scanning the polling path for new PDRs.
DPL Ingest Enabled Optional Indicates whether this polling location is enabled for
ingest via DPL.
Polling Method Required Transfer method used for obtaining PDRs from the
polling location.
Host Name Required if using a | Host where the polling directory is found.
remote transfer
method

Enter the desired modifications and click "Apply Changes."
J Apply Chanmas x Feset ‘

Deleting Polling Locations

To remove a polling location, click the check the box next to the location's name; multiple
selections may be made. Click "Remove Selected Polling Locations"; you will be prompted to
confirm the deletion. See Figure 4.6.1-82.

Under some circumstances, a Polling Location may not be able to be removed. For example, if
there are pending requests with PDRs that use the Polling Location, you will see a database error
if you try to remove it. In order to successfully remove a Polling Location, ensure that no
requests using this Polling Location are pending and that the Processing Service has been shut
down.

Existing Polling Locations

[ Marme Address Source Polling Path Palling Freg.
Polling MODAPS TERRA FPROC LPDAAC f3drg01 fustfecs/OPS/CUSTOM/ data/dplingestiterraforward/PDR 120
Polling MODAPS TERREA FPROC MSIDC fAeild1 fustfecs/OPS/CUSTOM/ data/dplingestiterraforward/PDR 120

E ‘Remove Selacted Palling Locations: | #» Add A Polling Location |
Lay

Figure 4.6.1-82. Polling Location List

Adding a Polling Location
See Section 4.6.1.18.3 for complete details on how to add a Polling Location for a Provider.

4.6.1.20.2 Removing a Data Provider

You can only remove an existing Data Provider if all of its Polling Locations have been
removed.
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To remove a provider:
1. Select a provider by checking the box next the provider name; multiple selections may be

made:
L] M-S I CHRMA CERUL ¥] 1
NSIDC DAAC M &
_E =4P00 4 &
E Femove Selected Froviders |!!,'-_| Add A Provider... |

2. Click the remove button at the bottom of the list:

Ig ‘Remowve Seleﬁed Providers |!!,'-_l Add A Provider...

3. You will be prompted for confirmation. The page will reload and the selected providers
will n4.6.1.20.30 longer be displayed.

4.6.1.20.3 Add a Provider Page

This page enables an authorized operator to add a Data Provider and associated Polling Location.
Adding a data provider involves several complex steps. Below is a step-by-step guide to the
process involved in adding a provider.

Note that EDOS providers have some special rules:

e A Processing Type is not allowed (it is automatically set to NONE in the GUI and is
enforced when adding the Provider)

e An EDOS Provider can only use an FTP Transfer Type and an FTP Notification method.
This selection is also enforced in the GUI.

The general steps are:
1. Setting the provider's name and its configuration parameters. If you are not authorized to
change configuration parameters, you cannot add a provider.

2. Selecting the notification method and configuring the attributes of each method (if more
than one applies). Again, if you are not authorized to change configuration parameters,
you cannot configure the notification methods. A provider may have one of the following
notification methods:

a. Email only

b. SCP only

c. FTP only

d. HTTP only

e. Email and FTP

f.  Email and SCP
g. Email and HTTP
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Motification Methud

Ftp Only P
Email And Ftp

Scp Only Mai
Email And 5cp

Http Only
x Reset Email And Http

MOME P

3. Adding a Polling Location (this involves several sub-steps — see the detailed instructions
below).

Detailed illustrated instructions for adding a provider:

1. On the Provider Configuration page, Press "Add Provider" at the bottom of the existing
provider list:

IE Femowve Selected Providers |!!,'-_1 Addﬁﬁrwider... |
=

&dd a Provider...

2. A new page will be loaded, which will guide you through configuring the provider; it
contains a blank form to add your parameters (see Figure 4.6.1-83). Explanations of the
fields on this page may be found in Table 4.6.1-22.

Pravider ConfipumBen poge, of bottem —
aptions o Remove or Add o Prawvider

E Remove Selected Providers | s Add A Provider. l

I
Add a Provider Notification Method |

Pravider Type ¥
EDOS ol
Palling withaut DR N
o bt Prieer & :
- HIGHI:E';G;' Provider Type:  Polling with DFc »
)
HPRESS5(255) Checksum Mandatory: [
WVHIGH235)
% Files to Checksum: D 00 |
Default Prioity: VHIGH(Z35)  » =
Prepimaessing Type w1 . L [2 e "_
Preprocessing Type: SIPE » bt e -
MOME . e Pt Fome
DOIST Max Active Data Volume: 00000 B [ halp ] R :
T Max Active Granubag: 0 [ hats ) I oy imenal 04
Transfer Type: Local o [
L
g:hr»;;i::s?ﬁaw: ~ pghar Read Info
P wnd ciphes pes 128
Sep .M-Ehn')sﬂ a0 ciphes des Read Login 1D
FTP ibads ¥: Riesd Logn Passwand:
P .
E Confirn Riead Logn Password:
Mukliutan ethad ) FTP Mode Passive ~
Fip Only MNatficaton Methad Ernail Cniby w
Emasl And Fip .
Sep Oy E-Mail Infa
Efasl And Se E-Mail addriss
o Add This Provider | x Reset

Figure 4.6.1-83. Add Provider Page
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3.

4,

Provide a unique name for this provider. Already existing names will be rejected by the
database.

Select the correct type of the provider which is one of "Polling with DR", "EDOS" or
"Polling without DR". If you select EDOS, Preprocessing Type will become NONE,
Transfer Type will become FTP and Notification method will become FTP Only. These
options cannot be changed. If you select "Polling without DR", a VersionedDataType
drop-down list will appear on the page for operator to select the ESDT this provider will
ingest from a predefined list of polling without DR ESDTs, the "Checksum Mandatory"
checkbox will be unchecked and disabled, the "% Files to Checksum" will be set to 0 and
disabled, the Preprocessing Type will become NONE and Notification Method will
become NONE.

If applicable, check the box for "Checksum Mandatory"; if this box is checked, this
indicates that the Data Provider must provide checksum information in the PDR.

If "Checksum Mandatory" is checked, you may specify the percentage of files to be
checksummed in the "% Files to Checksum" text box.

Select a default priority from the following options: LOW (60), NORMAL (150), HIGH
(220), VHIGH (235), XPRESS (255).

Enter the maximum data volume (in MB) that can be processed at the same time on this
provider.

Enter the maximum number of granules that can be processed at the same time for this
Provider. The Ingest Service uses the maximum data volume and number of granules to
limit the amount of the work which it will activate for a provider. Ingest will activate a
new granule for an active ingest request only until the amount of work for the provider
that is currently in progress reaches one of the configured limits. New granules will be
activated as granules complete and slots are opened up.

Only active granules are counted as work in progress and will count against provider
limits; granules that completed ingest, failed, were cancelled, or are suspended are not
considered 'in progress'. Note that, in addition, there are overall limits on the total
amount of work in progress, across all providers, which may further limit how much
work is activated.
Ingest will ignore the provider limits if there is insufficient work queued for the other
providers. In this case, granules will be activated until system limits, instead of the
provider's limits, are reached.

10. Select the transfer type.

Transfer Type! v Local [
Hitp
Scp using F=5ecure and no cipher
S5cp using Open55H and cipher aes128
Scp using OpenSSH and cipher des

~ L - P i - v
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Choose the FTP Mode if the data transfer is FTP:

Al R assive —

. Active
ation Method. ds

If data transfer will be FTP or SCP, the operator must enter the Read Info parameters, as
shown in Figure 4.6.1-84. If this information is not filled out, when a polling location is
added, the operator will not be able to select ftp as the transfer method. The Read Info is
optional if the data transfer is HTTP providing the user authentication may not be needed.

Read Info
Read Login |D: [ help
Read Login Passward: [help

Confirm Read Login Password:

Figure 4.6.1-84. Read Info

11. Select the notification method. Depending on your selection, the appropriate boxes for
the related parameters will appear below the drop-down list:

a. Email only: enter a valid Email address

Motification Method: Emmeil Only e |
E-Mail Infa

E-Mail address:

b. FTP only, HTTP only, or SCP only (the same form shows up for either): enter the
Write login information (Required for FTP and SCP, optional for HTTP), the path,
and select a host from the dropdown list (see next step).

Naotificatian Method:  Fip Only w
it [nifo
Wite Login User [
Winte Login Passwaord:
LAORAF WIS Login Passvword.
Path:

c. Pick an existing, pre-configured FTP host as defined in the FTP Host Configuration
page; a drop-down list will appear with the available configured hosts:
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7
f4dpl0
f4enl0l
f4hell
f4spl01

When you select the desired host, an information box is displayed, showing the host's name, IP
address, and other details, as applicable to the type of host (FTP, HTTP or SCP — see the figures
below):

An example of an SCP host:
Motification Method:  Scp Crly w |
' Write Info
Write Login User |D: scpuser

Witte Login Password: Jrromstans

Confirm Wite Login Password; ===
Path; fsome/path
Chuose Husl 4apl0l % aeip]

Name:|iddpid1
Type|F-Secure
Cipher|none
Address: [idpl1
Max SCP Operations 25
Timeout |yes (30s)
Auto Retry;|yes (152
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An example of an FTP host:
Merification Method:  Ftg Only [
Write Info

‘Wiite Login User |D: fipuser
Wyite Login Passward: ™™
Confirm Yiite Login Password; ™
Path: Ampf3drgdULPOAACMODAPS_PROVIDER/
Choose Host:  |LRD&AC | [help

Name: LPDAAC
FTP Mode: PASSIVE
Address E&F@Thim com
Max FTP Operations: 4
Timeout|yes (300z)
Auto Retry: yes (300s)

An example of an HTTP host:

Notification Methed: Http Only -~
Write Info

Write Login User ID:
Write Login Password:
Confirm Write Login P assword:
Path: uploadfile.cgi?PANS
Choose Host edf http =] 1heip]

Name: edf_http
Address: f5eil0lv47221
Max HTTP Operations: 5
Timeout yes (120s)
Auto Retry:yes (120s)

d. Ifyou are configuring a Polling Location with Transfer Type of "local", no path or
Read Info entry is required.

e. Email and FTP, or Email and SCP: If you select this option, you must enter
parameters for both the Read and the Write Info. Email and HTTP: If you select this
option, the Read and the Write Info are optional providing the user authentication
may not be needed.

12. Now add this provider by clicking the "Add This Provider" button at the bottom of the
screen. Note that polling locations can not be added until the provider has been added.
You will be prompted to confirm the addition of a new provider.

obw LAdd ThisfErovider Reset
R X

13. You will be taken back to the Provider Configuration page. Select the new provider to
view its details. At the bottom of the Provider Detail page, click "Add a Polling
Location":
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Existing Polling Locations
T fame Address Source Folling Path Palling Freq

E Femowe Se ected Polling Locahons | -E* Add A Polling Locaton |

Note: This step is not necessary to complete the provider configuration; the operator may come back and edit this
provider and add or remove polling locations at any time. The Data Provider, however, will not become active (i.e.,
polling will not begin) until at least one polling location is added.

14. A new screen will be displayed that will guide you through configuring the parameters of
the polling location:

Parent Providar ACRIM
Polling Lacation Narme:
Source Polling Path:
Folling Fiegquency: sscands| [ reip |
DFL Ingest Enabled: "]
Falling Method:

_\J
L 4

o Add Poling Location | Y Resat

15. Enter a unique name for the location; names that already exist will be rejected.

16. Enter the Source Polling Path- this is the pathname from which to transfer the PDR files.
17. Enter the polling frequency in seconds — the minimum value is 120 seconds.

18. Select whether or not this Polling Location is DPL Ingest Enabled.

19. Choose the type of host on which this polling location resides:

a. Pick pre-configured FTP, SCP or HTTP host as defined in the Host Configuration
page; a drop-down list will appear with the available configured hosts. The available
configured hosts are based on the Transfer Method of the parent provider. For
example, if the Transfer Method is FTP for the provider, then the available Polling
Methods will be Local Disk, FTP Host:

Polling Method F 2 AN

Local Disk
FTP Host

When you select the desired host, an information box is displayed, showing the host's login
information, IP address, and other details. The following is an example of what is displayed for
an FTP host:
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Host Mame' gdzpl01 hitccorm |

Mame [dspid] hite com
FTP Mode ACTNVE
Address Ddp=lt
WMax FTP Operations 5
Timeout yes (3007
Aurte Retry: ves (158

The following is an example of what is displayed for an SCP host:
Polling Methad: SCPHost '»|

Host Mame: | i4dpl0i i |nzip)

..................................................................................... 2,

Mame: #4dpl01
SSH Type:|UpenSSH
Cipher |ze=128
Addiess: |4 cpl01
Max SCP Oparations 26
Timeout yes (3s)
Auto Rety ves (16s)

The following is an example of what is displayed for an HTTP host:
Palling Method: HTTP Hostj

Host Mame: edf http j [ help]

Name: edf_http
Address: f5eil0lv47221
Max HTTP Operations: 5
Timeout: yes (120s)
Auto Retry: yes (120s)

b. Or...configure as a local disk directory; No further information is required (the path is
already provided at the top of the page).

20. When you're done, click the "Add Polling Location" button at the bottom of the
screen. Now you're done adding the polling location! Repeat the steps above to add
more polling locations.

4.6.1.21 Data Type Configuration

Any ECS Collection is eligible for DPL Ingest. ECS collections are added via ESDT
Maintenance GUI and Data Pool Maintenance GUI. These configuration screens allow DAAC
users to override some assumptions about these Data Types. The default assumptions are:

e By default, granules of ECS collections are archived but not inserted into the public Data
Pool upon successful ingest. The operator can change this so all granules associated with
an ECS Collection are inserted into the public Data Pool as soon as they are successfully
ingested. This would take the place of an unqualified subscription for Data Pool insert
and is more efficient.
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e By default, HDF map granules are not created for all science granules. The operator can
change this so that HDF map granules for the science granules associated with an ECS
collection are created and inserted into online-archive after those science granules are
successfully ingested. The creation of HDF map granules are handled by a separate Map
Generation Utility (MGU).

e By default, if there is a metadata validation warning for any granule during ingest, the
operator will be notified via an email. This can be changed on "Data Type Configuration"
page so that all metadata validation warnings will be ignored and the operator won't
receive emails because of it for all granules associated with an ECS collection.

e By default, the duplicate granule detection rule for the granules of all data types is "File
Collision Only". The operator can change it to another established rule for a data type (or
a group of data types) on "Data Type Configuration" page. The change of duplicate
detection rule is not allowed for QA/PH/Browse/HDF4 Map.

This page displays the data types whose configuration has been altered to support non-default
options. To change options for these data types, check the box next to each Data Type short
name you wish to modify, and set the options in the Modify Selected Data Types panel at the
bottom of the list. To set non-default options for other Data Pool data types, select "View /
Configure Additional Data Types' at the top of the list and select the additional data types from
the resulting list.

See Figure 4.6.1-85 for a general overview of this page. Explanations of the fields on this page
may be found in Table 4.6.1-24.
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Figure 4.6.1-85. Data Type Configuration Page
g
Editing Data Types

To configure the attributes of any of the listed data types here, check the box next to the desired
data types (multiple selections may be made) and enter the new parameters (or choose "No
Change" to keep the current parameters) in the form below labeled Modify Selected Data Types
and click on Apply Changes, as indicated by the red arrows in Figure 4.6.1-85.

Note: Trailing and leading white space will be removed from values entered into any text fields
on this page, or any of the sub pages under it.
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Table 4.6.1-24. Data Type Configuration Page Field Descriptions

Field Name Entry Description
Short Name.Version ID Not Editable The Short Name and Version Id for the collection.
Public in Data Pool Editable Indicates whether or not to publish data for this data type
in the public Data Pool following successful Ingest.
Ignore Validation Editable Determines whether the operator will be notified via
Warnings email if there are metadata validation warnings for a

granule belonging to the given collection.

is a gray X box for for science granules of this data type.
the data type;

Editable otherwise.

Create Map Granules Not Editable if there | Indicates whether or not HDF map granules are created

Duplicate Detection Not Editable for Indicates the duplicate granule detection rule for this
Rules QA/PH/Browse/Map; | data type.

Editable for others.

4.6.1.22 Transfer Host Configuration

This page allows the operator to manage SCP, FTP, HTTP, and Local Hosts for general use in
the Data Pool Ingest system. These hosts can be referenced when defining polling locations or
notification hosts.

In addition, if the host ip-addresses are referenced within PDRs as the source locations for
granule files, DPL Ingest will automatically refer to their definition to obtain time out and retry
parameters.

The DAAC will be able to define default time-out and retry parameters for Remote Transfer
hosts, to be used if a host is referenced that has not been explicitly defined. If a request is sent
through processing with a host referenced in the PDR that does not show up on the GUI as a
configured host, a new host will automatically be added to the list of Remote Transfer Hosts with
the name UNDEFHOST [Provider] [RequestID]. Default host configuration parameters will be
applied to the new host until the operator chooses to modify them.

On the Transfer Host Configuration page, you can add named Remote Transfer hosts and
configure them to suit their purpose. You can also edit and remove existing hosts, and change the
default parameters for all Remote Transfer hosts and for the LOCAL host.

This page is shown in Figure 4.6.1-86. Explanations of the fields on this page may be found in
Table 4.6.1-25 and throughout this section.
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Host Configuration
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[l Ramove Seiscsdtosts | ofp ASIAFTP Hout

Exiating SCP Hosts

O Label Address Max SCP Operations Turspout (Expacted Theoughgat + Pad Ters) Auto Fatry intanal
[ Edpio Eedpi0 1 "0 3 000NEVS + 05 15s
[0 Hedot Heid1 25 3000MEVS + M3 208
O Ba01 Mt 5 J.000MBs + 308 155

E Ramove Sslectad Moss * Add A SCP Hast
| Delault FIP Host Configurations

i FTP Opaeatecers 5
Timeout (Expected Throughgut + Pad Time) 3 0000V + 308
Auto Retry nterval 120s

Eot

Defaudt SCP Host Configusaticns

Max SCP Operations: &
Timeout (Expected Thivughput + Pad Tema) 3 000MEs + 303
Auto Retry inferad 1203

Edi

Local Host Configurations

Max. Local Operations: 5
Timeout [Expected Theoughput + Pad Tene) 3 00008/ + J0s
Auto Retry Interal 1208

g

Figure 4.6.1-86. Host Configuration (General Overview)

Viewing and Configuring Host Details
To view or configure the details for a host, click on the name of the desired host. The Remote
Transfer Host Detail pages are explained in Section 4.6.1.20.3.

4.6.1.22.1 Removing a Remote Transfer Host

To remove a reference to a host, check the box next to the host name; multiple selections may be
made. Then click "Remove Selected Hosts" at the bottom of the list — you will be prompted for
confirmation before the host is removed. See Figure 4.6.1-87.
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Existing FTP Hosts
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E Remove Selacted Hosts | o AddAFTP Host

Figure 4.6.1-87. Removing a Remote Transfer Host

4.6.1.22.2 Adding a Remote Transfer Host
To add a named reference to a new host, take the following steps:
1. Click on "Add a [SCP, FTP, HTTP] Host..." at the bottom of the host list:

et':J Add A SCF Host...

2. A new screen will be displayed with blank fields to add the host label (a unique name
YOU give this host), IP address/DNS Name, and configuration parameters, as shown in
Figure 4.6.1-88 and Figure 4.6.1-89.

SCP Host Configuration - add a new host

Host Parameters

Lahel [ the lazel tor thishae ]
Address [ the DMS nama st 1# address and por
Max. Operalions. 5 [maz saneunsnt SCF Dpariatians]
Timeout: [¥] [ anatis host bmeout]
EHPE‘E‘tEdEiﬂDD Minimum mepectad thioughsut Ir
Throughput; vz
Pad Time. 30
Audo REI[I'_!'. E [&nable autamatio ety whan Yot i suspandsd

Ratry Interval: 120 | senonas]

o Ao This Host X concel

Figure 4.6.1-88. Adding a New SCP Host

4.6.1-89 609-EED-001, Rev. 03



FTP Host Configuration - add a new host

Host Parameters

Label: [ilve Labal fu s o]
Address: [he DHS rame of IP addiess snd poi
|

Wiax. Operations: § curient FTP Oseration

Tirreowt: [#] | enable st time ot
Expected 3,000 Ml Imiam wsnacted thin i)
Thioughput. re:
Fad Time: 30 secondn ]
Auto Retry: [#] | anae

Ratry Intarval: 1120

f Add This Host x Cancel

Figure 4.6.1-89. Adding a New FTP Host

HTTP Host Configuration - add a new host

Host Parameters

Label: [ the label for this host ]
Address: [ the DNS name or IP address and port |
Max. Operations: 5 [ max. concurrent HTTP Operations |
Timeout: I [ enable host timeout |
Expected Throughput: 1.000 num expected throughput, in MB/s |
Pad Time: 120
Auto Retry: F [enable automatic retry when Host is suspended ]

Retry Interval: 120 [ seconds |

‘f Add This Host | x Cancel ‘

Figure 4.6.1-90. Adding a New HTTP Host

FTP, HTTP and SCP Hosts have similar but slightly different fields. Table 4.6.1-25 explains
these fields.

Table 4.6.1-25. Add a Remote Transfer Host Page Field Descriptions (1 of 2)

Field Name Entry Description
Label Required A unique identifier for the host.
Address Required The IP address (e.g., 192.168.2.1:23) or DNSname

(e.g., f4eil0l.hitc.com:22) and port of the SCP, FTP, or
HTTP host. The port is not required, but if none is
supplied, the default ports of 21 for FTP and 22 for SCP
will be used.
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Table 4.6.1-25. Add a Remote Transfer Host Page Field Descriptions (2 of 2)

Field Name Entry Description

Max Operations Required Total number of operations that can occur
simultaneously on the host. If this field is left empty a
default value will be supplied.

Timeout Optional Whether or not to allow a host to timeout if operations of
a particular size take too much time to complete.

Expected Throughput | Required if timeout | Expected amount of data in MBs of a granule to be

is flagged processed during the configured pad time. If this field is
left empty a default value will be supplied.
Pad Time Required if timeout | Time (in seconds) a configured chunk of data should be
is flagged processed before raising a timeout alert. If this field is
left empty a default value will be supplied.
Auto Retry Optional Whether or not to retry an action that failed or generated
an error on the host.
Retry Interval Required if Auto Time in between retries on the host. If this field is left
Retry is flagged empty a default value will be supplied.

3. Enter a unique labelfor the host — existing labelswill be rejected.

Enter the I.P. (e.g., 192.168.2.1) address or the DNS name (e.g., f4¢il01.hitc.com) and
port number on the same line, separated by a colon. If no port is provided, the default
ports of 21 for FTP and 22 for SCP will be used.

5. Ifyou're configuring an FTP host, select active or passive mode

Set "Max. Operations" - the maximum number of concurrent transfer operations this host
may initiate.

7. Set the timeout flag. If this box is checked, text boxes will be displayed for the Expected
Throughput (in MB/s) and Pad Time values:

Timeout: enable host timeoit |
Expected Throughput; 3,000 KRR e kcted Wiralahpat in KB
Fad Tirme: 300

8. Set the Auto Retry flag. If this box checked, a textbox will be displayed to set the Retry
Interval value - the number of minutes to wait between retries of this host if it becomes
suspended by the server:

AU Hely: Wt snabile atilomat o ratv bian | i susonnidad ]

Retry Intenal; 30 j ndx ]

9. Click "Add This Host" at the bottom of the screen to add this host. It will now appear as a
new entry in the Transfer Host Configuration page.
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4.6.1.22.3 Remote Transfer Host Configuration Detail

To view and edit an existing Remote Transfer Host, click on the name of the desired host on the
Host Configuration page. A new page will be displayed, allowing the operator to view and edit
(if authorized) the parameters of the host, as shown in Figure 4.6.1-90. Explanations of the fields
on this page may be found in Table 4.6.1-26.

Note: Trailing and leading white space will be removed from values entered into any text fields
on this page, or any of the sub pages under it.

Haost Parameters

Host Configuration for UNDEFHOST_EDOS_118977

Lahal: UNDEFHOET EDOS 1168577

Address: a1 hitc com thee Nt N i 1

M3z Operations: 5 L ma

Timeout: [ oaniet y
Expected 3.000
Throughput: se
Pad Time: 30
Auto Retrr: [ enanie automatin 1t Haad |

f Apphy Changes x Hesat‘cum|

Retry Intenal 120

Figure 4.6.1-90. FTP Host Configuration Detail

Table 4.6.1-26. Remote Host Configuration Detail Field Descriptions

Field Name Entry Description

Label Required A unigue identifier for the host.

Address Required An IP address or the canonical name and port (if
needed) of a Remote Transfer host.

Max Operations Required Total number of operations that can occur
simultaneously on the host. If this field is left empty a
default value will be supplied.

Timeout Optional Whether or not to allow a host to timeout if operations of

a particular size take too much time to complete.

Expected Throughput

Required if timeout
is flagged

Expected amount of MBs of a granule to be processed
during the configured pad time. If this field is left empty a
default value will be supplied.

Pad Time Required if timeout | Time a configured chunk of data should be processed
is flagged before raising a timeout alert. If this field is left empty a
default value will be supplied.
Auto Retry Optional Whether or not to retry an action that failed or generated

an error on the host.

Retry Interval

Required if Auto
Retry is flagged

Time in between retries on the host. If this field is left
empty a default value will be supplied.
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4.6.1.22.4 Local and Default Host Configuration

Local Host configuration parameters are used during any local transfer operations. The Max.
Local Operations limits how many local copies will occur concurrently. The timeout values
apply to each individual local copy operation.

Default Remote Transfer Host configuration values are used to fill in default values whenever a
new Remote Transfer Host is added, or if a field is left empty when updating an existing Remote
Transfer Host.

To edit local host or default Remote Transfer Host configuration, click "Edit" beneath the "Local
Host Configuration" or "Default SCP/FTP/HTTP Host Configuration" sections of the Transfer
Host Configuration page. See Figure 4.6.1-91.

Default FTP Host Configurations

Max. FTP Operations: 10
Timeout (Expacted Throughput + Pad Time): 2 S00ME/fs + 30
Auto Retry Interval: 155

Edit

Default SCP Hest Configurations

Max. SCP Operations: 10
Timeout (Expacted Throughput + Pad Time): 3.657ME/s + 30s
Auto Retry Interval: 153

I'I1
=
=

Local Host Configurations

Mayx. Local Operations: 10
Timeout (Expected Throughput + Pad Time): 3.000MEB/s + 31s
Auto Retry Interval: 253

I'I'I
-
=

Figure 4.6.1-91. Default Remote and Local Host Configuration

A configuration page will appear exactly like the SCP/FTP/HTTP Host Configuration Detail
page, except the Label will not be an editable field (as shown in Figure 4.6.1-92). Explanations
of the fields on this page may be found in Table 4.6.1-26.
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Figure 4.6.1-92. Local Host Configuration

Enter your configuration changes and then press "Apply Changes."

4.6.1.23 File System Configuration

The File System Configuration page allows the operator to configure warning and suspension
thresholds for any configured Archive or Data Pool File Systems, as shown in Figures 4.6.1-93
and 4.6.1-94. This page shows both types, starting with the Archive File Systems at the top and
Data Pool File Systems at the bottom. Table 4.6.1-27 contains the archive file system

configuration page field descriptions and Table 4.6.1-28 contains Data Pool file systems
configuration page field descriptions.
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Figure 4.6.1-93. File System Configuration (Archive File Systems Only)
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Figure 4.6.1-94. File System Configuration (DataPool File Systems at the Bottom)

Table 4.6.1-27. Archive File Systems Configuration Page Field Descriptions

Field Name

Description

Cache Warning Threshold

The percentage of cache used which will trigger an operator alert.
This must be below the Cache Full Threshold and above the
Cache Warning Low Watermark.

Cache Full Threshold

The percentage of cache used which will trigger an operator alert
and suspend the Archive File System. This must be above the
other threshold and watermarks.

Cache Warning Low
Watermark

The percentage of cache used that will clear the Archive Cache
Warning Alert. This must be below the Cache Warning Threshold
and the Cache Full Low Watermark.

Cache Full Low Watermark

The percentage of cache used that will clear the Archive Cache
Full Alert. This must be below the other watermark and thresholds.
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Table 4.6.1-28. DataPool File Systems Configuration Page Field Descriptions

Field Name Description
Warning Threshold Warning Threshold The percentage of cache used which will
trigger an operator alert.
Warning Low Watermark The percentage of cache used that will clear the File System
Warning Alert.

To modify File System parameters, enter the desired changes in the configurable fields and click
"Update" — these buttons are located at the bottom of each of the DataPool and Archive File

Systems sections.
/ Upt‘%ate x Feset

4.6.1.24 ECS Service Configuration

This page (see Figure 4.6.1-95) allows the operator to configure the parameters of ECS services
on a host-specific basis. A default checksum type and algorithm can also be set for use by the
checksumming service hosts. Further, this page also allows the operator to select the host from
which AIM will be run. This must be configured to ensure proper functionality of the DPL Ingest
system.

An authorized operator can change any of the fields (they would otherwise be disabled for
unauthorized or view-only operators).

Note that you cannot suspend or resume these services from this page — you must do this from
the ECS Services Status Page (see Section 4.6.1.14). The initial page is a listing page only on
which modifications cannot be made. The list shows which services are enabled for each host.
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Figure 4.6.1-95. ECS Service Configuration (General Overview)

This page contains three sections:

Checksum Type and Algorithm Configuration — The operator can add, edit, and delete
checksum types and their specific algorithms, and specify if the checksum type will be

used as the default type.

Hosts used for ECS Services — The operator can view, add, and edit the attributes of the
ECS Service host and can configure each of the services that run on that host (see Table

4.6.1-29).

4.6.1-98
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Table 4.6.1-29. ECS Services Configuration Field Description

Field Name Description
Name The unigue name given for this ECS Service Host.
Address The IP address or DNS Name and port of the host.
Comments Any descriptive comment text given for this host.

Max. Insert Checksum Operations

The maximum number of Insert Checksum Operations
that will be performed by this host (checksum
performed before archiving).

Max. Insert Copy Operations

The maximum Insert Copy operations that will be
performed by this host.

Checksum

File Transfer

Archive

Band Extractions

SCP

Each of these ECS Services are indicated by
checkmark as enabled (green &) or disabled (red m)
for each host. NOTE: The numbers under each of the
indicators are the number of available slots for this
service.

1100

4.6.1.24.1 Adding an ECS Service Host

Authorized operators can add new ECS Service Hosts and configure each of their associated

services from this page. To add a Service Host, do the following:
e On the ECS Services page, click "Add an ECS Service Host" at the bottom of the list:

4
e

Remowve Selected Hosts -!-_l Add ECS@ewice Host...
iy

e A new page will load with a blank form, as shown in Figure 4.6.1-96.

Table 4.6.1-30 contains the ECS services configuration field.
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Figure 4.6.1-96. Adding a New ECS Service Host

Table 4.6.1-30. ECS Services Configuration Field Descriptions (1 of 2)

Field Name Entry Description

Global parameters:

Label Required A unique name for the ECS Service host, preferably
based on the actual host name.

Address Required The IP address (e.g., 127.5.2.88) or canonical name
(e.g., f4eil0l.hitc.com) of the host.

Quick Server Port Required The Quick Server port number associated with this
service. Hint: the Quick Server port can be
determined by looking at the Quickserver's
configuration file.

Auto Retry Optional Whether or not to automatically retry processing of
actions for all services enabled on this host.

Comment Optional The description of the host and its services.
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Table 4.6.1-30. ECS Services Configuration Field Descriptions (2 of 2)

Field Name Entry Description

Checksum:

Enable this service Optional Whether or not to use this service.

Max. Concurrent Checksum Required if | The maximum number of concurrent checksum

Operations enabled operations that may be performed on this host at any
one time.

Expected Throughput Required if | The expected data throughput for checksum

enabled operations. This is to identify stuck operations.

Checksum Timeout Pad Time Required if | The additional delay for a checksum operation

enabled before it is considered timed-out.

File Transfer:

Enable this service Optional Whether or not to use this service.

Enable SCP Optional Whether or not to use SCP as the file transfer
method. This will only take effect if "Enable this
service" is checked.

Ftp Service Port Required if | The Ftp Service port number associated with this

enable service. Hint: the Ftp Service port can be determined
by looking at the FtpService's configuration file.

Max. Concurrent File Transfers Required if | The maximum number of concurrent file transfers

enabled that may be executed on this host.

Archiving:

Enable this service Optional Whether or not to use this service.

Max. Concurrent Archive Required if | The maximum number of concurrent archive

Operations enabled operations that may be executed on this host.

Expected Throughput Required if | The expected data throughput for archive

enabled operations. This is to identify stuck operations.

Archive Timeout Pad Time Required if | The additional delay for an archive operation before

enabled it is considered timed-out.

Band Extraction:

Enable this service Optional Whether or not to use this service.

Max. Concurrent Band Extractions | Required if | The maximum number of concurrent band extraction

enabled operations that may be executed on this host.

Band Extraction Timeout Value Required if | The number of seconds for a band extraction

enabled operation before it is considered timed-out.

Insert Checksum:

Max. Concurrent Insert Checksum | Optional The maximum number of concurrent Insert

Operations: Checksum operations that may be executed on this
host.

Insert Copy:

Max. Concurrent Insert Copy Required The maximum number of concurrent Insert Copy

Operations operations that may be executed on this host.

Expected Throughput Required The expected data throughput for Insert Copy
operations. This is to identify stuck operations.

Insert Copy Timeout Pad Time Required The additional delay for an Insert Copy operation
before it is considered timed-out.
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e  Under the Global Parameters section, enter the parameter values for that server:

Global Parameters

Label: f4dplol
Addresz: f4dplil
Guick Server Port: 22311 IS

Suto Retry: [v]
Commerts

You can also add comments here to describe the server's purpose.

Configure the parameters for each of the available services on this server. Some services
can be enabled or disabled (e.g., Checksum and File Transfer). By default, services are
not enabled unless you specifically enabled them by checking "Enable this service" above
the parameter boxes:

Enable this senice [§
iecksum Time Limit

Configure the settings for the Checksum service. Note that these are parameters for all
types of checksum operations that run on this host. To add and configure checksum types,
go to the main ECS Service Configuration page.

Here and for all other services, there are two time-out parameters that the Ingest Service
uses to determine when an operation should be considered overdue (i.e., timed-out) and
cancels it. The two parameters are: (1) the expected throughput; (2) the time out pad
time.

The Ingest Service will calculate the expected time of the operation for a granule by
dividing the granule size by the expected throughput, and then add the time out
padding. These parameters are only used to determine when an operation should be
considered hung, so both the expected throughput and the time-out padding should be
chosen pessimistically to avoid canceling operations that are just slow because of
concurrent heavy workload.

Checksum
' Enable this serdce [
Iax. Concurrent Checksum Operations: 1
Expected throughput; IR [ e
Checksum Timeout Pad Time:
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e Configure the settings for the File Transfer service. If this service is enabled, then specify
the Ftp Service Port, and configure the maximum number of concurrent file transfers.
The timeout parameters are configured separately for each of the FTP hosts. If you wan
to enable SCP as a transfer service in addition to FTP, check "Enable SCP":

File Transfer

Enakle this zervice [

Enable Scp [
Ftp Service Port: 22600 b
Max. Concurrent File Transfers: 52| vimb=T [he ]
e Configure the Archive Service:
Archiving
Enable thiz seraze [ ]
Max. Concurren] Mrchive Oparaiiors: numsat [ help |
Fapertad Tarnighpit ]

Archive Timeout Pad Tire; senfdi [ hel)

Configure the Band Extraction Service:

Band Extraction

Enable this sarvice []
Max. Concurrent Band Extractions : number [ help |

Band Extraction Timeaout Value: saconds [ help
e Configure the Insert Checksum Service:
Insert Checksum
Mar. Concurrent Inser Checksum Oparations: 5 urnber | keip ]
e Configure the Insert Copy Service:

Insent Copy

Man. Concurrent Inaen Copy Operations: | imber | e
Espected Throughput WMEBIS ey
Irgert Copy Timeoul Pad Time: conds [ help |

Click "Add This Service Host" at the bottom. The host will be added and the listing page
will be displayed:

x Cancel

J Add ThishService Host
r‘“
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4.6.1.24.2 Editing an ECS Service Host

To edit an ECS Service Host and its associated services, click on the name of the host (as shown
in Figure 4.6.1-97) and the detail page for that host will be displayed. This page is similar to the
"Add ECS Service Host" page and contains all of the same fields. See Section 4.6.1.22 for details
on how to configure an ECS Service Host.

Hosts Used For ECS Services

| Mame Addrass Comments (fhler.ksun': Fi,lf :'Il'ra_l:lsileil SCP E,ﬁt“ﬁ“_'e :
El [.'._-% il External Interface % =
[0 f4fI01 fafi0t Extemal Interface E % | E |

Figure 4.6.1-97. Selecting an ECS Service Host to Edit

4.6.1.24.3 Removing an ECS Service Host

To remove an ECS Service Host, check the box next to the host name (as shown in
Figure4.6.1-98) and click "Remove Selected Hosts" at the bottom of the list. A warning will pop
up stating that the Server (the Processing Server) must be first shut down, as shown in
Figure4.6.1-99.

Er% f4fI01 fAfI01 External Interface =
T 2 10

1 fadhalm fahalm no commant v A = | A

Figure 4.6.1-98. Selecting an ECS Service Host for Removal

The page at http: Hf4dpl0T . hite.com: 25010 says:

Hosts Used For ECS Serdees [y WRRKING: THIS SHOLILD ONLY BE DONE [F THE SERMER, [S DOSIMI Are you sure you wank bo
a5 remawve the selected ECS Service hosts?

- . Insert
[ Mame Adress i ;
{:jcn: - bm O peratio

[ Heild Heill E 10

10 10 10
[ atiod fARI01 Estemnal Intarfaca [ E = A

10 1d 1
[v] fheldl  f4held! no ammant 5| = 7 H el

10 2 10
[] fspift  Mspll no camment E = = B o

10 2 10

E FRamove Selected Hosts | s Add ECS Serce Host., |

Figure 4.6.1-99. Warning for Removing ECS Service Host
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4.6.1.25 Volume Group Configuration

The Volume Group configuration in the DPL Ingest GUI is meant to duplicate the functionality
in the decommissioned STMGT GUI tab with some refinements and enhancements. This
configuration page is shown in Figure 4.6.1-100. Table 4.6.1-31 contains the volume groups
configuration page field descriptions.

4.6.1.25.1 Volume Group Configuration Page

Volume Groups Configuration
2
£l [Z=1 Volume Growp Name == Falk =] Selection Dala
[ ACRILIDM 001 Fstoenextisnis 1FOPSEMDS \"‘x‘ / A
[0 AEFOETW 001 Fetoenaxtisnfs | /OP S EMDS! Bxcanding Darcanding
dar toggla butt

[1 AEPCE1W 085 Istoenastisnfs 1/OPSEMOG! ettty ‘j

[ AEPOETYY. 0BG Fateemedtanfs 1 OP S/EMOS!

[1 AE_50Sn0.001 Isleenext/snfs 1/ OPSAMER

F AE_50Gn0.056 Fsloenextisnfs 1/OP SIAMSRY

Salacionis) kighlight:

[ AE_DyOcn 0N Fatornesct/snfs 1/OPSIAMSR e

[ AE_DyOcm 002 Fatcenaatisnfs 1OP SIAIMSRY

i AE DyOcn 086 feteemadtianks 1/ OF S AMSR/

[ AE_DySno.00f Futomestiants 1OPSIAMER

AE_[iySno. 086 Fatomextiants /0P S AMSR/ M Eemalang -

- e et warlical serall bar

[0 AE_L2A D02 Istomead/snfs /0P S AMSR

[1 AE_L3A 086 Ietoenaxtisnfs MOPSIAMSRY

L w

L] ¥

Wialumse Group Conliguration. Add Velume Graup

f-'-'-" Madity Sedacted Volume Groups... | AddVoleme Group.. B

\Nerw Volurme Group Fath: ok || cancel |

Vernored Dt Typan VWi Vokure Tanpn

Figure 4.6.1-100. Volume Groups Configuration (Listing Page)

Table 4.6.1-31. Volume Groups Configuration Page Field Descriptions (1 of 2)

Field Data Size Entry Description
Name Type
Volume Character | 255 | System The name of the Volume Group based on a Data
Group Generated Type shortname with version identifier.
Name
Path Character | 255 | System The fully qualified Unix path to where data is stored
Generated for the specified data type.

4.6.1-105 609-EED-001, Rev. 03



Table 4.6.1-31. Volume Groups Configuration Page Field Descriptions (2 of 2)

Field Data Size Entry Description
Name Type
Selection | Character | 32 System A selection date (if applicable) defined for the Data
Date Generated Type version of which there are two volume group
history sets: one defined for forward processing and
the other for reprocessing data.
New Text 255 | Operator A hidden field that is displayed when the operator
Volume clicks "Modify Selected Volume Groups".
Group
Path

This page displays the list of currently configured volume groups. This list is displayed all on
one page and not broken into chunks. By default, the entries are listed alphabetically by Data
Type name. You can search for a desired data type by using the browser's built-in search

function.

The bottom of the list has a buttons to add a new volume group configuration or edit multiple
selections of existing volume groups. Below are more detailed screen shots that explain the

features available on this page.

4.6.1.25.1.1 Column Sorting

All columns on the Volume Groups Configuration page can be sorted in ascending or descending
order. To sort on a column, click on the up or down arrow at the top of the column, as shown in
Figure 4.6.1-101. The sorted column will be highlighted.

| [ Volume Group Name (=77 Path

[ mMi0OD2arF02.00 ftestipath’

[ Hestipathf ftest/path’

[] ACR3L0.00M fatornextisnfs 1/DEWDS airsl

[ ACRZL20mM.0M fstormextisnfs1DEWIS airz
?ACHBLESE ool fatornext snfs1DEYDS airsl
| [0 AE_L2A001 ftestipathf

[ AE_Land0S6 Mest/path’

Figure 4.6.1-101. Sort-able Columns
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4.6.1.25.1.2 Modifying Volume Groups

Several Volume Groups may be modified at once by checking the boxes next to each Volume
Group name and then clicking "Modify Selected Volume Groups..." at the bottom of the list. The
checkbox at the very top of the list allows the operator to select all of the Volume Groups on the
page, as shown in Figure 4.6.1-102. Operators will not be able to modify more than one volume
group at a time when there are Volume Groups selected from a Data Type version that has an
alternative Volume Group History Set defined.

] [~ = Yolume Group Mame [==] Path

[] /MOD28FD2.001 ftest/paths

[ #estipathd ftast/path/

[] ACR3L0.001 .fstnma utfsnfz1/DEVDS airsll

[l ACR3ILZDM.OO1 fstomextfsnis1/DEYD3 aird]
g [#] 3 ACRARSC.O0M .fstDrnextfsnfsi.u"DE"-.-"EIBIairslT

[0 AE_LEADOM ftastfpath/

[] AE_Lsnd.086 ftest/path/

[#] AIRAEDBR.001 fstomextisnfs 1/DEVDS airsd1

[*] AIRAEDBER.O01E Mmackup/path

[] ARAEDBR.OD1OC foffsite/path

[ AlRBAGAF.OO01 fstomextfsnfs1/DEVUS airsl]

[] ARHASCI001 3 g Istomext/snfs1/DEVDI/airslt

T

£

AIRHERAD . DD2 fetomextisnfe 1 /DEVDS airedl
Li=t

Ed MDdl!}rEeledﬂd\’ulumeGmups o Add Volume Group... |

News Volume Group Path: . | ok || eancel |

Figure 4.6.1-102. Modify Selected Volume Groups

When the desired Volume Groups are selected, they are highlighted to give a clear visual
indication of which Volume Groups will be changed. When the "Modify Selected Volume
Groups" button is clicked, a path input field appears below — here you can enter the new path to
be applied to all selected Volume Groups. Click "ok" to apply the changes. Before any change
takes place, you will be prompted for confirmation.

4.6.1.25.1.3 Adding New Volume Groups

To add a new Volume Group, click "Add Volume Group" at the bottom of the list, as shown in
Figure 4.6.1-103.
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[1 MODIS TERRA FPROC.OD10 fdss disk/OPS/

[1] MODIS_TERRA_FPROC.OD1A fdss_disk/OPS/

B Modiy Selected Valume Groups... [#fs Add Volume Group.

R
Figure 4.6.1-103. Add Volume Group Button

This will display the Add Volume Groups page.

The list of Volume Groups displayed on this page have already been entered and configured in
the STMGT Database. There are two paths one can take when adding a Volume Group:

1. The operator can add volume groups, to a new a Data Type version (a Data Type version
that has not already been configured)

2. The operator can add Volume Groups to an existing Data Type version (a Data Type
Version that has at least one Volume Group History Set). For example, if a primary
volume group exists for AST L1B.003, the operator may add a backup Volume Group,
which would create a Volume Group named AST L1B.003B (appending a "B" to the
original name). If the backup already exists, the operator would not be able to add
another backup Volume Group.

See Section 4.6.1.23.1.4 for more details on how Volume Groups get named.

4.6.1.25.1.4 Volume Group Naming Conventions

When a Volume Group is added, the name will be created based on the type of Volume Group
that was added. There are six types, as explained in Table 4.6.1-32. Note that "R" indicates an
alternative Volume Group for reprocessing. There is no explicit suffix for forward processing.

Table 4.6.1-32. Volume Group Naming

Volume Group Type Extension Example
Primary none AST L1B.003
Primary Alternative R AST_L1B.003R
Backup B AST _L1B.003B
Backup Alternative BR AST_L1B.003BR
Offsite @] AST_L1B.0030
Offsite Alternative OR AST _L1B.0030OR

4.6.1.25.2 Add Volume Group Page

The Add Volume Group page allows an authorized operator to add a volume group for a new
Data Type version or to add new volume group to an existing Data Type version. See
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Figure4.6.1-105. To add a Volume Group for a new Versioned Data Type, you must first type in
the name of the Versioned Data Type. The sequence is as follows:

1. Click on the Volume Groups tab in the navigation menu
2. Click on Add Volume Group... at the bottom of the list

3. Follow the instructions on the next page. To add a Volume Group for a new Versioned
Data Type, click Add Volume Groups For A New Versioned Data Type... at the top
page, as show in Figure 4.6.1-105.

4. Manually type in the Versioned Data Type into the text box. Click ok. A new page will
load (Figure 4.6.1-104), allowing you to configure the Versioned Data Type as explained

below.
\@ DPL Ingest GUI (DEVO1) - Mozilla Firefox [__]@]iﬂ
Fle Edt Wiew History Bookmarks Tools  Help
r
& Home POO ST web GU )
3 Monitoring % 3 d

Mon Feb 26 2007 17:09:34

5 Interventions & Alerts
57 Configuration

Froviders
Data Types
Transfer Hosts == back {0 volume group main page
File Systems
ECS Services - A
Global Tuning Volume Group Configuration: Add Volume Group
volume Groups
eliciloiie Instructions: [ kids |
5> Reports There are two options when adding Volume Graups:
5 Help
1. If you want ta add a Walume Graup for a new Data Type that is not vet configured in Data Pool, click the Add Volume Groups For A New Versioned Data Type...
button below and manually type in the name of the Data Type and Version ID in the text box that appears undemeath. When you are done, click 'k’ This will bring you to
the next page where you can add Yalume Groups. If the page loads with Volume Graup infarmation already filled in, this means the Data Type already has Yalume
Graups configured in Data Paol
2. Pick from the list of Versioned Data Types with existing “olume Group Configurations below. Yl ea\add Backup, Offsite, and Atemative Wolure Groups to these if
they do not already exist.
Tip: 7o search for a data type use your browser's search function. In Fiefax, use CihF. The, in alphabetical order. To scan start to type the first fow ietters
D, aare of the Short Mame into the search box and if necessauy ciich find nest.

s AddVolume Groups For A New Vergioned Data Type.. |

[ cancel |
Data Type Name and version 10 [SOME_NEW_DATA_TYPE 001]

AEPOE1W.001
AEPOE1W.086
AEPOEZW.001
AEPOETW.085
AE 6D3no.001
AE 5DSno 056
AE DyOcn.001
AE DyOcn 086
AE DySno.001
AE DySno.086
AE 12A001

AE 24086

AE Land 001

AE Land 088

Dane

Figure 4.6.1-104. Entering a New Versioned Data Type
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Figure 4.6.1-105. Volume Groups: Add a Volume Group Page

Adding a Volume Group for a New Data Type Version

The following rules apply when adding a volume group for a new Data Type Version:
1.
2.

The Primary path information must be entered.

The addition of Backup Volume Group, Offsite Volume Group, or Alternative Volume
Group History Set, are optional and may be entered at a later time, however they can be
entered all at once on this page as shown in Figure 4.6.1-106.

Add Valume Groups
Data Type and Version [0 AEPOETW.001

Angmarive Wi Optlong [#]

= Repmecesang O Foreand Fracessing

Selecticn Date ‘or shiemative Wolime Guoups:

|3y 1

manth T ol (AT

Prmary Volume Goug Frimary Alteinativa Volume Eraup

PatlfdatapooDCY 01 usen™ S 1/ARCH T Path:

Backup*/olume Group Hackup Altematie Yolure Group
Math: Math:

Uifsia Volume Frowp Ofeile Alternative Yolume Griup
Bath: Frath:

b Aol x Cancel

Figure 4.6.1-106. Alternative Volume Groups
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Table 4.6.1-33 contains the add volume group page field descriptions.

Table 4.6.1-33. Add Volume Group Page Field Description (1 of 2)

Field Name Entry Description
Data Type and Required A Data Type short name and version identifier.
Version ID
Alternative VG Not Required Allows operator to enter options for alternative Volume
Options Groups. This can only be checked if an Alternative Volume

Group was specified, otherwise, the checkbox is disabled.

Selection Date for Required if When the alternative check box is selected, the Selection
alternative Volume adding Date section is enabled and is required to be filled out by the
Groups Alternative user.
Volume Group
History Set Selection Date is a separate date to guide Archive Server to
select an appropriate Volume Group History set for storing /
retrieving data. When acquisition date is not null and less
than the Selection Date, Reprocessing Volume Group
history set will be used, otherwise, forward processing
Volume Group history set will be used.
Reprocessing, Required if Alternative volume groups can be configured either for
Forward Processing adding reprocessing or even for forward processing. The default is
Alternative for reprocessing. Although the flexibility to add a new
Volume Group alternative for forward processing is supported, it should be
History Set used withcaution.
Volume Group Path Required The fully-qualified Unix path to where data is currently being
(For Primary) stored for the specified data type to the Primary Archive.
Volume Group Path Required if The fully-qualified Unix path to where data is currently being
(For Backup) Backup enabled stored for the specified data type to the Backup Archive.
Volume Group Path Required if The fully-qualified Unix path to where data is currently being
(For Offsite) Offsite enabled stored for the specified data type to the Offsite Archive.
Volume Group Path Required if The fully-qualified Unix path to where reprocessing data is
(For Primary Primary currently being stored for the specified data type to the
Alternative) Alternative Primary Alternative Archive.
enabled
Volume Group Path Required if The fully-qualified Unix path to where data is currently being
(For Backup Backup stored for the specified data type to the Backup Alternative
Alternative) Alternative Archive.
enabled
Volume Group Path Required if The fully-qualified Unix path to where data is currently being

(For Offsite
Alternative)

Offsite Alternative
enabled

stored for the specified data type to the Offsite Alternative
Archive.

Figure 4.6.1-107 shows the List of Versioned Data Types w/ Existing Volume Group Page.
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Adding a Volume Group to an existing Data Type Version

‘@ DPL Ingest GUI (DEVO9) - Mozilla Firefox BEX|

Fie Edit Wew Hgory Bookmarks Tooks  Help
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Data Types
Transfer Hosts << back to volume group main page
File Systems
ECS Senvices 1 i -
Slobal Tuning Volume Group Configuration: Add Volume Group
Yolume Groups
el Instructions: | hids |
> Reports There are twa options when adding “alume Graups:
> Help
1. I you want to add a Waolure Group for a new Data Type that is not yet configured in Data Pool, click the Add Volume Groups For A New Versioned Data Type...
button below and manually type in the name of the Data Type and Version ID in the text box that appears undemeath. Yhen you are done, click ok’ This will bring you to
) the next page where you can add Yalume Groups. If the page loads with Volume Graup infarmation already filled in, this means the Data Type alieady has Yolume
ou are Iogged in as IngAdmin BT e S ]
I" y ?“'“"'A"““”S 2. Pick from the list of Versioned Data Types with existing “olume Group Configurations below. You can add Backup, Offsite, and Alemative Wolure Groups to these if
1ea Gl they do not already exist.
[ change password |
[show RIS Tip: To search for a data type use your browser's search function. In Firefox, use CirtF. The data types are listed in alphabetical order. To scan start to type the first few letters
of the Shor Mame into the search box and if necessany click find nest.
O e .
= Add Valurne Groups For A New Wersioned Data Type
“ersioned Data Type
AEPOEIW.001 s
AEPOE1W 066
AEPOETW.001
AEPOETW.086
AE 5DSno.001
AE 5DSno.086
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AE Land3.001 i
< > v
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Figure 4.6.1-107. List of Versioned Data Types w/ Existing Volume Groups

The following rules apply when adding Volume Groups to an existing Data Type version (e.g.,
Backup, Offsite, etc.):

1.

The Volume Group name will be selected from the Add Volume Group page (see
Figure4.6.1-107). When the link for the desired Versioned Data Type is clicked, the Data
Type is displayed at the top of the next page.

Any previously added Volume Group will be displayed, but will not be editable. For
example, if a Backup Volume Group has already been added, the Volume Group path
will be shown, but the operator will not be able to edit this path.

Similarly, if any Alternative Volume Groups have been specified, the Alternative VG
options and Volume Groups will be displayed, but not editable.

If the operator is adding the Alternative Volume Group History Set for the first time, the
Alternative Options must be selected and the operator may choose the processing type
(Forward Processing or Reprocessing) for the Alternative Volume Group History Set, as
well as a selection date to be applied to the Reprocessing Volume Groups.
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Adding Volume Groups

Multiple Volume Groups for a Data Type version may be added at once on the Add Volume
Group page. For each volume group you wish to specify, enter a path for that Volume Group, as
show in Figure 4.6.1-108.

Premary Volume Group
Fath:

Figure 4.6.1-108. Adding the Primary Volume Group

4.6.1.25.3 Authorization

For DAAC:s that have security enabled for the DPL Ingest GUI, an operator would have to have
Ingest Admin permission to add or configure volume groups as described in this document. No
special permissions are needed to view current configurations or generate the Volume Groups
History report page.

4.6.1.26 Global Tuning Configuration

This page allows the operator to configure the global tuning parameters in the Data Pool Ingest
database. The parameters are listed along with their descriptions and a text box to change the
values, as show in Figure 4.6.1-109.

There are two sections of the Global Tuning page, each editable by different permission levels.
The first section, "Global Admin Tuning Parameter Configuration," is editable with Ingest
Admin or Ingest Tuning privileges. The second section, "Global Tuning Parameter
Configuration," requires Ingest Tuning privileges. If the logged in operator does not have
permission to edit a section, the fields and buttons for that section will be disabled.
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Figure 4.6.1-109. Global Tuning Configuration Page

Dynamic vs. Static Parameters

Dynamic parameters are those that are applied to the Ingest Service without having to restart it.
The Ingest Service will automatically apply these parameters within 1 minute of having been set
on the GUI. Static parameters are those that require the Ingest Service to be restarted before a
change in the parameter value can take effect. Each parameter on this page is preceded by an
icon indicating whether parameter is dynamic or static, as shown in Figure 4.6.1-110.
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Figure 4.6.1-110. Dynamic and Static Configuration Icons

Descriptions of each parameter are displayed on the GUI and will not be included in this
document.

To modify parameters, fill in the desired values in the appropriate fields and press the "Apply

Changes" button.
J Applyﬁ?hanges |x Feset |
g

Note: Parameters must be edited section by section. If parameters are changed in the "Global
Admin Tuning Parameter Configuration" section and then the "Apply Changes" button is pressed
in the "Global Tuning Parameter Configuration," modifications in the first section will be
ignored.

4.6.1.27 Operator Configuration

This page consists of a list of operator names and their current permission settings and allows an
Ingest Security operator to configure the authorized users for the Data Pool Ingest GUI. Here
operators can be added, edited, or removed. Figure 4.6.1-111 shows the general overview of this

page.
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Figure 4.6.1-111. Operator Configuration Page

Permission Levels Explained

There are 5 different permission levels. View Only is a special case: if an operator is assigned the
View Only permission level, it may not have any other permissions. In any other case, the other
4 levels can be combined together as they represent the ability to manage an exclusive set of
properties associated with data pool ingest. For example, an operator may be assigned Ingest
Control and Ingest Admin permissions simultaneously, but not View Only and Ingest Admin.
See Table 4.6.1-34 for the available permission levels and their descriptions.
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Table 4.6.1-34. Operator Permissions
Icon Permission Level Description

(@] View Only The operator cannot modify any field nor take any actions on the
GUI. Most buttons, textboxes, checkboxes, drop-down lists, etc. are
disabled, with the exception of filters and sorts. View Only operators
can also generate reports.

Q0 Ingest Control For Ingest Requests or Interventions, the operator can:

Suspend, resume, cancel, or change the priority of Ingest Requests
Suspend, resume, cancel, or retry Granules associated with an
Ingest Request

Add annotations to an Ingest Request or Intervention

The operator can also suspend or resume the General Ingest
Status, the Email Service, Providers, Polling Locations, File
Systems, Transfer Hosts, and ECS Services, and can also clear
Alerts.

= Ingest Admin The operator can add, edit, and deletethe following configurable

items: Providers and Polling Locations, Data Types, Transfer Hosts,

File Systems, ECS Services, and Volume Groups.

=3 Ingest Tuning The operator can modify Global and host-specific tuning
configuration parameters.

Security Admin | The operator can add, edit, or delete operators and change
operator permissions.

4.6.1.27.1 Configuring an operator
To change an operator's permission settings, do the following:

1. Next to the operator name, check the box next to the operators you would like to update.

Q WISTA, (522 ] [ view only

{ |Update Operators |,_| Femc

2. Select any combination of permissions for each checked operator. Note how that when
View Only is checked, the other permission checkboxes are automatically unchecked and
disabled; this permission setting must be exclusive of the others.

1 wio0a, 21 vigw only @ @ Flingast control  B= Flingest admin  BES [ingast tuning = & Clingest sacurity
“[%\-’IIITD 1= ] [Fvigw only @ ingest control - =1 ingest admin [EES ingest tuning = S inges! sacurity
1 wora L] [oipw only @ @ [ingest control &= Flingest admin  E=E [“lingest tuning = & Llingest security
C1 %1500 1= 1 [vigw anly @@ Flingast control == Cingest admin  EEE [ingest tuning = & [“lingest sacurity

3. Click the "Update Operators" button at the bottom:
% Update[:gperaturs E Remowe Operatars
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4.6.1.27.2 Deleting Operators

To remove an operator from the list, do the following:

1. Select an operator by checking the box next to the operator name (more than one may be

selected):
] jessica [@]1[¥“]view cnly @@ ingest control =
[1isa [@ ][ view cnly @@ ingest control &=

% Updaie Operators [@J Femowve Operators

2. Click the "Remove Operators" button. You will be prompted for confirmation:

[%] Remove Operators |

3. The page will reload, with the selected operator(s) no longer appearing on the list.
4.6.1.27.3 Adding Operators

To add an operator, do the following:

1. Under the "Add Operator" section of the page (located at the bottom of the operator list),

enter in the operator name and password, and then select the desired permissions. At least
one permission level must be selected.

2. Click the "Add Operator" button at the bottom of the page.

Add Operator

Ciperator Mame: DavidH
Password, ===

Verify Passward, ==

Pemissions. (@ | [Jyiew only
0 O [¥Jingest control
=1 ingest admin
== [ingest tuning
w8 [lingest security

4 Add Rperator

3. You will be prompted for confirmation. The page will reload with the new operator
added to the list.
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4.6.1.28 Reports

The reporting capability of the Ingest GUI offers the ability to view detailed reports on data
providers and data types, as well as Request summary, Granule summary, and Volume Group
history reports. The report pages are located under the Reports menu in the navigation pane.

4.6.1.28.1 Report Formats and Layouts

This report pages display the information across several data providers or data types. An
example of the Detailed Report page is shown in Figure 4.6.1-112. As with all types of reports,
the operator must select a date range (presets are provided for the last 24 and 48 hours), as well
as criteria for the search. These include one or more data providers, one or more data types, and
one or more final request statuses. All Data Criteria fields are optional, but at least one selection
of one field must be made to generate the report.

JE 0L i R 1T - o Bk % |

P o s

B

- Wammnng ﬂ k& T b, ! Tha Faky | T BSE
Lt LN———— S ST

& oyl eramt| s & Ainits - g
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wilapaiy

F3igs2
[

Figure 4.6.1-112. Detailed Report Page

4.6.1.28.2 Generating the report

Due to the large volume of data that may be in the database, reports can sometime take a while to
process and be displayed. Immediately upon pressing the "Generate Report" button, a transitional
screen is loaded with the message "Processing Your Request...", as show in Figure 4.6.1-113.
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Figure 4.6.1-113. Report Page Processing a Report Request

4.6.1.28.3 Fields Generated Reports

The various report pages look similar at first glance, but they all produce different fields. The
following figures (Figure 4.6.1-114, Figure 4.6.1-115, and Figure 4.6.1-116) display the headers
generated for each particular report type. Some example data is also shown along with the
headers.

Reports containing averages (e.g., "size avg." on the Request Summary Report) actually contain
weighted averages, which is in effect an average of averages. For example, "size avg." is an
average of all of the granules, weighed against the average of all the other averages for each Data
Provider.

Note that the current search criteria (data and date/time) are always shown at the top of the report
output.
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Figure 4.6.1-115. Request Summary Report Layout

Currant Raport Critaria

Diata Froeidane]: [2LL] Dista Twoaiz) LALL|
Frial Reqaes Slaus, |ALL) Sitar DateyTime: 1412008 15:21
End DafefTime: 0006 9529
Feapart Sumpint
x et Klei
g Size Size : : Piepise Piepioc Ai chive Aichive
Dara Provides IEII_gH' Diata Type E':'IL ET“' :IE ;'I' -] Max I;:Ile e fiee Lvg  dime Max  Time Svg Time Bag
e ams bwwers SvdREEC sE) MB) |m|3=|| i ) {mites {miins) fimvites
ALL_FS0TS AEPCEIW 2 o 1 2 0.048 0.0ag 0 1 19 i 1 !
S CE A HECLHE T R O B R T B 1 iz 2 -
.E\LL_ERI:I'I:E ME_SCEnD s 1] 2_ L nine ((RLITT 1 ¥ 18 i 1] ]
ALL_ES0T3 AE_rOcn 1 o z i 0.10c n.ing 1 1 16 ) 1] 1
AL ES0TS ARG L) v i 2 0 i ] 1 11 2 1 t
ALL ESOTS AE LA 2 ] 3 2 (IR 1 D03 2 & 18 20 1 S
ALL_EROTE AE_Landd 4 1] 2 Z LR LIS n.inn 1 K 1" 17 n 3
ALL_ESOTS KAE_WooLn 3 o 2 2 .10c D00 F 1 11 P 1} ]

Figure 4.6.1-116. Granule Summary Report Layout
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4.6.1.28.4 Generating the report
To generate a report, take the following steps:

1. Select the type of report you wish to see from the navigation panel. For this example,
select Detailed, Request Summary, or Granule Summary. Volume Group History is
covered in a separate section.

“ Repont
Dataiha{!j
Request Summary

Granule Surmmary
L volume Groups History

2. The report page will be loaded. Select the date/time range. If you leave the time fields at
0:00, it will be assumed that this will cover the entire 24-hour period:

[rate Time Criteria

nanit 0l Ay I LE:LT} T

0~ 30~ 2006v B v 5 v

Start DadalTme

1

: _ ) muanth iy WE A hour mir
FIAHSSEE e 9w 2006 % § % B2 [w
Presels.  Led2d hout Lad4d hous

3. Select the data criteria for the search. Several values of each criterion may be selected to
narrow the search, but at least one field must selected (hold down the Ctrl key to select
multiple items):

Data Criteria

Data Provider: A EEEREEN | | DATA TYPES— B Final Request Status: _aA) | € TATUSES— | Ingest Tupe: ppp
MODAPS_AQUA_FPROC ACR3LO Resuming Mon-DPL
MODAPS_COMBINE_FFROC ACRIL2DM Successful
MMODAPS_TERRA_FFROC ACR3ILZEC Cancelled :

MNSIDC DAAC AEFPDETW Partially_Cancelled
S4F00 v AEPOETW o Failed w

4. Click the green button to submit the query and generate the report.

s N

5. A message will appear, alerting the operator that the system is processing the request.
This may take a few seconds.

6. The report will be displayed on the bottom of the page (see Figure 4.6.1-114, Figure
4.6.1-115, and Figure 4.6.1-116 for report output examples).

7. If you want to save the report, use your browser's "Save Page As..." function to save the
page in HTML format.

4.6.1.28.5 Volume Groups History Page

The Volume Groups History page displays the history of the configuration changes that have
occurred to volume groups, as shown in Figure 4.6.1-117. To view the report for a particular
Volume Group, select the Volume Group from the box at the top of the page and click the
"retrieve" button. Once this button is clicked, the page will automatically refresh with the report
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specific to that Volume Group (the page is initially blank when first loaded). Table 4.6.1-35
contains the volume groups history page field descriptions.

[ & DPL Ingest GUI DEV09) - Mozilla Firefox
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3 Configuration
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~
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5 Help
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Volume Group: [hvD1343.086

[ change password | HWCI Path
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DRP1 fstamextfsnfs1/DEVDT/MODIS!

&) [ reload page |

Start Date
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End Date

Dane

Figure 4.6.1-117. Volume Groups History

This page features a search-as-you-type input. Simply type in any characters of the Volume
Group for which you want to see the history. A list of suggestions automatically pops up, and
from there you may select a suitable Volume Group. Figure 4.6.1-118 shows how you can type
the first three characters of a desired Volume Group and get suggestions for your search.

Selected Volume Group

Volume Group: AEF|

AEPOETW.0DT

AEFPOETW .08k
Volume Group History -*FF ':5 . :__:U}_i

AEPOE7W.086
HWCI Path =rant Date

retrieve

Figure 4.6.1-118. Volume Group History Page: Search-As-You-Type Input
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The following figure shows how you can type any sequential characters of the Volume Group
and get suggestions for your search (Figure 4.6.1-119).

Selected Volume Group

Volume Group: EP | retrieve

AEPOE1WY.001

P

Volume Group History ; L]

HWCl Path AMIEEHF 001 [Date

Figure 4.6.1-119. Search-As-You-Type (Example 2)

Table 4.6.1-35. Volume Groups History Page Field Description

Field Name Entry Description
Volume Group (Data Type. | Required The name of the Volume Group for which the history report
Version ID + Volume will be generated.
Group Type Suffix)
Path System In reverse chronological order, the fully qualified Unix paths
Generated | to where data has been stored for the specified data type.
The current path is listed first.
HWCI System The label of the Archive silo group instance that was
Generated | responsible for storing data of the specified data type.
Start Date System The date on which this configuration became active for the
Generated | listed data type.
End Date System The date on which this configuration was superseded by
Generated | new configuration information. If blank, this row reflects the
current configuration for the volume group. If any row has a
blank end date, the volume group is closed, and no further
data is accepted for that volume group.

4.6.1.29 Help Pages and Context Help
4.6.1.29.1 Help Pages

The last section found in the navigation bar, the "Help" section, contains information to which
the operator can have ready access while operating the Data Pool Ingest GUI. Included in this
section are three pages: General Topics, Context Help, and About, as shown in Figure 4.6.1-120.
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Figure 4.6.1-120. Help Navigation Section

4.6.1.29.2 General Topics

This page includes an index of topics that should be useful to the operator in understanding how
the GUI and Data Pool Ingest system work, and is shown in Figure 4.6.1-121. The operator can
press on the name of a section from the index in order to jump to the section text.
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Figure 4.6.1-121. Help - General Topics

4.6.1.29.3 Context Help

This page explains another tool provided by the operators to assist them in effectively using the
Data Pool Ingest GUI. For more information about the details of this help page, see
Section 4.6.1.27.5.
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4.6.1.29.4 About

This page provides recommendations for software to use the GUI and a brief description of the
development of the GUI.

4.6.1.29.5 Context Help

Throughout most pages on this GUI, you can get relevant, context-sensitive help by hovering
your mouse (no need to click) over the [help] text. In many cases this is to explain the
significance of a parameter or to provide instructions on what to do on the page. A blue pop-over
window will appear and disappears as soon as the mouse is moved away, as shown in Figure
4.61-122, Figure 4.6.1-123, and Figure 4.6.1-124.

[H;T.P]

Shov Click on RequestiD to view the request details.

Click an any column with a icon to sort by that
[] column. Date columns can be sorted in ascending  “ro
ar descending order.

|:| OEi e SUspeNlEd ARl [,
(ArchEr)

] 95811 Fartiallv_Cancellzd “HIGH 1.
[ArchEr)

Figure 4.6.1-122. Request Detail Page - Instructions on How to View Request
Details
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] - . ArchErr
Interventions are automatically closed once all
granules have completed successfully, or the ArchErr
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operator may investigate and fix the underlying
[] problem and retry the granules. Once the problem ArchErr

granules completed successfully, the intervention

would dissapear from the list and its closure would ArchErr

he recorded in the database.

] ArchErr

Figure 4.6.1-123. Intervention Monitoring Page - Assistance for Managing
Interventions

DPL Ingest Enabled 7] (]|

Checksum Mandatory: Providers that are DPL Ingest Enabled will have
% of Checksum Files: 100 :::;:E:tlflm ingested by Data Pool and not classic

Default Priority: MNORMALIGL)

Figure 4.6.1-124. Provider Detail Configuration Page - Parameter Explanation

4.6.1.30 Browser Requirements

The specific browser requirements are stated elsewhere in this document. The recommended
browsers are the only ones that should be used, as other browsers may not handle rendering and
JavaScript correctly (for example, IE handles some JavaScript differently than Firefox).

JavaScript must also be enabled to run the application. In most cases, the cache size is
automatically set and should be sufficient. Java is not required and need not be enabled in the
browser to run the DPL Ingest GUI.
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