4.2.2 Hyperic System Monitoring Tool

4.2.2.1 Hyperic Overview

Hyperic HQ is a computer system and network monitoring application software. The software
provides the ability to discover, organize, and monitor resources. The operator has the ability to
control software resources remotely and control actions allow operator to execute tasks (e.g.,
starting and stopping resources. Alerts can be set on metrics and a control action can be
configured to execute when an alert fires. HQ can respond to alerts in various ways such as email
and sms. HQ’s rich web-based interface allows the operator to view, manage, and configure
resources.

Figure 4.2.2.1-1 shows the key components of Hyperic HQ and how they fit together. The
information presented in this section can be found at http://www.hyperic.com.
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Figure 4.2.2.1-1. Hyperic HQ Architecture

4.2.2.1.1 HQ Agent

Hosts being monitored with Hyperic must have the HQ Agent installed and running. The agent
will auto-discover software running on the host on startup and will periodically re-scans for
configuration changes. The agent gathers metrics, performs log tracking, and event tracking. The
operator the ability to perform control actions to start and stop servers. The HQ agent will send
all gathered information to the HQ Server. (Figure 4.2.2.1-1)
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4.2.2.1.2 HQ Server and HQ Database

Information gathered by the HQ Agent is sent to the HQ Server and is stored in the HQ
Database. The server manages the software inventory and grouping resources in useful ways to
ease monitoring and management. The server handles alerts and executes configured notification
and escalation processes. It handles actions initiated through the user interface or through the
Hyperic Web Service API. (Figure 4.2.2.1-1)

4.2.2.1.3 User Interface

Hyperic provides a rich user interface for browsing inventory, viewing and visualizing metrics,
and managing your monitoring and alerting logic. The user interface home page, the Dashboard,
provides an overview of the software inventory changes, problem resources, recent alerts, and
metric charts.

4.2.2.1.4 Plugins
Hyperic capabilities can be extended with two types of plugins

1. Resource plugin - can be used to discover, monitor, and control software resources. It is
mainly used for resources that Hyperic does not support.

2. Extension plugin - can be developed to extend the user interface, develop scripts for
automating common processes, and develop web services interface with other
management systems.

4.2.2.1.5 HQ API
Hyperic HQ also provides a web services API that enables user/plugins to programmatically
access all HQ Server data and functionality.

4.2.2.1.6 HQ Inventory and Access Model

Figure 4.2.2.1-2. Hyperic Inventory and Access Model
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Inventory is the sum of all the infrastructure’s resources, which includes hosts, operating
systems, applications servers and their components, and other software.

Hyperic auto-discovers and classifies different resources into a hierarchy structure: platform,
server, and service. (Figure 4.2.2.1-2 section A)

e Platform is a hosting system (i.e., xxdpl01)
e Server is a software that runs on a platform (i.e. BMGTExportServer_OPS)

e Service is a component that runs in a server (i.e. PostgreSQL DBConnection), or is
associated with a platform (i.e. SSH, RPC, etc.)

There are two inventory types which can be configured by real users, (Figure 4.2.2.1-2
section B).

e Application is a set of services. It reflects the performance and availability at the
application level.

e Group is a collection of resources. If the resources in a group are of the same type, it is
called a compatible group. Otherwise, it is a cluster. A compatible group can be
performed a control actions like start, stop, and restart with a single command on all its
members.

Group plays a fundamental part in HQ’s access model. By grouping resources that should have
the same access requirements together and mapping groups and Users to Roles. Administrator
can control a user’s access to specific resources in the inventory. These two components are
introduced in section 4.2.2.2.2.

4.2.2.2 Hyperic Basic Operations and Capabilities

4.2.2.2.1 Start/Stop HQ Server/Agents
e Start/Stop HQ Server: HQ Server is running on host x5iil01v.

ssh to host x511101v
cd /usr/ecs/0OPS/COTS/hyperic/server-5.0.0-EE/bin

./hg-server.sh start|stop

Even if Start command is executed successfully from the command line, it will take some time
for HQ Server to be completely started.

During this time period, you will see this page first when trying to log in:
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Hyperic HQ is starting up, please wait.

£ ==
Stat-up
procoessing... 36% complete.
Status: Starting avent Messags quaus...
& Last Error: None
Sign in to Hyperic HQ
Please enter your username and password to sign in.
& The server is still starting ‘
Username || |
Password | |
Or. sigr 15 guest use

Figure 4.2.2.2.1-1. HQ Server is Starting up

Note: Refresh the page if it freezes (i.e., red warning box). At this point, the HQ Server may not
have started completely. After a few minutes, perform a restart:

e Start/Stop HQ Agent: HQ Agent is installed and runs on each host that is to be
monitored with Hyperic.

ssh to host
cd /usr/ecs/0PS/COTS/hyperic/hyperic-hg-agent/bin

./hg-agent.sh start]|stop|]restart]|status|dump|ping]setup

4.2.2.2.2 Users and Roles

422221 Users

Hyperic allows customization of user accounts. A user can be assigned a role to manage access
to resources. Administrators can configure all user roles (Figure 4.2.2.2-1).
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Figure 4.2.2.2.2-2. Add New User Page

To confugure a new or existing user, perform the following:

e List Users
Under the Administration tab click on “List Users” (Figure 4.2.2.2.2-1)

e Create a User
Step 1: Click “New User” (Figure 4.2.2.2.2-1).

Step 2: Input New User information then select “Ok & Assign User To Roles”.
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4.2.2.2.2.2 Roles

A role in HQ is defined as a permission level to a resource as Full, Read-Write, Read or None.
The system has been designed in such a way as to shorten the actual process of assigning
permissions to roles. Modify individual user’s roles to manage the permissions to perform tasks
and view resources within Hyperic. An administrator creates roles to limit a user’s permission to
view, monitor, modify, create, or control of resource within Hyperic.

NOTE: In HQ, the permission assigned to an inventory type creates a distinction between the
right to manage and create alert definitions. For example, a ‘full” permission role allows user to
create, edit, and view, as well as perform operations for alert definitions on platforms.

e List Roles
Under the Administration tab click on “List Roles” (Figure 4.2.2.2.2-3)
e Create a Role

Step 1: Under the Administration tab click on “New Role...” (Figure 4.2.2.2.2-1)

Recert Alerts: 11:03 AM - HTTP Up el ,HQ  SignOut Screencasts Help
41:02 AM - HTTP Down

Dashboard | Resources & search

+Hame: l:l Owner: Ha Administrator (haadmin)
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[Permissions
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Flatforms m Can Fixitick Slerts? can control? 7
Servers m Can Fixiack Alerts? 7 can Control? ¥
Services Can Fixitck Merts? 7 can Control? 7
Applications Ful =l

Escalations Ful =l

* Regaraless of perinissions sefected, ali users have the 20N to creats QroUps In the systam,

Assign Users & Groups to ibis Rule after chcking *OK"

LICENSE WILL EXPIRE IN 14 DAY(S) ON Juby 31, 2010!  Contact SpringSource to renew your license!

07162010 11:04 AM _hyperic About HQ Yersion 4.3.0-EE (Build #1443 - May 17, 2010 - Reles Buid) ©2004-2010 Hyperic, Inc. www.hyperic.com

&% VL

Figure 4.2.2.2.2-3. Add New Role
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Figure 4.2.2.2.2-4. Role Configuration Page
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Figure 4.2.2.2.2-5. Add Users to Role
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Step 2: Complete the New Role form click “Ok” (Figure 4.2.2.2.2-3)

Step 3: Ensure successful creation of Role, then click button to add users to the Role
(Figure 4.2.2.2.2-4)

Step 4: Select the users to add to the Role. Users will appear in the left pane. When all desired
users have been added to the Role select “Ok” (Figure 4.2.2.2.2-5)

Step 5: Select the groups to assign to the Role. Only after groups are assigned to a Role, can the
permission of that Role be applied properly. (Refer to 4.2.2.2.8 Groups)

4.2.2.2.3 Auto-Discovering Resources

Auto-discovery is a feature where Hyperic collects resource-specific details about an
environment. This feature will discover all resources running on a host which includes operating
systems (platforms), servers, and services. An auto-discovery list is created and displayed on the
user’s dashboard so users can add discovered resources into Hyperic’s inventory. Auto-discovery
scans the environment periodically for new resources and can detect key changes to resources
that are already in the inventory.

Step 1: View the dashboard and locate the auto-discovery pane (Figure 4.2.2.2.3-1)
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Figure 4.2.2.2.3-1. Dashboard Page

Step 2: Auto-Discovery will display any new resources (Figure 4.2.2.2.3-2).
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Figure 4.2.2.2.3-2. Auto-Discover List

Step 3: Select the resources to permanently add to the HQ Inventory and click “Add to
Inventory” (or “Skip Checked Resources” to bypass the monitor specific resources).

Note: When a new custom plugin is deployed it will be auto-discovered and appear in the auto-
discovery pane. Administrators must choose to add the resource to the HQ inventory to begin
monitoring the resource.

4.2.2.2.4 Add New Resources
Hyperic provides two ways to add new resources:

1. Hyperic can auto-discover standard resources it monitors and allow the users to add the
resources into its inventory through the auto-discover list. To add a custom resource, the
user first needs to generate the custom plugin xml or jar file and deploy it. See section
1.8, Resource Plugin. Once deployed, Hyperic will auto-discover the resource and put the
resource in the auto-discover list.

2. Resources can be manually added to a new platform. The user would go to the Browse
Resource page, click on “Tool Menu” and select “New Platform”. To add a new server or
service, the user would first select a platform from the Browse Resource page. In the
platform resource page click on “Tool Menu” and select either “New Server” or “New
Service”.

Note: Before some resources are added to the Hyperic inventory and can be monitored, required
configuration must be completed.

4.2.2.25 View Resources

4.2.2.2.5.1 Viewing a Resource

Step 1: Select the “Browse” option from the drop-down menu when hovering over the
“Resources” tab (Figure 4.2.2.2.5-1)

4.2.2-9 609-EED-001, Rev. 02



Resources .{\nal_vze Administration

Browse
Select a Dashboard  hgadmin w

Currently Down

Business Processes [

10 Ad-hoc Chart Viewer

to find out mao oL » B Status  C|
restabtest

- Red Hat Enterprise Linux 5 modified =

[new plngin] spidey 0 jcotsiecsiOPS/COTSAomeat 5046 madified

0 Recently Viewed Fim - :
Resource Mame | | Platforms v | . Skip Checked Resources

Resource
Resource Hame Ay
Type

Mo resources to display, please click the '\-3-;' icon sbove to add resources to p

Resource Type Availability

Mo resources to display, please click the ‘-3} icon above to add resources to portlet.

Figure 4.2.2.2.5-1. Resource Browse Link

Step 2: Select the type of resource (Platform, Server, Service, Compatible Group, Mixed Group,
and Application) (Figure 4.2.2.2.5-2)
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Figure 4.2.2.2.5-2. Choose Resource Type

Step 3: Select the resource you want to view
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42.2.252 Resource View
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Figure 4.2.2.2.5-3. Resource Tabs

Monitor Tab

Views

The monitor tab is the default resource view. The monitor tab allows users to view the
availability and current metrics being collected for a resource. This view will give insight into

any problems with the resource. (Figure 4.2.2.2.5-4)
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Figure 4.2.2.2.5-4. Resource Monitor Page

Inventory Tab

The inventory tab allows a user to view and edit various properties

(Figure 4.2.2.2.5-5)

4.2.2-11

of a resource.
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Servers > InProcessingService_OPS > f4dpl01.hitc.com InProcessingService_0OPS
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Figure 4.2.2.2.5-5. Resource Inventory Page

Alert Tab

The alert tab displays the alert history for a resource. Under this tab a user is able to define a new
alert or edit an existing one. (Figure 4.2.2.2.5-6)
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Figure 4.2.2.2.5-6. Resource Alert Page
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Control Tab

The control tab displays all of the defined control actions for a resource. A user can manually
execute a defined control action or schedule one to be executed from the control tab. Under this
tab a user is also able to define a new control action or edit an existing one. (Figure 4.2.2.2.5-7)
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Figure 4.2.2.2.5-7. Resource Control Page

42.2.2.6 Alert and Control Actions

4.2.2.2.6.1 Alert

An alert is a set of rules that a user defines that tells Hyperic how to detect a problem with a
given resource. The rules that can be defined for an alert can be:

e A metric value or event that triggers the alert

e What to do when the specified measurement or event is reported:
o Email and SMS notifications

Generating OpenNMS traps

Escalation schemes

Execute a custom script

Execute a control action

0O O O O o

Notify specific Hyperic roles and/or users
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Creating an Alert

In order to create an alert for a resource you must create an alert definition that will define the
conditions that should trigger an alert to fire.

Step 1: Navigate to the detailed view of a resource (See section 1.4 View Resource) and select
the Alert tab. (Figure 4.2.2.2.6-1)
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Figure 4.2.2.2.6-1. Resource Alert Page

Step 2: Select the “Configure” button (Figure 4.2.2.2.6-2)
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Figure 4.2.2.2.6-2. Resource Alert Configure Page

Step 3: Select the “New...” option (Figure 4.2.2.2.6-3)
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Figure 4.2.2.2.6-3. Add New Alert Definition

Step 4: Complete the Alert Definition Form and Select “Ok” (Figure 4.2.2.2.6-4)

Edit f4dpl01.hitc.com InPollingService_OPS: New Alert Definition

Alert Properties
Hame: | poling Service Down *Priority:
Description: | Tre nolling server is unavailsble *Active: & ves
Mo
Condition Set

# If Condition: O Metric: Availability w
\)@ iz | = (Less than) ¥

Ois = (Grester than) W

100%: (absolute value)

%of | Select.. v

O value changes

@ Cortral Action: | EcDinPolingServiceStart % | = (Equalto) | Completed | |

and match substring (optional, 25 chars max): l:l
O Config changed and match file name (optional, 25 chars max): l:l

Add Another Condition

Recovery Alert: for | PolingService_OPS up W

*Enable Action{s): @ Each time conditions are met

Once every l:l times conditions are met within = time period of

Generate one alert and then disable alert definition until ficed

O EvertsiLogs Level: | any

| | minLtes

Enable Action Filters:

D Disregard cortrol actions that are defined for related alerts.
[CFiter natifisation actions that are defined far related alerts.

Configure Actions o this Alert Definition efter clicking "OK".

Figure 4.2.2.2.6-4. Configure Alert Definition
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4.2.2.2.6.2 Control Actions
Control actions are user defined actions that can control the status or function of a server or

service. Actions such as “start”, “stop”, and “restart” are examples of typical control actions.
Hyperic allows users to define their own control actions via custom scripts that are not tied to the

Hyperic system.
Creating a Control Action

See section 4.2.2.4.2.3, Polling Server.

4.2.2.2.6.3 Recovery Alerts

In order to automatically mark an alert as fixed once the problem is resolved, a recovery alert
must be configured. For details on how to configure a recovery alert see section 4.3, Polling
Server.

4.2.2.2.6.4 Hierarchical Alerting

Hierarchical Alerting is a function of HQ that would reduce a number of similar alerts from
firing from a single root cause from a resource hierarchy. The objective of hierarchical alerting is
to guarantee that the operations teams are not overloaded with multiple alerts resulting from the
same root cause.

For example, when a server reports that a resource with an active alert definition is down, HQ
checks whether its parent (platform is the parent of a server, server is the parent of a service,
etc.) in the resource hierarchy is up or down. HQ will then generate an alert in accordance with
its definition only in the following situations:

e Whenever the parent is available

e Whenever the parent is unavailable and there is no active single-condition alert definition
on its availability

Disabling the ‘Global Alert Properties’ section

Hierarchical alerting is enabled by default. To disable the alerting feature please follow the
following steps:

Step 1: Click on the administration tab of the Hyperic HQ home. (Figure 4.2.2.2.6-5)

A Y  all  [am | — Recent Alerts: 08:58 AM - EcDlinEmailGwServer_DEVO2 Down Reioome i SIgIT Ot Screeneaste Hein
o

08:55 AM - BMGTPackager_TS3 Down

& search

|Selecl aDashboard  hadmin =l

| Resturce Heme | [ Patrorms: =@ Resource Hame

Availability Alerts

No resources to display, please click the 5 jcon above to add resources to portiet

e ———— Undatedt 859 AM

Figure 4.2.2.2.6-5. Hyperic Main Page
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(A T — 1 — 1 ol ™ [ e W —] + 08:02 AM - HTTP Down v ,HO Sign Out Screencasts Help
a 09:02 AM - 55H Dowin

ENTERFPFR I SE EO0ITION

Dashboard | Resources & search

Administration

4 * n/Authorization
Users: List Users : List Roles
Hew User... Hew Role...
E# HO Server Settings
Settings: HO Server Settings - Charye settimgs for emall, ; dlata y database mail aned i services

Monitoring Defaults - Define manitoring and Slering policies for the entire snvirenment
Escalation Schemes Coniguration - Define Giobal eScalation schemes that can be appiled to Indvidual alerts

Groowy Console

HOWeb Services Api

HO Health

HOU Plugin Manager

EEB Business Process Configuration
Network and Host Dependency Manager

' HQ License Information

Name: Raytheon Virtusl Tectnology Corp. 1
Expires: Sat Jul 31 03:55:59 EDT 2010
Platform Limit: 12
Current Platform Count: 12

Figure 4.2.2.2.6-6. Hyperic Administration Page

Step 2: Click on the HQ Server Settings under the HQ Server Settings pane. (Figure 4.2.2.2.6-6)
Step 3: Click on the HQ Server Settings under the HQ Server Settings pane. (Figure 4.2.2.2.6-7)

: 09:02 AM - Process Down
09:02 AM - HTTP Down

&
S

AV — T — el ™ [a= i — me,HQ Sign Out  Screencasts  Help

ENTERPR S8 EDITION

B search

Edit HQ Server Settings

HOTE: &ny changes t0 HQ Server Settings wil take effect after the next server restart

Email Configuration Properties
Base URL: | http: il hite. com 7080/
From Email Address: | hyperic@hic com

Hyperic 1Q Properties

Hyperic 10 Server URL

|

Announcements Properties

HQ Version and Security Announcements: 41 @ higjor © hone
Context-Sensitive Help: ©Remcte Cinternal

Data Manager Configuration Properties

Run Database Mail Every: haurs

I

Delete Detailed Metric Data Older Than: days
Reindex Metric Data Tables Hightly: @ves Tig

Delete Alerts Older Than: days

Delete Events and Logs Older Than: days

II

Global Alert Properties

HOTE: &ny saved changes wil take effect immedistely and remain in effect after the nesxd server restart.

Alerts @ oy CoFF
Alert Notifications o CopF
Hierarchical Alerting & on CoFF

Notification Throttling Configuration Properties
Hotification Throttling on @ oFF

Threshal MBI ey of IndiVidual patifications per 15 secomd intenval

Motification Emaills) Caomma-separated list of email addresses for summary notifications

‘HH

Automatic Baseline Configuration Properties

Baseline Frequency: |3 days

Figure 4.2.2.2.6-7. Editing the HQ Server Settings
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Step 4: To disable the Hierarchical Alerting simply select the OFF radio button of the
Hierarchical Alerting field and click on OK to save the changes.

The change takes effect immediately without need to restart the HQ Server. The setting will
persist through HQ Server restarts.

When hierarchical alerting is enabled, HQ will process alerts as described above, leveraging its
built-in knowledge of how each resource fits into HQ's three-level (platform-server-service)
inventory model without requiring additional configuration.

4.2.2.2.6.5 Alert Notification Throttling

You can configure the HQ Server to throttle back alert notifications if there are myriad of alerts
generated. You can thus configure a maximum number of notifications that HQ will issue within
a fifteen second interval. When that threshold is reached, HQ will stop sending individual alert
notifications. Instead, HQ will send a rollup notification to designated notification recipients. HQ
continues to evaluate alert volume, and continues to throttle notifications until alert volume
decreases sufficiently. Rollup notification e-mails are sent every 10 minutes and indicate
whether or not throttling will continue.

Enabling Alert Notification Throttling
Step 1: Click on the administration tab of the Hyperic HQ home. (Figure 4.2.2.2.6-8)

AV 1 1l [ o —] Freoent Alerts: 08:58 AM - EcDlInEmailGWServer DEVD2 Down Welcome, HQ  Sign Out  Screencasts  Hel
T — - 08:55 AM - BMGTPackager_T53 Down

sssssssssssssssss

‘RESMEE Mame | | Platiorms ﬂl @ Resource Hame Bl Avsilability Alerts

Mo resources to display, please click the ¥ icon above to add rescurces to partlet.

S ——— Upristedt 659 A

Figure 4.2.2.2.6-8. Hyperic Main Page

Step 2: Click on the HQ Server Settings under the HQ Server Settings pane. (Figure 4.2.2.2.6-9)
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(BEAVE — I ——l ol ™ (e — Recert Alerts: 03:02 AM - HTTP Down YWelcome, HQ Sign Out  Screencasts Help
a 09:02 AM - 55H Dowin

ENTERFPFR I SE EO0ITION

Dashboard | Resources & search

Administration

e:t Authentication/Authorization

Users: List Users Roles: List Roles
Hew User... Hew Role...
E# HO Server Settings
Settings: HQ Server Settings - Change settings for emall, ; data  datalase malr anmd i setvices

Monitoring Defaults - Define manitoring and Slering policies for the entire snvirenment
Escalation Schemes Coniguration - Define Giobal eScalation schemes that can be appiled to Indvidual alerts

Groowy Console

HOWeb Services Api

HO Health

HOU Plugin Manager

EEB Business Process Configuration
Network and Host Dependency Manager

' HQ License Information

Name: Raytheon Virtusl Tectnology Corp. 1
Expires: Sat Jul 31 03:55:59 EDT 2010
Platform Limit: 12
Current Platform Count: 12

Figure 4.2.2.2.6-9. Hyperic Administration Page

Step 3: Click on the HQ Server Settings under the HQ Server Settings pane.
(Figure 4.2.2.2.6-10)

Step 4: To turn on the feature, Under the Notification Throttling Configuration Properties click
on the ON radio button under the Notification Throttling. Once that has been selected, one can
select the maximum number of individual notifications per 15 second interval, and can also
specify email addresses as to where those notifications should be sent.
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Recert Alerts: 09:02 AM - Process Down
09:02 AM - HTTP Down

(EAVE T — ] — T ™ | o U —] HQ Sign Out Screencasts Help

ENTERPR S8 EDITION

Edit HQ Server Settings

HOTE: &ny changes t0 HQ Server Settings wil take effect after the next server restart

Email Configuration Properties
From et Adaress:

Announcements Properties

HQ Version and Security Announcements: 41 @ higjor © hone

Context-Sensitive Help: ©Remcte Cinternal

Data Manager Configuration Properties

Run Database Mail Eveny: |1 haurs:

days

I

Delete Detailed Metric Data Older Than:
Reindex Metric Data Tables Hightly: @ves Tig

Delete Alerts Older Than: |2 days

II

Delete Events and Logs Older Than: days

Global Alert Properties
HOTE: 2ny saved changes wil take effect immediately and remain in effect after the next server restart

Alerts @ oy CoFF
Alert Notifications o CopF
Hierarchical Alerting & on CoFF

Notification Throttling Configuration Properties
Hotification Throttling on @ oFF

Threshal MBI ey of IndiVidual patifications per 15 secomd intenval

|

Motification Emaills) Caomma-separated list of email addresses for summary notifications

Automatic Baseline Configuration Properties

Baseline Frequency: |3 days

Figure 4.2.2.2.6-10. Editing the HQ Server Settings

4.2.2.2.7 Configuration Tracking

Configuration tracking notifies users of changes of selected files within an environment. This
feature continuously compares an original version of a file with the current version to see if any
changes have occurred. An alert can be triggered when a file is changed. The files that are
tracked by Hyperic must have the appropriate permissions to allow the HQ agents to access
them. Also, resources that are capable of configuration tracking are usually limited to platform or
server types.

4.2.2.2.7.1 Enable and Configure “Configuration Tracking” for a resource
Step 1: Follow the steps to view a resource and select the “Inventory” tab. (Figure 4.2.2.2.7-1)
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LI/ e =y L] = Recentdl

: 04:35 PM - PollingService_OPS down

ome, HQ Sign Out  Screencas

0434 PM - primary InPollingServer warning event

ENTERPEFRIS S EDITIOMN

Drashboard

Analyze Administration l

Platforms > Linux > f4dpl01.hitc.com

Description: Red Hat Erterprize Linux 5
Vendor: Red Hat

Vendor Version: Enterprize Linux 5
CPU Speed: 4 @ 3500 MHz (2x2)
Architecture: x86_E4

MapE| Tools Menu=

| Monitor w0 _||

Default Gateway: 155157311
IP Address: 155157 31 216
05 Version: 2615-125.1 1.5

Alert | Views

owner: HG Administrator (headming - Change...

Secondary DNS: 155157 .31 223
Primary DNS: 155157 .31 .209
RAM: 7892 MB

Description: Red Hat Enterprize Linus 5
Location:

Resource Type: Linux

Date Created: 03/03/2009 04:56 PM
Date Modified: 09/01/2009 04:25 PM
Modified By: Leo Liu (yliu)

Fully Qualified Domain Hame: f4dpld1 hitc.com

Platform Type: Linux
Agent Connection: 155157 31 216:2144
IP Address: 155,157 31.216
MAC Address: 00:14:5E:3E:90:EE
IP Address: 192165110
MAC Address: 00:14:5E 3E:90:EF

Hetmashk: 2552552350

Hetmask: 255.255.255.0

IP Address: 127.00.1 Hetmask: 255000

MAC Address: 00:00:00:00:00:00

EDIT.

Step 2:

Figure 4.2.2.2.7-1. Configuration Tracking Inventory Tab

Shared
This resource does not have any shaved Configuration Properties

Monitoring
platform.log_track.enable true platform.log_track.level Warn
platform.log_track.include platform.log_track.exclude

platform.log_track files platform.config_track.enable true

platform.config_track files

EDIT...

Figure 4.2.2.2.7-2. Configuration Properties

Scroll down the page to the Configuration Properties section and select “Edit...
(Figure 4.2.2.2.7-2)

Step 3:
(Figure 4.2.2.2.7-3)

Follow the instruction on Configuration Tracking page to complete the form.
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- N7 oEE MY YOS =morT N
Dashhoard 1 { Analyze T Administration _

f4dpl01.hitc.com

Please verify that this resource has been enabled for monitoring by following the directions below

Configuration Properties

Shared
This rezource does not have any shared Configuration Properties.
Monitoring

platformulog_track.enable platform.log_track.level |
[ v
Enable Log Tracking [] Track event log level warn |

platform.log_track.include l:’ platform.log_track.exclude
Log Pattern Match Log Pattern Exclude
platform.log_track.files l:l platferm.config_track.enable
Log Files Enable Config Tracking
latf: .config_track.fil
P OrmM.cor Ig_ lﬁ‘C I.E,'S ietehosts
c Files
Ok

General Log and Config Track Properties

® Enable Config Tracking - Check to enable config tracking.

® Configurstion Files - Comma delimited list of configuration files to track. Relative files are resolvedto £

® Enable Log Tracking - Check to enable log tracking.

® Track event Iog level - Only track events of level greater than or equal to this level. Order is: [Errar, Warn, Info, Debug]

* | og Pattern Match - Include messages that match the given regular expression. The given pattern can be a substring to look for in log messages or a regular expression. See:
java.til.regex.Pattern.

#® | oy Pattern Exclude - Exclude messages that match the given regular expression

® | og Files - Comma delimited list of log files to track. Relative files are resolved to .

Figure 4.2.2.2.7-3. Configuration Properties Form

NOTE: Although custom plugins have been defined to track configuration files it will not occur
automatically when the plugin is deployed. The user must manualyl accept the configuration
properties through the hyperic Ul to enable configuration tracking.

4.2.2.2.7.2 Configure “Configuration Tracking” Alert
Step 1: Follow the steps to create a new Alert

Step 2: Select the alert condition “Config change and match file name” (Figure 4.2.2.2.7-4)
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A Yd —1—1 — 1l T o I — b {There are no alerts in the last 2 hours.) ‘Welcome, HQ  Sign Out  Scree

EN T ERPRISE EDITION
Dashboard Analyze Administration

Edit f4dpl01.hitc.com: New Alert Definition

Alert Properties

Hame: [ Config Track *ErReih
Description: | Track configuration changes * Active: ? Yes
Mo

Condition Set

« If Condition: O Metric: | Select... b |
\-9®is = [Greater than) » (absolute value)
Ois| » (Grester than) ¥ 9% of | Select ‘

O value changes

Olnventory Property: value changes
OEvems.ﬂ_ogs Level: | &ny % |and match substring (optional, 25 chars max): l:l

‘9 Config changed and match file name (optional, 25 chars max) | |

Add Another Condition

Recovery Alert: f0r| Select... W ‘

*Enable Action{s): G? Each time conditions are met

C’ Once every l:l times conditions are met within a time period of | | | minutes

Figure 4.2.2.2.7-4. Configuration Tracking Alert

4.2.2.2.8 Groups

Groups in Hyperic allow users to create collections of resource. This feature is useful when
resources have a relationship to each other. Business Processes will be created via the group
feature. A business process will be defined by creating a group assigning all resources that are
members of the business process to the group. The business process can later be configured at
the Business Process Configuration page.

Creating a New Group

Step 1: Under the Resource Tab expand the “Tools Menu” and Select “New Group”
(Figure 4.2.2.2.8-1)
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SN 7 P gu gy g gmmm p p gemem | gmen Rocent Alerts: 02:55 PM - Primary Warning

Welcome, HO Sign Out
ENTERPRISE EDITION

Dashboard Analyze Administration

Servers > All Servers

Tools Menu =

Hew Application B
Hew Group [®

lNew Platform [ | Al Server Types 3 | | Al Groups v | Clunavaitable  [JownedbyHo Mateh: Oany @ an 3

Platforms (9) | Servers (74) | Services {3364) | Compatible Groups/Clusters (3) | Mixed Groups (6) | Applic ations (0)

Chart View
] Server 4

[ EWEA BMGTPackager

|:| 1] 1 ] dpl_quickserver _TS2

[ OB eppserver

[ EE f4ab103.hite.com f4dblo3_sqs_srur
|:| HIE f4dblo3.hite.com THIbIO3_sqs_srur_1

Server Type
BMGTPackager _OPS
DPL_GuickServer_TS2

Description
BMGT packager

EPDServer OPS EPDServer in OPS

SgzServer

SgsServer

Figure 4.2.2.2.8-1. Selecting New Group

Step 2: Complete the New Group form and Select “Ok”( Figure 4.2.2.2.8-2)

B BN e s g g g g e gess FEcent Alerts: 02:25 PM - Alert : ECHO WIST Down

‘Welcome, HQ  Sign Out
02:25 PM - Alert : ECHO Website Down

E N TERPRISE E oI TIoN

Dashboard Analyze Administration

New Group

General Properties

*Hame: |OPS_Data_Arc:hive | Owner: HZ Administrator (hoadmin

Description:

Group aszociated with OPS mode data Location: | |
archive

Group Type

Make group private: |:|

# Contains Resources: | Mized v | | Platform, Servers, & Services | v |

Addd resonrces to this group after clicking *OK*.

Figure 4.2.2.2.8-2. Configuring New Group

Note:  When creating a business process you must prefix the group name with
“BP_<Mode>_<Business Process Name>"

Step 3: Ensure successful creation of group and select the button to add resources to the group.
(Figure 4.2.2.2.8-3)
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(LAY T — 1 — W —] Recart Alerts:  02:25 PM - Alert : ECHO WIST Down Welcome, HQ  Sign Out

02:25 PM - Alert : ECHO Website Down
E N T E R PRI S S EDDITION

Dashboard Analyze Administration

Groups > Mixed Group - Platforms,Servers & Services > OPS_Data_Archive

Description: Group associsted with OPS mode. . Ohwner: HG Administrator (hegadming - Change...

Tools Menu =

i Views

" Group OPS_Data_Archive has been created
i = D, Py

enera operties
Description: Group associated with OPS mode data archive Date Created: 09/03/2008 03:33 Ph
Location: Date Modified: 02/09/2009 03:33 P
Resource Type: Group Meodified By: HG Administrator (hoadming
EDIT

Total: 0

Resources by Type:
|:| Hame & Type Description Av|

ADD TO LIST. Total: 0 Ktems Per Page:

[] Hame & Description

ADD TO LIST... Total: ¢  tems Per Page:

Figure 4.2.2.2.8-3. Group Inventory Page

Step 4: Select the resources you want to include in the group. Add them to the group so that

they show up in the right pane. When all desired resources have been added to the group select
“Ok” (Figure 4.2.2.2.8-4)

Edit OPS_Data_Archive: Add To Groups

e [Lors | ooy

[] Hame & Type [] Hame & Type
fadpld1 hitc.com ActionDriver_OPS  ActionCriver_OPS

f4dpld1 hitc.com Apache 2.2.11 Apache hittpd

T4dpi01 hitc.com DRIU_OPS SEL Guery

|:| faddpld1 hite.com IU_OPS SCEL Query

T4dplD1 hitc.com
| [t

InhlotificationService_OPS lpctificelion Sivice N oS

t4dpld1 hitc.com
O

InPolingService_OPS InPolingService_OPS

T4dplD1 hitc.com
| [t

InProcessingService_OPS lpiscesSingzenzicetohs

T4dpi01 hitc.com XvU_OPS SEL Guery
f4eil01 hitc.com Apache 2.2.11 Apache hittpd

|:| f4ei01 hitc.com GuickServer_OPS GuickServer_OPS
|:| 141t01 hitc.com GuickServer_OPS QuickServer_OPS
|:| t4held1 hitc.com Apache 2.2.11 Apache hittpd
faheld1 hitc.com HEGServer_OPS HEGServer_OPS
|:| faheld1 hitc.com GuickServer_OPS  QuickServer_OPS
f4oml01 hitc.com ERDServer _OPS EPDServer_OPS

Figure 4.2.2.2.8-4. Add Resource to Group
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4.2.2.2.9 Escalation Scheme

An escalation is a type of alert action that contains a notification procedure that is triggered
when an alert fires. An escalation scheme can define various steps to execute during the lifetime
of an alert. When the alert is marked as “fixed” the escalation scheme will discontinue.

Creating an Escalation Scheme

Step 1. Under the Administration tab select “Escalation Scheme Configuration”

MR AYd —1— — 1l B o I — ert=:  09:55 AM - Group primary warning event z, HQ Sign Out

09:54 AM - Group primary warning event
ENTERPRISE EDITION

Dashboard Resources Analyze

Administration

a; Authentication/Authorization

Users: List Users Roles: List Roles
Hew User... Hew Role...
E# HQ Server Settings
Settings: HO Server Settings - Change settings for emall, announcerments, data gt jon, database inte & and authentication sendce.

Meonitoring Defaults - Define mandoring and alerting policies for the entive enviranment

|Escnl<\tion Schemes Configur niod - Define global escalation schemes that can be applied to individual slerts

Groowy Console

HQ Web Services Api

H{ Health

Wall Mount

HGQU Plugin Manager

hptest

Error getting description
Business Process Configuration

bizproc

Figure 4.2.2.2.9-1. Escalation Scheme Configuration Link

Step 2: Complete the form to define a new escalation scheme
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Escalation Schemes Configuration

=< Return to Administration

Escalation Name: An escalation scheme allows you to order alert notifications and actions. it ¢an be applied to one or more alert

Default Escalation

second wi g event ingest

secondary warning alert

Secondary Warning Processing Server
Inactive

secondtest

simpleTest

sms escalation

test secondary warning event > 17% of
cpu

DELETE

DELETE

DELETE

DELETE

DELETE

DELETE

DELETE

DELETE

ome, HQ Sign Out Screenc

<. D9:58 AM - Group primary warning event
09:58 AM - Group primary warning event

Dashboard Resources Analyze istration

definitions.

Step 1 - Create New Escalation Schem
#HMame: | Secondary Warning Proces:

Description: | slerts users of inactivity

within the processing server

IFthe alert is acknowledged:
‘D Allovy user to pause escalstion for | 5 minutes

(® Cartinue escalation without pausing

If the alert state has changed:

O hatify previously notified sers of the change
Motify entire escalation chain of the changs

If alert is not fixed when escalation ends:

‘:) Stop escalation execution
@ Repest escalstion actions

ENTERPRISS

Figure 4.2.2.2.9-2. Escalation Scheme Configuration Page

LV e~ A —F

EDITION

Step 3: Create escalation scheme action by selecting “Create Action”

rt Alerts: 10:01 AM - Group primary warning event HO  Sign Out Screen

10:01 AM - Group primary warning event

Resouices Analyze Adiministration

Dashboard

Escalation Schemes Configuration

<< Return to Administration

Default Escalation

second warining event ingest

secondary warning alert

Secondary Warning Pro
Inactive

ing Server

» Secondary Warning Processing
Server Inactive 2

secondtest

simpleTest

sms escalation

test secondary warning event > 17% of

cpu

alation Name: [ new...|

DELETE

DELETE

DELETE

DELETE

DELETE

DELETE

DELETE

DELETE

DELETE

If you edit an escalstion that iz currertly in progress, the escalation will be stopped. After the final weatt time has finizhed, the
escalation wil end and no longer be in progress. Only escalations in progress can be acknovledged or fixed and have orevi
recipients’ notified. Escalations no longer in progress can be 'fixed' but will not notify anyone

Escalation Scheme:

Hame: ry Warning Pr ing Server ive 2

Description: Alerts users of inactivity within the processing server
If the alert is acknowledged: Continug escalation without pausing
If the alert state has changed: Motify ertire escalstion chain of the change

If alert is not fixed when escalation ends: Repest escalstion actions

Step 2 - Create Escalation Scheme Actions:

Currently there are no actions for this escalation. Click on the "Create Action” button below to create an action
perform when this escalation is invoked.

Figure 4.2.2.2.9-3. Escalation Scheme Create Action Link
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Step 4: Select the notification method and notification recipients

Select Users
hgadrin
D guest
cdurbin

[ edurbing
D dplingest
[Meche

Cenceckini
[Mrnodecre

Figure 4.2.2.2.9-4. Escalation Scheme Configure Notification

Step 5: Choose the wait interval and select “Save” at the bottom of the screen

§y g g Recert Alerts: M - Group primary warning event.
’ - Group primary warning event

EDITION

Escalation Schemes Configuration

<< Return to Administration

Escalation Name: m If you edit an escalation that is currertly in progress, the escalation will be stopped. After the final watt time has finished,

escalation will end and no longer be in progress . Only escalstions in progress can be acknovledged or fixed and have |

Default Escalation potr recipients' notified. Escalations no longer in progress can be 'fixed' but will not notifty anyone.
. B Escalation Scheme:
second warining event ingest DELETE
Hame: ry Warning Pr ing Server ive 2
~ Description: Alerts users of inactivity within the processing server
secondary warning alert DELETE
If the alert is acknowledged: Continue escalation without pausing
Secondary Warning Processing Server If the alert state has changed: Motify ertire escalstion chain of the change
Inactive DELETE it alert is not fixed when escalation ends: Repeat sscalstion actions
= Secondary Warning Processing m
Server Inactive 2 DELETE

secondtest DELETE Step 2 - Create Escalation Scheme Actions:

simpleTest S [Ereate an Action for this escalation || Action Details
- Action: SMS
[ sms || metity Ha Users v Metify: haadmin, cdurkin,
sms escalation DELETE Then wait: 10 minutes

Then | wwait 10 minutes
test secondary warning event > 17% of

Figure 4.2.2.2.9-5. Escalation Scheme Configure Wait Interval
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4.2.2.2.10 Setting Default Metrics Collections

For most resource types the user will want to configure the same metrics collections for all
resources of that type. This is accomplished by using the monitoring defaults configuration.
Any new resource added of that type will automatically monitor according to the default
configuration. The user should be aware that modifying the defaults will overwrite any existing
metrics collection configuration for every resource of that type.

Modifying metric templates for a resource type
Step 1: Under the Administration tab select “Monitoring Defaults”

LN 7 o e gy g g )y g, e RecentAlerts: 07:05 AM - Alert: f4spl01 Quick Server DEVO1 Up ‘Welcome, HQ SignOut  Screencasis Help
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Figure 4.2.2.2.10-1. Monitoring Defaults Link

Step 2: Locate the resource type to configure in the list and select ‘Edit Metric Template’
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Figure 4.2.2.2.10-2. Monitoring Defaults Configuration Page — Edit Metric
Template

Step 3: Select the metrics to be captured for all resources of that type, choose the collection
interval for those metrics, and then click the play icon.
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Figure 4.2.2.2.10-3. Default Metrics Collection Configuration

Step 4: Select all of the metrics which are captured to also be indicators (They will be displayed

graphically when navigating to any resource of that type).
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Figure 4.2.2.2.10-4. Default Metrics Collection Configuration — Set Indicators

4.2.2.2.11 Setting Default Alerts

For most resource types the user will want to configure the same alerts for all resources of that
type. This is accomplished by using the monitoring defaults configuration. Any new resource
added of that type will automatically inherit the default alert configuration. The user should be
aware that modifying the defaults will overwrite any existing alerts configuration for every
resource of that type.

Modifying the alerts for a resource type

Step 1: Under the Administration tab select “Monitoring Defaults”
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Figure 4.2.2.2.11-1. Monitoring Defaults Link

Step 2: Locate the resource type to configure in the list and select ‘Edit Alerts’
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Figure 4.2.2.2.11-2. Monitoring Defaults Configuration Page — Edit Alerts

Step 3: Choose to create a new alert.
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Figure 4.2.2.2.11-3. Create New Alert for Resource Type
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Step 4: Create the alert using the instructions provided in section 4.2.2.2.6. Be sure to create a
recovery alert for each alert. See the figure below for an example of what the page should look
like after configuring the alert and recovery alert.

LI\ = === r== _j == p== RecentAlerts: 07:05AM . MAlert:{spl01 Quick Server DEVD1 Up Welcome,HQ SignOut  Screencasis Help
— =i g | b 07:05 AM - Rlert: f4ailD1 Quick Server DEVO1 Up

Dashboard Analyze Administration . Search

Monitoring Defaults > Linux platforms

4 Note: hModifications 1o alert definitions will overwrite any previous changes applied to individual Linux resources,

[ Alert Definition & Description Date Created Active
[ Host Down Linux hostis down 101 42008 08:44 AM Yes
[ HostUp Linux hostis up 10M 42008 08:45 AM Yes

NEW Set Activer | Yes v Total:2  Hems Per Page: |15 ~

Figure 4.2.2.2.11-4. Linux Platform Alert Definitions Example

4.2.2.2.12 Dashboard

The dashboard serves as a management tool to observe the overall health of a system. Users can
organize the screen to correspond to their workflow or infrastructure. By default, the screen
displays information about resource health, recent alerts, recently performed auto-discovery
scans, and control actions.

The Dashboard is a collection of user-selected portlets. Each portlet contains different types of
data. Users can choose which portlet to display, the location of each portlet, and the type of data
they display. The data portlets displayed in the Dashboard is determined by the user's role.
Administrators are able to configure role-based dashboards.
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Figure 4.2.2.2.12-1. Dashboard

A new user can have access to multiple dashboards when logging into HQ. One can also select
his or her personal dashboard, which is his or her default dashboard until he or she explicitly
designates a different dashboard to be the default. A user with access to multiple dashboards may
select a different dashboard. When a dashboard other than the user's default is active it can be
converted as to make the current dashboard the default.

A user with modify permissions to multiple dashboards can add a resource, or save a chart,
multiple dashboards with a single command, as outlined below. A user with modify permissions
to more than one Dashboard can select multiple Dashboards and add the resource to each. Such

users can also, when viewing a metric chart, select multiple Dashboards and add the chart to
each.

Selecting a different dashboard/Changing the default dashboard to default

Step 1. Under the Dashboard tab select the pull down list ‘Select a Dashboard’, and pick the
Dashboard that you want to change the current one with
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Figure 4.2.2.2.12-2. Selecting a Different Dashboard

Step 2: When a new dashboard has been selected, a green button will appear right next to the
dropdown list of dashboards. Clicking on the Make Default button will make the currently
selected dashboard default
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Figure 4.2.2.2.12-3. Changing the Default Dashboard

Adding a resource or a metric chart to a dashboard

Step 1: It is possible to add a resource, or save a chart from a resource or server metric to a
dashboard. To achieve that open a desired resource from the Resources tab
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Figure 4.2.2.2.12-4. Selecting a Desired Resource or Server

Step 2: Once a resource or a server has been selected and the desired indicator shown, click on
the “Tools Menu’ button and select ‘Add to Dashboard favorites’. This option will add that

metric to the currently selected dashboard.
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4.2.2.2.13 Resource Plugins

Hyperic, out of the box, detects and monitors a set of standard Linux resources. For resources
that are not included in the standard list, resource plugins can be written to discover, monitor,
and control these resources. Hyperic provides the ability to create two types of resource plugins,
one is a xml plugin and the other is a java plugin. All plugin filename must end with either “-
plugin.xml” or “-plugin.jar”.

4.2.2.2.13.1 Installing Plugin

Resource plugins need to be installed on the server and agent. The plugin will be placed in a
subdirectory called hg-plugin of the server and agent’s parent directories. This directory is
located at /usr/ecs/OPS/COTS/hyperic/hg-plugin. This directory is considered a hot deploy
folder for the server meaning plugins can be added, updated, or removed without restarting the
server. Agent does not support hot deployment and must be restarted after a plugin is added,
updated, or removed.

4.2.2.2.13.2 Updating Plugin

Updating resource plugins requires dropping the plugin in the server and agent’s hg-plugin
directories and restarting the agent. When adding new metrics, the operator will need to go to the
resource page and configure the collection interval for each metric.

4.2.2.2.13.3 Removing Plugin

Removing custom plugins requires first removing the resource from the Hyperic GUI, second
removing the plugin from the hg-plugin directory, and lastly restarting the agent.

4.2.2.2.13.4 Standard Metrics

Every custom resource plugin will be deployed with a set of standard metrics. These metrics will
serve to provide general information pertaining to a resource. The general information is useful
in measuring the overall health of a resource quickly. The standard metrics consist of
Availability, CPU Usage, Memory Size, Resident Memory Size, and Start Time. Detailed
information about each metric can found in the table below.
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Table 4.2.2.2.13-1. Resource Plugin Standard Metrics

Standard Metrics

Metric Name Description

The Availability metric indicates whether a Resource is up or down.

A metrics-gathering plugin must determine Availability for every server
and every service it monitors. A single plugin will likely gather
Availability for multiple Resources. If Availability is not gathered for a
Resource, HQ will consider the Resource to be unavailable, and will
not show any metrics for it in the Portal.

A plugin sets the value of Availability to 1 if the Resource is up, and 0
if it is down. These values are displayed in the Portal as "available" or
Availability "not available".

Verifying the existence of a Resource's process is a common
technique for determining its Availability. However, the method a
plugin uses to determine Availability can vary depending on the
Resource Type and the plugin developer's judgment. There might be
alternative techniques for determining the Availability of a Resource.
For instance, a plugin might determine the Availability of a web server
based on whether its process is up, its port is listening, it is responsive
to a request, or by some combination of these conditions.

The percentage of time the specified resource uses in processing

CPU Usage instructions.

Memory Size The amount of memory allocated to the specified resource.
Resident Memory Size The amount of RAM being consumed by the specified resource.
Start Time The time the specified resource was instantiated

4.2.2.2.14 User Interface Extension Plugin

Hyperic provides an HQU plugin framework which allows custom user interfaces to be
developed and plugged right into the Hyperic GUI. The HQU plugins have the ability to directly
access the entire Hyperic backend and utilize Hyperic’s API. HQU plugins are developed in
Groovy, an Object-Oriented scripting language alternative to Java. Groovy files are compiled
into byte code and run in the JVM and can interact with Java classes and libraries.
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4.2.2.2.14.1 HQU Plugin Directory Structure

<Plugin Name=

Controller

~

public Plugin,
properties
~

index.gsp

Figure 4.2.2.2.14-1. HQU Plugin Structure Diagram

Table 4.2.2.2.14-1. HQU Plugin Structure Description

Plugin Stiucture Descriptions

=Plugin Name=

The name of the plugin

Plugin.groovy

This is the main class that HQ uses to interact with the
plugin. It handles deplovment messages, declares and
attaches views, and provides more advanced HQU features

app Contains the controllers and Groovy code which respond to
web requests
etc Contains auxiliarv files such as localization resources
public Contains additional HTML, images, and CSS that the plugin
depends on
view Contains the HTML and templates which will be rendered to

browsers

Plugin.properties

a general descriptor that HQ uses to identifv the plugin

Controller

The interface between the view and Hyperic backend

=<plugin_name>_Il8n.properties

Localization files are stored in /etc. If vour plugin is named
cool, there is a file named /etc/cool_i18n properties which
contains all the localization strings

=<Controller Name=

Sub-directory containing the views .gspl files

index.gsp

Default file the controller renders information to as the view
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4.2.2.2.14.2 HQU Plugin MVC Framework

HQU plugins utilize a Model View Controller framework to manage the user interface. The
model is provided by the Hyperic backend, the view is composed of html with groovy and
javascript elements, and the controller handles the communication between the view and model.

Web Request Controller
(hifpiflocalhost: 708 hgupinger/madeast/execute. hqu) Jfapp'MadcastController.groovy
(calls: execute())

Renders

Sent to client
View
/views/madcastiexecule gsp

Figure 4.2.2.2.14-2. MVC Framework

Model

The Model represents the business logic and can be accessed through the uses of Hyperic’s
backend API. The API is written in Java and allows users and developers to create, retrieve,
update, and delete information stored in Hyperic.

View

The View, a gsp file, is comprised of HTML, JavaScript, and groovy. It is responsible for
rendering the content in the Hyperic GUI. The HTML provides the structure of the file. The
JavaScript component provides interaction between the user and user interface. AJAX
techniques are used to process requests and distribute data to the screen. The view invokes
methods defined in the controller via AJAX requests to obtain information maintained in the
Hyperic backend. HQU Plugins use an internet rich application toolkit called Dojo. The Dojo
toolkit coordinates the AJAX requests and it helps process responses. Responses to AJAX
requests are returned in JSON (JavaScript Object Notation) format. JSON is a light weight data
interchange format similar to XML but can be decoded into JavaScript objects easily.
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Controller

The controller is written using the groovy scripting language and the file ends with the .groovy
extension. The controller is responsible for coordinating the activities between the model and
view. The view submits a request to the controller. The controller decodes the request and calls
the Hyperic backend API (the model) to perform some task. The result returned from the model
is than transferred from the controller to the view to be rendered.

4.2.2.2.14.3 Installing HQU Plugin

Hyperic is bundled with the JBOSS web application server. Installing the HQU plugin retrieves
copying the HQU directory into the JBOSS web application deployment directory,
lusr/ecs/OPS/COTS/hyperic/server-4.1.2-EE/hg-engine/server/default/deploy/hg.ear/hg.war/hqu.
The Hyperic server does not need to be stopped and started. Hyperic support hot HQU plugin
deployment.

4.2.2.2.14.4 Updating HQU Plugin

Updating an HQU plugin requires removing the plugin through the HQU Plugin Manager page.
The page is located under the administration section of the Hyperic GUI. Once removed, copy
the plugin into the JBOSS web application deployment directory and the plugin will be updated
automatically.

4.2.2.2.14.5 Removing HQU Plugin

Removing a plugin requires going to the HQU Plugin Manager page and remove the plugin from
the list. The plugin will be automatically removed.

4.2.2.2.15 Hyperic ingrained metric data state definitions

Hyperic has ingrained metric data that can be monitored for specific services such as
HTTP,FTP,NTP, and more. One can obtain those metrics by going to the individual service, and
invoking those states by going to the Metric data tab under the Monitor general tab, and clicking
on Show All Metrics button. Some of the most common metrics are displayed below:

HTTP Throughput States

Once a connection has been initialized it goes thru a series of states, which can be seen in the
table below:

Table 4.2.2.2.15-1. HQU Plugin Structure Description (1 of 2)

CLOSE represents no connection state at all

CLOSE_WAIT represents waiting for a connection termination request from the local user

CLOSING represents waiting for a connection termination request acknowledgment
from the remote TCP
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Table 4.2.2.2.15-1. HQU Plugin Structure Description (2 of 2)

ESTABLISHED represents an open connection, data received can be delivered to the user.
The normal state for the data transfer phase of the connection
FIN_WAIT1 represents waiting for a connection termination request from the remote

TCP, or an acknowledgment of the connection termination request
previously sent

FIN_WAIT2 represents waiting for a connection termination request from the remote
TCP
LAST_ACK represents waiting for an acknowledgment of the connection termination

request previously sent to the remote TCP (which includes an
acknowledgment of its connection termination request)

SYN_RECV represents waiting for a confirming connection request acknowledgment
after having both received and sent a connection request

SYN_SENT represents waiting for a matching connection request after having sent a
connection request

TIME_WAIT represents waiting for enough time to pass to be sure the remote TCP
received the acknowledgment of its connection termination request

Response Code A utilization metric representing the number of HTTP Response codes

thrown in the current active session

A connection progresses from one state to another in response to a certain event. Those events
are usually user calls, incoming segments, and timeouts.

For more detailed picture of the states, please consider the following figure below:
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{ CLOSED
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-
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SYN_SENT

appl:
sand:
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appl: : close
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1 1
| |
| |
| send:(FIN |
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active close

normal transitions for client

normal transitions for server

state transitions taken when application issues operation
state transitions taken when segment recefved

what is sent for this transition

Figure 4.2.2.2.15-1. MVC Framework

Copyright: Internet Engineering Task Force

The starting point of the process is the closed state, from where a process is initialized. Each
arrow represents a relationship between the next state and how the transition is made.

4.2.2-46 609-EED-001, Rev. 02



Table 4.2.2.2.15-2. HQU Plugin Structure Description

DNS Metrics

Metric

Definition

Answers

The number of records that the server answers to queries

Authority Records

The number of valid domain records that the server answers to queries

Additional Records

The number of other records that hold additional information, that the
server answers to queries

Table 4.2.2.2.15-3. HQU Plugin Structure Description

NTP Metrics

Metric

Definition

Local Clock Offset

UTC Time is estimated by all the peer clocks (servers on the UTP
network). NTP continually modifies the clock rate on the local system in
an attempt to bind the local clock offset from UTC. The offset of the rest
of the systems is known as Local Clock Offset

Response Time

The Response Time it takes to reach the UTC server, when there is a
query instantiated from a server on the network

Root Delay

Round trip delay between the server and the (root) NTP server

Root Dispersion

Measurement of all the errors associated with the network hops and
servers between the server and its clients

Round Trip Delay

The delay of a NTP packet sent from the NTP server to a client

42.2.3 Configure Resources

Section 4.2.2.2 described how Hyperic provides the capability of adding resources to its
inventory to monitor. This section shows how to add and/or configure some common resources

using Hyperic.

4.2.2.3.2 Configuring Tomcat

Hyperic will auto-discover Tomcat instances running on a platform but requires some
modifications to Tomcat for monitoring to take place. Hyperic gathers metrics from Tomcat via
JMX. Thus Tomcat needs to be configured to gather these metrics and allow these metrics to be

retrieved via JMX. The following steps will accomplish this.

1. Log onto Tomcat web server host

2. cd /usr/ecs/OPS/COTS/tomcat/bin

3. Save off a copy of the tomcatENV.sh file

4. Editing the tomcatENV.sh file do the following
- remove the double quote at the end of -XX:PermSize=512m \”
- add the following the following bolded lines
-Dcom.sun.management.jmxremote \
-Dcom.sun.management.jmxremote.port=6969 \
-Dcom.sun.management.jmxremote.ssl=false \
-Dcom.sun.management.jmxremote.authenticate=false"
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The file should look like the following:

#!1/bin/sh

#

#

ECS_HOME-=/usr/ecs

JAVA _HOME=/usr/ecs/OPS/COTS/jdk
CATALINA_OPTS="-DECS_HOME=/usr/ecs -DARCH= -ms245m -mx512m -
XX:MaxPermSize=512m -XX:PermSize=512m \
-Dcom.sun.management.jmxremote \
-Dcom.sun.management.jmxremote.port=6969 \
-Dcom.sun.management.jmxremote.ssl=false \
-Dcom.sun.management.jmxremote.authenticate=false"

umask 002

export ECS_HOME JAVA_HOME CATALINA_OPTS

5. Stop and restart the tomcat server
6. Using the Hyperic GUI, drill down to the tomcat instance running on a given platform
using the Resource->Browse screen. The screen should look like the following
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Fle Edi Yiew Hstory Bookmarks Took  Help

@ - (e | ®8 heepyFailodbice, comi 7080jResource. doreid=2: 10916 [
&) Mast visiked C] Getting Starked | Lakest Headlines

#5% HQ Yiew Server Monitor Current Heal...
e HO SignOut Screencasts Help [l

03:45 PM - Alert : ECHO Website Up

AV Y — ol ™ [ a=l — i
B 03:45 PM - Alert : ECHO WIST Up

ENTERPRISE EDITION

Dashboard Analyze Administr ation

Servers > Apache Tomcat 6.0 > fdhel01.hitc.com Apache Tomcat 6.0

Description: Owner: Ha Administrator thgadmin) - Change...
MapE|  Tools Menus]
| Inventory I Alert Control Views

This resoLrCe i turmed off or has not besn configured properly.
The prabiem is: Invalid coniguration: Error contacting resource: Cant connect to MBeanServer [fim. it url=servicedmicrTi: 3 st i fava o JOException: Falled to retrieve RMServer stub:
& javax naming ServiceLinavalableExcsption [Rool sxcaption s java rmi ConnactException: Connaction refussdto host: lncahost; nested sxcsption is:
java et CannectException: Connection refussd]
Please turm on the server, or fix ts Configuration Properties

Hours [ [[@ Advanced Setiings
RESOURCES ™, INDICATORS ™,
icator Charts | Show Last 8 Hours View: | Update Defaut

Metric Display Range: 4 Last

Services

Mo health dgta is avaable for this resaurce.
[] Host Platform
[ faheltt.hitc.com

Selest Resources above &
elick buttan to view matrics

Problem Metrics  + There are no indicator metrics data to display for time period betwesn

o metrics to display 09/03/2009 08:54 AM and 09/03/2009 0454 PM

Done F

Figure 4.2.2.3.2-1. Tomcat Monitor Page

7. Click the Inventory button. The following screen should look similar to the following
screen when the user scrolls to the bottom. Click the EDIT button in the Configuration
Properties section.
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|:).|Ec‘;;osu‘.;;|;‘:che Tomeat 6.0 localhost i ®
Apache Tomeat 6.0 Cache @
Apache Tomest 8.0 Cache [-]
[ Feilvt hitc.com Apache Tomeat 6.0 localhost b o B e @

EWOC_DEV0S Cache

[15 v -Ustset[1 =] 12345678940 111213 1415 b
Groups containing this resource
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Configuration Properties
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Done F

Figure 4.2.2.3.2-2. Tomcat Inventory Page

8. The next screen prompts for information to needed by Hyperic to monitor the Tomcat
server. Fill in the following fields

jmx.url: service:jmx:rmi:///jndi/rmi://<hostname>:6969/jmxrmi

jmx.username: system (default)

jmx.password: leave blank

ptgl-State.Name.eq=java,Args.*.ct=catalina.home,CredName.User.eq=tomcat
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i) I fhie
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Timeout of control operations (in seconds)

|

Control
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-Deom.sun.management jmxremate. port=6369 4
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Done F

Figure 4.2.2.3.2-3. Tomcat Configuration Page

9. Click “OK” button.
10. After a few minutes, the Tomcat server monitor page should appear similar to the
following.
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Figure 4.2.2.3.2-4. Tomcat Configured Monitor Page

** |f the only metric that is of concern is if the server is up or down, DAACs may consider using
the HTTP service to ping a url instead. Details on how to configure an HTTP service are
described in the setup of the Sun Web Server 7 configuration.

4.2.2.3.3 Configuring xinetd

Hyperic does not provide a service that explicitly monitors the xinetd service but it does provide
the ability to monitor a process. This may be accomplished by following the following steps.

1. Choose the host platform that you want to monitor the xinetd service — xxf4eil01
2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The
screen should look like the following
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Figure 4.2.2.3.3-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.3-2. Add New Platform Service

4. The following screen appears. Fill in the following fields
name: the name of the service ex “xinetd xxhel01”
description: the description of the service
(ex. ”Monitors the xinetd service on xxhel01”)
service type: choose Process from the drop down menu
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Done F

Figure 4.2.2.3.3-3. Configure xinetd

5. Click “OK” button
6. The next screen allows for the configuration of the Process service. In the following
screen, hit the EDIT button in the Configuration Parameters panel.
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Figure 4.2.2.3.3-4. xinetd Inventory Page

7. The next screen allows the user to define how to “find” the process. Hyperic uses what it
refers to as PTQL(Process Table Query Language) to identify a process. To find the
xinetd process enter the following:
process.query: Pid.PidFile.eq=/var/run/xinetd.pid
The Pid.PidFile.eg=/var/run/xinetd.pid tells Hyperic that it can find the pid associated
with the xinetd process within the file /var/run.xinetd.pid
For detailed information about PTQL visit the Hyperic site
http://support.hyperic.com/display/SIGAR/PTQL
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Figure 4.2.2.3.3-5. xinetd Configuration Page

8. Click “OK” button
9. After a few minutes, the xinetd xxhelO1 service monitor page should appear similar to the
following.
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Figure 4.2.2.3.3-6. xinetd Configured Monitor Page

4.2.2.3.4 Configuring DNS

Monitoring a DNS service works by configuring a Hyperic DNS service.

This service will

perform a DNS lookup to the DNS service and comparing the return with an expected answer.

To configure a Hyperic DNS service, perform the following steps.
1. Choose a host platform to create the Hyperic DNS service — xxeil01

2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The

screen should look like the following
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Figure 4.2.2.3.4-1. DNS Monitor Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.4-2. Add New Platform Service

4. The following screen appears. Fill in the Name, Description, and choose DNS from the
Service Type drop down menu.
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Done F

Figure 4.2.2.3.4-3. Configure DNS

5. The next screen allows for the configuration of the DNS service. In the following screen,
hit the EDIT button in the Configuration Parameters panel

4.2.2-61 609-EED-001, Rev. 02



%) HQ View Service Inventory - DNS-N52 - Mozilla Firefox

File Edi Wiew History Bookmarks Tools  Help
@ = € 00 ar | #8 hupirioLhice.com: ruice{wertary/Newservice do 7% - | [3F cocas 7

[ most visked | | Getting Started [ ] Latest Headines

4 HQ Yiew Service Inventory - DNS-Ns2
AN P ey g __j e | = Resent Aleris: 09:10 AM - cput_alert Welcome, HQ Sign Out Screencasts Help

ENTERPRISE EDITION

Dashhoard Analyze Administration Search

Services > DNS > DNS-NS2

Description: DNS-HS2 Owner: H@ Administratar (haadmin) - Change...
MapE|  Tools Menu|
| Monitor |: | Alert Views

 Service DNS-NS2 has been crested

Host Platform: f4held1.hitc.com
Description: DNS-NS2 Date Created: 09/03/2003 10:08 AM
Date Modified: 09/13/2009 10:08 AM
Resource Type: DS Modified By: HQ Administrator (haadmin)

[] Group & Description

ADD TO LIST... Total:i0 ltems Per Page: |15 %

Shared
i hostname port
sotimeout lookupname
pattern type

Monitoring
service.log_track.enable folse service.log_track.level
servicedog_trackinclude service.log_track.exclude

Control

This resotrce does ot have any contral Configuration Propetties,

EDIT... g Hit Ediit

09/032009 10:08 AM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (build #1034 - Jun 23, 2009 - Release Build) © 2004-2009 Hyperic, Inc. www.hyperic.com
http:F4il01.hite, com: ejservice/Inventory, o UpsBirid=" e

Figure 4.2.2.3.4-4. DNS Inventory Page

6. Configure the service by populating the following

e hostname: host that DNS is running on

e port: the port number DNS is listening on, typically 53

e sotimeout: socket timeout, defaults to 10 seconds

e |lookupname: choose a host that your DNS will have an answer for.

(ex. xxdpl01.edn.ecs.nasa.gov)
e pattern: perform an nslookup on the host that you chose for lookupname and
enter the Address. 155.157.31.204 in the below example.

Example

- bash-3.2$ nslookup f4iil01lv
Server: 155.157.31.209
Address: 155.157.31.209#53

Name: f5iil01lv.edn.ecs.nasa.gov
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Figure 4.2.2.3.4-5. DNS Configuration Page

7. Click “OK” button
8. After a few minutes, the DNS-NS2 service monitor page should appear similar to the

following.
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Figure 4.2.2.3.4-6. DNS Configured Monitor Page

4.2.2.3.5 Configuring ssh

Monitoring a host’s SSH service works by configuring a Hyperic SSH service. This service will
secure shell with a configured username and password. The success of the secure shell along
with the response time will be stored as metrics. To configure a Hyperic SSH service perform

the following steps.

1. Choose a host platform to create the Hyperic SSH service — xxf4eil01.

2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The

screen should look like the following.
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Figure 4.2.2.3.5-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.5-2. Add New Platform Service

s

Choose a host platform to create the Hyperic SSH service — xxf4eil01
The following screen appears. Fill in the following

name: Choose a name such as SSH xxdpl01

description: Choose a description such as “checks ssh on xxdpl01 host”
service type: From the drop down menu choose SSH

o

4.2.2-66 609-EED-001, Rev. 02



%) HQ New Service - Mozilla Firefox

Fie Edt Yiew Hstory Bookmarks Tnos Help
@ » € 0 ¢ar | ®8 hwpffionhicecom: ryice/Inventory. dozmad d=1:10403 Ve | [S cooge y:

&) Mast visiked ﬂ Getting Starked | Lakest Headlines

5 HQ New Service
L 5N 7 e g g p g | g Fvert Alerts: (There are no alerts in the last 2 hours.) Welcome, HQ SignOut Screencasts Help

ENTERPRISE EDITION

Dashboard Analyze | Administration Search

New Service

General Properties
“Hame: [5eH radeiot Owner: HQ Administrator (hgadming

Deseription: | Checks ssh an the fadpl01 host

Type & Host Properties

Service Type: [S5H

09103/2009 11:32 AM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (build #1054 - Jun 23, 2009 - Release Buid) ® 2004-2009 Hyperic, Inc. www.hyperic.com

Done F

Figure 4.2.2.3.5-3. Configure ssh

6. Click “OK” button.
7. The next screen allows for the configuration of the SSH service. Hit the Edit button in the
Configuration Properties section.
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Figure 4.2.2.3.5-4. ssh Inventory Page

8. Fill in the following fields on the next screen
hostname: The host whose ssh service is being monitored
port: The ssh port number, typically 22
sotimeout: The socket timeout, typically 10 seconds
user: The user name to log into the host via ssh
pass: The password for the user

**NOTE the pass value will need to be updated every time the password is changed for
the user
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Done F

Figure 4.2.2.3.5-5. ssh Configuration Page

9. Click “OK” button.

10. After a few minutes, the SSH-xxdpl01 service monitor page should appear similar to the
following page.
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Figure 4.2.2.3.5-6. ssh Configured Monitor Page

4.2.2.3.6 Configuring Sun Java System Web Server

The monitoring of Sun Java System Web Server may be accomplished by creating a service that
pings a configured url. To configure a Hyperic http service perform the following steps

1. Choose a host platform that is running the Sun Java System Web Server — xxdpl01

2. Drill down to the platform using the Resources->Browse on the Hyperic GUI.

screen should look like the following
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Figure 4.2.2.3.6-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.6-2. Add New Platform Service

4. The following screen appears. Fill in the following
name: choose a name such as Sun Web Server 7 xxdpl01

description: choose a description such as “Monitors Sun Web Server 7 on xxdpl01 host”

service type: Choose from the drop down menu - choose HTTP
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Done F

Figure 4.2.2.3.6-3. Configure Sun Java System Web Server

5. Click “OK” button.

6. The next screen allows for the configuration of the HTTP service. Hit the Edit button in
the Configuration Properties section.
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Figure 4.2.2.3.6-4. Sun Java System Web Server Inventory Page

7. Fill in the following fields on the next screen

hostname: the host of the Sun Web Server 7 being monitored

port: the port number

sotimeout: the socket timeout, typically 10 seconds

path: leave as /
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Figure 4.2.2.3.6-5. Sun Java System Web Server Configuration Page

8. Click “OK” button.

9. After a few minutes, the HTTP-xxdplO1 service monitor page should appear similar to

the following page.
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Figure 4.2.2.3.6-6. Sun Java System Web Server Configured Monitor Page

**The Hyperic application is supposed to be able to monitor the Sun Web Server via SNMP
which would provide more detail about the status of the server. However, as of the writing of
this document, having the Sun Web Server gather metrics and make them available via SNMP
has not been successful.

4.2.2.3.7 Configuring SendMail

Hyperic will auto-discover Sendmail instances running on a platform but requires some
modifications for the Sendmail monitoring to take place. Hyperic gathers metrics by running a
script which will try to cd into the directories /var/spool/mqueue and /var/spool/clientmqueue
and list the contents. Hyperic will need permission to cd into these directories and perform an Is.
The following steps will accomplish this.
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On the mail server host:

xxeil01# Is -1d /var/spool/*queue
drwxrwx--- 2 smmsp smmsp 4096 Sep 9 04:05 /var/spool/clientmqueue

drwx------ 2 root mail 20480 Sep 9 10:21 /var/spool/mqueue

xxeil01# chmod 750 /var/spool/mqueue

xxeil01# Is -1d /var/spool/*queue
drwxrwx--- 2 smmsp smmsp 4096 Sep 9 04:05 /var/spool/clientmqueue

drwxr-x--- 2 root mail 20480 Sep 9 10:21 /var/spool/mqueue

xxeil01# vi /etc/group (add hyperic to "mail” and "smmsp" groups)
mail:x:12:mail,hyperic

smmsp:x:51:hyperic

After a few minutes, the xxeil01 Sendmail 8.x monitor page should appear similar to the

following page.
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Figure 4.2.2.3.7-1. SendMail Monitor Page

**Detailed instructions will be issued concerning the permission changes.

*** Do not follow the instructions provided by Hyperic for the configuration of Sendmail. Their
instruction was to give sudo/NOPASSWD such that the script will execute as root without a
password which EEB system administrators strongly discouraged.

***Sendmail should only be auto-discovered on the xxeil01 host.

3.2.2.3.8 Configuring StorNext Host Monitoring

Quantum, the makers of StorNext, recommend against any other software being installed on the
metadata host. Thus, an agent will not be installed and the only monitoring will be a ping of the
virtual StorNext metadata host. Hyperic provides the ability to ping a host. The following steps
will accomplish this.

1. Choose a host platform that can ping the xxsmvaa host.
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on the Hyperic GUI. The

2. Drill down to the platform using the Resources->Browse
screen should look like the following.
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Figure 4.2.2.3.8-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.8-2. Add New Platform Service

4. The following screen appears. Fill in the following
name: choose a name such as StorNext Metadata Host Ping
description: choose a description such as “This service will ping the metadata host”

service type: From the drop down menu - choose InetAddress Ping
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Done F

Figure 4.2.2.3.8-3. Configure StorNext Host Monitoring

5. Click “OK” button.

6. The next screen allows for the configuration of the ping service. Hit the Edit button in
the Configuration Properties section
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Figure 4.2.2.3.8-4. StorNext Host Monitoring Inventory Page

7. Fill in the following fields on the next screen.
hostname: the virtual host name (ex. p4smvaa)

sotimeout: the socket timeout, typically 10 seconds
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Figure 4.2.2.3.8-5. StorNext Host Monitoring Configuration Page

8. Click “OK” button.

9. After a few minutes, StorNext Metadata host ping service monitor page should appear
similar to the following page.
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Figure 4.2.2.3.8-6. StorNext Host Monitoring Page

4.2.2.3.9 Configuring NIS

Hyperic does not provide a service that explicitly monitors the Network Interface Service (NIS)

but it does provide the ability to monitor a process. We can use the process monitoring
capability to monitor NIS clients and server.

The NIS client should be running on every host platform within the EEB system. For each host
platform, follow the following steps to configure the NIS client monitoring:

1. Choose the host platforms that you want to monitor the NIS cient, e.g x4hel01.
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2. Drill down to the platform using the Resources->Browse on the Hyperic GUI.
screen should look like the following.
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Figure 4.2.2.3.9-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.9-2. Add New Platform Service

4. The following screen appears. Fill in the following fields
name: the name of the service ex “NIS client x4hel01”
description: the description of the service
(ex. ”Monitor NIS client on x4hel01”)

service type: choose Process from the drop down menu
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Figure 4.2.2.3.9-3. Configure NIS client

5. Click “OK” button

6. The next screen allows for the configuration of the Process service. In the following
screen, hit the EDIT button in the Configuration Parameters panel.
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Figure 4.2.2.3.9-4. NIS client Inventory Page

The next screen allows the user to define how to “find” the process. Hyperic uses what it
refers to as PTQL (Process Table Query Language) to identify a process. To find the NIS
client process enter the following:

process.query: Pid.PidFile.eq=/var/run/ypbind.pid

The Pid.PidFile.eq=/var/run/ypbind.pid tells Hyperic that it can find the pid associated
with the NIS client process within the file /var/run/ypbind.pid

For  detailed information  about  PTQL  visit  the Hyperic  site
http://support.hyperic.com/display/SIGAR/PTQL
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Figure 4.2.2.3.9-5. NIS client Configuration Page

8. Click “OK” button

9. After a few minutes, the NIS client x4hel01 service monitor page should appear similar

to the following:
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Figure 4.2.2.3.9-6. NIS client Configured Monitor Page

The NIS server can be monitored in a similar fashion:

1. Choose the host platform that NIS server resides on, e.g. X4nsl01

2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The
screen should look like the following.
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Figure 4.2.2.3.9-7. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.

4.

The following screen appears. Fill in the following fields

name: the name of the service ex “NIS server x4nsl01”

description: the description of the service

(ex. ”Monitor NIS server on x4nsl01”)

service type:

choose Process from the drop down menu
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Figure 4.2.2.3.9-8. Configure NIS Server

5. Click “OK” button

6. The next screen allows for the configuration of the Process service. In the following
screen, hit the EDIT button in the Configuration Parameters panel.
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Figure 4.2.2.3.9-9. NIS Server Inventory Page

7. The next screen allows the user to define how to “find” the process. Hyperic uses what it

refers to as PTQL(Process Table Query Language) to identify a process. To find the NIS
server process enter the following:

process.query: Pid.PidFile.eq=/var/run/ypserv.pid

The Pid.PidFile.eq=/var/run/ypserv.pid tells Hyperic that it can find the pid associated
with the NIS client process within the file /var/run/ypserv.pid

For  detailed information  about  PTQL  visit  the Hyperic  site
http://support.hyperic.com/display/SIGAR/PTQL
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Figure 4.2.2.3.9-10. NIS Server Configuration Page

8. Click “OK” button

9. After a few minutes, the NIS server x4nsl01 service monitor page should appear similar
to the following:

4.2.2-94 609-EED-001, Rev. 02



& Appications acsees T SB[ a0 o

| [Wisqlee: p| BN twglol he|[] Vieals View| Bl Terminad |88 Tominad | B8 Termmal
HE View Bervice Monitor Current Health - NIS pinsiol server - Meilla Firekon

| [vitals vies| @ MG View S(B8 Tomsinal |8 Termina

() wed Oct 14, L1aPM

Fie Edt View Hisiory Bookmarks Toos Help

G- -8 A% [ A0, c. e nasa. gov: 70BN isibily. doTmode: d=3%IA11473

= B G yperic peal

P Getting Staned (] Lanest Headines

5 HQ View Service Monior Cur... i X, PTOL - Sigar - Confluence P Quantifiers (The Java™ Tutoria...

3 |
LOW 125M8 AV 1Z5ME  PEAN: 125MD

P

1142000 06514 A 11472000 01,068 PR

1G182000 D104 P Msyihean e
Done

Versian 41 3 EE (b #1054  Jus 20 2000 - Flelemsa Buiey 02004 2000 Hypere. Ire. www byperie com

Figure 4.2.2.3.9-11. NIS Server Configured Monitor Page

4.2.2.3.10 Configuring HTTP

Hyperic provides an http service to monitor webpage. The service will submit an http request to
the specified site, parse the http response, and update the status of the webpage in Hyperic. Both

http and https can be monitored using this service. Follow the following steps to configure
Hyperic to monitor a webpage:

1. Select the platform you want to add the http service resource.
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Figure 4.2.2.3.10-1. Configure HTTP Pick Platform

2. Select the “Add New Service” from the drop down list.
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Figure 4.2.2.3.10-2. Configure HTTP Add New Service

3. Fill in the requested properties information.
Name — The name of the http service.
Description — A description of the http service.

Service Type — Select the “HTTP’ from the drop down list.
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Figure 4.2.2.3.10-3. Configure HTTP General Properties

4. Next, we need to configure the service to monitor a specific webpage. Select the
‘Configuration Properties’ link.
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Figure 4.2.2.3.10-4. Configure HTTP Configuration Properties Link

5. Fill in the configuration properties and click the ‘OK” button.

ssl (optional) — Check this box if the site communicates via https.

hostname (required) — The hostname to the webpage. http://<hostname>:<port>/<path>

port (required) — The port the http service communicates with. Usually http uses port 80

and https uses 443, but check with the web administrator for the correct port.
sotimeout (required) — The about of time to wait before timing out the http request.
path (required) — The path of the webpage. http://<hostname>:<port>/<path>

user (optional) — Supply the username if one is required.

pass (optional) — Supply the password if one is required.

realm (optional) — Supply the realm if one is required.
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method (required) — Select an http request type to submit from the drop down list
(HEAD, GET, POST, etc.).

hostheader (optional) — Supply the hostheader if one is required.

follow (optional) — Check this box if the hostname and path supplied above will redirect
you to another page.

pattern (optional) — A pattern or regex that matches the responses from the webpage.

proxy (optional) — Supply the proxy URL (with the port number appended to the end
of it) if one is required to access the webpage. See example below.

Example: 192.121.253.1:80
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Figure 4.2.2.3.10-5. Configure HTTP Configuration Properties

6. At this point, the http service is configured and the operator can select the ‘Inventory’ to
monitor the webpage. The operator can also go to the ‘Inventory’ tab, select the “metrics’
tab’, and configure the monitoring interval for the metrics gathered by the http service.
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4.2.2.3.11 Configuring FTP

Hyperic provides an ftp service to monitor an ftp site. The service will attempt to login into the
site. Being able to login, Hyperic will mark the resource (ftp site) as being up. Follow the steps
below to configure Hyperic to monitor an ftp site:

1. Select the platform you want to add the ftp service resource.
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Figure 4.2.2.3.11-1. Configure FTP Pick Platform

2. Select the “Add New Service” from the drop down list.
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Figure 4.2.2.3.11-2. Configure FTP Add New Service

3. Fill in the requested properties information.
Name — The name of the ftp service.
Description — A description of the ftp service.

Service Type — Select the ‘FTP’ from the drop down list.
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Figure 4.2.2.3.11-3. Configure FTP General Properties

4. Next, we need to configure the service to monitor a specific ftp site. Select the
‘Configuration Properties’ link.
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Figure 4.2.2.3.11-4. Configure FTP Configuration Properties Link

5. Fill in the configuration properties and click the ‘OK” button.
hostname (required) — The hostname to the ftp site.
port (required) — The port the ftp site listen on. The default port is 21.
sotimeout (required) — The about of time to wait before timing out the ftp login attempt.
user (optional) — Supply the username if one is required.

pass (optional) — Supply the password if one is required.
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Figure 4.2.2.3.11-5. Configure FTP Configuration Properties

6. At this point, the ftp service is configured and the operator can select the ‘Inventory’ to
monitor the webpage. The operator can also go to the ‘Inventory’ tab, select the “metrics’
tab’, and configure the monitoring interval for the metrics gathered by the ftp service.
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Figure 4.2.2.3.11-6. FTP Monitoring

4.2.2.3.12 Configuring InetAddress Ping

Hyperic provides an InetAddress Ping service to monitor a host to determine if it’s up or down.
This is useful for situation where an Hyperic agent can not be installed on the host, but knowing

if the host is up or down is critical to operations. Follow the steps below to configure Hyperic to
monitor a host:

1. Select the platform you want to add the InetAddress Ping service resource. The agent on
this platform will initiate the ping to the destination host.
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Figure 4.2.2.3.12-1. Configure InetAddress Ping Pick Platform

2. Select the “Add New Service” from the drop down list.
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Figure 4.2.2.3.12-2. Configure InetAddress Ping Add New Service

3. Fill in the requested properties information.

Name — The name of the InetAddress Ping service.

Description — A description of the InetAddress Ping service.

Service Type — Select the “InetAddress Ping’ from the drop down list.
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Figure 4.2.2.3.12-3. Configure InetAddress Ping General Properties

4. Next, we need to configure the service to monitor a specific host. Select
‘Configuration Properties’ link.
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Figure 4.2.2.3.12-4. Configure InetAddress Ping Configuration Properties Link
5. Fill in the configuration properties and click the ‘OK” button.

hostname (required) — The hostname to monitor.

sotimeout (required) — The about of time to wait before timing out the ping.
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Figure 4.2.2.3.12-5. Configure InetAddress Ping Configuration Properties

6. At this point, the InetAddress Ping service is configured and the operator can select the
‘Inventory’ to monitor the webpage. The operator can also go to the ‘Inventory’ tab,
select the “metrics’ tab’, and configure the monitoring interval for the metrics gathered by
the InetAddress Ping service.
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Figure 4.2.2.3.12-6. InetAddress Ping Monitoring
4.2.2.4 Business Processes and Configuration

4.2.2.41 Business Processes

422411 Overview

Business Processes are a way of organizing resources to quickly recognize problems and to
assess the operational impact of individual component failures. A custom Hyperic HQ User
Interface plugin will be developed to extend the standard COTS GUI to provide the operator
with a mechanism to configure and view their business processes.

Business processes can have one of four statuses:
e Active — There is work to do and the work is being completed as expected

e Inactive — All of the components appear to be functional, but there is not any work to
complete.

e Degraded — The business process is functioning but not at the required capacity
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e Down - The business process is unable to complete any work.

Each business process contains a collection of resources and the resources can have one of three
statuses:

e Available — The resource is currently up
e Unavailable — The resource is currently down

e Alert Pending — There is at least one alert pending for the resource

4.2.2.4.1.2 Configuring Business Processes

The Hyperic grouping feature will be used to define a business process. All resources related to a
business process will be mapped to a group. The business process group name must follow the
naming convention BP_<MODE>_<Business Process Name>. This will allow the custom
Hyperic HQ User Interface plugin a way to identify a business process group from one that is
not.

The information of resource state and metrics are conveyed to the business process through
alerts. For example, if we decided that the status of the DPL Ingest business process should be
‘Down’ if the EcDIProcessingService resource is unavailable, an alert must be configured to
occur when the processing service is down. Then the Ingest business process can be configured
to be ‘Down’ based on the alert.

In order to determine which resource alert has an impact on the overall business process status
and to what degree, each business process has an alert definition configuration file named
<business_process_name>_AlertDefinitionConfig.xml.  The files are located under
Jusr/ecs/OPS/CUSTOMY/cfg directory. This xml file holds the configuration information of the
business processes within the mode and the mapping of the relevant alert definition to the status
(down, inactive, degraded, active) category of the business process. Not all alerts need to be
defined in this configuration file, only those that impact the status of the business process. For
alerts that are raised within a business process that are not defined in the configuration file, the
priority of the alert is examined and the status of the business process will be defaulted to
‘Degraded’ if the alert has a priority of ‘Medium’ or *High’. This gives the operator the
capability to handle newly created alert definitions.

See below for the xml schema diagram of the business process alert definition configuration file.
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Figure 4.2.2.4.1-1. Alert Definition Schema Diagram

See appendix 2.1 for the schema xml and appendix 2.2 for a sample configuration xml for OPS
mode.

Sometime we may want to change the status of a business process when a combination of
different alerts on different resources happens at the same time. For example, we may want to
mark the Data Access business process as “degraded” when EWOC or DataDataAccess is down;
but when both of them are down, we want to mark the Data Access business process as “down”.
Since hyperic does not provide the functionality to configure alerts on incompatible groups, we
added a custom group alert capability in our Business Process configuration and view pages.

Operator can configure group alert to be any combination of resource alerts and define how the
group alert would impact the overall business process status. Each business process could have a
group alert definition configuration file. If exists, it is named
<business_process_name>_GroupAlertDefinitionConfig.xml. The configuration files are located
under /usr/ecs/OPS/CUSTOM/cfg directory. Operator should not manually update the
configuration files. All update should be done through the hyperic GUI.

We created a custom HQU Business Process Configuration page to let operators view and
configure the existing resource alert and group alert definitions with in the system. See
screenshots below:
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The Business Process Configuration page will be located under the Administration tab.
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Figure 4.2.2.4.1-3. Hyperic GUI Administration Page

After clicking on the tab, the administration page is loaded. The business process configuration
link, “Business Process Configuration” is located under the Plugin section. Click on the link to

load the page.
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Figure 4.2.2.4.1-4. Business Process Configuration Page

The Business Process Configuration page contains a tab container. Each tab represents an ECS
mode. Each mode container is divided into two panes and will display mode specific business
process configuration. The left pane contains a list of business processes. The business process
highlighted represents the current selection. Selecting a business process in the left pane will
update the information on the right pane. The right pane contains a list of alert definitions for the
selected business process. For each item in the list, the alert definition name, the resource name,
the priority and the status definition is displayed. The alert definition name is a link to the
configuration page of the alert definition. The resource name indicates which resource the alert
definition is associated with and is a link to the detail page of the resource. The priority column
shows the severity of the alert definition. It can have one of three values - low, medium, or high.
The status definition shows the mapping of the alert definition to a business process status
category. It can have one of four values - “Active”, “Inactive”, “Degraded”, or “Down”.

The alert definition configuration files will be loaded for all modes when the Business Process
Configuration page is loaded or refreshed. An operator with admin privileges can configure the
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status definition field of each alert to its desired category. Once the operator clicks the “save”
button at the bottom of the page, the xml configuration file will be updated with the new
configuration values on the page.

Operator can configure group alerts by clicking on the “Group Alert Configuration” button on
the top of the right pane. This will bring up the group alert configuration page, see screen shot
below:
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Figure 4.2.2.4.1-5. Business Processes Group Alert Configuration

“Alert Configuration” button will lead operator back to the Alert definition page. Operator can
view existing group alerts, updated group alerts, delete group alerts and create new group alerts
through the buttons on the page.

To view an existing group alert, operator can click the drop down list on the top of the page next
to the MODE. When clicked, the drop down list will list all existing group alerts. Once operator
makes a selection, the group alert configuration will be displayed in the GroupAlertDefinition
table below. See screen shot below:
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Figure 4.2.2.4.1-6. View Business Process Group Alert

Operator can delete the selected group alert by clicking on the “Delete Selected GroupAlert”

button.

Operator can modify the group alert definition by selecting a different status definition of the
business process on the status drop down list next to the Group Alert name on the top of the
page; or/and check/uncheck the checkboxes in the GroupAlertDefinition table, then click the
“Update Selected GroupAlert” button to update the group alert definition. See screen shot below:
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Figure 4.2.2.4.1-7. Update Business Process Group Alert

Operator can add a new group alert by clicking on the “Add GroupAlert” button. See screen shot
below:
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Figure 4.2.2.4.1-8. Add new Business Process Group Alert

Operator can type in the group alert name in the GroupName text box, select the status definition
of the group alert via the StatusDefinition drop down list and check/uncheck the checkboxes in
the GroupAlertDefinition table to add selected individual resource alerts in the group alert
definition. Operator can cancel the add operation by clicking the “Cancel” button. Once operator
click the “Save” button and confirm through the confirmation popup window. A new group alert
will be added and become visible through the Group Alerts drop down list on the group alert
configuration page. See screen shot below:
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With the custom HQU plugin, an operator can use the Hyperic HQ GUI to get a quick overview
of the status of all business processes. The business process page can be navigated to via the

Resource tab and clicking on the ‘Business Processes’ link.

Resources T Analyze

Browse
Currently Down

Business Processes

Figure 4.2.2.4.1-10. Business Processes Link
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Business Process Status Page

The Business Process Status page is divided into two panes. The left pane contains a list of
business processes. It shows the name and the business process status. The business process that
is currently selected is highlighted in blue. The right pane contains a list of resources for the
selected business process. It shows the resource name, the status of the resource, and the reason
explaining why a resource is not available. Clicking on the resource name will take the operator
to a detailed page of the resource. Selecting another business process will update the resource list

in the right pane.

Business Processes Status

[ops | Tt | Ts2 | oTHeR |

Business Processes
k]

Business Processes | Status
DataPool_Ingest @
DATA_ARCHIVE —

[private to hqgadmin]

TEST )
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€ -vowm
[\ - DEGRADED

Business Process Status Definitic

Hame

F4dbI03. hite.com f4dbI03_sqs_srur_1
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-
F?
g
g
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Alert Definition

Figure 4.2.2.4.1-11. View Business Process Page — DPL Ingest Active
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Business Processes Status
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Figure 4.2.2.4.1-12. View Business Process - DPL Ingest Down

Mode Tabs

The Mode Tabs renders a different view of the Business Process filtered by mode. All business
processes are defined within a specified mode thus the specified mode tab will display only those
business process defined within the current mode

|' oPs '|' T51 '|' TS2 '|' OTHER '|

Figure 4.2.2.4.1-13. Business Process Mode Tab

Business Process Status Table

The Business Process Status Table provides a quick view of the overall health of a business
process. The “Business Processes” column provides the name of all the business processes
within the specified mode. The “Status” column provides the overall status of the business
process. The status of the business process is determined by the alerts that correspond to the
resources that are members of the business process. An xml configuration file will hold the
definitions of the impact an alert has on the overall state of a business process (For more details
see section 4.2.2.4.2.2 Configure Business Process). The Business Process Status Table controls
the Business Process Resource Table located to the left of it. When the cursor is placed over the
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name of a particular business process within the Business Process Status Table it is highlighted
and the Business Process Resource Table will refresh to display information on the resources
that are members of the selected business process.

Business Processes

i

Business Processes Status

DataPool_Ingest ﬁa

Figure 4.2.2.4.1-14. Business Process Status Table

Business Process Resource Table

The Business Process Resource Table provides a view of the resources that are members of the
current business process selected in the Business Process Status Table. Besides the resources
defined in the hyperic system, custom group alerts are also displayed as a type of resource. This
gives user a better view when the business process status is determined by a custom group alert.

The “Name” column contains the name of a resource. The resource name can be clicked on for a
detailed view of the resource. The “Priority” column defines the status of a resource. If any alerts
have fired that pertain to a resource, the column will display the status change. The “Alert
Definition” column will display the names of any alerts related to the resource that have fired
and have not been fixed. The alert name can be clicked on for a detailed view of the alert
definition.
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Figure 4.2.2.4.1-15. Business Process Resource Table

Business Process Status Definition

The Business Process Status Definition legend defines the meaning of each icon displayed in the
Business Process Status Table.

e Active — There is work to do and the work is being completed as expected

e Inactive — All of the components appear to be functional, but there is no work to
complete

e Degraded — The service is functioning but not at the required capacity

e Down - The service is unable to complete any work
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Figure 4.2.2.4.1-16. Business Process Status Definition

Resource Status

The Resource Status legend defines the meaning of each icon displayed in the Business Process
Resource Table.

e Available — The resource is currently up
e Unavailable — The resource is currently down

e Alert Pending — There is at least one alert pending for the resource

F.fa_asource Status
€D - AvaLsBLE 0 SUMANAILABLE 5 - ALERT

Figure 4.2.2.4.1-17. Business Process Resource Status

4.2.2.4.2 DPL Ingest Business Process
This section describes the resources that are grouped within the DPL Ingest Business Process.

4.2.2.4.2.1 Ingest Resources
Hosts

e X4dplo1

e ECS Service Hosts
Custom Code Servers

e Polling

e Processing

e Notification

e QuickServer
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File Systems
e Data Pool
e Archive
Database
e Sybase
e SQS Server
Apache / Tomcat Web Server

StorNext Primary Metadata Server

4.2.2.4.2.2 DPL Ingest Host

A Hyperic agent will be installed on each host used by DPL Ingest. Each host will be configured
to be monitored via Hyperic’s auto-discovery service. Once the host is selected to be monitored
there are a number of metrics that can be captured including availability, load average, CPU
usage, TCP statistics, memory usage, and swap space.
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Figure 4.2.2.4.2-1. DPL Ingest Host Monitor Page

4.2.2.4.2.3 Polling Server

The Ingest Polling Server monitoring is done through a custom xml plug-in. There is one plug-in

file per mode. The plug-in file name is <MODE>-DPL-InPollingService-plugin.xml.

Since almost all the custom xml plug-ins are organized as one per mode, only one template of
each plug-in will be saved in the clearcase and delivered. Upon installation in the DAACS, the
plugin generator script will read in the plugin template and generate the mode specific plug-ins
for the specified mode. This installation detail will be omitted in the subsequent server

descriptions. See the attached appendix for the Polling Server xml plug-in file for OPS mode.

The metrics that will be collected for the Ingest Polling Server include the standard Hyperic

metrics (See section 4.2.2.2.13: Standard Plugin Metrics) and custom metrics (see below).
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Table 4.2.2.4.2-1. Polling Server Metrics

Custom Metrics

Metric Name Description

NumOpenAlerts The total number of open alerts in the Polling server.

The Polling server resource will be auto-discovered by Hyperic using the PTQL query defined in
the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the custom
metrics will be collected through the SQL plug-in by querying the Ingest database.

If the Polling Server is up after the custom xml plug-in is deployed in Hyperic, the Polling
Server will be auto-discovered by Hyperic and shows up in the Auto-Discovery list. The user can
then choose the Polling Server from the Auto-Discovery list to add it to the inventory (refer to
the Auto-discovery section of the document for details).

Up/down alerts are set up for the Polling server based on its availability metrics. The down alert
is used to notify a user of the problem, update the DPL Ingest business process status, and trigger
the control action that will automatically start the server; the up alert is used as a recovery alert
for the down alert to mark the down alert as fixed.

Below are some details on the control actions and alerts configurations:

To configure the control action for starting the server, go to the Inventory page of the Polling
Server. See screen shot below:
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Figure 4.2.2.4.2-2. Polling Server Inventory Page

Note the server.config_track.files configuration is blank and the server.config_track.enable is
false on this page even though the configuration file is specified in the server plugin xml and
configuration tracking is turned on by default. This is due to a bug (HHQ-3627 DaemonDetector
does not set control configuration) in hyperic. It is scheduled to be fixed in HQ 4.3. To work
around the bug, operator has to manually accept the Configuration Properties setting again by
performing the following two steps:

Click on the “EDIT” button on the Configuration Properties section to bring up the
Configuration Properties detail page. On this page, operator can see the configuration file name
is already populated and the server.config_track.enable checkbox is checked. Operator can also
verify the Program under the Control section is set to the correct value. In this specific example,
it is set to: /usr/ecs/fOPS/CUSTOM/utilitiessEcMsSmBaseControl which is specified in the
"DEFAULT_PROGRAM" element in the xml plug-in file. See screen shot below:
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NOTE: The EcMsSmBaseControl is a custom script used to execute a Linux command or script
as the cmshared user. This script is generally used for starting, stopping, and restarting ECS
resources as a control action in an alert but can be used to perform other tasks.

) HQ Edit Seryer Configuration Properties - f4dpl01. hitc.com InPollingService_OPS - Mozilla Firefox E"E|E\
Fle Edt Yiew History Bookmarks Tools Help
@ - 2y http:yF4il01.bite. com: ary. =editConfigarid=137408type=2 A B P -

[5] Mast visted ¥ Getting Started |5 | Latest Headlines

|| ECHO_Data_Partner_User G ] ECHO Home | ) HQError 4 EEB Configuration Yerfication 8 HQ View Server Inventory - # HQ Edit Server Configura... B | + | -

e,HQ SignOut Screencasts Help [l

Alerts: 11:40 AM - RPC down

(VY T — ™ | o W — Fac,
a 11:40 AM - ssh down

ENTERPRISE EDITION

Dashboard Analyze | Administration

f4dpl01.hitc.com InPollingService_OPS

Please verify that this resource has been enabled for menitoring by following the directions below

Configuration Properties
Shared
i o8 o S sewes
Ingest Polling Service OF 3 mode | 7950 €a=lisriecsiOPSICUS script to retriewe metrics for Ingest Polling Senvige | 00iS/E0MMoniwperic/tiities

*program
N
’eﬁ‘::'ﬂ’:;":‘::‘: POLLING OPS-EchsSmBaseControl handlas control actions for this | fools/commoniypericAdiities

resource
Monitoring
server.log_track.enable ] server.log_track.level Errar v
Enable Log Tracking Track event lng level
o |
Lag Pattam Exclude
server.config_track.enable
Enable Config Tracking

server.log_track.include
Lag Patter Mtch

server.log_track files
Log Files

SEIVercONMigtrack MeS | wsriecsioPSICUSTOMictg e

|

Auto-Discover services?

Control

“Drouram (1o commonypenites o [
i suourd
Timeout of control operatiens (in secends)

General Log and Config Track Properties

® Eniablz Conig Tracking - Check to enablz config tracking
® Configuration Files - Comma defimited list of configuration files to track. Relative files are resoived to fCustomiecsOPS/CUSTOMBINDPLECDInPolingServics
® Enable Log Tracking - Check to enabiz log tracking
® Track evert log level - Only track everts of level grester then or equal to this leved. Order is: [Error, Wiarn, Info, Debug]
Wapping
O FATALERROR -= Efror
O VYARN = Vam
© MFO -* Info
O DEBUG -» Debug
® Log Pathern Match - Include messages that match the given regular expression. The given patterm can be a sukstring to look for in loy messages or a regular expression. See: java.util.regex.Pattern.
® Log Pathern Excluds - Excludle messages that match the aiven regular expressian
® Log Files - Comma defimited st of log files to track. Relative files are resolved to ioustom/ecs/OPSCUSTOMbin DPLECDInPalingService 3

Dane F =

—_—
/5 start ec6 [@n [ IH. . [Seod [Seae [Sebd

Figure 4.2.2.4.2-3. Polling Server Configuration Properties Page

Click “Ok” button to accept the configuration. This is the manual step to register the
configuration with the hyperic server to work around the bug mentioned above. After operator
clicked “Ok” to manually accept the configuration, the server.config_track.files and the
server.config_track.enable configuration properties are shown with the correct values. See screen
shot below:
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Figure 4.2.2.4.2-4. Polling Server Inventory Page after Manual Update

To configure the server down/up alerts, go to the alert page of the Polling Server. See screen shot
below:
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Figure 4.2.2.4.2-5. Polling Server Configure Alert Definition

Click on the “Configure” button on the page to set up the alerts (refer to section 4.2.2.2.6, Alert
and Control Action for more details). First we will set up the server down alert. The server down
alert is based on the condition of Availability metric. See screen shot below for more details:
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Figure 4.2.2.4.2-6. Polling Server New Alert Definition

Click the “Ok” button will bring us to the alert definition page, see below:
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Figure 4.2.2.4.2-7. Polling Server Alert Definition Page

Next, click on the “Control Action” tab and then “Edit” to link the previous configured server
start control action to the down alert. See the next two screen shots:
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Figure 4.2.2.4.2-8. Polling Server Select Control Action

609-EED-001, Rev. 02

4.2.2-136



¥2) HQ Edit Server Alert Control Action: f4dpl01. hitc.com InPollingService_OPS: PollingService_ OPS down - Mozilla Firefox

Fle Edi Yiew Hstory Bookmarks Took  Help

@ - (ar | #8 heepiFailo hie, com: 7080)alerts/Canfig.dopmode—sditControlactionaad=115178ekd=2111915 77+ Q- hyperic metrics callectionType P T -

2] Most visted 4P cetting Started |5 | Latest Headlines

4 HQ Edit Server Alert Control Action: f... | +
LN\ P g g § g | g | g Fecent Aleris: 02:25 PM - Alert : ECHOWIST Down \Welcame, Leo Sign Out  Screencasts Help
oy - s T iEm 02:25 PM - Alert : ECHO Website Down

Dashboard Analyze | Administration B searcn

f4dplo1.hitc.com InPollingService_OPS: Add Control Action

Control Action

Resource Type: | jnpolingService_OPS v

* Resource Hame: ‘ 4cpi01 hite com InPolingService_OPS |

* Control Type: |

e [Sod [Dimee

Figure 4.2.2.4.2-9. Polling Server Configure Control Action

Choose the “EcDlInPollingServiceStart” (this is configured through the *actions include”
element in the xml plug-in file) as the Control Type and click “OK”. Operator can click on the
“Notify Roles”, “Notify HQ Users” or “Notify Other Recipients” tabs to configure the
notification mechanism when the alert fires. This completes the Polling Server down alert

configuration.

Go back to the alert page of the Polling Server, click on the “New” button to configure the server
up alert. On the Alert Definition page, set the Recovery Alert drop down list to the down alert.
This will mark the previous server down alert as “fixed” when the server up alert fires. See

screen shot below:
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Figure 4.2.2.4.2-10. Polling Server Set Recovery Alert

Click on “Ok” button to accept the change and this completes the server up alert configuration.
There is no need to link any control action to the server up alert since it is configured to be a

recovery action.

After all the above configurations are complete, the Polling Server will be monitored by Hyperic
and when the EcDIInPollingService custom server goes down, a PollingService_ OPS down alert
will be generated and the configured operators will be notified through their configured
notification methods. The control action will be called to automatically start the
EcDlInPollingService custom server. Once the server is back up, a server up alert will be
generated and it will mark the server down alert as fixed, then the server up alert will be

automatically closed.
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4.2.2.4.2.4 Processing Server

The Ingest Processing Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-DPL-InProcessingService-plugin.xml.
See attached appendix for the Processing Server xml plug-in file of OPS mode.

The metrics that will be collected for the Ingest Processing Server include the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.2-2. Processing Server Metrics

Custom Metrics

Metric Name Description

RequestQueueSize The total number of requests queued in the system.

GranuleQueueSize The total number of granules queued in the system.
ScienceGranuleQueueSize The total number of science granules queued in the system.
NumOpenAlerts The total number of open alerts in the processing server.

NumOpeninterventions The total number of open interventions in the processing server.

The total number of requests older than a user defined number of

NumOIldRequests
hours.

The total number of granules older than a user defined number of

NumOldGranules
hours.

The average number of granules throughput per minute over the

Throughput (gran/min) last five minutes.

ScienceGranuleThroughput The average number of science granules throughput per minute
(gran/min) over the last five minutes.
The average volume (in MB) throughput per minute over the last

Throughput (MB/min) five minutes.

The estimated time (in minutes) to complete the work currently

CompletionTime (minutes) queued in the system

The Processing server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the Ingest database.

Up/down alerts are set up for the Processing server based on its availability metrics. The down
alert is used to notify operator of the problem and update the DPL Ingest business process status
and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.

Please refer to screen shots in 4.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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4.2.2.4.25 Notification Server

The Ingest Notification Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-DPL-InNotificationService-
plugin.xml. See the attached appendix for the Notification Server xml plug-in file of OPS mode.

The metrics that will be collected for the Ingest Notification Server include the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.2-3. Notification Server Metrics

Custom Metrics

Metric Name Description

The total number of notifications queued in the system with

NotficationQueueSize notification status of “READY”.

The total number of open alerts in the notification server.

NumOpenAlerts

The Notification server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the Ingest database.

Up/down alerts are set up for the Notification server based on its availability metrics. The down
alert is used to notify operator of the problem and update the DPL Ingest business process status
and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.

Please refer to screen shots in 7.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.4.2.6 QuickServer

QuickServer monitoring is done through an xml custom plug-in. There is one plug-in file per
mode. The file name is <MODE>-DPL-QuickServer-plugin.xml. See the attached appendix for
the Quick Server xml plug-in file of OPS mode.

The metrics that will be collected for the Quick Server include the standard Hyperic metrics (see
section 4.2.2.2.13, Standard Plugin Metrics).

The QuickServer resource will be auto-discovered by Hyperic using the PTQL query defined in
the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the QuickServer based on its availability metrics. The down alert is
used to notify operator of the problem and update the DPL Ingest business process status and
trigger the control action that will automatically start the server; the up alert is used as a recovery
alert for the down alert to mark the down alert as fixed.
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Please refer to screen shots in 7.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.4.2.7 Data Providers

Data provider monitoring is done using the built-in Hyperic group and service metrics
monitoring capability through a custom xml plug-in. See the attached appendix for the data
provider xml plug-in file of OPS mode.

We collect the following metrics for each data provider:

Table 4.2.2.4.2-4. Data Provider Metrics

Custom Metrics

Metric Name Description

RequestQueueSize The total number of requests queued for the provider.

GranuleQueueSize The total number of granules queued for the provider.

ScienceGranuleQueueSize The total number of science granules queued for the provider.

NumOpenAlerts The total number of open alerts for the provider.

NumOpeninterventions The total number of open interventions for the provider.

The average number of granules throughput per minute over the

Throughput (gran/min) last five minutes for the provider.

ScienceGranuleThroughput The average number of science granules throughput per minute
(gran/min) over the last five minutes for the provider.

The average volume (in MB) throughput per minute over the last

Throughput (MB/min) five minutes for the provider.

The estimated time (in minutes) to complete the work currently

CompletionTime (minutes) queued for the provider.

All data providers in a mode are displayed as a group called “<MODE>_PROVIDERS”. The
<MODE>_ PROVIDERS group can be added to the “Favorite Resources” portlet on the
Dashboard for easy access. See screen shot below:
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Figure 4.2.2.4.2-11. Data Provider Dashboard

Click on the OPS_PROVIDERS will bring up the providers details page which lists the list of
defined data providers in the OPS mode and the combined statistic metrics of all the providers.
See screen shot below:

4.2.2-142 609-EED-001, Rev. 02



) HQ View Group Monitor Current Health - OPS_PROVIDERS - Mozilla Firefox
Fle Edi Wiew History Bookmarks Tooks Help

@ - (a0 | ®8 heep:yFailoL bie, comi 7080jR esoure, doreid=5: 10807

2] Most visted 4P cetting Started |5 | Latest Headlines

+

% HQ View Group Morikor Current Health .. ||| '] DPL Ingest GUL (DEVD4) | | s HQ Yiew Group Monitor Current H... 3

g, Leo SignOut Screencasts Help [l

L\ P g g g e § gy | gumm Recent Alerts: (There are no alerts in the last 2 hours.)

ENTERPRISE EDITION

Dashboard Analyze Administr ation

Groups > dataprovider_OPS > OPS_PROVIDERS

Description: data providers aroup of OPS ma Owner: Leo Liu (vliu) - Change...

MapE|  Tools Menuf

i ‘. Inventory Alert | Views

et bispiy Fange: 4 i[5 v ][ rows ][0 Advancedsetings
RESOURCES INDICATORS ™,
PR
[ Group Members Avall &\ icator Charts | Show Last 8 Hours View: | Upedate Defautt [»]
[0 AMSP_E_SIPS_ops [- =]
100,00 v
[0 DOIST ops ] A
O Ecsemexport ° 24 CompletionTime(minutes) Tix 2
Lebullibmort_ops (dstaprovider_OPS) LOW: S000  AVG: 5167 PEAK: 600.0
[1 EDOS_ops @ 5
] [©]
[0 LeoProvider_ops [~]
[0 mMODAPS_AQUA_FPROC_ops [~] L .
Host Platforms A
495
FAdpl0t.hite.com [~ =]
elect Frassurces sbove & & GranuleQueueSize Tix O
click button to view metiics m L R r—— LOW: 680  AVG 838 PEAK: 83.0
Froklem Metrics |~ 100
o
Mo metrics to display N
94
90
& llotificationOueuesSize 1x
(4taprovider_OPS) LOW: 300 AVG 417 PEAK 100.0
104
84
65
45
26
i
Wi e
09/04/2009 05:10 At 02/04/2008 02:02 PM u

S bd S b S¢em

Figure 4.2.2.4.2-12. Data Provider Group Monitor Page

To see the metrics of an individual provider, click on the provider name in the “Resources”
window on the left. See below for a screen shot of the provider detail page.
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Figure 4.2.2.4.2-13. Individual Data Provider Monitor Page

Below are the four major steps to set up the OPS_PROVIDERS for monitoring:

1. Define the data provider resource through a custom plugin. The data provider resource
is defined as a platform service type on the DPL box. The plugin xml is named
<MODE>_dataprovider-plugin.xml. It defines the metrics that pertain to the resource

type of dataprovider. Please refer to the general instruction on how to deploy a plugin in
Hyperic.

2. Define the OPS_PROVIDERS compatible (not mixed) group. The group type should
be dataprovider OPS. Please refer to the general instruction on how to define a
compatible group in Hyperic.

3. Configure individual data provider through Hyperic GUI. See section below for
details.

Add the configured individual data provider to the OPS_PROVIDERS group. Please
refer to the general instruction on how to add a resource to a group.
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Below is a detailed description on how to configure an individual data provider using the
Hyperic GUI.

Click on the “Resource” tab at the top of the page. Select “Browse” in the drop-down menu.
Click on “Platforms” tab to list all the platforms defined in the system. Click on the platform
where DPL Ingest servers are installed (i.e. X4dpl01 box) to bring up the platform detail page.
See the screen shot below for an example:
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Figure 4.2.2.4.2-14. Host Resource Page

On the platform detail page, click on the “Tools Menu” drop down that is located on the upper
left corner of the page, then click on “New Platform Service” in the drop down menu. See Screen
shot below:
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Figure 4.2.2.4.2-15. Add New Platform Service

This brings up the new platform service configuration page. On this page, fill in the name of the
data provider and description, on the Service Type drop down menu, select “dataprovider_OPS”.
See screen shot below:
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Figure 4.2.2.4.2-16. Configure Individual Data Provider

Then click “OK”. The service detail page will pop up as a result. See below:
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Figure 4.2.2.4.2-17. Individual Data Provider Inventory Page

Click on the link to configure its configuration properties. On the popped up page, the script
input text box should be prepopulated and does not need to be modified. In the providerName
input text box, type in the name of the data provider.

Note: the provider name typed in has to exactly match the ExternalDataProvider field
defined in the InExternalDataProvider table in Ingest database. See the screen shot below:
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Figure 4.2.2.4.2-18. Individual Data Provider Configuration Page

Click on “OK” to accept the configuration. The screen will go back to the service detail page.
That is the end of configuring an individual data provider.

Once the data provider is configured, the Hyperic server will be able to collect the defined
metrics by executing the script (defined in the plugin xml file) periodically which invokes a Perl
script to retrieve the requested statistic information from the Ingest database. The Perl script
invokes a stored proc named SmGetProviderMetrics.sp which takes the data provider name as
input and outputs the metrics information for that data provider.

4.2.2.4.2.8 DPL Ingest services

DPL Ingest services monitoring is done using the built-in Hyperic group and service metrics
monitoring capability through a custom xml plug-in. See the attached appendix for the DPL
Ingest services xml plug-in file of OPS mode.
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We collect the following metrics for DPL Ingest services:

isDpiuActive

isXVUuActive

isliuActive
numTransferServiceAvailable
numTransferServiceSuspended
numChecksumServiceAvailable
numChecksumServiceSuspenced
numArchiveServiceAvailable

numArchiveServiceSuspended

The DPL Ingest services plug-in is defined as a service within hyperic. Operator can add it to the
x4dpl platform to start collecting the metrics. This is done by clicking the “New Platform
Service” menu under the “Tools Menu” of the platform detail page. See screen shot below:
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Figure 4.2.2.4.2-19. Add a New Platform Service

On the new platform service configuration page, select the Ingest services for the mode and type
in the name and description, then click “OK” to create the platform service. See screen shot

below:
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Figure 4.2.2.4.2-20. Create Ingest Services Monitor Service

Wait for a few minutes, the metrics info will show up on the Ingest services monitor page. See
screen shot below:
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Figure 4.2.2.4.2-21. Ingest Services Metrics

Then click on the Alert tab to configure the alerts and recovery alerts that are necessary for the
DPL Ingest business process monitoring. See below for a list of alert definitions that should be

configured for the Ingest services monitoring:
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Figure 4.2.2.4.2-22. Ingest Services Alert Definitions

4.2.2.4.2.9 DataPool File System

Data Pool file systems and Archive file systems will be discovered automatically via Hyperic
when any host that mounts that file system is configured to be monitored. File systems are
displayed as services within the ‘FileServer Mount’ section for a platform. Metrics that can be
captured include availability and free space. 1/O statistics can be captured for some file systems;
however, currently 1/0 statistics cannot be captured for StorNext file systems.
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Figure 4.2.2.4.2-23. DataPool File System Monitor Page

4.2.2.4.2.10 Archive File System
See section 4.2.2.4.2.10, Data Pool File System.

4.2.2.4.2.12 pache / Tomcat Web Server
See section 4.2.2.3.2, Configuring Tomcat.

4.2.2.4.2.13 torNext Primary Metadata Server
See section 4.2.2.3.8, Configuring StorNext Host Monitoring.

4.2.2.4.2.14 Monitor number of active sessions of Tomcat Web applications

We modified hyperic tomcat plug-in jar file to provide the functionality to be able to monitor the
number of active sessions of a particular Apache Tomcat web application. It is done through a
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hyperic service type named “Apache Tomcat 6.0 WebApp Session Count”. One service of
“Apache Tomcat 6.0 WebApp Session Count * service type will be created automatically for
each deployed tomcat web service after tomcat is auto-discovered by hyperic server. Operator
can list all the WebApp Session Count services by filtering on the service type. See screenshot
below:
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Figure 4.2.2.4.2-31. List of WebApp Session Count Services

The number of active sessions of a web service is monitored through the metric named
activeSessions. By default, the collection of the activeSessions is turned off. Operator should
turn on the metrics collection of the WebApp Session Count service for the particular web
application service he/she wants to monitor. For example, if operator wants to monitor the
number of active sessions of DataAccess service in OPS mode, he/she can click on the WebApp
Session Count service of the DataAccess service link and turn on the metrics collection of
activeSessions. The following is a way of doing this:

To identify the WebApp Session Count service for DataAccess service in OPS mode, operator
can filter by the name of DataAccess service on the service listing page. See screen shot below:
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Figure 4.2.2.4.2-32. identify WebApp Session Count Service for OPS DataAccess
Service

Click on the link of the DataAccess service to enter the monitor page of the service, see screen
shot below:
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Figure 4.2.2.4.2-33. WebApp Session Count Service of OPS DataAccess

Click on the “METRIC DATA” tab to navigate to the metrics page, then click on the “Show All
Metrics” arrow if activeSessions metrics is not listed on the page already. Once the
activeSessions metrics is listed on the page, operator can modify the Collection Interval of the

activeSessions metrics from NONE to a desired value (e.g. 5 minutes) to start the metrics
collection of the activeSessions metrics. See screen shot below:
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Figure 4.2.2.4.2-34. activeSessions Metrics Collection

4.2.2.4.3 Data Access Business Process
This section describes the resources that are grouped within the DPL Ingest Business Process.

4.2.2.4.3.1 Data Access Resources

Hosts

o x4eil0l

o Xx4ftl01
Custom Code

e Web Order Status GUI
File Systems
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e Data Pool
Database

e Sybase

e SQS Server

Apache / Tomcat Web Server

Wu-FTP Server

4.2.2.4.3.2 x4eil0l/ x5eil01 Host

A Hyperic agent will be installed on the x4eil01 / x5eil01 host. The host will be configured to be
monitored via Hyperic’s auto-discovery service. Once the host is selected to be monitored there
are a number of metrics that can be captured including availability, load average, CPU usage,
TCP statistics, memory usage, and swap space.
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Figure 4.2.2.4.3-2. x4eil01 /x5eil01 Host Monitor Page
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4.2.2.4.3.3 xA4ftl01 Host
See section 4.2.2.4.3.2, x4eil01 Host.

DataAccessDataAccessDataAccessedn.ecs.nasa.govDataAccessDataAccessData
AccessDataAccessDataAccessDataAccessDataAccessDataAccessDataAccessed
n.ecs.nasa.govDataAccessDataAccessDataAccessDataAccess4.2.2.4.3.5 Web
Order Status GUI

The URL to the Web Order Status GUI is http://<hostname>:<port>/OrderStatus <_MODE>, an
example is http://f4eil01.edn.ecs.nasa.gov:22500/OrderStatus. To monitor the website, Hyperic
provides a HTTP service that can be configured to periodically submit an http request to a
specified URL. Hyperic will read the responses and determine if the website is available or not.
Below are the steps to configure Hyperic to monitor the Web Order Status GUI.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting a http request and reading the responses. Mouse
over the “Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it
isn’t highlighted and select a platform.
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Figure 4.2.2.4.3-9. Select Web Order Status GUI HTTP Service Platform
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2.
Platform Service

In the platform’s detailed page, click on the
” option.

‘Tools Menu’
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Figure 4.2.2.4.3-10. Web Order Status GUI Add New Service

3. A new service general properties page will be displayed. Fill in the name,

and service type. Afterward, click the ‘OK” button.
Name: OrderStatus GUI OPS

description,

Description: This service monitors the OrderStatus GUI in the OPS mode.
Service Type: HTTP
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Figure 4.2.2.4.3-11. Web Order Status GUI General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the Web Order Status GUI yet. Click on the ‘Configuration Properties’ link.
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Figure 4.2.2.4.3-12. Web Order Status GUI Configuration Properties Link

5. In the configuration properties page fill in the following fields (below is an example from
EDF) and click the ‘OK’ button.

hostname: f4eil01.edn.ecs.nasa.gov

port: 22500

*sotimeout: 60

path: /OrderStatus

method: GET

follow: check the box

**proxy: <hostname>:<port>

*This is the amount of time in seconds Hyperic will timeout from the http request.

**If your internal network uses a proxy to get out supply it here.
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Please verify that this resource has been enabled for monitoring by following the directions below

Configuration Properties

Shared

ssl “hostname [ —
use g5t DUMME [citt hhccom |

e
Port 22500
o
Path 1OrderStatus:
]
Fasaword

+method

*sotimeout [
Socket Timeout (in seconds)

Username
aml ]
Realm

e I
Rrequest Method Host Header
e 2 iyt
Follow Redirects Response Mateh (substring of regex)
o
Proxy Connection

service.log_track.enable service.log_track.level
Enable Log Trasking Trask evant log level

v i doond IR
Log Pattemn Match Lag Pattem Exclude

General Log and Config Track Properties

Enable Log Tracking - Check to ensble log tracking
Track evert log level - Only track everts of level greater than or equalto this level. Order is: [Error, Warn, Info, Debug]
Log Pattsrn Match - Inclucs messages that match the given regular sxpression. The given pattsrm c4n be 3 SUBSting to look for In log messages or 3 regUlar sxpression. See: java.utilr egex Pattern.

.
.
.
@ Log Pattern Exclude - Exclude messages that match the given regulsr expressian

121012009 0314 PM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (build #1054 - Jun 23, 2009 - Release Build) © 2004-2009 Hyperic, Inc. www.hyl

Figure 4.2.2.4.3-13. Web Order Status GUI Configuration Properties Page

6. The Web Order Status GUI HTTP service is now configured and you can go ahead and
monitor it, setup alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.4.3-14. Web Order Status GUI Monitoring

4.2.2.4.3.6 DataPool File System
See section 4.2.2.4.2.9, DataPool File System.

4.2.2.4.3.7 Sybase
See section 4.2.2.3.1, Configuring Sybase.

4.2.2.4.3.8 SQS Server
See section 4.2.2.4.2.12, it show how to configure Hyperic to monitor each SQS Server.

4.2.2.4.3.9 Apache/Tomcat Web Server
See section 4.2.2.3.2, Configuring Tomcat.
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4.2.2.4.3.10 Wu-FTP Server

The Wu-FTP COTS Server runs on the x4eil0x, x4ftlOx and x5eil01 hosts servicing ftp requests.
A custom server, FtpDataCollector was developed to poll the Wu-FTP log for completed request
and the information captured is stored in the Sybase database. In order to monitor the Wu-FTP
Server a FTP service is configured to periodically ping the server to determine if it is
availability, its response time, and to gather ftp protocol specific metrics. A custom Hyperic
plugin was developed to monitor the FtpDataCollector server and to retrieve the information
stored in the Sybase database for display in the Hyperic GUI.

4.2.2.4.3.10.1 Configure FTP Service

Please refer to the “Configure FTP” section. The section provides step-by-step instructions on
how to configure an ftp service to monitor a host with an ftp server running.

4.2.2.4.3.10.2 FtpDataCollector Server

The EcMsSmFtpDataCollector Server monitoring is done through an xml custom plug-in. There
is one plug-in file per host. The plug-in file name is FtpDataCollector-plugin.xml.

The metrics that will be collected for the FtpDataCollector Server includes the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.3-1. FtpDataCollector Metrics

Custom Metrics

Metric Name Description

Number of Ftp Sessions The total number of ftp sessions for the host.

The total number of ftp transfers over the last five minutes for

Number of Ftp Transfers the host.

The average ftp volume (in MB) throughput per minute over

Ftp Transfer Rate the last five minutes for the host.

The total number of http transfers over the last five minutes for

Number of Http Transfers the host.

The average http volume (in MB) throughput per minute over
the last five minutes for the host.

Http Transfer Rate

The FtpDataCollector Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the Ingest database.

Up/down alerts are set up for the FtpDataCollector Server based on its availability metrics. The
down alert is used to notify operator of the problem and update the Data Access business process
status and trigger the control action that will automatically start the server; the up alert is used as
a recovery alert for the down alert to mark the down alert as fixed.
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Please refer to screen shots in 7.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.4.4 Order Management Business Process
This section describes the resources that are grouped within the DPL Ingest Business Process.

4.2.2.4.4.1 Order Management Resources
Hosts

e x4oml01/x50ml01
Custom Code

e Order Manager Server

e HEG Server (Release 8.1 only)

o EPD Server

e Copy Server

e EWOC

o WIST
File Systems

e Data Pool
Database

e Sybase
HSA

4.2.2.4.4.2 Order Manager Host

A Hyperic agent will be installed on each host used by Order Manager. Each host will be
configured to be monitored via Hyperic’s auto-discovery service. Once the host is selected to be
monitored there are a number of metrics that can be captured including availability, load
average, CPU usage, TCP statistics, memory usage, and swap space.
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Figure 4.2.2.4.4-1. Order Manager Host Monitor Page

4.2.2.4.4.3 Order Manager Server

The Order Manager Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-OMS-OrderManager-plugin.xml.

The metrics that will be collected for the Order Manager Server include the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.4-1. Order Manager Server Metrics (1 of 2)

Custom Metrics

Metric Name Description
RequestQueueSize The total number of requests queued in the system.
GranuleQueueSize The total number of granules queued in the system.
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Table 4.2.2.4.4-1. Order Manager Server Metrics (2 of 2)

Custom Metrics

Metric Name Description

NumOpenAlerts The total number of open alerts in the server.

NumOpeninterventions The total number of open interventions in the server.

NumSuspendedDestinations The total number of suspended destinations in the server

The average number of granules throughput per minute over the

Throughput (gran/min) last five minutes.

The average volume (in MB) throughput per minute over the last

Throughput (MB/min) five minutes.

The average number of granules throughput per minute over the

FtpPushThroughput (gran/min) last five minutes for ftp push orders.

The average volume (in MB) throughput per minute over the last

FtpPushThroughput (MB/min) five minutes for ftp push orders.

The average number of granules throughput per minute over the

FtpPullThroughput (gran/min) last five minutes for ftp pull orders.

The average volume (in MB) throughput per minute over the last

FtpPullThroughput (MB/min) five minutes for ftp pull orders.

The Order Manager server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the OMS database.

Up/down alerts are set up for the Order Manager server based on its availability metrics. The
down alert is used to notify operator of the problem and update the Order Manager business
process status and trigger the control action that will automatically start the server; the up alert is
used as a recovery alert for the down alert to mark the down alert as fixed.

Please refer to screen shots in 7.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.4.4.4 OM Destination

Om Destination monitoring is done using the built-in Hyperic group and service metrics
monitoring capability through a custom xml plug-in.

We collect the following metrics for each destination:
e Throughput (granules/minutes over the previous five minutes)

e Throughput (MB/minutes over the previous five minutes)
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All destinations in a mode are displayed as a group called “<MODE>_DESTINATIONS”. The
<MODE>_DESTINATIONS group can be added to the “Favorite Resources” portlet on the
Dashboard for easy access. See screen shot below:

2 HQ Dashboard - Mozilla Firefox

Fle Edit Vew History Bookmarks Tools  Help
( ._ c x @ Iﬁ|http:,l’,l’F4||IE|1.hltc.com:?USUJ‘Dashbaard.do Q - I;"|G°Dg‘e ;:I'

|£| Most Visited |j Customize Links |j JAMIS Timecard Appli... \j wwindows Marketplace |j Windows Media |j wWindows

+ W -Orderanager_ 152

uick Control Frequency

i Resource Hame ol F:untrul Most Frequent Control Action
Actions v

Figure 4.2.2.4.4-2. Destination Dashboard

Click on the OPS_DESTINATIONS will bring up the providers details page which lists the list
of defined destinations in the OPS mode and the combined statistic metrics of all the
destinations. See screen shot below:
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Done

Figure 4.2.2.4.4-3. Data Provider Group Monitor Page

To see the metrics of an individual destination, click on the destination name in the “Resources”
window on the left. See below for a screen shot of the destination detail page.
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Figure 4.2.2.4.4-4. Individual Destination Monitor Page

Below are the four major steps to set up the OM Destination for monitoring:

1. Define the destination resource through a custom plugin. The destination resource is
defined as a platform service type on the OML box. The plugin xml is named <MODE>-
OMS-Destination -plugin.xml. It defines the metrics that pertain to the resource type of
destination. Please refer to the general instruction on how to deploy a plugin in Hyperic.

2. Define the OPS_DESTINATIONS compatible (not mixed) group. The group type should
be destination_OPS. Please refer to the general instruction on how to define a compatible
group in Hyperic.

3. Configure individual destinations through Hyperic GUI. See section below for details.

Add the configured individual destination to the OPS_DESTINATIONS group. Please refer to
the general instruction on how to add a resource to a group.

Below is a detailed description on how to configure an individual destination using the Hyperic
GUIL.
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Click on the “Resource” tab at the top of the page. Select “Browse” in the drop-down menu.
Click on “Platforms” tab to list all the platforms defined in the system. Click on the platform
where OMS servers are installed (i.e. X4oml01 box) to bring up the platform detail page. See the
screen shot below for an example:

2 Mozilla Firefox

BEE

Eile Edit ‘iew History Bookmarks Tools Help
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B oselkt W METRIC DATA
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100.0% — Availabilif

Figure 4.2.2.4.4-5. Host Resource Page

On the platform detail page, click on the “Tools Menu” drop down that is located on the upper
left corner of the page, then click on “New Platform Service” in the drop down menu. See Screen
shot below:
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Figure 4.2.2.4.4-6. Add New Platform Service

This brings up the new platform service configuration page. On this page, fill in the name of the
destination and description, on the Service Type drop down menu, select “Destination_OPS”.

See screen shot below:
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Figure 4.2.2.4.4-7. Configure Individual Destination

Then click “OK”. The service detail page will pop up as a result. See below:
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Figure 4.2.2.4.4-8. Individual Destination Inventory Page

Click on the link to configure its configuration properties. On the popped up page, the script
input text box should be prepopulated and does not need to be modified. In the destinationName
input text box, type in the name of the destination. Note: the destination name typed in has to
exactly match the DestinationName field defined in the OmConfigDestination table in
OMS database. See the screen shot below:

4.2.2-177 609-EED-001, Rev. 02



 HQ Edit Server Configuration Properties - f4eil01_test - Mozilla Firefox

File Edit ‘iew History Bookmarks Tools Help

6 hd e X T |“ http: ffFeila L . hite. com: 7080/ resourcefserver/Inventory, dofmode=editConfigitype=38rid=19429 ﬂf - |'-..v )"::'

1] Mast Wisited |j Custamize Links |j JAMIS Timecard Appli \j Windowes Marketplace |j Windows Media |j ‘Windmws

#4 HQ Edit Server Configuration Propert... - .

Administration

* -
The name of the contigured destination || 72101 —SCR

Done

Figure 4.2.2.4.4-9. Individual Destination Configuration Page

Click on “OK” to accept the configuration. The screen will go back to the service detail page.
That is the end of configuring an individual destination.

Once the destination is configured, the Hyperic server will be able to collect the defined metrics
by executing the script (defined in the plugin xml file) periodically which invokes a Perl script to
retrieve the requested statistic information from the Ingest database. The Perl script invokes a
stored proc named SmGetDestinationMetrics.sp which takes the destination name as input and
outputs the metrics information for that destination.

4.2.2.4.45 HEG Server (Release 8.1 only)

The HEG Server monitoring is done through an xml custom plug-in. There is one plug-in file per
mode. The plug-in file name is <MODE>-HEG-HEGServer-plugin.xml. The HEG Server
resource will be auto-discovered by Hyperic using the PTQL query defined in the xml plug-in.
The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the HEG Server based on its availability metrics. The down alert is
used to notify operator of the problem and update the Order Management business process status
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and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.4.4-10. HEGServer Configuration View
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Figure 4.2.2.4.4-11. HEGServer Monitoring

4.2.2.44.6 EPD Server

The EPD Server monitoring is done through an xml custom plug-in. There is one plug-in file per
mode. The plug-in file name is <MODE>-OMS-EPDServer-plugin.xml. The EPD Server
resource will be auto-discovered by Hyperic using the PTQL query defined in the xml plug-in.
The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the EPD Server based on its availability metrics. The down alert is
used to notify operator of the problem and update the Order Management business process status
and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2-180 609-EED-001, Rev. 02



m EPDServer_OPS - Mozilla Firefox BE=|
Fle Edt Wiew History Bookmarks Tooks Help

6 = C 0 Gar | #8 hopyffilo.hice.com: rverfInventary,daPmad d=2%3413137

] Most visted 4P Getting Started 5] Latest Headines || EMD || Raytheon || Java | JEE

J 54 HO Yiew Server Inventory - f4omi0L....| =

PHA - Alert threshold for OMS request queue fi
-Warning threshold for OMS granule queu

& Search

Servers > EPDServer_OPS > fdoml01.hitc.com EPDServer_OPS

Description: Owner: Ha Administrator thgadmin) - Change...

Map| | Tools Menur]
| Monitor IE“; i;J[ Alert ] Control T Views 1‘ ‘

General Properties
Descripts

Date Created: 11/25/2008 02:55 PM
Date Modified: 11/25/2008 02:55 PM
WModified By: HQ Administrator (hagadmin)

Resource Type: EPDServer_OPS

Install Path: /usrjavaidid 60_13binfava Host Platform: fiomli1.hite.com

Total Services: 0

Services By Type:

[] Service & Service Type Description Availability

Totak 0 Hems Per Page:

Groups containing this resource
[ Group & Description

ADD TO LIST... Total: 0 ftems Per Page:

Configuration Properties

Shared

process.query Args.2 sweiist RosiOPSICUSTOMADOMS /epdserver jar

Auto-Discovery for services is O
Control

program /usriecs/OPS/CUSTOMilties EchsSmBaseControl
timeout 30

prefix

EDIT...

Figure 4.2.2.4.4-12. EPDServer Configuration View
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Figure 4.2.2.4.4-13. EPDServer Monitoring

4.2.2.4.4.7 Copy Server

The Order Manager Copy Server monitoring is done through an xml custom plug-in. There is
one plug-in file per mode. The plug-in file name is <MODE>-OMS-CopyServer-plugin.xml. The
plugin defines the server type and an operator will need to configure Hyperic to monitor the
Copy Server. Below are the steps to configure Hyperic to monitor this resource.

1. Select the platform where the Copy Server runs on. The agent on this platform will be in
charge of gathering metrics for this resource. Mouse over the ‘Resources’ tab and select
the ‘Browse’ option. Click on the ‘Platforms’ link if it isn’t highlighted and select a
platform.
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Figure 4.2.2.4.4-14. Copy Server Select Platform

2. In the platform’s detailed page, click on the ‘“Tools Menu’ button and select the ‘New
Server’ option.
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Figure 4.2.2.4.4-15. Copy Server Add New Server

3. A new server general properties page will be displayed. Fill in the name, description,
server type, and installpath. Afterward, click the ‘OK” button.

Name: OmCopyServer_OPS

Description: This service monitors the OmCopyServer in the OPS mode.
Server Type: OmCopyServer_OPS

Installpath: /usr/ecs/OPS/CUSTOM/bin/OMS/EcOmSrCopyServer.pl
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Figure 4.2.2.4.4-16. Copy Server General Properties

4. You will be taken to the server detail page, but the server has not been configured to
monitor the Copy Server yet. Click on the “‘Configuration Properties’ link.

4.2.2-185 609-EED-001, Rev. 02



Fe Edt Vew Hitoy Hookmaks Joos fe
@-p-@ (8 [ ™ hieo pRid0n. prc.ecs masa gon i 1 o =[] [l Googe
@ Gotong Staned £l Latest Moadines
5 W View Surver Inveniory - ... i

Monlter  micam  Alert Contral iswn

& Pruperil
Descripdion: Dwite Crenbed: #29102000 01. 32 PM
Dute Mo i #2100 0157 P
Resourse Type: OmCopyServer OPS Madified By: MO Aomnpoimey (hasdmn|
wir
prr— " e ————————— |
= |
rP—
‘Gervises By Type:
[T arvies F— [m—— Po—— |
= oy

Groups containing Ikls resource e

™ Groupa Descrigtion |

nnnnnnnnn Totaka mems e Pages |16 7| |
mwnuummn Poperties .
el
| Montorng |
Auto-Discovery tor services s OFF
Caniral |
pragras prefix
e ‘
Amythean ¥ 2 Amaut WO Versian £ 2EE (balt #9054 . Jun 23, 2000 - Retese Bulty 10 20042000 Mypere, ine. e pperie sam
PVE.BES, RIS 1012

Figure 4.2.2.4.4-17. Copy Server Configuration Properties Link

5. In the configuration properties page, leave all the properties as it is and verify that the
control  program is  pointing to /tools/common/hyperic/utilities/<MODE>-
EcMsSmBaseControl (where MODE is fill in) and click the *OK” button.
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Figure 4.2.2.4.4-18. Copy Server Configuration Properties

6. The Copy Server is now configured and you can go ahead and monitor it, setup alerts,
and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.4.4-19. Copy Server Monitoring

The metrics that will be collected for the Copy Server include the standard Hyperic metrics (see
section 4.2.2.2.13: Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.4-2. Copy Server Metrics

Custom Metrics

Metric Name Description

Number of Processes The number of Copy Server instances running.

Up/down alerts are set up for the Copy Server based on its availability metrics. The down alert is
used to notify operator of the problem and update the Order Management business process status
and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.
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Please refer to the Polling Server, section 4.2.2.4.2.3for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

422448 EWOC

The URL to the EWOC Apache Axis homepage is http://<hostname>:<port number>/EWQOC/.
EWOC provides two services, OrderStatusUpdate and OrderFullfillment. The example below
will show you how to configure HTTP services via Hyperic to monitor the EWOC
OrderStatusUpdatePort and OrderFullfillmentPort wsdl.

Note: WSDL is an xml-based language which describes a web service.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting an http request and reading the responses. Mouse
over the “Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it
isn’t highlighted and select a platform.
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Figure 4.2.2.4.4-21. Select EWOC HTTP Service Platform
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Figure 4.2.2.4.4-22. EWOC Add New Service

3. A new service general properties page will be displayed. Fill in the name,

and service type. Afterward, click the ‘OK” button.

Name: Monitor EWOC_OrderStatusUpdatePort OPS

description,

Description: This service monitors EWOC OrderStatusUpdatePort wsdl.
Service Type: HTTP
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Figure 4.2.2.4.4-23. EWOC OrderStatusUpdatePort General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the EWOC OrderStatusUpdatePort wsdl yet. Click on the ‘Configuration
Properties’ link.
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Figure 4.2.2.4.4-24. EWOC OrderStatusUpdatePort Configuration Properties Link

5.

In the configuration properties page fill in the hostname, port, path, and method fields.
When finish click the ‘OK” button. Here’s an example configuration of the EWOC
OrderStatusUpdatePort wsdl in the EDF.

hostname: f4eil01.edn.ecs.nasa.gov

port: 22500

sotimeout: 10

path: /EWOC/services/OrderStatusUpdatePort?wsdl
method: GET
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Figure 4.2.2.4.4-25. EWOC OrderStatusUpdatePort Configuration Properties Page

6. The EWOC OrderStatusUpdatePort HTTP service is now configured and you can go
ahead and monitor it, setup alerts, and change the monitoring interval of the metrics it

gathers.
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Figure 4.2.2.4.4-26. EWOC OrderStatusUpdatePort Monitoring

7. Perform steps 1 — 6 to configure Hyperic to monitor the OrderFullfillmentPort wsdl. The
image below shows an example of the configuration in EDF.
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Figure 4.2.2.4.4-27. EWOC OrderFullfillmentPort Configuration Properties Page

422449 WIST
See section 4.2.2.5, ECHO WIST.

4.2.2.4.4.10 DataPool File System
See section 4.2.2.4.2.9, DataPool File System.

4.2.2.4.4.11 Sybase
See section 4.2.2.3.1, Configuring Sybase.

4.2.2.4.4.12 HSA

A Hyperic agent will not be installed on the HSA host, thus it is not possible to directly monitor
the HSA service. Instead, Hyperic will be configured to ping the HSA host to ensure it is

available. The following steps describe how to configure Hyperic to monitor the HSA host using
the InetAddress Ping service.
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1. Select a platform where you want to define your InetAddress Ping service. The agent on
this platform will ping the HSA host periodically. Mouse over the ‘Resources’ tab and
select the ‘Browse’ option. Click on the ‘Platforms’ link if it isn’t highlighted and select a
platform.
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Figure 4.2.2.4.4-28. Select HSA InetAddress Service Platform

2. In the platform’s detailed page, click on the ‘Tools Menu’ button and select the ‘Add
Platform Service’ option.
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Figure 4.2.2.4.4-29. HSA Add New Service

3. A new service general properties page will be displayed. Fill in the name, description,
and service type. Afterward, click the ‘OK’ button.

Name: Monitor HSA Host

Description: This service monitors the HSA host.

Service Type:

InetAddress Ping
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Figure 4.2.2.4.4-30. HSA General Properties

4. You will be taken to the service detail page, but the service has not been configured to
ping the HSA host. Click on the *Configuration Properties’ link.
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Figure 4.2.2.4.4-31. HSA Configuration Properties Link

5. In the configuration properties page fill in the hostname field. When finish click the ‘OK’

button.
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Figure 4.2.2.4.4-32. HSA Configuration Properties Page

The HSA Host InetAddress Ping service is now configured and you can go ahead and monitor it,
setup alerts, and change the monitoring interval of the metrics it gathers

4.2.2.5 ECHO Resources

This section describes how to configure Hyperic to monitor the ECHO website, WIST, ECHO
API, and the ECHO FTP site.

42251 ECHO Website

The URL to the ECHO website is http://www.echo.nasa.gov. To monitor a website, Hyperic
provides a HTTP service that can be configured to periodically submit an http request to a
specified URL. Hyperic will read the responses and determine if the website is available or not.
Below are the steps to configure Hyperic to monitor the ECHO website.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting a http request and reading the responses. Mouse
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over the “Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it

isn’t highlighted and select a platform.
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Figure 4.2.2.5.1-1. Select ECHO HTTP Service Platform

2. In the platform’s detailed page, click on the “Tools Menu’ button and select the *Add

Platform Service’ option.
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Figure 4.2.2.5.1-2. ECHO Website Add New Service

3. A new service general properties page will be displayed. Fill in the name,

and service type. Afterward, click the ‘OK’ button.

Name: ECHO Website

Description: This service monitors the ECHO website.

Service Type: HTTP
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Figure 4.2.2.5.1-3. ECHO Website General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the ECHO website yet. Click on the ‘Configuration Properties’ link.
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Figure 4.2.2.5.1-4. ECHO Website Configuration Properties Link

5. In the configuration properties page fill in the following and click the ‘OK” button.

hostname: www.echo.nasa.gov

port: 80

*sotimeout: 10

path: /
method: GET

**proxy: <hostname>:<port>

*This is the amount of time in seconds Hyperic will timeout from the http request.

**|f your internal network uses a proxy to get out supply it here.
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Figure 4.2.2.5.1-5. ECHO Website Configuration Properties Page

6. The ECHO Website HTTP service is now configured and you can go ahead and monitor
it, setup alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.5.1-6. ECHO Website Monitoring

4.2.2.5.2 ECHO WIST

The URL to the ECHO WIST s https://wist.echo.nasa.gov. To monitor a website, Hyperic
provides a HTTP service that can be configured to periodically submit an http request to a

specified URL. Hyperic will read the responses and determine if the website is available or not.
Below are the steps to configure Hyperic to monitor ECHO WIST.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting an http request and reading the responses. Mouse

over the “‘Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it
isn’t highlighted and select a platform.
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Figure 4.2.2.5.2-1. Select ECHO WIST Service Platform

2. In the platform’s detailed page, click on the “Tools Menu’ button and select the *Add
Platform Service’ option.
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Figure 4.2.2.5.2-2. ECHO WIST Add New Service

3. A new service general properties page will be displayed. Fill in the name,

and service type. Afterward, click the ‘OK’ button.
Name: ECHO WIST

Description: This service monitors ECHO WIST.
Service Type: HTTP

4.2.2-208

description,

609-EED-001, Rev. 02



|& HONew Service - Mozilla Firefox [:J[E'.I@

Fle Edt Wiew Hstory Bookmarks Tooks  Help
@ - ar | B betpyiioLhice,com; siservice/Inventory dozmod d=1:10103 v v [#8 sooge pal

8] Most Yicked % Getting Started 5| Latest Headlines

EMD || Raytheon | Java JEE

| #= HQ New Service

IV e ric: 03:40 PM - Alert: fAspl01 snfst Up
it T — 1 g 03:30 PM - Alert: f4spl01 snfs1 Down
ENTERFRISE EDITION

Dashboard Analyze Administr ation

New Service

General Properties
“Hame: [Ecrio wisT Demo Owner: HQ Administrator (haadmin)

Description:

Type & Host Properties

11162009 0430 PM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (build #1054 - Jun 23, 2009 - Release Build) © 2004-2009 Hyperic, Inc. www.hyperic.com

Figure 4.2.2.5.2-3. ECHO WIST General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor ECHO WIST yet. Click on the *Configuration Properties’ link.
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Figure 4.2.2.5.2-4. ECHO WIST Configuration Properties Link

5. In the configuration properties page fill in the following and click the ‘OK’ button.
ssl: check the checkbox
hostname: wist.echo.nasa.gov
port: 443
*sotimeout: 10
path: /
method: GET
follow: check the checkbox
**proxy: <hostname>:<port>

*This is the amount of time in seconds Hyperic will timeout from the http request.
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Figure 4.2.2.5.2-5. ECHO WIST Configuration Properties Page

6. The ECHO WIST HTTP service is now configured and you can go ahead and monitor it,
setup alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.5.2-6. ECHO WIST Monitoring

4.2.2.5.3 ECHO API

The URL to the ECHO API is http://api.echo.nasa.gov/echo/apis.ntml. To monitor the API site,
Hyperic provides a HTTP service that can be configured to periodically submit an http request to
a specified URL. Hyperic will read the responses and determine if the site is available or not.
Below are the steps to configure Hyperic to monitor the ECHO API.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting an http request and reading the responses. Mouse
over the “Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it

isn’t highlighted and select a platform.
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Figure 4.2.2.5.3-1. Select ECHO WIST Service Platform

2. In the platform’s detailed page, click on the “Tools Menu’ button and select the *Add
Platform Service’ option.
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Figure 4.2.2.5.3-2. ECHO WIST Add New Service

3. A new service general properties page will be displayed. Fill in the name, description,
and service type. Afterward, click the ‘OK’ button.

Name: ECHO API
Description: This service monitors ECHO API.

Service Type: HTTP

4.2.2-214 609-EED-001, Rev. 02



|& O New Service - Mozilla Firefox [:J[F"'_Iﬂ

Fle Edt Wiew History Bookmarks Tooks Help
@ - Car | B betpyiloL hice,com sjservice/Inventory dozmod d=1:10103 v v [28r sooge el

|1 Most visted 4 Getting Started [ ] Latest Headlines

EMD || Raytheon || Java | JEE

| " HQ New Service

Ve =l Tl 1 Alerts: (There are no alerts in the last 2 hours.) W HQ SignOut Screencasts Help

ENTERPRISE EDITION

Dashhoard Analyze | Administration Search

New Service

General Properties
*Hame: [EcHg ap) Owner: HQ Administrator (hgadming

Deseription: | This service montors ECHO 4P|

Type & Host Properties

11/30,2009 01:37 PM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (build #1054 - Jun 23, 2009 - Releaze Build) @ 2004-2009 Hyperic, Inc. www.hyperic.com

Figure 4.2.2.5.3-3. ECHO API General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the ECHO API yet. Click on the *Configuration Properties’ link.
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Figure 4.2.2.5.3-4. ECHO API Configuration Properties Link

5. In the configuration properties page fill in the following and click the ‘OK’ button.
hostname: api.echo.nasa.gov
port: 80
*sotimeout: 60
path: /echo/apis.html
method: GET
**proxy: <hostname>:<port>
*This is the amount of time in seconds Hyperic will timeout from the http request.

**|f your internal network uses a proxy to get out supply it here.
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® Log Pattern Match - Include messages that match the given regular sxpressian. The given pattern can be & substring to look for in log messages or a reguiar expression. See: java.ilr egex Pattern.
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Figure 4.2.2.5.3-5. ECHO API Configuration Properties Page

6. The ECHO API HTTP service is now configured and you can go ahead and monitor it,
setup alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.5.3-6. ECHO API Monitoring

42254 ECHOFTP

Hyperic provides a FTP service that can be configured to periodically log into an ftp site to see

whether it is up or down. This approach will be taken to monitor the ECHO FTP site. Below are
the steps to configure Hyperic to perform this task.

1. Select a platform where you want to define your FTP service. The agent on this platform
will be in charge of logging into the ftp site. Mouse over the ‘Resources’ tab and select

the ‘Browse’ option. Click on the ‘Platforms’ link if it isn’t highlighted and select a
platform.
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Figure 4.2.2.5.4-1. Select ECHO FTP Service Platform

2. In the platform’s detailed page, click on the ‘“Tools Menu’ button and select the ‘Add
Platform Service’ option.
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Figure 4.2.2.5.4-2. ECHO FTP Add New Service

3. A new service general properties page will be displayed. Fill in the name, description,
and service type. Afterward, click the ‘OK” button.

Name: ECHO FTP Site

Description: This monitors the ECHO FTP site.
Service Type: FTP
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Figure 4.2.2.5.4-3. ECHO FTP General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the ECHO FTP yet. Click on the ‘Configuration Properties’ link.
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Figure 4.2.2.5.4-4. ECHO FTP Configuration Properties Link

5. In the configuration properties page fill in the following (below is an example
configuration from Riverdale PVC) and click the *OK’ button.

hostname: pOfwi09.pvc.ecs.nasa.gov
port: 21

*sotimeout: 20

user: pvc_ts2@ingest-test.echo.nasa.gov
pass: <password>

*This is the amount of time in seconds Hyperic will timeout from the ftp request.
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Figure 4.2.2.5.4-5. ECHO FTP Configuration Properties Page

6. The ECHO FTP service is now configured and you can go ahead and monitor it, setup
alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.5.4-6. ECHO FTP Monitoring

4.2.2.6 Other Custom Resources

This section describes configure and/or monitor EEB custom resources via Hyperic that are not
covered in the previous section.

4.2.2.6.1 BMGT Monitor Server

The BMGT Monitor Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-BMGT-Monitor-plugin.xml. The
BMGT Monitor Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in.

The metrics that will be collected for the BMGT Monitor Server include the standard Hyperic
metrics (See section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).
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Table 4.2.2.6.1-1. BMGT Custom Metrics

Custom Metrics

Metric Name Description
PercentincVerComplete The percent that Incremental Verification is complete.
NumNewPackages The total number of new packages.

NumExportedPackages The total number of exported packages.

NumPkgGenFailed The total number of packages that failed Package Generation.
NumPrdtGenFailed The total number of packages that failed Product Generation.
NumRetransmit The total number of packages that are being retransmitted.

Up/down alerts are set up for the BMGT Monitor Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.1-1. BMGT Monitor Server Configuration View
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Figure 4.2.2.6.1-2. BMGT Monitor Server Monitoring

4.2.2.6.2 BMGT Generator Server

The BMGT Generator Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-BMGT-Generator-plugin.xml. The
BMGT Generator Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the BMGT Generator Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.2-1. BMGT Generator Server Configuration View
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Figure 4.2.2.6.2-2. BMGT Generator Server Monitoring

4.2.2.6.3 BMGT Packager Server

The BMGT Packager Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-BMGT-Packager-plugin.xml. The
BMGT Packager Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the BMGT Packager Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.3-1. BMGT Packager Server Configuration View
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Figure 4.2.2.6.3-2. BMGT Packager Server Monitoring

4.2.2.6.4 BMGT Export Server

The BMGT Export Server monitoring is done through an xml custom plug-in. There is one plug-
in file per mode. The plug-in file name is <MODE>-BMGT-ExportServer-plugin.xml. The
BMGT Export Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in as well
as the custom metric shown below.

Table 4.2.2.6.4-1. BMGT Export Server Metrics

Custom Metrics

Metric Name Description

ReexportQueueSize The current size of the Re-export Queue
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Up/down alerts are set up for the BMGT Export Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.4-1. BMGT Export Server Configuration View
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Figure 4.2.2.6.4-2. BMGT Export Server Monitoring

4.2.2.6.5 Custom Code Utilities
Custom utilities are monitored through a custom service xml plug-in. See the attached appendix

for the

We collect the following metrics for each custom utility:

custom utilities xml plug-in file of OPS mode.

Numinstances

Cpu Usage

Memory Size
Resident Memory Size
LongestRunningPid

LongestRunningTime
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The custom utility plug-in is defined as a service within hyperic. Operator should add the custom
utility plug-in to the host platform where the utility is installed, i.e. where it would run. This is
done by clicking the “New Platform Service” menu under the “Tools Menu” of the platform
detail page. See screen shot below:
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Figure 4.2.2.6.5-1. Add a New Platform Service

On the new platform service configuration page, select the custom utility service for the mode
and type in the name and description, then click “OK” to create the platform service. See screen
shot below:
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Figure 4.2.2.6.5-2. Create cleanup granules utility monitor service

Click the highlighted “Configuration Properties” link on the ensuing page (See screen shot
below) to finish the configuration of the custom utility.
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Figure 4.2.2.6.5-3. Link to Configuration Properties

On the Configuration Properties page, type in the defined utility name into the UtilityName input
box, e.g. “CLEANUP_GRANULES” for the Cleanup Granules utility. Then click “OK”. See

screen shot below:
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Figure 4.2.2.6.5-4. Configuration Properties Page for Cleanup Granules Utility

Below is the list of defined custom utility names:
"GRANULE_DELETE" Granule delete utility
"QA_UPDATE” QA update utility
"RESTORE_OLA" Restore OnlineArchive from tape utility
"RESTORE_TAPE" Restore tape from OnlineArchive utility
"MOVE_COLLECTION"  Move collection utility
"DPCV" DataPool checksum verification utility
"ACVU" Archive checksum verification utility
"CLEANUP_GRANULES" Cleanup granules utility
"CLEANUP_FILES" Cleanup files utility
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"INVENTORY_VALIDATION" Inventory validation utility

Wait for a few minutes, the metrics info will show up on the custom utility monitor page. See
screen shot below:
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Figure 4.2.2.6.5-5. Cleanup Granules Utility Metrics

The integral part of the LongestRunningPid metric is the PID of the longest running instance of
the utility. The maximum value is collected when there are multiple instances of the utility
running. When there is no instance running, the metrics are set to 0. In operation environment,
there should be at most one instance running for all utilities except DPCV.

4.2.2.6.6 Email GW Server

The Email GW Server monitoring is done through an xml custom plug-in. There is one plug-in
file per mode. The plug-in file name is <MODE>-DPL- EcDIINnEmailGWServer-plugin.xml. The
Email GW Server resource will be auto-discovered by Hyperic using the PTQL query defined in
the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.
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Up/down alerts are set up for the Email GW Server based on its availability metrics. The down
alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.6-1. Email GW Server Configuration View
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Figure 4.2.2.6.6-2. Email GW Server Monitoring

4.2.2.6.7 Action Driver Server

The Action Driver Server monitoring is done through an xml custom plug-in. There is one plug-
in file per mode. The plug-in file name is <MODE>-DPL-ActionDriver-plugin.xml.

The metrics that will be collected for the Action Driver Server includes the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.6.7-1. Action Driver Server Metrics (1 of 2)

Custom Metrics

Metric Name Description

DPL Insert Queue Size The total number of granules waiting to be inserted.

Number of Granules in

‘Pending’ State The total number of granules in the PENDING state.
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Table 4.2.2.6.7-1. Action Driver Server Metrics (2 of 2)

Custom Metrics

Metric Name

Description

Number of Granules in
'Validated' State

The total number of granules in the VALIDATED state.

Number of Granules in
'Copied' State

The total number of granules in the COPIED state.

Number of Granules in
'Checksummed' State

The total number of granules in the CHECKSUMMED state.

Number of Granules in
'‘Extracted' State

The total number of granules in the EXTRACTED state.

Number of Failed Inserts

The total number of failed DPL Inserts.

Number of Recent Failed
Inserts

The total number of recently failed DPL inserts. The total is a count of failed
inserts from the current time to a calculated end time. This end time is
dependent on a configurable interval.

Number of Completed
Inserts

The total number of completed DPL inserts.

Number of Recent
Completed Inserts

The total number of recently completed DPL inserts. The total is a count of
completed inserts from the current time to a calculated end time. This end
time is dependent on a configurable interval.

Number of Available DPL
File System

The numbers of available DPL file systems.

Number of Unavailable
DPL File System

The numbers of unavailable DPL file systems.

Number of Active
Checksum Service

The numbers of active checksum service host.

Number of Disabled
Checksum Service

The numbers of disabled checksum service host.

Number of Suspended
Checksum Service

The numbers of suspended checksum service host.

Number of Active Copy
Service

The numbers of active copy service host.

Number of Disabled Copy
Service

The numbers of disabled copy service host.

Number of Suspended
Copy Service

The numbers of suspended copy service host.

The Action Driver Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the DPL database.
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Figure 4.2.2.6.7-1. Action Driver Server Configuration View
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Figure 4.2.2.6.7-2. Action Driver Server Monitoring

The data collected for the ‘Number of Recent Failed Inserts’ and the ‘Number of Recent
Completed Inserts’ metrics are configurable. To configure this value go to the Action Driver
server detail page and click on the ‘Inventory’ (see Figure 233). In the configuration properties
section, click the edit button and modify the hours field. This field is used to calculate the end
time (current time minus the configured hours). Using this end time, the agent will get a count of
failed and completed inserts from the current time to the end date.
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Figure 4.2.2.6.7-3. Action Driver Configure Metric Interval

Up/down alerts are set up for the Action Driver Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.2.13 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.6.8 Checksum Verification Server

The Checksum Verification Server monitoring is done through an xml custom plug-in. There is
one plug-in file per mode. The plug-in file name is <MODE>-DPL-ChecksumServer-plugin.xml.
The Checksum Verification Server resource will be auto-discovered by Hyperic using the PTQL
query defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the Checksum Verification Server based on its availability metrics.
The down alert is used to notify operator of the problem and trigger the control action that will
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automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.8-1. Checksum Verification Server Configuration View
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Figure 4.2.2.6.8-2. Checksum Verification Server Monitoring

4.2.2.6.9 Subscription Servers

Monitoring Spatial Subscription Server Drivers work by configuring the designated server on the
xxoml01 platform. The 4 different servers are the Action Driver, Event Subscription Driver,
Delete Request Driver, and the Recovery Driver. The Action, Subscribed Event, and Delete
Request Drivers have their respective metrics monitoring the amount of work each has left to do.
All 4 servers have the following metrics: Availability, Cpu Usage, Memory Size, Number of

Processes, and Resident Memory Size. To configure an SSS Driver, perform the following
steps.

1. Choose the xxoml01 platform to create the SSS Driver.

2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The
screen should look like the following.
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Figure 4.2.2.6.9-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Server link.
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Figure 4.2.2.6.9-2. Add New Platform Server

4. The following screen appears. Fill in the following
name: Choose a name such as SSS Action Driver DEV01
description: Choose a description such as “SSS Action Driver for DEV01 mode”

server type: From the drop down menu choose the SSS Driver for the mode you
are working in ie: SSSActionDriver_DEV01

install path: For the install path just use the base directory “/” without the quotes.
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Figure 4.2.2.6.9-3. Configuration Screen

5. Click “OK” button.

6. The next screen allows for the configuration of the SSS Driver. Hit the Edit button
in the Configuration Properties section or click on Configuration Properties on the

yellow pane
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Figure 4.2.2.6.9-4. SSS Action Driver Inventory Page

7. You should not need to fill in anything here.
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Figure 4.2.2.6.9-5. ssh Configuration Page

8. Click “OK” button.

9. After a few minutes, the SSS Driver Server monitor page should appear similar to
the following page.
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Figure 4.2.2.6.9-6. SSS Driver Configured Monitor Page

10. Repeat steps 1-9 for the rest of the SSS Drivers. You would need to run through
this 4 times, Once for each of the following SSS Drivers SSSAction Driver, SSS
Subscribed Event Driver, SSS Delete Request Driver, SSS Recover Driver.

11. If you want to configure the default number of drivers that start for the SSS start
scripts, you can modify each of the driver’s respective .CFG files located under
Jusr/ecs/I<MODE>/CUSTOM/cfg directory on the x4oml01/x50mI01 box. The
configuration parameter is called DEFAULT_NUM_DRIVERS.

4.2.2.7 Server Control

4227.1 Overview

Server Control is designed for the user to be able to start or stop certain modes, servers, or
resources. It can be done in two ways, namely through the GUI or through the command line.
The sections below briefly describe how that can be achieved.
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4.2.2.7.2 Server Control Command Line Tool

The Server Control Command Line utility will provide the user the ability to start and stop
custom code servers via web service calls to custom services running on the Hyperic server. The
result of these calls will be to disable or enable the alert definition which is mapped to the
availability metric associated with the server being stopped or started. The associated servers
start or stop script will then be executed by Hyperic via a Hyperic agent resulting in the server
being stopped or started.

The Server Control Command Line utility provides a menu driven ability to start or stop servers
by mode, by mode and host, or by individual server. The utility also allows for these options to
be passed in via the command line.

4.2.2.7.2.1 Server Control Command Line Tool Usage
Starting a mode via the menu:

JHypericControlCommandLine
Action:

1)Start Mode

2)Stop Mode

3)Start Servers by Mode/Host
4)Stop Servers by Mode/Host
5)Start Server

6)Stop Server

Enter:1

Action:<Start Mode> Mode:
1)OPS

2)TS1

Enter the mode:1

Processed servers running in mode OPS
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Starting a mode via command line options:

/HypericControlCommandLine —ACTION [START_MODE,STOP_MODE] -MODE <mode>

Starting of servers on a given host running in a given mode via the menu:

JHypericControlCommandLine

Action:

1)Start Mode

2)Stop Mode

3)Start Servers by Mode/Host
4)Stop Servers by Mode/Host
5)Start Server

6)Stop Server

Enter:3

Action:<Start Servers by Mode/Host> Mode:
1)OPS
2)TS1

Enter the mode:1

Action:<Start Servers by Mode/Host> Mode:<OPS> Host:
1)f4oml01.edn.ecs.nasa.gov

2)f4eil01.edn.ecs.nasa.gov

Enter the Host:1

Processed servers running in mode OPS on host f4oml01.edn.ecs.nasa.gov

4.2.2-254 609-EED-001, Rev. 02



Starting of servers on a given host running in a given mode via command line options:

JHypericControlCommandLine —ACTION [START_HOST,STOP_HOST] -MODE <mode> -

HOST <host>

Starting of an individual server via the menu:
Action:

1)Start Mode

2)Stop Mode

3)Start Servers by Mode/Host

4)Stop Servers by Mode/Host

5)Start Server

6)Stop Server

Enter:5

Action:<Start Server> Mode:
1)OPS
2)TS1

Enter the mode:1

Action:<Start Server> Mode:<OPS> Host:
1)f4oml01.edn.ecs.nasa.gov
2)f4eil01.edn.ecs.nasa.gov

Enter the Host:2

Action:<Start Server> Mode:<OPS> Host:<f4eil01.edn.ecs.nasa.gov> Server:

1)EcDIPollingServer
2)EcDIQuickServer
Enter the Server:1

Processed server EcDIPollingServer
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Starting of a server via command line options:

JHypericControlCommandLine —-ACTION [START_SERVER,STOP_SERVER] -MODE
<mode> -HOST <host> -SERVER <server>

4.2.2.7.3 Server Control GUI

In addition to the Server Control Command Line utility a user is able to disable and enable
custom code servers through the Hyperic GUI on a new page labeled “Server Center”. The
Server Center link is located under the Analyze tab.
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Figure 4.2.2.7.3-1. Server Center Main Screen

The server center page is divided based upon mode tabs. When a particular mode is selected the
page will only show custom code servers pertaining to the selected mode. An entire mode can be
brought down by simply clicking on the “Stop Mode” button and the mode that you are currently
viewing will be stopped intelligently (each server will be stopped in the order specified by a start
and stop precedence number). Similarly, a mode can be started by selecting the “Start Mode”
button. An individual resource that is part of that mode can be started or stopped — once the
selected resources are selected on the right side, one can either start or stop them by using the
“Start Selected” or the “Stop Selected” buttons on the left side.
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Resource State

The state of a resource is dependent upon the its availability alerts. The state of a resource does
not denote the resource’s availability. There are three recognized states for a resource —
Enabled, Disabled, and Warning.

Table 4.2.2.7.3-1. Server Center State Icon Description

State Icon State Definition Description
) At least one of the alerts pertaining to the
@ Enabled resource that has a condition for availability
is active
g . All of the aler rtainin he r r
£ Disabled of the alerts pertaining to the resource

that has condition for availability is inactive

There are no alerts for the specified that
Unknown contain availability as a condition thus the
state of the resource cannot be determined

Start/Stop Resource Status Feedback

When a resource is selected to be started, a control action for the resource is scheduled and
deployed to the agent on the host on which the server is running on.

Before the control action is passed to agent, a pop-up dialog is shown to confirm the operation;
Server Center lets the user choose whether to proceed the command or not.

Control Action Configuration Warning

WARNING
Some control actions of the servers you selected are not configured
Do you want to proceed?

|PROCEED | CANCEL

Figure 4.2.2.7.3-1. Pop-up Dialog
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By clicking on “Show Details”, more information will be provided:

OPS Resources

Hame State

[T hode ) ) : Control Action Configuration Warning
LCTHEE Pbipen
Some control actions of the servers you selected are not configured
: 2 ol Acas Conaatin Wiadian Do you want to proceed?
L SUTTSEIEcten VERRINNG
Soma ¢ 0ny of the serers you selecty
Goree ot PROCEED CANCEL

Tha dollemrg rescurces contred sction e
gl bute_com Duaich Server_OH

The following resources control actions are not set up properly
f4dpl01.hitc.com QuickServer_OPS

Figure 4.2.2.7.3-2. Show Detail Pane

At the same time, Server Center will again make sure that all the resources Start/Stop control
actions have been set up in the configuration file. Also, Server Center checks all the agents

availabilities before any control actions are executed by the user.

E Control action for resource "f4dpid1.hitc.com ActionDriver_OPS™ is not set.

Server Cantar Control action for resource “f4dpid1.hitc.com QuickServer_OPS™ is not set.

f4¢i01.hitc.com ECOINEmalGYWServer_OPS does not exist within inventory

I

j_ Platform: Komil1.hitc.com does not exist. Unable o resolve “iLomid1.hitc.com

Contral C* Rersurtes T P fap S
LR T -y -
©
L
L
CoiEae) o
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°
L
@renm g
@
. L
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e e o

Figure 4.2.2.7.3-3. Red Error Pane
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The agent then executes the control action which will invoke a start or stop script. The agent will
send the Hyperic server a status report on the issued control action. This status is relayed to the
GUI in the “result” column of the resources table. A green loading bar will appear for resources
that have been issued a start command and the process has not yet completed. Similarly, a red
loading bar will appear for resources that have been issued a stop command the process has not
yet completed. Upon completion of any action the status of the control action will be printed in
the result column pertaining to the resource.

LN P o ey e |y g | Recent Alerts: 12:27 PM - HTTP Down
= = 12:27 PM - HTTP Down
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Figure 4.2.2.7.3-4. Server Control Status Feedback Example

4.2.2.7.4 Server Control Configuration

The Server Control Command line utility and GUI will have a configuration file that has the
following parameters, HOST, PORT, USER, ENCRYPTED_PWD along with an xml file that
contains information about a DAACs holding. The delivered xml file will be preconfigured for
each DAAC. DAACs may add to this xml if they want to control their DUE’s.

Example Configuration File:
<?xml version="1.0" encoding="UTF-8"?>
<HypericControl xsi:noNamespaceSchemalocation="HypericControl2.xsd" xmlIns:xsi="h

ttp://www.w3.0rg/2001/XMLSchema-instance™>
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<DAAC Name="PVC">
<MODE Enabled="true" Name="0OPS">
<Host Name="f4oml01.edn.ecs.nasa.gov">
<Server Enabled="true" Name="EcOmOrderManager">
<StartScript>EcOmOrderManagerStart</StartScript>
<StartNumber>0</StartNumber>
<StopScript>EcOmOrderManagerStop</StopScript>
<StopNumber>0</StopNumber>
</Server>
<Server Enabled="true" Name="EcDIQuickServer">
<StartScript>EcDIQuickServerStart</StartScript>
<StartNumber>0</StartNumber>
<StopScript>EcDIQuickServerStop</StopScript>
<StopNumber>0</StopNumber>
</Server>
</Host>
<Host Name="f4eil01.edn.ecs.nasa.gov">
<Server Enabled="true" Name="EcDlIInPollingService">
<StartScript>EcDIInPollingServiceStart</StartScript>
<StartNumber>0</StartNumber>
<StopScript>EcDIlInPollingServiceStop</StopScript>
<StopNumber>0</StopNumber>
</Server>
<Server Enabled="true" Name="EcDIQuickServer">
<StartScript> EcDIQuickServerStart</StartScript>
<StartNumber>0</StartNumber>
<StopScript> EcDIQuickServerStop</StopScript>

<StopNumber>0</StopNumber>
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</Server>
</Host>
</MODE>
</DAAC>
</HypericControl>

Note: The Enabled attribute is meant to give the ability to disable the controlling of the resource
or mode while preserving the information for possible later use. The StartNumber and
StopNumber are used to determine the order of starting and stopping of servers. Having
StartNumber/StopNumber values being the same will result in those servers being logically
started/stopped together.

42.2.8 Configuration Verification

42281 Overview

Configuration verification checks the Hyperic inventory configuration against a baseline and
reports any discrepancies. The configuration verification is filtered by mode. The baseline to
validate the specified mode configuration is defined through the xml file. DAACs are able to
customize the xml file to define requirements for resource monitoring, alerts, and control actions.

XML Filename: <Mode>_<Configuration Category> Config_Verification.xml

XML File Location (x4iil01v host): /usr/ecs/OPS/COTS/hyperic/cfg

4.2.2.8.2 Configuration Verification Page

The page displays configuration categories (Ex: Monitoring Defaults, COTS, CustomServers,
DataProviders, OmDestinations, DUESs) filtered by mode. There is an option to display all
configured resources or just those with configuration issues. Configuration verification is
conducted against the specified mode baseline (defined in the customizable xml file).

The configuration category status displays the overall health of a configuration category. A green
check symbol indicates the category has been fully verified and there are no existing issues. A
red “x” symbol indicates that issues exist within the configuration category. A user is able to
drill-down on each category to determine the exact issues that may result in a failed verification
or to view the members of the category. An example of the drill-down capability is shown in
figure 256.
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MonitoringDefaults: &
COTS: @
CustomServers:
DataProviders: @

OmDestinations: &

N B@  HR  §p §R G

DUEs: @

Figure 4.2.2.8.2-1. Configuration Category Status

L 7 P e p— gy pe— | g | ge— Recent Alerts:  10:47 AM - HTTP service up

10:47 AM - HTTP =service up
E N T ERP RIS & E DI TIomMN

Dashboard Resources Administration

EEB Configuraton Verification

MODE : | T=2 W | [Verify Configuration Showy All Configured Resources

= MonitoringDefaults: &

FileServer Mount Q Mo alert is configured for metrics: Availability

COoTs: @
CustomServers: Q
DataProviders: @&

OmDestinations: @

LR R 1

DUEs: @

Figure 4.2.2.8.2-2. Configuration Category Drill Down

Verify Mode Configuration
Step 1: Under the Analyze tab select “EEB Configuration Verification”
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Figure 4.2.2.8.2-3. Verify Mode

Step 2: Select the mode to verify and choose the “Verify Configuration” option

4.2.2.8.3 Create Default Availability Alerts Command Line Utility

The Create default availability utility creates default availability alerts. This utility uses the
information in the Configuration Verification XML files to create type based avalability alerts
for all resources mentioned in those XML files. This should help in configuring hyperic and save
some time manually configuring availability alerts for each individual resource. One limitation is
that control actions cannot be configured this way so they would need to be entered manually via
the GUI.

The usage for this utility is as follows:
EcMsSmCreateDefaultAlerts.pl [-delete] [-skipbackup]

Parameters:
-delete - optional parameter to delete previously created Availability alerts
-skipbackup - optional parameter to skip creating a backfup file

The -delete flag is optional and will delete previously created resource based availability alerts
for the resources mentioned in the Configuration Verification XML files. The —skipbackup flag
is also optional and will skip creating an XML backup of all previous alerts.

The utility needs a user created configuration file located at and called ~/.hg/client.properties.
This file will have the following info
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host=localhost

port=7443

secure=true

user=<hyperic GUI admin ie. hgadmin>
password=<password>

This utility is located under “/tools/common/hyperic/hgapi/hgapil-3.1/bin”. The utility should be
run by the “hyperic” user on the x4iil01v box.

4.2.2.3 Outputs

None

4.2.2.4 Event and Error Messages
None

4.2.2.5 Reports

None
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