4.2.2 Hyperic System Monitoring Tool

4.2.2.1 Hyperic Overview

Hyperic HQ is a computer system and network monitoring application software. The software
provides the ability to discover, organize, and monitor resources. The operator has the ability to
control software resources remotely and control actions allow operator to execute tasks (e.g.,
starting and stopping resources. Alerts can be set on metrics and a control action can be
configured to execute when an alert fires. HQ can respond to alerts in various ways such as email
and sms. HQ’s rich web-based interface allows the operator to view, manage, and configure
resources.

Figure 4.2.2.1-1 shows the key components of Hyperic HQ and how they fit together. The
information presented in this section can be found at http://www.hyperic.com.
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Figure 4.2.2.1-1. Hyperic HQ Architecture

4.2.2.1.1 HQ Agent

Hosts being monitored with Hyperic must have the HQ Agent installed and running. The agent
will auto-discover software running on the host on startup and will periodically re-scans for
configuration changes. The agent gathers metrics, performs log tracking, and event tracking. The
operator the ability to perform control actions to start and stop servers. The HQ agent will send
all gathered information to the HQ Server. (Figure 4.2.2.1-1)
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4.2.2.1.2 HQ Server and HQ Database

Information gathered by the HQ Agent is sent to the HQ Server and is stored in the HQ
Database. The server manages the software inventory and grouping resources in useful ways to
ease monitoring and management. The server handles alerts and executes configured notification
and escalation processes. It handles actions initiated through the user interface or through the
Hyperic Web Service API. (Figure 4.2.2.1-1)

4.2.2.1.3 User Interface

Hyperic provides a rich user interface for browsing inventory, viewing and visualizing metrics,
and managing your monitoring and alerting logic. The user interface home page, the Dashboard,
provides an overview of the software inventory changes, problem resources, recent alerts, and
metric charts.

4.2.2.1.4 Plugins
Hyperic capabilities can be extended with two types of plugins

1. Resource plugin - can be used to discover, monitor, and control software resources. It is
mainly used for resources that Hyperic does not support.

2. Extension plugin - can be developed to extend the user interface, develop scripts for
automating common processes, and develop web services interface with other
management systems.

4.2.2.1.5 HQ API
Hyperic HQ also provides a web services API that enables user/plugins to programmatically
access all HQ Server data and functionality.

4.2.2.1.6 HQ Inventory and Access Model
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Figure 4.2.2.1-2. Hyperic Inventory and Access Model
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Inventory is the sum of all the infrastructure’s resources, which includes hosts, operating
systems, applications servers and their components, and other software.

Hyperic auto-discovers and classifies different resources into a hierarchy structure: platform,
server, and service. (Figure 4.2.2.1-2 section A)

e Platform is a hosting system (i.e., xxdpl01)
e Server is a software that runs on a platform (i.e. BMGTExportServer_OPS)

e Service is a component that runs in a server (i.e. Sybase DBConnection), or is associated
with a platform (i.e. SSH, RPC, etc.)

There are two inventory types which can be configured by real users, (Figure 4.2.2.1-2
section B).

e Application is a set of services. It reflects the performance and availability at the
application level.

e Group is a collection of resources. If the resources in a group are of the same type, it is
called a compatible group. Otherwise, it is a cluster. A compatible group can be
performed a control actions like start, stop, and restart with a single command on all its
members.

Group plays a fundamental part in HQ’s access model. By grouping resources that should have
the same access requirements together and mapping groups and Users to Roles. Administrator
can control a user’s access to specific resources in the inventory. These two components are
introduced in section 4.2.2.2.2.

4.2.2.2 Hyperic Basic Operations and Capabilities

4.2.2.2.1 Start/Stop HQ Server/Agents
e Start/Stop HQ Server: HQ Server is running on host xxiil01.

ssh to host xxii1l01
cd /usr/ecs/0PS/COTS/hyperic/server-4.3.0-EE/bin

./hg-server.sh start|stop

Even if Start command is executed successfully from the command line, it will take some time
for HQ Server to be completely started.

During this time period, you will see this page first when trying to log in:
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Hyperic HQ is starting up, please wait.

i e
Stat-up
proccessing... 36% complete.
Status: Starting event message queus...
Last Error: None
Sign in to Hyperic HQ
Please enter your username and password to sign in.
W The server is still starting ‘
Username | |
Password | |
Or; sigr 15 guest use

Figure 4.2.2.2.1-1. HQ Server is Starting up

Note: Refresh the page if it freezes (i.e., red warning box). At this point, the HQ Server may not
have started completely. After a few minutes, perform a restart:

e Start/Stop HQ Agent: HQ Agent is installed and runs on each host that is to be
monitored with Hyperic.

ssh to host
cd /usr/ecs/0OPS/COTS/hyperic/hyperic-hg-agent/bin

./hg-agent.sh start]|stop|]restart]|status|dump|ping]setup

4.2.2.2.2 Users and Roles

4.2.2.2.2.1 Users

Hyperic allows customization of user accounts. A user can be assigned a role to manage access
to resources. Administrators can configure all user roles (Figure 4.2.2.2-1).
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Figure 4.2.2.2.2-1. List/Create Users and Roles
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Figure 4.2.2.2.2-2. Add New User Page

To confugure a new or existing user, perform the following:

e List Users
Under the Administration tab click on “List Users” (Figure 4.2.2.2.2-1)

e Create a User
Step 1: Click “New User” (Figure 4.2.2.2.2-1).

Step 2: Input New User information then select “Ok & Assign User To Roles”.
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4.2.2.2.2.2 Roles

A role in HQ is defined as a permission level to a resource as Full, Read-Write, Read or None.
The system has been designed in such a way as to shorten the actual process of assigning
permissions to roles. Modify individual user’s roles to manage the permissions to perform tasks
and view resources within Hyperic. An administrator creates roles to limit a user’s permission to
view, monitor, modify, create, or control of resource within Hyperic.

NOTE: In HQ, the permission assigned to an inventory type creates a distinction between the
right to manage and create alert definitions. For example, a “full” permission role allows user to
create, edit, and view, as well as perform operations for alert definitions on platforms.

e List Roles
Under the Administration tab click on “List Roles” (Figure 4.2.2.2.2-3)
e Create a Role

Step 1: Under the Administration tab click on “New Role...” (Figure 4.2.2.2.2-1)

rt Alerts: 11:03 AM - HTTP Up 5, HQ SignOut Sereencasts Help
11:02 AM - HTTP Down
Dashhoard | Resources 8 search
dew Role
*Hame: l:l Owner: HQ Administrator (hgadming
Description:

Please limit the description to 100 characters

Dashboard Hame: hew Role Dashhoard

Permissions

Resource Type Permissions Capabilities
Groups * Ful = Can Fixiack slens?

Platforms m Can Fixiack Alerts? 7 can Cortrol? ¥
Servers Can Fixitck Aerts? 7 can Control? 7
Services m Can Fixitck alets? 7 can contral? ¥
Applications Full =

Escalstians

H
-
3 |zl
&
=
<

=
E
g
=

* Regaraless of permissions sefected, aff asers ha 0 create groups in the syster

Assign Users & Groups to this Role after clicking “OK".

LICENSE WILL EXPIRE IN 14 DAY(S) ON July 31, 2010¢  Contact SpringSource to renew your license!

07/46/2010 11:04 AM _hyperic About HO Wersion 4.3.0-EE (build #1443 - May 17, 2010 - Release Build) ©2004-2010 Hyperic, Inc. wwwe.hyperic.com

. &%

Figure 4.2.2.2.2-3. Add New Role
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11:03 AM - HTTP Up
11:02 AM - HTTP Down

HQ Sign Out Sereencasts Help

Dashhoard | Resources Administration B search

Admin temp

<< Return to Roles

+ Role Admin temp has been created

*Hame: Admintemp Owner: HQ Administrator thgadmin
Description: Administer HO Server Configuration: YES

Dashboard Hame: Admin temp Role Dashbosrd
Permissions

Resource Type Permissions Capabilities

Users Ful

Roles Ful

Groups * Ful Can Fix/Ack Alerts? ¥

Platforms Full Can Fix/ack alerts? ¥ Can Cortral? ¥
Servers Ful Can FixfAck Rlerts? ¥ Can Cortral? ¥
Services Ful Can FixfAck Rlerts? ¥ Can Cortral? ¥
Applications Ful

Escalations Ful

* Regardless of permissions selected, ail users have the abilly to create groups Jn the system,

EDIT

Assigned Users

[~ First Hame Last Hame Username &

aoo o L@—P  Add user(s) to Total: 0 Hems Per Page:

Assigned Groups
[ Group & )
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Figure 4.2.2.2.2-4. Role Configuration Page
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Figure 4.2.2.2.2-5. Add Users to Role
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Step 2: Complete the New Role form click “Ok” (Figure 4.2.2.2.2-3)

Step 3: Ensure successful creation of Role, then click button to add users to the Role
(Figure 4.2.2.2.2-4)

Step 4: Select the users to add to the Role. Users will appear in the left pane. When all desired
users have been added to the Role select “Ok” (Figure 4.2.2.2.2-5)

Step 5: Select the groups to assign to the Role. Only after groups are assigned to a Role, can the
permission of that Role be applied properly. (Refer to 4.2.2.2.8 Groups)

4.2.2.2.3 Auto-Discovering Resources

Auto-discovery is a feature where Hyperic collects resource-specific details about an
environment. This feature will discover all resources running on a host which includes operating
systems (platforms), servers, and services. An auto-discovery list is created and displayed on the
user’s dashboard so users can add discovered resources into Hyperic’s inventory. Auto-discovery
scans the environment periodically for new resources and can detect key changes to resources
that are already in the inventory.

Step 1: View the dashboard and locate the auto-discovery pane (Figure 4.2.2.2.3-1)

TE R P RIS & E DT I oM

ct a Dashboard  Super User Role R

A hoc Chart Viewer

Click to find out more about Resource Hame Resource Type Availability Alerts

PROVIDERS dataprovider ® a
Updsted: 3:34 P

ource Mame | ‘ Platforms w | 5] Metric Viewer Ingest Throughput

IngestGueueThroughput/min
- Over the last hr

InProcessingService_0PS

fHIpli.hite.com InProcessingService_0PS 0o
Updated: 5:34 Pk

e Auto-Discovery [F
ource Type Availability
o Resocurce Hame Status  Changes
fsources to display, please click the lq'?r'icon above to add resources to portlet. - - 3 5 .
@ FaeiliLhite. e om - Red Hat Enterprize Linux 5 modified  server set changed
Apache Tomeat 6.0 jootsfecsiOPSICOTSAomeat-6.016  modified none
Add to Inventory Skip Checked Resources
N\ Control Actions b

content to this column:

pt Portiet v |@ Recent Control Actions
Resource Hame Control Action Date / Time v Message
fdhelH.hitc.com . 09/ma/2009 .
QuickServer OPS EcDiGuickServer Start 113,30 PM Pazswword:

Figure 4.2.2.2.3-1. Dashboard Page

Step 2: Auto-Discovery will display any new resources (Figure 4.2.2.2.3-2).
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Resource Hame Status  Changes
@ fdeildl.hitc.com - Red Hat Enterprize Linux 5 modified  =server zet changed
Apache Tomecat 6.0 footsfecsfOPS/COTSomeat-6.0.16  modified none

Add to Imvertory Skip Checked Resources

Figure 4.2.2.2.3-2. Auto-Discover List

Step 3: Select the resources to permanently add to the HQ Inventory and click “Add to
Inventory” (or “Skip Checked Resources” to bypass the monitor specific resources).

Note: When a new custom plugin is deployed it will be auto-discovered and appear in the auto-
discovery pane. Administrators must choose to add the resource to the HQ inventory to begin
monitoring the resource.

4.2.2.2.4 Add New Resources
Hyperic provides two ways to add new resources:

1. Hyperic can auto-discover standard resources it monitors and allow the users to add the
resources into its inventory through the auto-discover list. To add a custom resource, the
user first needs to generate the custom plugin xml or jar file and deploy it. See section
1.8, Resource Plugin. Once deployed, Hyperic will auto-discover the resource and put the
resource in the auto-discover list.

2. Resources can be manually added to a new platform. The user would go to the Browse
Resource page, click on “Tool Menu” and select “New Platform”. To add a new server or
service, the user would first select a platform from the Browse Resource page. In the
platform resource page click on “Tool Menu” and select either “New Server” or “New
Service”.

Note: Before some resources are added to the Hyperic inventory and can be monitored, required
configuration must be completed.

4.2.2.25 View Resources

4.2.2.2.5.1 Viewing a Resource

Step 1: Select the “Browse” option from the drop-down menu when hovering over the
“Resources” tab (Figure 4.2.2.2.5-1)
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Resource Type Availability

Mo resources to display, please click the 7-3} icon above to add resources to portlet. . Recent Alerts

Figure 4.2.2.2.5-1. Resource Browse Link

Step 2: Select the type of resource (Platform, Server, Service, Compatible Group, Mixed Group,
and Application) (Figure 4.2.2.2.5-2)

LI/ o ey = Ly = | = Fecert Ale

: 04:40 PM - ECHO Alert : Kernel Down ! ome, HA Sign Out !

04:31 PM - Group primary warning event.
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Tools Menu™
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Total: 9 Hems Per Pagy

Figure 4.2.2.2.5-2. Choose Resource Type

Step 3: Select the resource you want to view
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42.2.252 Resource View

Inventory | Alerk Control Views

Figure 4.2.2.2.5-3. Resource Tabs

Monitor Tab

The monitor tab is the default resource view. The monitor tab allows users to view the
availability and current metrics being collected for a resource. This view will give insight into
any problems with the resource. (Figure 4.2.2.2.5-4)

Servers > InPollingService_OPS > f4dpl01.hitc.com InPollingService_OPS

Description: Ohwner: Leo Liu (vliu) - Change...
MapE| Tools Menu=
Inventory Alert Control Views
Metric Display Range: # Last |:| Advanced Settings
RESOURCES INDICATORS ™ T3y (e EVEY

Seuices Indicator Charts | Show Last § Hours Wiews: | Update Defautt

Na health data Is avaliable for this resource.
I T T I T I T T I T T T T I T TN TS T T T TSI I TN T I T T I T AT T T TN TI T T T T T AT LU 4600.0% — Avs

Host Platform Avail
O __ ECpuUsage 4

L] eadplot i com @5 qopaiingsanics_aps) LOW 00%  AVG: 0.0% PEAK: D.0%
Select Resources abowve & " " -
click button to view metrics @ 100%
75%
Problem hMetrice |
50%

Mo metrics to display 255
B+ HumOpenAlerts 4
(InFallingSenice_OPS) LOW: 1.0 AVG: 1.0 PEAK: 1.0
15
- 1.0

05

Figure 4.2.2.2.5-4. Resource Monitor Page

Inventory Tab

The inventory tab allows a user to view and edit various properties of a resource.
(Figure 4.2.2.2.5-5)
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Servers > InProcessingService_OPS > f4dpl01.hitc.com InProcessingService_OPS

Description: Owner: Malcoln Wells (mwells) - Change...
MapE| Tools Menu=|
I Monitor ‘

|| Alert | Control | Views ‘

General Properties
Description: Date Created: 0305/2009 03:22 PM
Date Modified: 03052009 03:22 PM

Resource Type: InProcessingService_OPS Maodified By: Malcolm Wells (mwells)

EDIT...

Type & Host Properties
Install Path; ‘CUSOMECS/OPSICUSTOMbINDPL Host Platform: f4plit.hitc.com
[EcDinProcessingService
EDIT...

Total Services: 0

Services By Type:

D Service & Service Type Deseription

Availability
Total: @ Rems Per Page: 15

Groups containing this resource
D Group & Description

[] BP_0PS _DataPool_Ingest

&

& collection of DPL Ingest resources
ADD TO LIST...

Totak:1 Rems Per Page: 14
Configuration Properties

&

Shared
JdbeDriver com.syhase jobo2 jdbe SybOriver JdbeUrl jdbc:sybase: Tds: f4dbl03:30000nge st
JdbcUser ops_dbo JdbcPassword
Args 0eg=ustfecsOPSICIUSTOMbIn/DRL
process.query {EcDInProcessingService
Monitoring

Auto-Discovery for services is ON
Control

JusriecziOPSICUSTOMAies
EcMsSmBaseCortrol

timeout G0

program prefix EcDlinProcessingServiceStart

Figure 4.2.2.2.5-5. Resource Inventory Page

Alert Tab

The alert tab displays the alert history for a resource. Under this tab a user is able to define a new
alert or edit an existing one. (Figure 4.2.2.2.5-6)

(AL T — — 1 T 4 05:25 FM - Alert : ECHO Website Down

05:25 PM - Alert ; ECHO WIST Down

e, HQ  Sign Out  Scre¢
E N T ERPRIOSEE E DI T IamMN

Dashboard Administration

Servers > InProcessingService_OPS > f4dpl01.hitc.com InProcessingService_OPS

Description:

MapE| Tools Menu =

——— " r -~
I Monitor | Inventory . --—| Control

Dwner: Malcolm Wells imwells) - Change...

Views
[ Merts | configure |
« 09082009 b [ Click the dD Joan to acknowi
|:| Priority Alert Date ¥ Alert Definition Alert Condition Actual Value Fixed Ack
] - High 09/08/2009 05:02 PM InProcessingService OPS Alert: i, o 100.0% 0.0% Ha
Server Down
W - High 09/08/2009 11:32 AM InProcessingService OPS Alert: \ Jyin « 100,05 0.0% Yes
Server Down

uneo | _scwnoweeno |

Total: 2 Ifems Per Page:

2Figure 4.2.2.2.5-6. Resource Alert Page
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Control Tab

The control tab displays all of the defined control actions for a resource. A user can manually
execute a defined control action or schedule one to be executed from the control tab. Under this
tab a user is also able to define a new control action or edit an existing one. (Figure 4.2.2.2.5-7)

L\ = gy g | == | = Fzcert Alerts 02:25 PM - Alert: ECHO WIST Down come, HQ  Sign Out  Scre

02:25 PM - Alert : FCHO Website Down
ENTERPRISE EDITION

Dashboard Analyze Administration

Servers > QuickServer_OPS > f4ftl01.hitc.com QuickServer_OPS

Description: Owner: HG Administrator (hgadmin) - Change...
MapE| Tools Menu=

| Monitor | Inventory Alert Views
| Current | History

Mo carrent Action.

Quick Control - Guick Control & ocour after the current Control Action.

Control Arguments (optional): I:I

Guick Control Actions will be done in parallel to all resources.

Control Action Schedule - Ciic

|:| Control Action & Hext Fire Date Scheduled Description

NEW... Total: ¢  hems Per Page:

Figure 4.2.2.2.5-7. Resource Control Page

42.2.2.6 Alert and Control Actions

4.2.2.2.6.1 Alert

An alert is a set of rules that a user defines that tells Hyperic how to detect a problem with a
given resource. The rules that can be defined for an alert can be:

e A metric value or event that triggers the alert

e What to do when the specified measurement or event is reported:
o Email and SMS notifications

Generating OpenNMS traps

Escalation schemes

Execute a custom script

Execute a control action

0O O O O O

Notify specific Hyperic roles and/or users
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Creating an Alert

In order to create an alert for a resource you must create an alert definition that will define the
conditions that should trigger an alert to fire.

Step 1: Navigate to the detailed view of a resource (See section 1.4 View Resource) and select
the Alert tab. (Figure 4.2.2.2.6-1)

‘Welcome, HQ  Sign Out  Screc

(EAVE _ T 1 — Y —] Recert Alerts: 05:25 PM - Alert : ECHO Website Down

05:25 PM - Alert : ECHOWIST Down
ENTERPRIS S EDITIOMN

Dashhoard Analyze Administration
Servers > InProcessingService_OPS > f4dpl01.hitc.com InProcessingService_OPS
Descripticn: Owner: Malcoln YWells (mwells) - Change...
M Tools Menu=
‘ Monitor | Inventory I [ contral || Views
Alerts \ Configure
o 090872000 ] &
|:| Priority Alert Date » Alert Definition Alert Condition Actual Value Fixed Ack
[ - High 09/08/2009 05:02 PM !;:'v‘:e[fjj::?se' vice OPS Alert: bty < 100.0% 0.0% Mo
W - High 09/08/2000 11:32 AM !;:'v‘:e[fjj::?se' vice OPS Alert: bty < 100.0% 0.0% es
_I I Total: 2 Hems Per Page:

Figure 4.2.2.2.6-1. Resource Alert Page

Step 2: Select the “Configure” button (Figure 4.2.2.2.6-2)

LN o o gy ey g | g Recent Alerts:  05:25 PM - Alert : ECHO Website Down

Welcome, HQ  Sign Out  Scre

05:25 PM - Alert : ECHOWIST Down
E N T ERPRISE EDITION
Dashhoard Analyze Administration

Servers > InProcessingService_OPS > fddpl01.hitc.com InProcessingService_OPS

Description: wner: Malcolin Wellz (mwells) - Change...
MapE| Tools MenuX
| Monitor | Inventory Control Views
Alerts |\ configure |
of 09082000 B [ &
|:| Priority Alert Date v Alert Definiticn Alert Condition Actual Value Fined Ack

InProcessingService OPS Alert :

Server Down Availability = 100.0% 0.0% Mo

[ w- High 09082009 05:02 PM

InProcessingService OPS Alert :
Server Down

_I —I Total: 2  ltems Per Page:

- High 00082009 11:32 AM Aevailability = 100.0% 0.0% Yes

Figure 4.2.2.2.6-2. Resource Alert Configure Page

Step 3: Select the “New...” option (Figure 4.2.2.2.6-3)
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AV —T1T—1 — 1Y YWt =: (There are no alerts in the last 2 hours.) ome, HA Sign Out  Scre

E N T ERPRISE E DI TIOMN

Dashboard Analyze Administration
Servers > InPollingService_OPS > f4dpl01.hitc.com InPollingService_OPS
Description: Owner: Leo Liu (yliu] - Change...
MapE| Tools Menu=
| Monitor | Inventory .. Control Views
| | alerts || configure |

[ Alert Definition &
|:| PollingService _0OPS down

Description Date Created Last Modified Active
EcDIPallingService in OPS mode down alert 0909/2009 02:46 PM 09/09/2009 02:54 PM Yes

|:| PollingService _OPS up 09/09/2009 03:08 PM 09/09/2009 03:05 PM

Set Active:

* Resource Type Alert Definitions (cannot be deleted)

Total: 2 hems Per Page:

Figure 4.2.2.2.6-3. Add New Alert Definition

Step 4. Complete the Alert Definition Form and Select “Ok” (Figure 4.2.2.2.6-4)

Edit f4dplO1.hitc.com InPollingService_OPS: New Alert Definition
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# If Condition: C) Metric: Availabilty w

o@is| < (Lessthany v |[100%
Ois = (Grester than) v

(abzolute value)

%o | Select. <

O value changes

@Control Action: | EcDlnPolingServiceStart | = (Equal to) | Completed  » |

and match substring (optional, 25 chars meae); I:I
OCanig changed and match file name (optional, 25 chars mae); I:I

Add Another Condition

Recovery Alert: for | PolingService_OPS up b

*Enable Action(s): @Each time concitions are met

DnoE every l:l times conditions are met within & time petiod of

O EvertziLogs Level:

| | minutes

Enable Action Filters: | | Generate one alert and then disable alert definition until fixed

DD\sregard control actions that are defined for relsted alerts.
[CFiter natification actions that are defined far related slsrts.

Configure Actions for this Alert Definition after clicking * 0K,

Figure 4.2.2.2.6-4. Configure Alert Definition
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4.2.2.2.6.2 Control Actions

Control actions are user defined actions that can control the status or function of a server or
service. Actions such as “start”, “stop”, and “restart” are examples of typical control actions.
Hyperic allows users to define their own control actions via custom scripts that are not tied to the
Hyperic system.

Creating a Control Action

See section 4.2.2.4.2.3, Polling Server.

4.2.2.2.6.3 Recovery Alerts

In order to automatically mark an alert as fixed once the problem is resolved, a recovery alert
must be configured. For details on how to configure a recovery alert see section 4.3, Polling
Server.

4.2.2.2.6.4 Hierarchical Alerting

Hierarchical Alerting is a function of HQ that would reduce a number of similar alerts from
firing from a single root cause from a resource hierarchy. The objective of hierarchical alerting is
to guarantee that the operations teams are not overloaded with multiple alerts resulting from the
same root cause.

For example, when a server reports that a resource with an active alert definition is down, HQ
checks whether its parent (platform is the parent of a server, server is the parent of a service,
etc.) in the resource hierarchy is up or down. HQ will then generate an alert in accordance with
its definition only in the following situations:

e Whenever the parent is available

e Whenever the parent is unavailable and there is no active single-condition alert definition
on its availability

Disabling the ‘Global Alert Properties’ section

Hierarchical alerting is enabled by default. To disable the alerting feature please follow the
following steps:

Step 1: Click on the administration tab of the Hyperic HQ home. (Figure 4.2.2.2.6-5)

VeI = Recert Alerts:  03:58 AM - EeDlinEmailGWServer_DEV02 Down Welcome, HO Sign Out Screencasts Help

08:55 AM - BMGTPackager_TS3 Down 3

Resources | Anabze | Administration & search

‘ Select a Dashboard  hgadmin | ‘

‘RESW,GE Name ‘ ‘ Platforms ;” ] Resource Hame Availability Alerts

Mo resources ta display, please click the 57 icon above to add resources to portiet

. < 0
Updates: 553 AN

Figure 4.2.2.2.6-5. Hyperic Main Page
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HY e * 09:02 AM - HTTP Down !  HQ Sign Out Screencasts Help
. 09:02 AM - S5H Down

ENTERPRI I SE EDITION

Dashboard | Resources B search

Administration

* i n/Authorization

Users: List Users

Hew User...
E# Ho server Settings
Settings: HG Server Setlings - Change settings for email, ; data \ database and serives

WMonitoring Defaults - Define manitoring ane alerting poficies for the entire environment

Escalation Schemes Configuration - Define giobal escalaiion schemes that can be applied t individual alerts

Groowy Console

HO Web Services Api

HQ Health

HOU Plugin Manager

EEB Business Process Configuration
Hetwork and Host Dependency Manager

## HO License Information

Hame: Raytheon Yirtus| Technology Corp. 1
Erpires: Sat Jul 31 03:59:59 EDT 2010
Platform Limit: 12
Current Platform Count: 12

Figure 4.2.2.2.6-6. Hyperic Administration Page

Step 2: Click on the HQ Server Settings under the HQ Server Settings pane. (Figure 4.2.2.2.6-6)
Step 3: Click on the HQ Server Settings under the HQ Server Settings pane. (Figure 4.2.2.2.6-7)

 09:02 AM - Process Down
09:02 AM - HTTP Down

_HVEEEIr— = me,HQ Sign Ot Screencasts Help

ENTERPRI I SE EDITION

B search

Edit HQ Server Settings

HOTE: &ny changes to HQ Server Settings wil take effect after the next server restart

Email Configuration Properties
Base URL: | htp: il hite. com 7080/
From Email Address: | hyperic@hic com

Hyperic I Properties
Hyperic 10 Server URL

‘ﬂ

Announcements Properties
HQ Version and Security Announcements: 4l @ Major Chione
Context-Sensitive Help: *Remcte internal

Data Manager Configuration Properties

Run Database Mail Every: hours

I

Delete Detailed Metric Data Older Than: days
Reindex Metric Data Tables Hightly: *ves Tio

Delete Alerts Older Than: days

Delete Events and Logs Older Than: days

I I
1

Global Alert Properties

HOTE: £ny saved changes wil take effect immedistely and remain in effect after the next server restart.

Alerts @ oy CoFF
Alert Notifications o CopF
Hierarchical Alerting ' on CoFF

Notification Throttling Configuration Properties
Hotification Throttiing " on @ oFF

Threshal MBI ey of IndiVidual patifications per 15 secomd intenval

Motification Emails) Caomma-separated list of email addresses for summary notifications

‘HH

Automatic Baseline Configuration Properties

Baseline Frequency: |3 days

Figure 4.2.2.2.6-7. Editing the HQ Server Settings
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Step 4: To disable the Hierarchical Alerting simply select the OFF radio button of the
Hierarchical Alerting field and click on OK to save the changes.

The change takes effect immediately without need to restart the HQ Server. The setting will
persist through HQ Server restarts.

When hierarchical alerting is enabled, HQ will process alerts as described above, leveraging its
built-in knowledge of how each resource fits into HQ's three-level (platform-server-service)
inventory model without requiring additional configuration.

4.2.2.2.6.5 Alert Notification Throttling

You can configure the HQ Server to throttle back alert notifications if there are myriad of alerts
generated. You can thus configure a maximum number of notifications that HQ will issue within
a fifteen second interval. When that threshold is reached, HQ will stop sending individual alert
notifications. Instead, HQ will send a rollup notification to designated notification recipients. HQ
continues to evaluate alert volume, and continues to throttle notifications until alert volume
decreases sufficiently. Rollup notification e-mails are sent every 10 minutes and indicate
whether or not throttling will continue.

Enabling Alert Notification Throttling

Step 1: Click on the administration tab of the Hyperic HQ home. (Figure 4.2.2.2.6-8)

S AVY — I —— ol ™ e H — Recert Alerts: 08:58 AM - EcDINEmailGWServer_DEV02 Down

08:55 AM - BMGTPackager_TS3 Down

Resources | Analyze | Administration

Select a Dashhoard  hgacmin |

[SearchResources — [ FavurtieReso

[Resource Name || Pattarms =o Resource Hame

Availability Alerts

N resources to display, please click the “3 icon ahove to add resources to portlst

o 2
Updatoct 5:58 AN

Figure 4.2.2.2.6-8. Hyperic Main Page

Step 2: Click on the HQ Server Settings under the HQ Server Settings pane. (Figure 4.2.2.2.6-9)
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AV T 1 — 1 ™ o W —] Recart Alerts: 09:02 AM - HTTP Down Wy @ Sign Out Screencasts Help
- 09:02 AM - S5H Down

ENTERPR S& EDITION

Dashboard | Resources B search

Administration

g‘ Authentication/Authorization

Users: List Users Roles: List Roles
Hew User... Hew Role...
E# Ho server Settings
Settings: HG Server ings - Change ssitings for email, ; data \ database and serives
onito aults - Def sierting vironment

Escalation Schemes Configuration - Define giobal escalaiion schemes that can be applied t individual alerts

# Plugins

Groouy Consale
HOWeb Services Api

HO Health

HOU Plugin Manager

EEB Business Process Configuration
Hetwork and Host Dependency Manager

## HO License Information

Hame: Raytheon Yirtus| Technology Corp. 1
Erpires: Sat Jul 31 03:59:59 EDT 2010
Platform Limit: 12
Current Platform Count: 12

Figure 4.2.2.2.6-9. Hyperic Administration Page

Step 3: Click on the HQ Server Settings under the HQ Server Settings pane.
(Figure 4.2.2.2.6-10)

Step 4: To turn on the feature, Under the Notification Throttling Configuration Properties click
on the ON radio button under the Notification Throttling. Once that has been selected, one can
select the maximum number of individual notifications per 15 second interval, and can also
specify email addresses as to where those notifications should be sent.
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HVYEEEIrs = Rrecert Alerts: 09:02 AM - Process Down Welcome, HQ  Sign Out  Screencasts Help

09:02 AM - HTTP Down

ENTERFRI SE EDITION

Search

Edit HQ Server Settings

HOTE: &ny changes to HQ Server Settings wil take effect after the next server restart

Email Configuration Properties
From et Aderess:

Announcements Properties

HQ Version and Security Announcements: 4l @ Major Chione

Contest-Sensitive Help: *Remcte Cinternal

Data Manager Configuration Properties

Run Database Mail Every: |1 hours

I

Delete Detailed Metric Data Older Than: |3 days
Reindex Metric Data Tables Hightly: *ves Tio

Delete Alerts Older Than: days

I I
1

Delete Events and Logs Older Than: days

Global Alert Properties
HOTE: £ny saved changes wil take effect immedistely and remain in effect after the next server restart.

Alerts @ oy CoFF
Alert Notifications o CopF
Hierarchical Alerting ' on CoFF

Notification Throttling Configuration Properties
Hotification Throttiing " on @ oFF

Threshal MBI ey of IndiVidual patifications per 15 secomd intenval

|

Motification Emails) Caomma-separated list of email addresses for summary notifications

Automatic Baseline Configuration Properties

Baseline Frequency: |3 days

Figure 4.2.2.2.6-10. Editing the HQ Server Settings

4.2.2.2.7 Configuration Tracking

Configuration tracking notifies users of changes of selected files within an environment. This
feature continuously compares an original version of a file with the current version to see if any
changes have occurred. An alert can be triggered when a file is changed. The files that are
tracked by Hyperic must have the appropriate permissions to allow the HQ agents to access
them. Also, resources that are capable of configuration tracking are usually limited to platform or
server types.

4.2.2.2.7.1 Enable and Configure “Configuration Tracking” for aresource
Step 1: Follow the steps to view a resource and select the “Inventory” tab. (Figure 4.2.2.2.7-1)
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ome, HQ Sign Out  Screencas

: 04:35 PM - PollingService_OPS down
0434 PM - primary InPollingServer warning event

Analyze Administration .

LN/ oy = _j == == Recertd

ENTERP RS & EDITIOMN

Dashhoard

Platforms > Linux > f4dpl01.hitc.com

Description: Red Hat Enterprise Linux S
Vendor: Red Hat

Vendor Version: Enterprize Linux 5
CPU Speed: 4 & 3800 MHz (2x2)
Architecture: x86_E4

MapE| Tools Menu=

[ Monitor .|, \|| Alert | Views

Owner: HG Administrator (hegadming - Change...
Default Gateway: 155.157.31.1

IP Address: 155.157 .31 216

05 Version: 2615812811 el

Secondary DNS: 155157 31 223
Primary DNS: 1:35.157.31.209
RAM: 7992 MB

Description: Red Hat Enterprise Linux 5 Date Created: 05/03/2009 O4:56 Ph
Location: Date Modified: 03/01/2009 04:25 PM
Resource Type: Linux Meodified By: Leo Liu (yliu)
EDIT...
ype & Network Properties
Platform Type: Linux Fully Gualified Domain Hame; {dcpl01 hitc.com
Agent Connection: 155157 31 216:2144
IP Address: 155157 31 216 Hetmask: 2552552550
MAC Address: 00:14:5E:3E:90:EE
IP Address: 1921631 .10 Hetmasgk: 255255255.0
MAC Address: 00:14:5E3E:90:EF
IP Address: 127.0.01 Hetmask: 235000
MAC Address: 00:00:00:00:00:00
EDIT...

Step 2:

Figure 4.2.2.2.7-1. Configuration Tracking Inventory Tab

Shared
This restource doses not have any shared Configuration Properties.

Monitoring
platformulog_track.enable trus platformuleg_track.level Warn
platformuloeg_track.include platformulog_track.exclude

platform.leg_track files platform.config_track.enable true

platform.config_track files

EDIT...

Figure 4.2.2.2.7-2. Configuration Properties

Scroll down the page to the Configuration Properties section and select “Edit...
(Figure 4.2.2.2.7-2)

Step 3:
(Figure 4.2.2.2.7-3)

4.2.2-21

Follow the instruction on Configuration Tracking page to complete the form.
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f4dplO1.hitc.com

Please verify that this resource has been enabled for monitoring by following the directions below

Configuration Properties

Shared
This resource does not have any shared Configuration Propetties.

platferm.loeg_track.enable platformulog_track.level
L hd
Enable Log Tracking Track event log lewvel Vamn

platformulog_track.include l:l platform.log_track.exclude l:l

Log Pattern hatch Log Pattern Exclude

platform.og_track files l:l platform.config_track.enable
Log Files Enable Config Tracking

|)Iatform.cEnﬁg.|_traj:k.f;liclaess ietohosts

General Log and Config Track Properties

Maonitoring

® Enable Config Tracking - Check to enable config tracking

® Configurstion Files - Comma delimited list of configuration files to track. Relstive files are resolved to J.

® Frable Log Tracking - Check to enable log tracking.

® Track event log level - Only track events of level grester than or equal to this level. Order is: [Error, Warn, Info, Debug]

® | og Pattern Match - Include messages that match the given regular expression. The given pattern can be a substring to look for in log messages or a regular expression. See:
Java.utilregex.Pattern.

® | og Pattern Exclude - Exclude messages that match the given regular expression.

® | og Files - Comma delimited list of log files to track. Relstive files are resolved to /.

Figure 4.2.2.2.7-3. Configuration Properties Form

NOTE: Although custom plugins have been defined to track configuration files it will not occur
automatically when the plugin is deployed. The user must manualyl accept the configuration
properties through the hyperic Ul to enable configuration tracking.

4.2.2.2.7.2 Configure “Configuration Tracking” Alert
Step 1: Follow the steps to create a new Alert

Step 2: Select the alert condition “Config change and match file name” (Figure 4.2.2.2.7-4)
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LN/ o gy e | Recert Alerts: (There are no alerts in the last 2 hours.)

E N T ERPRISE E DI TIOoN
Dashboard Analyze Administration

Edit f4dpl01.hitc.com: New Alert Definition

Alert Properties

Hame: | ¢onfig Track * Priority:
Description: | Track configuration changes * Active: 8\'53
Mo

Condition Set

# If Condition: OMetric::| Select... b |
\-)G) iz | = (Greater than) (absolute valus)
Ois| » cGreater than) [ 9% of |Se|ect... |

O value changes

@] Inventory Property: value changes
O EventziLogs Level: and match substring (optional, 25 chars max): l:l

| @ Config changed and match file name (optional, 25 chars max): | |

Add Another Condition

Recovery Alert: f0r| Select... w |

#Enable Action(s): (& Each time condtions are met

O DNSE Bvery l:l times conditions are met within & time period of | | | minutes

Figure 4.2.2.2.7-4. Configuration Tracking Alert

4.2.2.2.8 Groups

Groups in Hyperic allow users to create collections of resource. This feature is useful when
resources have a relationship to each other. Business Processes will be created via the group
feature. A business process will be defined by creating a group assigning all resources that are
members of the business process to the group. The business process can later be configured at
the Business Process Configuration page.

Creating a New Group

Step 1: Under the Resource Tab expand the “Tools Menu” and Select “New Group”
(Figure 4.2.2.2.8-1)
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L 5N\ e g g g gmmm | p gmmm  gmmm Recent Alerts: 02:55 PM - Primary Warning Welcome, HQ Sign Out

E N T ERPRISE E DI TIOMN

Dashboard Analyze Administration

Servers > All Servers

Tools Menu™

Hew Application [
Hew Group @

Al Server Types b All Groups v | Cunavaitable [Jowned by H Match: O ar © an
Hew Platform [ | bl | | P | Wi 7 o
Platforms (9) | Servers (74) | Services (3364) | Compatible Groups/Clusters {3) | Mixed Groups (6} | Applications (0)
Chart View |

|:| Server & Server Type Description

O HOWE BMGTPackager BMGTPackager_OPS BMGT packager

|:| oo dpl_gquickserver_T52 DPL_GuickServer_TS2

[ OIBA erpserver EPDServer_OPS EPDServer in OPS

|:| oo T4dAbI03. hite.com fRIbIN3_sqs_srur SgsServer

|:| 1] 1 ] TadAbI03. hite.com fHIbIN3_sqs_srwr_1 SgsServer

Figure 4.2.2.2.8-1. Selecting New Group

Step 2: Complete the New Group form and Select “Ok”( Figure 4.2.2.2.8-2)

Alerts: 02:25 PM - Alert : ECHO WIST Down elcome, HQ Sign Out
02:25 PM - Alert : ECHO Website Down

(VAT — ] — 1 [l ™ [ = I i

ENTERPRISE E2ITION

Dashboard Analyze Administration

New Group

General Properties

* Hame: | OPS_Data_trchive | Owner: HG Administrator (hgadming
Deseription: [Group associated with OPS mode data Location: | |
archive

Group Type

Make group private: |:|

# Contains Resources: | Mixed b | |§- Plstform, Servers, & Services | % |

Aded resources to this grodp aiter clicking "OR".

Figure 4.2.2.2.8-2. Configuring New Group

Note:  When creating a business process you must prefix the group name with
“BP_<Mode>_<Business Process Name>"

Step 3: Ensure successful creation of group and select the button to add resources to the group.
(Figure 4.2.2.2.8-3)
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LN\ e g gy g g g gy | gmem Recent Alerts: 02:25 PM - Alert : ECHOWIST Down me, HO  Sign Out  Scre

02:25 PM - Alert : ECHO Website Down
EN T ERE RS & E DT I1IomMN

Dashboard Analyze Administration

Groups > Mixed Group - Platforms,Servers & Services > OPS_Data_Archive

Description: Group associated with OPS mode... Owner: H2 Administrator (hgadmin) - Change...

Tools Menu =

| Views

+ Group OPS_Data_Archive has been created.
eneral Properties

Description: Group azsociated with OPS mode data archive Date Created: 09/09/2009 0333 PM
Location: Date Modified: 02/03/2008 0333 PM
Resource Type: Group Modified By: HQ Adminiztrator (hogadmin

Total: 0

Resources by Type:
[] Hame & Type Description Av

ADD T LIST... Total: ¢ Hems Per Page:

Roles Assigned To
[] Hame & Description

ADD TO LIST... Total: ¢ Iems Per Page:

Figure 4.2.2.2.8-3. Group Inventory Page

Step 4: Select the resources you want to include in the group. Add them to the group so that

they show up in the right pane. When all desired resources have been added to the group select
“Ok” (Figure 4.2.2.2.8-4)

Edit OPS_Data_Archive: Add To Groups

eroytme: [1ors |0 rweryme

[] Hame & Type [ Hame & Type
faclpld1 hitc com ActionDriver_OPS  ActionCriver_OPS

Tadpi01 hite.com Apache 2.2.11 Apache hittpd

facdpl01 hitc.com DPIJ_OPS SOL Query

|:| fclpl01 kit .com IU_COPS SEL Guery

f4dpl01 hitc.com
O

Inkotificationservice_OPS IR et R e (1

Tl hite.com
O

InPellingService_OPS PalingServics_CPS

f4cdpl01 hitc.com
O

InProcessingService_OPS IBIOCESSNI=SCERENE

facdpl01 hitc.com XvU_OPS SOL Query
T4l hitc com Apache 2.2.11 Apache hitpd

|:| f4eil01 hitc .com QuickServer_OPS GuickServer_OPS
|:| 14101 hitc .com GuickServer_OPS GuickServer_OPS
|:| fahel01 hitc.com SApache 2.2.11 Apache hitpd
faheld1 hitc .com HEGServer_OPS HEGServer_OPS
|:| f4held1 hitc.com GuickServer_OPS  QuickServer_OPS
f4ami01 hitc .com EPDServer_OPS EPDServer_OPS

Figure 4.2.2.2.8-4. Add Resource to Group
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4.2.2.2.9 Escalation Scheme

An escalation is a type of alert action that contains a notification procedure that is triggered
when an alert fires. An escalation scheme can define various steps to execute during the lifetime
of an alert. When the alert is marked as “fixed” the escalation scheme will discontinue.

Creating an Escalation Scheme

Step 1. Under the Administration tab select “Escalation Scheme Configuration”

MR AYd — 11— — [l T e —h erts: 09:55 AM - Group primary warning event 2, HQ Sign Out

09:54 AM - Group primary warning event
ENTERPRISE EDITION

Dashboard Resources Analyze

Administration

a‘ Authentication/Authorization

Users: List Users Roles: List Roles
Hew User... Hew Role...
E# HQ Server Settings
Settings: HO Server Settings - Change st for emall ts, data compression, dat it aned antherticati Ml
Monitoring Defaults - Define maonitoring and alerting icies for the entire

Esc alation Schemes Configur ‘niod - Define giobal escalation schemes that can be applied o individual alerts

Groovy Console

HO Web Services Api

HQ Health

Wall Mount

HQU Plugin Manager

hptest

Error getting description
Business Process Configuration

bhizproc

Figure 4.2.2.2.9-1. Escalation Scheme Configuration Link

Step 2: Complete the form to define a new escalation scheme
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AV Y I S | e W —

ENTERPRIS S EDITION

Escalation Schemes Configuration

< Return to Administration

Default Escalation DELETE

second wa g event ingest DELETE

secondary warning alert DELETE

Secondary Warning Processing Server

Inactive DILETE
secondtest DELETE
simpleTest DELETE
sms escalation DELETE

test secondary warning event = 17% of
epu DELETE

09:58 AM - Group primary warning event ome, HQ Sign Out  Screenc
09:58 AM - Group primary warning event

Dashboard Resources Analyze Administration

An escalation scheme allows you to order alert notifications and actions. It can be applied to one or more alert
definitions.

Step 1- Create New Escalation Scheme:
*Hame: | Secondary Warning Processi

Description: | sjerts users of inactivity
within the processing server

IFthe alert is acknowledged:
O Allovy uzer to pause escalstion for

@ Continue escalation without pausing

If the alert state has changed:

O Motify previously notified users of the change

@ Matify entire escalation chain of the change

If alert is not fixed when escalation ends:

O Stop escalation execution
@ Repest escalation actions

Figure 4.2.2.2.9-2

. Escalation Scheme Configuration Page

Step 3: Create escalation scheme action by selecting “Create Action”

HVYEheEmre e e=F

ENTERPRIS S EDITIOMN

nt Alerts: 10:01 AM - Group primary warning event
10:01 AM - Group primary warning event

Dashboard | Resources | Analyze | Administration

Escalation Schemes Configuration

<< Return to Admi

Default Escalation DELETE
second warining event ingest DELETE
secondary warning alert DELETE

Secondary Warning Processing Server
Inactive DELETE

* Secondary Warning Processing

Server Inactive 2 DELETE
secondtest DELETE
simpleTest DELETE
sms escalation DELETE

test secondary warning event > 17% of
epu DELETE

If ywou edit an escalation that is currently in progress, the escalation will be stopped. After the final wait time has finished, the
egcalation will end and no longer be in progress. Only escalations in progress can be acknovwledged ot fixed and have 'previ
recipients notified. Escalstions no longer in progress can be 'fixed' but will not notify anyane.

Escalation Scheme:

Hame: ry Warning Pr: ing Server ive 2

Description: Alsrts users of inactivity within the processing server
If the alertis acknowledged: Cortinue escalation without pausing
If the alert state has changed: Motify ertire escalation chain of the change

If alert is not fixed when escalation ends: Repeat escalation actions

Step 2 - Crei

Currently there are no actions for this escalation. Click on the "Create Action™ button below to create an actior
perform when this escalation is invoked.

alation Scheme Actions:

Figure 4.2.2.2.9-3. Escalation Scheme Create Action Link
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Step 4: Select the notification method and notification recipients

Salect Users
haadmin
[ quest
cdurbin

[ ccurbini
[ dplingest
echo

[ ncechini
O mnedeone

Figure 4.2.2.2.9-4. Escalation Scheme Configure Notification

Step 5: Choose the wait interval and select “Save” at the bottom of the screen

BN e g p— y p— g | g RECENE Alaris: - Group primary warning event
- Group primary warning event

N T ER PR S & EDITIOMN
[ Dastboard | Resowces | Anaze | Administiation |

Escalation Schemes Configuration

<< Return to Administration

Escalation Name: m If you edit an escalation that iz currertly in progress, the escalation will be stopped. &tter the final wat time has finished,

escalation will end and no longer be in progress . Only escalations in progress can be acknowledged or fixed and have

Default Escalation recipients' notified. Escalations no longer in progress can be 'fixed but wil not notity anyone.

DELETE
o B Escalation Scheme:
second warining event ingest DELETE
Hame: S dary Warning Pr ing Server Inactive 2
~ Description: Alets users of inactivity within the processing server
secondary warning alert DELETE
If the alert is acknowledged: Continue escalation without pausing

Secondary Warning Processing Server If the alert state has changed: Maotify ertire escalstion chain of the change
Inactive DELETE

If alert is not fixed when escalation ends: Repeat escalstion actions

* 5 dary Warning Pr ing m
Server Inactive 2 DELETE

secondtest DELETE Step 2 - Create Escalation Scheme Actions:
simpleTest DELETE t:reale an Action for this escalation na“g

| SMS b ” Matify HQ Uisers b Matify: hgadmin, cdurbin,
sms escalation DELETE Then wait: 10 minutes

Then | weait 10 minutes
test secondary warning event = 17% of

Figure 4.2.2.2.9-5. Escalation Scheme Configure Wait Interval
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4.2.2.2.10 Setting Default Metrics Collections

For most resource types the user will want to configure the same metrics collections for all
resources of that type. This is accomplished by using the monitoring defaults configuration.
Any new resource added of that type will automatically monitor according to the default
configuration. The user should be aware that modifying the defaults will overwrite any existing
metrics collection configuration for every resource of that type.

Modifying metric templates for a resource type

Step 1: Under the Administration tab select “Monitoring Defaults”

L_J N\ ) [y e |y geem g RecentAlerts: 07:05 AM- Alert: f4spl01 Quick Server DEVO1 Up Welcome, HQ  SignOut Screencasts Help
07:05 AM - Alert: T4eil01 Quick Server DEV01 Up
Dashboard Resources Analyze . Search
Administration
:lt Authentication/Authorization
Users: List Users Roles: List Roles
MNew User... New Role...
B# HQ Server Settings
Settings: HO Server Settings - Change settings for ermall, 5, dlata ion, database and fon serices

Monitoring Defaults - Define monitoring and alerting policies for ihe enlire environment
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#* 10 License Information

Name: Raytheon Virtual Technology Corp. 1
Expires: SatJul 31 03:59:59 EDT 2010
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10/14:2009 07:53 AM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (build #1054 - Jun 23, 2009 - Release Build) 2004-2009 Hyperic, Inc. www.hyperic.com

Figure 4.2.2.2.10-1. Monitoring Defaults Link

Step 2: Locate the resource type to configure in the list and select ‘Edit Metric Template’
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Figure 4.2.2.2.10-2. Monitoring Defaults Configuration Page — Edit Metric

Template

Step 3: Select the metrics to be captured for all resources of that type, choose the collection
interval for those metrics, and then click the play icon.
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10/14/2009 08:17 AM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EF (build #1054 - Jun 23, 2004 - Release Build) 2004-2008 Hyperic, Inc. www.hyperic.com

X Find: | spache tom & Next @ Previous & Highight all [] Match case

Figure 4.2.2.2.10-3. Default Metrics Collection Configuration

Step 4: Select all of the metrics which are captured to also be indicators (They will be displayed
graphically when navigating to any resource of that type).
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Figure 4.2.2.2.10-4. Default Metrics Collection Configuration — Set Indicators

4.2.2.2.11 Setting Default Alerts

For most resource types the user will want to configure the same alerts for all resources of that
type. This is accomplished by using the monitoring defaults configuration. Any new resource
added of that type will automatically inherit the default alert configuration. The user should be
aware that modifying the defaults will overwrite any existing alerts configuration for every
resource of that type.

Modifying the alerts for a resource type

Step 1: Under the Administration tab select “Monitoring Defaults”
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10/14/2009 07:53 AM  Raytheon Virtual Technelogy Corp. 1 About HO Version 4.1.2-EE (build #1054 - Jun 23, 2009 - Release Build) 2004-2009 Hyperic, Inc. www.hyperic.com

Figure 4.2.2.2.11-1. Monitoring Defaults Link

Step 2: Locate the resource type to configure in the list and select ‘Edit Alerts’
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Figure 4.2.2.2.11-2. Monitoring Defaults Configuration Page — Edit Alerts

Step 3: Choose to create a new alert.

nOut Screencasts Help

J N7 P e g e |y geem g RecentAlerts: 07:05 AM - Alert: 1Aspl01 Quick Server DEVO1 Up
= 07:05 BM - Alert: T4eil01 Quick Server DEVD1 Up

ENTERPR I SS

Dashboard Analyze Administration - Search

Monitoring Defaults > Linux platforms

£ Note: Modifications to alert definitions will overarite any previous changes applied to individual Linux resources.
[ Alert Defin i

EI Total:0 tems Per Page: | 1 |

Descri

Date Created Active

Figure 4.2.2.2.11-3. Create New Alert for Resource Type
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Step 4: Create the alert using the instructions provided in section 4.2.2.2.6. Be sure to create a
recovery alert for each alert. See the figure below for an example of what the page should look
like after configuring the alert and recovery alert.

L]\ ) g g g ge ) e gme Recent Alerts: 07:05 AM - Alert: 4spl01 Quick Server DEVO1 Up Welcome HQ SignOut Screencasts Help
T = athe 07:05 AM - Alert: T4eil01 Quick Server DEVD1 Up

Dashboard Analyze Administration . Search

Monitoring Defaults > Linux platforms

& Note: Modifications to alert definitions will overwrite any previous changes applied to individual Linu resources.

[ Alert Definition & Description Date Created Active
[ Host Down Linux host is down 10/14/2009 0544 AW Yes
[ Hostup Linuz hostis up 1011412000 05:45 AM Yes

NEW Set Active: Yes Total: 2 ltems Per Page: ‘ 15 |8

Figure 4.2.2.2.11-4. Linux Platform Alert Definitions Example

4.2.2.2.12 Dashboard

The dashboard serves as a management tool to observe the overall health of a system. Users can
organize the screen to correspond to their workflow or infrastructure. By default, the screen

displays information about resource health, recent alerts, recently performed auto-discovery
scans, and control actions.

The Dashboard is a collection of user-selected portlets. Each portlet contains different types of
data. Users can choose which portlet to display, the location of each portlet, and the type of data
they display. The data portlets displayed in the Dashboard is determined by the user's role.
Administrators are able to configure role-based dashboards.
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Figure 4.2.2.2.12-1. Dashboard

A new user can have access to multiple dashboards when logging into HQ. One can also select
his or her personal dashboard, which is his or her default dashboard until he or she explicitly
designates a different dashboard to be the default. A user with access to multiple dashboards may
select a different dashboard. When a dashboard other than the user's default is active it can be
converted as to make the current dashboard the default.

A user with modify permissions to multiple dashboards can add a resource, or save a chart,
multiple dashboards with a single command, as outlined below. A user with modify permissions
to more than one Dashboard can select multiple Dashboards and add the resource to each. Such
users can also, when viewing a metric chart, select multiple Dashboards and add the chart to
each.

Selecting a different dashboard/Changing the default dashboard to default

Step 1. Under the Dashboard tab select the pull down list ‘Select a Dashboard’, and pick the
Dashboard that you want to change the current one with
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Figure 4.2.2.2.12-2. Selecting a Different Dashboard

Step 2: When a new dashboard has been selected, a green button will appear right next to the
dropdown list of dashboards. Clicking on the Make Default button will make the currently
selected dashboard default

4.2.2-37 609-EED-001, Rev. 01



09:39 AM - HTTP Up me,HQ Sign Out Screencasts Hg
09:37 AM - HTTP Down

1B sea

Select a Dashboard  OPS Cortrol Mode (role) Role Dashboard

earch Resources 2 A D .
Resaurce Name Status  Changes
Resource hame Platforms - B
| I H @ fadblo3hite.com - Red Hat Enterprise Linux 5 modified server sef changer!
¥ Ha agent 4.1.2-66 IootslecsIOPSICOTShypericihyperic-hgragent  modified Installoath changed
Saved Charts
W Sybase15xt4uniD3_srvr  eviemcpowersd new M
ol chy A "inthe T
) € fadpl0t.hite.com - Red Hat Enterprise Linus 5 madified server set changed
W GuickServer DEVOS Jeustomiecs DEVOS!, bnDPLECDIQuickServer  modified none
R A 3 W InhugtificationService_DEYO? st [DEVO71._/EcDI Service  modified none
Mo resources 1o display W ice DEV02  JcustomiecsDEVOR. EcDinFrocessingService  modified none
— M ice_TS2 L .. [ECDI ice madified none
Availabil urnmary o 28
¥ GuickServer_Ts2 Joustomiess/TS2!... binDPLECDIGuIckSer ver modified none
Resource Type Availability
W GuickServer DEVOT Jeustomiees/DEVOPY. binDPLECDIQuickServer  modified none
. ¥ GuickServer_DEVD4 Joustomiecs/DEVDM._bnDPLECDIQUCkServer  modified none
%@ ¥ cuickServer_DEVDZ JoustomieesDEVOX. binDPLECDIGuickServer  modified none
Select Porllet -
W rrPolingservice_DEV02 JeustomiecsDEVD2S. JOFLECDINPolingService modified none
¥ GuickServer_DEVDS Joustomiecs/DEVDSY._bnDPLECDIQUckServer  modified none
W' InhatificationService_TS2 fe 24...EcDinblatifi vice madified none
¥ GuickServer_DEVD3 Joustomiecs/DEVD3!._bnDPLECDIQUckServer  modified none
¥ GuickServer_DEVOS Joustomiecs/DEVOB._binDPLECDIGUCkServer  modified none
W sctionDriver T2 JeustomiEcs TS 2Y. . binDPLIECDIACDADI ver madified none
¥ GuickServer_DEVDS Joustomiecs/DEVDB._bnDPLECDIQUCkServer  modified none
W' InPolingService_DEVDT JeustomieesDEVOTY. JOPLECDInPolingService modified none
W rrPolingService_TS2 fou 27._.DPLECDI i modified none
¥ _DEVO7  JoustomiessDEVDFY. EcDinfrocessingService. modified none
€ Fleil0tLhite.com - Red Hat Enterprise Linux 5 modified server sef changer!
¥ apache Tomost .0 Ioctslecs/OPSICOTSAomeat-6.0.16 new M
€ FI01.hitc.com - Res Hal Enterprise Linux 5 modified server sef changer!
¥ GuickServer_ops Joustomiess/OPS..AbinDPLIECDIQuickServer modified none
¥ GuickServer DEVD4 JeustomiecsDEVO4. binDPLECDIQUckServer — new NG
¥ GuickServer_T52 Joustomiess/TS2!... binDPLECDIGuIckServer modified none
¥ GuickServer DEVOS JoustomiecsDEVOB. binDPLECDIGUCkServer  new  NiA
W quickserver DEVO3 feustomiecSDEVO3Y. /ONDPLIECDIQUIKSErver  new NI
a [ T [

Figure 4.2.2.2.12-3. Changing the Default Dashboard

Adding a resource or a metric chart to a dashboard

Step 1: It is possible to add a resource, or save a chart from a resource or server metric to a
dashboard. To achieve that open a desired resource from the Resources tab
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Figure 4.2.2.2.12-4. Selecting a Desired Resource or Server

Step 2: Once a resource or a server has been selected and the desired indicator shown, click on
the “Tools Menu’ button and select ‘Add to Dashboard favorites’. This option will add that
metric to the currently selected dashboard.
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Figure 4.2.2.2.12-5. Selecting the Metric to be seen in the Selected Dashboard
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4.2.2.2.13 Resource Plugins

Hyperic, out of the box, detects and monitors a set of standard Linux resources. For resources
that are not included in the standard list, resource plugins can be written to discover, monitor,
and control these resources. Hyperic provides the ability to create two types of resource plugins,
one is a xml plugin and the other is a java plugin. All plugin filename must end with either “-
plugin.xml” or “-plugin.jar”.

4.2.2.2.13.1 Installing Plugin

Resource plugins need to be installed on the server and agent. The plugin will be placed in a
subdirectory called hg-plugin of the server and agent’s parent directories. This directory is
located at /usr/ecs/OPS/COTS/hyperic/hg-plugin. This directory is considered a hot deploy
folder for the server meaning plugins can be added, updated, or removed without restarting the
server. Agent does not support hot deployment and must be restarted after a plugin is added,
updated, or removed.

4.2.2.2.13.2 Updating Plugin

Updating resource plugins requires dropping the plugin in the server and agent’s hg-plugin
directories and restarting the agent. When adding new metrics, the operator will need to go to the
resource page and configure the collection interval for each metric.

4.2.2.2.13.3 Removing Plugin

Removing custom plugins requires first removing the resource from the Hyperic GUI, second
removing the plugin from the hg-plugin directory, and lastly restarting the agent.

4.2.2.2.13.4 Standard Metrics

Every custom resource plugin will be deployed with a set of standard metrics. These metrics will
serve to provide general information pertaining to a resource. The general information is useful
in measuring the overall health of a resource quickly. The standard metrics consist of
Availability, CPU Usage, Memory Size, Resident Memory Size, and Start Time. Detailed
information about each metric can found in the table below.
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Table 4.2.2.2.13-1. Resource Plugin Standard Metrics

Standard Metrics

Metric Name

Description

Availability

The Availability metric indicates whether a Resource is up or down.

A metrics-gathering plugin must determine Availability for every server
and every service it monitors. A single plugin will likely gather
Availability for multiple Resources. If Availability is not gathered for a
Resource, HQ will consider the Resource to be unavailable, and will
not show any metrics for it in the Portal.

A plugin sets the value of Availability to 1 if the Resource is up, and 0
if it is down. These values are displayed in the Portal as "available" or
"not available".

Verifying the existence of a Resource's process is a common
technique for determining its Availability. However, the method a
plugin uses to determine Availability can vary depending on the
Resource Type and the plugin developer's judgment. There might be
alternative techniques for determining the Availability of a Resource.
For instance, a plugin might determine the Availability of a web server
based on whether its process is up, its port is listening, it is responsive
to a request, or by some combination of these conditions.

CPU Usage

The percentage of time the specified resource uses in processing
instructions.

Memory Size

The amount of memory allocated to the specified resource.

Resident Memory Size

The amount of RAM being consumed by the specified resource.

Start Time

The time the specified resource was instantiated

4.2.2.2.14 User Interface Extension Plugin

Hyperic provides an HQU plugin framework which allows custom user interfaces to be
developed and plugged right into the Hyperic GUI. The HQU plugins have the ability to directly
access the entire Hyperic backend and utilize Hyperic’s API. HQU plugins are developed in
Groovy, an Object-Oriented scripting language alternative to Java. Groovy files are compiled
into byte code and run in the JVM and can interact with Java classes and libraries.
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4.2.2.2.14.1 HQU Plugin Directory Structure

<Plugin Name=

Controller

~

public Plugin.
properties
~

index.gsp

Figure 4.2.2.2.14-1. HQU Plugin Structure Diagram

Table 4.2.2.2.14-1. HQU Plugin Structure Description

Plugin Stiucture Descriptions

<Plugin Name=

The name of the plugin

Plugin.groovy

This is the main class that HQ uses to interact with the
plugin. It handles deplovment messages, declares and
attaches views, and provides more advanced HQU features

app Contains the controllers and Groovy code which respond to
web requests
etc Contains auxiliary files such as localization resources
public Contains additional HTML , images, and CS5 that the plugin
depends on
view Contains the HTML and templates which will be rendered to

browsers

Plugin.properties

a general descriptor that HQ uses toidentifyv the plugin

Controller

The interface between the view and Hvperic backend

=plugin_name>=_TlSn.properties

Localization files are stored in /etc. If vour plugin is named
cool, there is a file named /etc/cool_i18n properties which
contains all the localization strings

=<Controller Name=

Sub-directory containing the views _gspl files

index.gsp

Default file the controller renders information to as the view
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4.2.2.2.14.2 HQU Plugin MVC Framework

HQU plugins utilize a Model View Controller framework to manage the user interface. The
model is provided by the Hyperic backend, the view is composed of html with groovy and
javascript elements, and the controller handles the communication between the view and model.

Web Request Controller
{httpilocaihast: 708 haLipinger'madcast/execute. hgu) JappiMackastControlier.groovy
(calls: execute())

Renders

Sent to client
View
Niews/madcastexecute gso

Figure 4.2.2.2.14-2. MVC Framework

Model

The Model represents the business logic and can be accessed through the uses of Hyperic’s
backend API. The API is written in Java and allows users and developers to create, retrieve,
update, and delete information stored in Hyperic.

View

The View, a gsp file, is comprised of HTML, JavaScript, and groovy. It is responsible for
rendering the content in the Hyperic GUI. The HTML provides the structure of the file. The
JavaScript component provides interaction between the user and user interface. AJAX
techniques are used to process requests and distribute data to the screen. The view invokes
methods defined in the controller via AJAX requests to obtain information maintained in the
Hyperic backend. HQU Plugins use an internet rich application toolkit called Dojo. The Dojo
toolkit coordinates the AJAX requests and it helps process responses. Responses to AJAX
requests are returned in JSON (JavaScript Object Notation) format. JSON is a light weight data
interchange format similar to XML but can be decoded into JavaScript objects easily.
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Controller

The controller is written using the groovy scripting language and the file ends with the .groovy
extension. The controller is responsible for coordinating the activities between the model and
view. The view submits a request to the controller. The controller decodes the request and calls
the Hyperic backend API (the model) to perform some task. The result returned from the model
is than transferred from the controller to the view to be rendered.

4.2.2.2.14.3 Installing HQU Plugin

Hyperic is bundled with the JBOSS web application server. Installing the HQU plugin retrieves
copying the HQU directory into the JBOSS web application deployment directory,
lusr/ecs/OPS/COTS/hyperic/server-4.1.2-EE/hg-engine/server/default/deploy/hg.ear/hg.war/hqu.
The Hyperic server does not need to be stopped and started. Hyperic support hot HQU plugin
deployment.

4.2.2.2.14.4 Updating HQU Plugin

Updating an HQU plugin requires removing the plugin through the HQU Plugin Manager page.
The page is located under the administration section of the Hyperic GUI. Once removed, copy
the plugin into the JBOSS web application deployment directory and the plugin will be updated
automatically.

4.2.2.2.14.5 Removing HQU Plugin

Removing a plugin requires going to the HQU Plugin Manager page and remove the plugin from
the list. The plugin will be automatically removed.

4.2.2.2.15 Hyperic ingrained metric data state definitions

Hyperic has ingrained metric data that can be monitored for specific services such as
HTTP,FTP,NTP, and more. One can obtain those metrics by going to the individual service, and
invoking those states by going to the Metric data tab under the Monitor general tab, and clicking
on Show All Metrics button. Some of the most common metrics are displayed below:

HTTP Throughput States

Once a connection has been initialized it goes thru a series of states, which can be seen in the
table below:

Table 4.2.2.2.15-1. HQU Plugin Structure Description (1 of 2)

CLOSE represents no connection state at all

CLOSE_WAIT represents waiting for a connection termination request from the local user

CLOSING represents waiting for a connection termination request acknowledgment
from the remote TCP
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Table 4.2.2.2.15-1. HQU Plugin Structure Description (2 of 2)

ESTABLISHED represents an open connection, data received can be delivered to the user.
The normal state for the data transfer phase of the connection
FIN_WAIT1 represents waiting for a connection termination request from the remote

TCP, or an acknowledgment of the connection termination request
previously sent

FIN_WAIT2 represents waiting for a connection termination request from the remote
TCP
LAST_ACK represents waiting for an acknowledgment of the connection termination

request previously sent to the remote TCP (which includes an
acknowledgment of its connection termination request)

SYN_RECV represents waiting for a confirming connection request acknowledgment
after having both received and sent a connection request

SYN_SENT represents waiting for a matching connection request after having sent a
connection request

TIME_WAIT represents waiting for enough time to pass to be sure the remote TCP
received the acknowledgment of its connection termination request

Response Code A utilization metric representing the number of HTTP Response codes

thrown in the current active session

A connection progresses from one state to another in response to a certain event. Those events
are usually user calls, incoming segments, and timeouts.

For more detailed picture of the states, please consider the following figure below:
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arrow represents a relationship between the next state and how the transit
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Table 4.2.2.2.15-2. HQU Plugin Structure Description

DNS Metrics
Metric Definition

Answers The number of records that the server answers to queries

Authority Records The number of valid domain records that the server answers to queries

Additional Records The number of other records that hold additional information, that the
server answers to queries

Table 4.2.2.2.15-3. HQU Plugin Structure Description
NTP Metrics
Metric Definition

Local Clock Offset UTC Time is estimated by all the peer clocks (servers on the UTP
network). NTP continually modifies the clock rate on the local system in
an attempt to bind the local clock offset from UTC. The offset of the rest
of the systems is known as Local Clock Offset

Response Time The Response Time it takes to reach the UTC server, when there is a
query instantiated from a server on the network

Root Delay Round trip delay between the server and the (root) NTP server

Root Dispersion Measurement of all the errors associated with the network hops and
servers between the server and its clients

Round Trip Delay The delay of a NTP packet sent from the NTP server to a client

42.2.3 Configure Resources

Section 4.2.2.2 described how Hyperic provides the capability of adding resources to its
inventory to monitor. This section shows how to add and/or configure some common resources
using Hyperic.

4.2.2.3.1 Configuring Sybase and MySQL

This section describes how to configure monitoring of the Sybase data server, the Sybase backup
server, and the MySQL database.

4.2.2.3.1.1 Sybase Main Server

Step 1: Under the Resource Tab Select the “Platforms” link to show the list of all
platforms/hosts
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Figure 4.2.2.3.1-1. Resource-Platform

Step 2: Select the platform that hosts the Sybase main server process

Step 3: Expand the “Tools Menu” and Select “New Server”

Alerts: 04:06 PM - Recover Alert f4eil01 Humber of FTP Tran
03:27 PM - Alert fdeill Humber of FTP Transfers =0

Administration

HVEEEs e =

ENTERPRISE ED2ITION
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Platforms > Linux > f4dbl03.hitc.com
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Default Gateway. 155.157 .31.1
Vendor Yersion: Enterprise Linux 5
CPU Speed: & @ 3000 MHz (4x2)
Architecture: x86_64

Map | Tools Menu

Configure Platform [
Clone Platform [
Delete Platform [
Hew Server ]
Hew Platform Service [
Hew Auto-Discovery B
ﬁ Enable All Alerts On This Agent
Disable All Alerts On This Agent [
[ Plati Add to Dashboard Favorites o]
Add to Group B
M cE

Owner: H2 Administrator (hqadmin) - Change...
Secondary DHS: 15515731 223

IP Address: 155157 31 .231

05 Version: 26.18-1281 1 .85

ert | Views
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Primary DHS: 155157 .31.209
RAM: 51636 MB
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[@ Advanced Settings

Pl jndicator Charts | Show Last § Hours

™ TIFileServer Mount

(-]
@

24 Cpu Usage

[T [ HetworkServer Interface p g
(Linus)

[T O Process
COrPC E
[T Deployed Servers Health Avail -
[ O sgsServer & ©
[T Sybase - Main Process @ O - - =

100.0% — Availability

rix =
PEAK 15.0%

LOW. 134%  AVG: 142%

e AL .

Figure 4.2.2.3.1-2. Click New Server

Step 4. Complete the required sections and Select “Ok”

e Name: “Assign a name to the server”
e Server Type: Sybase
e Install Path: “The install path to the main Sybase process”
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Figure 4.2.2.3.1-3. Sybbase Process Form

Step 5: Select the “Configuration Properties” link highlighted in yellow
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Resource Type: Sybase Madified By: HQ Administrator (haadmin)

EDIT...
ype & Host Properties
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Host Platform: f4dbl03.hitc.com
EDIT.

Total Services: 0
Services By Type:
[~ Service & Service Type Description Availability
NEW..

Total: 0 Kems Per Pa

Figure 4.2.2.3.1-4. Configuration Properties

Step 6: Modify the process query parameter below to allow Hyperic to monitor the correct
database server and Select “Ok”

e State.Name.eq - Base name of the server process executable (Should not need to
modify, Default value has been set)

e Args.*.ew - The database server name
Ex: Args.*.ew=f4dbl03_srvr

4.2.2-49 609-EED-001, Rev. 01



e Full Example
State.Name.eq=dataserver,Args.*.ew=f4dbl03 srvr

HVEEEI =

04:22 PM - Alert fdeil01 Humber of FTP Transfers =0

ENTERPRISE EDITION
Dashboard Administration

Sybase - Main Process

Configuration Properties

Shared

* process.query

Process querny to identify the Sybase senver main process, Replace :4dbl0:_srr with the appropriate dataserver name. | Sts.)[B'Name'Eq:dsﬂaser\‘ler'AI|

Monitoring

[ Auto-Discover DBConnections ?

Figure 4.2.2.3.1-5. Sybase Process Query

Step 7: Under the Services section Select the “New” option

(LAWY Y —] — iy W —] Recert Alerts: 04:26 PM - Recover Alert f4eil01 Humber of FTP Tran

Welcome, HQ  Sign Out  Sc|
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EDIT.
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Services By Type:
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Total: 0 Hems Per Page:|

NEW..

Figure 4.2.2.3.1-6. Create New Service

Step 8: Enable the Sybase DBConnection service that will monitor the ability to establish a
database connection to Sybase

e Name - “Assign a name to the service”
e Service Type — Sybase DBConnection
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Figure 4.2.2.3.1-7. Fill in Form: Create New Service

Step 9: Select the “Configuration Properties” link highlighted in yellow to configure the Sybase
DBConnection service
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Resource Type: Sybase DBConnection Modified By: H2 Administrator (hgadmin)

EDIT.

Figure 4.2.2.3.1-8. New Service Configuration Properties

Step 10: Select “Ok” and Configuration is now complete (Do not modify the script path. The
value is set by default.)
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Figure 4.2.2.3.1-9. Service Script
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4.2.2.3.1.2 Sybase Backup Server

Step 1: Under the Resource Tab Select the “Platforms”
platforms/hosts

link to show the list of all
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Figure 4.2.2.3.1-10. Resource - Platform

Step 2: Select the platform that hosts the Sybase backup server

Step 3: Expand the “Tools Menu” and Select “New Server”
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Figure 4.2.2.3.1-11. Click New Server
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Step 4. Complete the required sections and Select “Ok”

o Name: “Assign a name to the server”
e Server Type: Sybase
¢ Install Path: “The install path to the Sybase backup server”
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Figure 4.2.2.3.1-12. Fill in New Server Form

Step 5: Select the “Configuration Properties” link highlighted in yellow
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Figure 4.2.2.3.1-13. Configuration Properties

Step 6: Modify the process query parameter below to allow Hyperic to monitor the correct
database server and Select “Ok” to complete the configuration
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e State.Name.eq - Base name of the server process executable
o0 Ex: State.Name.eq=backupserver
e Args.*.ew - The backup database server name
0 Ex: Args.*.ew=f4dbl03_srvr
e Full Example
o State.Name.eg=backupserver,Args.*.ew=f4dbl03 backup srvr
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Monitoring

[ Auto-Digcover DBEConnections ?

Figure 4.2.2.3.1-14. Process Query

Configuring the MySQL Main Process
This section describes how to use Hyperic’s built-in process detection mechanism to monitor the
main MySQL Process.

Step 1: Locate the MySQL platform by going to Resources -> Browse and click on the Platform
link.
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Figure 4.2.2.3.1-15. Locate the MySQL Platform

Step 2: Click on the x4iil01 host. This will take you to the platform detail page.

Step 3: Click on Tools Menu and select New Platform Service.
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Figure 4.2.2.3.1-16. MySQL Select New Platform Service

Step 4:
Step 5:

4.2.2-56

Under the General Properties section, fill in the name and description.

Select Process from the Service Type drop down menu and click the OK button.
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Figure 4.2.2.3.1-17. MySQL General Properties Page

Step 6: Click on the Configuration Properties link.
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Figure 4.2.2.3.1-18. MySQL Configuration Properties Link

Step 7: Fill in the process.query field with “State.Name.eq=mysqgld” without the quotes and
click the OK button.
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Monitoring

PTEL Gueries must be in the following format:

Class. Attribute. operator=value

Where:

® Class is the name of the Sigar class minus the Proc prefix.
® Aftribute is an attribute of the given Class, index into sn array of key in & Map class
® pperator is one of the following for String values:
O eq - Equal to value
© ne - Not Egual to value
O ew - Ends with value
© sw - Starts with value
© ct - Contains value (substring) j

N ra Pamlar avevassicn nahie mebrhas

Figure 4.2.2.3.1-19. MySQL Process Query Config

4.2.2.3.2 Configuring Tomcat

Hyperic will auto-discover Tomcat instances running on a platform but requires some
modifications to Tomcat for monitoring to take place. Hyperic gathers metrics from Tomcat via
JMX. Thus Tomcat needs to be configured to gather these metrics and allow these metrics to be
retrieved via JMX. The following steps will accomplish this.

1

2.
3.
4.

Log onto Tomcat web server host

cd /usr/ecs/OPS/COTS/tomcat/bin

Save off a copy of the tomcatENV.sh file

Editing the tomcatENV.sh file do the following

- remove the double quote at the end of -XX:PermSize=512m \”
- add the following the following bolded lines

-Dcom.sun.management.jmxremote \
-Dcom.sun.management.jmxremote.port=6969 \
-Dcom.sun.management.jmxremote.ssl=false \
-Dcom.sun.management.jmxremote.authenticate=false*
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The file should look like the following:

#!1/bin/sh

#

#

ECS_HOME=/usr/ecs

JAVA HOME=/usr/ecs/OPS/COTS/jdk
CATALINA_OPTS="-DECS_HOME-=/usr/ecs -DARCH= -ms245m -mx512m -
XX:MaxPermSize=512m -XX:PermSize=512m \
-Dcom.sun.management.jmxremote \
-Dcom.sun.management.jmxremote.port=6969 \
-Dcom.sun.management.jmxremote.ssl=false \
-Dcom.sun.management.jmxremote.authenticate=false"

umask 002

export ECS_HOME JAVA_HOME CATALINA_OPTS

5. Stop and restart the tomcat server
6. Using the Hyperic GUI, drill down to the tomcat instance running on a given platform
using the Resource->Browse screen. The screen should look like the following
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Figure 4.2.2.3.2-1. Tomcat Monitor Page

7. Click the Inventory button. The following screen should look similar to the following
screen when the user scrolls to the bottom. Click the EDIT button in the Configuration
Properties section.
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Figure 4.2.2.3.2-2. Tomcat Inventory Page

8. The next screen prompts for information to needed by Hyperic to monitor the Tomcat
server. Fill in the following fields

jmx.url: service:jmx:rmi:///jndi/rmi://<hostname>:6969/jmxrmi

jmx.username: system (default)

jmx.password: leave blank

ptgl-State.Name.eq=java,Args.*.ct=catalina.home,CredName.User.eq=tomcat
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For a quick dovn and ditty method follow these instructions,
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General Log and Config Track Properties

* Enchle Log Tracking - Check to enable log tracking,

® Track event log level - Only track events of level grester than or equal tothis level. Order is: [Ervor, Warn, Info, Debug]

Mapping

Dane

F

Figure 4.2.2.3.2-3. Tomcat Configuration Page

9. Click “OK” button.

10. After a few minutes, the Tomcat server monitor page should appear similar to the

following.
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Figure 4.2.2.3.2-4. Tomcat Configured Monitor Page

** |f the only metric that is of concern is if the server is up or down, DAACs may consider using
the HTTP service to ping a url instead. Details on how to configure an HTTP service are
described in the setup of the Sun Web Server 7 configuration.

4.2.2.3.3 Configuring xinetd
Hyperic does not provide a service that explicitly monitors the xinetd service but it does provide
the ability to monitor a process. This may be accomplished by following the following steps.
1. Choose the host platform that you want to monitor the xinetd service — xxf4eil01
2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The
screen should look like the following
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Figure 4.2.2.3.3-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.3-2. Add New Platform Service

4. The following screen appears. Fill in the following fields

name: the name of the service ex “xinetd xxhel01”
description: the description of the service

(ex. ”Monitors the xinetd service on xxhel01”)

service type: choose Process from the drop down menu
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Figure 4.2.2.3.3-3. Configure xinetd

5. Click “OK” button
6. The next screen allows for the configuration of the Process service. In the following

screen, hit the EDIT button in the Configuration Parameters panel.
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Figure 4.2.2.3.3-4. xinetd Inventory Page

7. The next screen allows the user to define how to “find” the process. Hyperic uses what it
refers to as PTQL(Process Table Query Language) to identify a process. To find the

xinetd process enter the following:
process.query: Pid.PidFile.eq=/var/run/xinetd.pid

The Pid.PidFile.eg=/var/run/xinetd.pid tells Hyperic that it can find the pid associated
with the xinetd process within the file /var/run.xinetd.pid

For detailed information about PTQL visit the Hyperic site
http://support.hyperic.com/display/SIGAR/PTQL
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Moritoring of an indivicual process or group of processes recuires 8 process query ta differentiate them from cther system processes. This is achieved using Process Table Query Language, or PTOL, a simple query language for finding processes
based kased on their sttributes

PTGL Queries must be in the following format:

Class Attribute.operator=valus

Wihere:

® Class is the name of the Sigar class minus the Proc prefix
® Attribute is an stiribute of the given Class, index into an array or key in a Map class
® operator is one af the following for String velues:

© eq - Exusito value

© ne - Hot Equal to value

© ew - Ends with value

© sw - Starts with value
© et - Conteins value (substring)
© re - Regular expression value matches
® operator is one of the following for numeric values
O eq - Exuslto value
© ne - ot Equal to walue
A .

Done F

Figure 4.2.2.3.3-5. xinetd Configuration Page

8. Click “OK” button
9. After a few minutes, the xinetd xxhelO1 service monitor page should appear similar to the
following.
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Figure 4.2.2.3.3-6. xinetd Configured Monitor Page

4.2.2.3.4 Configuring DNS

Monitoring a DNS service works by configuring a Hyperic DNS service. This service will
perform a DNS lookup to the DNS service and comparing the return with an expected answer.
To configure a Hyperic DNS service, perform the following steps.

1. Choose a host platform to create the Hyperic DNS service — xxeil01

2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The
screen should look like the following
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Figure 4.2.2.3.4-1. DNS Monitor Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.4-2. Add New Platform Service

4. The following screen appears. Fill in the Name, Description, and choose DNS from the
Service Type drop down menu.
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Figure 4.2.2.3.4-3. Configure DNS

5. The next screen allows for the configuration of the DNS service. In the following screen,
hit the EDIT button in the Configuration Parameters panel
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Figure 4.2.2.3.4-4. DNS Inventory Page

6. Configure the service by populating the following
e hostname: host that DNS is running on
e port: the port number DNS is listening on, typically 53
e sotimeout: socket timeout, defaults to 10 seconds
e lookupname: choose a host that your DNS will have an answer for.
(ex. xxdpl01.hitc.com)
e pattern: perform an nslookup on the host that you chose for lookupname and
enter the Address. 155.157.31.204 in the below example.

Example

- bash-3.2$ nslookup f4iil01
Server: 155.157.31.209
Address: 155.157.31.209#53

Name: f4iil01.hitc.com
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Figure 4.2.2.3.4-5. DNS Configuration Page

7. Click “OK” button
8. After a few minutes, the DNS-NS2 service monitor page should appear similar to the
following.
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Figure 4.2.2.3.4-6. DNS Configured Monitor Page

4.2.2.3.5 Configuring ssh

Monitoring a host’s SSH service works by configuring a Hyperic SSH service. This service will
secure shell with a configured username and password. The success of the secure shell along
with the response time will be stored as metrics. To configure a Hyperic SSH service perform

the following steps.

1. Choose a host platform to create the Hyperic SSH service — xxf4eil01.
2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The

screen should look like the following.
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Figure 4.2.2.3.5-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.5-2. Add New Platform Service

Choose a host platform to create the Hyperic SSH service — xxf4eil01
The following screen appears. Fill in the following

name: Choose a name such as SSH xxdpl01

description: Choose a description such as “checks ssh on xxdpl01 host”
service type: From the drop down menu choose SSH
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Done F

Figure 4.2.2.3.5-3. Configure ssh

6. Click “OK” button.
7. The next screen allows for the configuration of the SSH service. Hit the Edit button in the
Configuration Properties section.
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Done F

Figure 4.2.2.3.5-4. ssh Inventory Page

8. Fill in the following fields on the next screen
hostname: The host whose ssh service is being monitored
port: The ssh port number, typically 22
sotimeout: The socket timeout, typically 10 seconds
user: The user name to log into the host via ssh
pass: The password for the user

**NOTE the pass value will need to be updated every time the password is changed for
the user
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2) HQ Edit Service Configuration Properties - SSH f4dpl01 - Mozilla Firefox
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Log Pattem Exclude

service log_track include
Log Pattern Match

|

General Log and Config Track Properties
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® Log Pattern Match - Includs messages that match the given regular expression. The given pattern can be & substring o look for in log messages or & regular expression. See: javatilregexPattern
.

Loy Pattern Exclude - Exclude messages that match the aiven regular expression.
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Figure 4.2.2.3.5-5. ssh Configuration Page

9. Click “OK” button.

10. After a few minutes, the SSH-xxdpl01 service monitor page should appear similar to the
following page.
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Figure 4.2.2.3.5-6. ssh Configured Monitor Page

4.2.2.3.6 Configuring Sun Java System Web Server

The monitoring of Sun Java System Web Server may be accomplished by creating a service that
pings a configured url. To configure a Hyperic http service perform the following steps

1. Choose a host platform that is running the Sun Java System Web Server — xxdpl01

2. Drill down to the platform using the Resources->Browse on the Hyperic GUI.

The
screen should look like the following
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Figure 4.2.2.3.6-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.

4.2.2-83 609-EED-001, Rev. 01



File  Edit  Yiew

O -cxa

] Most visited | | Getting Started (51 Latest Headines

History  Bookmarks

#54 http://F4i

AV T — Il

ENTERPRIS S

L.hit...rce.do?eid=1:10101

ook Help

htbp: i fF4ild. hite, com: 7080/Resource do?eid=1: 10101

10:05 AM - primary warning event

EciTioN

Dashboard

Analyze

Administration

Platforms > Linux > f4dpl01.hitc.com

Description: Red Hat Enterprise Linuc s
Ver Red Hat

Vendor Version: Erterprise Linux §
CPU Speed: 4 @ 3800 MHz (2x2)
Architecture: x66_54

WMapE|  Tools MenuEl

Owner: HQ Administrator (e
Default Gateway: 155157 3
IP Address: 155.157.31.216
05 Version: 261812511 el5

) - C

Click New Platform Service

e HQ Sign Out Screencasts Help [ad

Secondary DHS: 155157 31 223
Primary DNS; 155.157.31.209
RAM: 7992 ME

& Platform [ -
Clone Platform [ ‘
Delete Platform [

Hew Server B /
Hlew Platform Service [ Hours ¥ |[@ Adwanced Settings
Hew Auto-Discowery [
All Alerts On This Agent [ 4,—

Riertsom Agent [ INDICATORS \ METRIC DATA

hoard Favorites [

Views

ric Display Range: 4 Last

[] Prati A

~
Add 10 Group B — Indieator Charts | Show Last § Hours

Wiew: | Update Default =
cic
g 108.0% — Availability
3 FileServer Mount o @
- & Free Memory T =
JE Cilletrorhssuelitortyes (Linws) LOW. 431 ME AVG:S42ME  PEAK 135.2MB
1 RPC
0O I 140 ME
C155H -
- = 114 MB
(] dataprevider

[]=3 datapr ovider_0PS v = u::;
[] Deployed Servers Health Bl crmmmmer cemmrrm s e T T emama " B .
o inlistifieationService_DEVO1 1.6
[ 5L Guery & Free Memory (+ buffersicache) Tix
T vl Riickserver Te (Linus LOW 1568 AVG:16GH  PEAK 18GH
- o]

27 e ce

[0 f4dplot.hite.com Apache 2.2.11 e o ""‘0----,- 166CE

[] TpleLhi.com Apache Tomeat

Select Resources above &
elick buttan to view matrics

B4 Load Average 5 Minutes

Tix
Problem Metrics (Linw) LOW: 13 AVG: 15
Mo metrics to display il
| T .
- -
P i Ll
= 12
v
Eusrte o Tearti
Daone

oz

Figure 4.2.2.3.6-2. Add New Platform Service

4. The following screen appears. Fill in the following
name: choose a name such as Sun Web Server 7 xxdpl01

description: choose a description such as “Monitors Sun Web Server 7 on xxdpl01 host”

service type: Choose from the drop down menu - choose HTTP

4.2.2-84 609-EED-001, Rev. 01



¥ HQ New Service - Mozilla Firefox
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Figure 4.2.2.3.6-3. Configure Sun Java System Web Server

5. Click “OK” button.
6. The next screen allows for the configuration of the HTTP service. Hit the Edit button in

the Configuration Properties section.
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Figure 4.2.2.3.6-4. Sun Java System Web Server Inventory Page

7. Fill in the following fields on the next screen

hostname: the host of the Sun Web Server 7 being monitored

port: the port number
sotimeout: the socket timeout, typically 10 seconds

path: leave as /
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Figure 4.2.2.3.6-5. Sun Java System Web Server Configuration Page

8. Click “OK” button.

9. After a few minutes, the HTTP-xxdplO1 service monitor page should appear similar to
the following page.
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Figure 4.2.2.3.6-6. Sun Java System Web Server Configured Monitor Page

**The Hyperic application is supposed to be able to monitor the Sun Web Server via SNMP
which would provide more detail about the status of the server. However, as of the writing of
this document, having the Sun Web Server gather metrics and make them available via SNMP

has not been successful.

4.2.2.3.7 Configuring SendMail

Hyperic will auto-discover Sendmail instances running on a platform but requires some
modifications for the Sendmail monitoring to take place. Hyperic gathers metrics by running a
script which will try to cd into the directories /var/spool/mqueue and /var/spool/clientmqueue
and list the contents. Hyperic will need permission to cd into these directories and perform an Is.

The following steps will accomplish this.

On the mail server host:

xxeil01# Is -1d /var/spool/*queue
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drwxrwx--- 2 smmsp smmsp 4096 Sep 9 04:05 /var/spool/clientmqueue

drwx------ 2 root mail 20480 Sep 9 10:21 /var/spool/mqueue

xxeil01# chmod 750 /var/spool/mqueue

xxeil01# Is -1d /var/spool/*queue
drwxrwx--- 2 smmsp smmsp 4096 Sep 9 04:05 /var/spool/clientmqueue

drwxr-x--- 2 root mail 20480 Sep 9 10:21 /var/spool/mqueue

xxeil01# vi /etc/group (add hyperic to "mail” and "smmsp" groups)
mail:x:12:mail,hyperic

smmsp:x:51:hyperic

After a few minutes, the xxeil01 Sendmail 8.x monitor page should appear similar to the

following page.
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Figure 4.2.2.3.7-1. SendMail Monitor Page

**Detailed instructions will be issued concerning the permission changes.

*** Do not follow the instructions provided by Hyperic for the configuration of Sendmail. Their
instruction was to give sudo/NOPASSWD such that the script will execute as root without a
password which EEB system administrators strongly discouraged.

***Sendmail should only be auto-discovered on the xxeil01 hos

3.2.2.3.8 Configuring StorNext Host Monitoring

t.

Quantum, the makers of StorNext, recommend against any other software being installed on the
metadata host. Thus, an agent will not be installed and the only monitoring will be a ping of the
virtual StorNext metadata host. Hyperic provides the ability to ping a host. The following steps

will accomplish this.

1. Choose a host platform that can ping the xxsmvaa host.
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2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The
screen should look like the following.
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Figure 4.2.2.3.8-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.
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Figure 4.2.2.3.8-2. Add New Platform Service

4. The following screen appears. Fill in the following
name: choose a name such as StorNext Metadata Host Ping
description: choose a description such as “This service will ping the metadata host”

service type: From the drop down menu - choose InetAddress Ping
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Figure 4.2.2.3.8-3. Configure StorNext Host Monitoring

5. Click “OK” button.

6. The next screen allows for the configuration of the ping service. Hit the Edit button in
the Configuration Properties section
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been configured. Please set its Configuration Properties.

Host Platform: f4dpldt.hitc.com

Description: This service will ping the f4smvas host Date Created: 09092009 0312 P

Date Modified: 09/09/2009 0312 PM
Resource Type: Inetaddress Ping Modified By: HQ Administratar (headming
oI
roups containing this resource
[] Broup &

ADD TO LIST...

Total: ¢ Iems Per Page:

onfiguration Properties
Shared

hostname sotimeout
Monitoring
0g_track.enable faise servicelog_track.Jevel
service.log_track.include servicelog_track.exclude
Control

This resaurce does nat have 2ny contral Canfiguration Properties.

EDIT... H Click EDIT

09092009 03:12 PM Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (buld #1054 - Jun 23, 2009 - Release Build) ©2004-2009 Hyperic, Inc. www.hyperic.com
Dane

Figure 4.2.2.3.8-4. StorNext Host Monitoring Inventory Page

7. Fill in the following fields on the next screen.
hostname: the virtual host name (ex. p4smvaa)

sotimeout: the socket timeout, typically 10 seconds
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. HO Edit Service Configuration Properties - SN Metadata Host ping - Mozilla Firefox
File Edit View History Bookmarks Tools Help

<f3 - - @ ﬁ | http://p4iil01.pvc.ecs.nasa.gov: 7080/resource/service/Inventory.do?mode=editConfig&rid=1. | ‘| D] "‘Goog\c ‘\]

’Gemﬂg Started Ly Latest Headlines
Ve EEE— Recent Alerts: (There are no alerts in the last 2 hours.) Welcome, HQ t ee Help

ENTERPRI SE EDITION

Dashboard Administration

# search

SN Metadata Host ping

Please verify that this resource has been enabled for monitoring by following the directions below

Configuration Properties

Shared
R —
pdsmvaa
Hostnams Sockst Timeout (in sscands)
Monitoring
service.log_track.enable service.log_track.level Eror j
Enable Log Tacking Track event bg kvel

e E— o —
Log Pattem Match Log Pattem Exclude

This service checks availabiiity of hostname using the javanel.inetAddress. isReachable method. This method requires the HQ Agent to be running with a Java version 5 VM or higher.

The HQ Agent must also be running as user root on Unix systems to perform an ICMP ping.

See ako: pdiexamples/ping-plugin.xml.

General Log and Config Track Properties

® Enable Log Tracking - Check to enable kog tracking

® Track event leq level - Only track events of level greater than or equal fo this level Order is: [Error, Warn, Info, Debug]

L Log Pattern Match - Incluce messages that match the given regular expression. The given pattern can be a substring 1o look for in log messages or a regular expression. See: java.utilregex.Patiern.
L Leg Pattern Exclude - Exclude messages that match the given regular expression

03:28 PM Y Virtual Te y Corp. 2 About HQ Version 4.1.2-EE (build #1054 - Jun 23, 2009 - Release Buid) @ 2004-2008 Hyperic, Inc. www.hyperic.com

Done

Figure 4.2.2.3.8-5. StorNext Host Monitoring Configuration Page

8. Click “OK” button.

9. After a few minutes, StorNext Metadata host ping service monitor page should appear
similar to the following page.
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ENTERPRI SE EDITION

Dashboard Administration

B search

Services > InetAddress Ping > SN Metadata Host ping

Description: Owner: HQ Administrator (hqadmin) - Change...
m Tools Menu -]
| | Inventory Alert | Views
Wetric Display Range: 4 Last| 1 ~| [@ Advanced Settings
[ mEsources INDICATORS ™
[~ Host Platform Avail

Indicator Charts | Show Last 8 Hours View:| Upcate Defaut  =|| [

r p4omi0l.pvc.ecs.nasa.gov @ 9

O O O O O L O O L L L OO 100.0% — Availability
Select Resoures abave &
ey o vrore |l © = nesponseTime i 4%

(InetAddre=s Fing) LOW: 1ms AVG: 1ms PEAK: 1ms

2ms

Mo metrics o display 1.5ms
-+ 1lms “
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oms

09/02V2009 07:23 AN 02/09/2009 03:21 PM

<]

Done

Figure 4.2.2.3.8-6. StorNext Host Monitoring Page

4.2.2.3.9 Configuring NIS

Hyperic does not provide a service that explicitly monitors the Network Interface Service (NIS)

but it does provide the ability to monitor a process. We can use the process monitoring
capability to monitor NIS clients and server.

The NIS client should be running on every host platform within the EEB system. For each host
platform, follow the following steps to configure the NIS client monitoring:

1. Choose the host platforms that you want to monitor the NIS cient, e.g x4hel01.
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2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The
screen should look like the following.

) Mozilla Firefox

File Edit View Hsory Bookmarks  Tools  Help

@ - & ‘ar | # http:ff4ilot hitc.com: 7080/Resource. dozeid=1:10403

(18] Most wisited | ] Gatting Started (5] Latest Headines

wrce.do?eid=1:10403 | - ~

09:10 AM - cput_alert me,HQ Sign Out Screencasts Help [ad

Dashboard Analyze | Administration & search

Platforms > Linux > f4hel01.hitc.com
Description: Resd Hat Enterpriss Linus 5 +HQ Administrator (hgadming - Change...

Default Gateway: 155157 311 Red Hat Secondary DNS: 155157 31 223
Vendor Version: Enterprise Linux & ess: 15515731222 Primary DNS: 155157 31 209
CPU Speed: 4 @ 3500 MHz (2x2) 0S Version 26.15-126.1.1.e15 RAM: 4950 MB

Architecture; x56_64

Map=|  Tools MenuEl

| Inventory Alert ‘ Views

Metric Display Range: o Last

Hours (% |[0] Advanced Settings
RESOURCES INDICATORS \ METRIC DATA

[ Platform Services Health Indicator Charts | Show Last 8 Hours Wiew: | Updats Detaut
Oocru e D

100.0% — Availability
[ FileServer Mount (v = w A
B imris e o o HeeMemory Tix =

3 HetworkServer Interface D\
= LOW. 266MB  AVG:SEEME  PEAK 1.5GB

COoree ® o

L579 ME
[[] Deployed Servers Health Avail ol 1,185 ME
[ faheldthitc.com Apache 2241 @ 3 ME
[ fhelothite.com Apache Tomeat ) 395 ME

- rressreteeeessesameess [ }E
[ Mheloddite.com 8 o
HEGServer_OPS . | Eifree Memory (+ buffersicache) rix

O fdheld1hitc.com HO Agent (Linus) LOW. 14G8  AVG 15GE PEAK: 2.9 GB

44.2-EE
[ faheldlhite.com NTP 4

o~
Select Resources above & @
click button to wiew metrics

Probilem Metrics % B SRR

Ho metrics to display

14 Load Average 5 Minutes
(Linusg Low: 0.2 AVG 03

Dane

Figure 4.2.2.3.9-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Platform Service link.

4.2.2-97 609-EED-001, Rev. 01



Mozilla Firefox
File  Edit  Wiew

o -c

] Most visited | | Getting Started (51 Latest Headines

History  Bookmarks  Tools  Help

(| ™9 http:ff4il0l hitc,com: F0B0Resource. doteid=1: 10403

#54 http://4ill0L.hit...rce.do?eid=1:10403

N D e — 03:10 AM - cput_alert

ENTERPRIS S

Dashboard

Analyze

Administration

Platforms > Linux > f4hel01.hitc.com

Description: Red Hat Enterprise Linuc s
Default Gateway: 155,157 311
Vendor Version: Erterprise Linux §
CPU Speed: 4 @ 3800 MHz (2:2)
Architecture: x66_54

WMapE|  Teols MenuEl
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Owner: HQ Administrator (
Vendor: Red Hat

IP Address: 155.157.31.222
05 Version: 261812511 el5

Primary DNS; 155.157.31.209
RAM: 4580 ME

Click New Platform Service

ert

HQ SignOut Screencasts Help fad

Secondary DHS: 155157 31 223

| viswa
Delete Platform [ l
Hew Server B
Hew Platform Service [ ric Display Range: 4 Last Advanced Settings
Hew Auto-Discovery [
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Plati Add to Dashboard Favorites [ Avail
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Problem Metrics v
Ho metrics to display
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Figure 4.2.2.3.9-2. Add New Platform Service

4. The following screen appears. Fill in the following fields
name: the name of the service ex “NIS client x4hel01”
description: the description of the service
(ex. ”Monitor NIS client on x4hel01”)

service type: choose Process from the drop down menu
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@ - oy | 8 httpeFailn1 hitc,com: 7080/ resourcejservice/Tnventory. do?mode=neweeid=1:10105 e B P T -
(8] Most visited P Getting Started 51 Latest Headlines
#5 HQ New Service

LN\ [ g g g |y ey | g Rzcnt Alerts: (There are no alerts inthe last 2 hours.) Welcome, HQ SignOut Screencasts Help

ENTERPRISSE EDITI I ON

Dashboard Analyze Administration . Search

New Service

General Properties
LY T Po—— Owner: HQ Administrator (hgadmin

Deseription: |imontor MIS clisnt on f4heldt

Type & Host Properties

10/142009 10:25 AM  Raytheon Virtual Technology Corp. 1 About HO Ver sion 4.1.2-EE (bl #1054 - Jun 23, 2009 - Release Buid) @2004-2003 Hyperic, Inc. wiww.hyperic.com
Done #

£ fangd., | @ Reisy. e S¢ st )¢ Csrc2 ) HQMe... | % FostR.. | M5 7G... &) 10iz7 aM

Figure 4.2.2.3.9-3. Configure NIS client

5. Click “OK” button

6. The next screen allows for the configuration of the Process service. In the following
screen, hit the EDIT button in the Configuration Parameters panel.
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#5 HQ View Service Inventory - NIS dlie... | -+

LN\ [ e g g g |y gy | g Rzcent Aleris: (There are no alerts inthe last 2 h Welcome, HQ SignOut Screencasts Help

Dashboard Analyze Administration

B search

Services > Process > NIS client f4hel01

Description: mantor NS et on 4he Owner: HQ Administrator (haadmin - Change...

Map 2| Tools Menu|

[ Monitor | ” Alert ‘ Control A
+ Service NIS client f4hellt has been created

4 This resource has nat been configured. Please setits Configuration Properties.
eneral Properties

Host Platform: f4heldd.hitc.com
Deseription: monitor NIS client on 14heidl

ed: 10/14/2009 10:28 &M
ed: 1011412009 10:28 AM

Resource Type: Process

EDIT.
roups containing this resource
[ Group « Description
ADD TO LIST.

Total:0 lems PerPage: |15 |

Shared
process.query
Monitoring

service.log_track.enable false service.log_track.level

service.log_track.include servicedog_track.exclude

servicelog_track files service.config_track.enable faise
service.config_track files

Control

This vesaurce does not have any control Configuration Properties.

EDIT.

10/14/2009 10:28 AM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (huild #1054 - Jun 23, 2009 - Release Buil)
Done

@ 2004-2009 Hyperic, Inc. www.liyperic.com

2 tng.. [ @Reisr. [ S 3 src i < sc2 ) HQVie... | B9 PostR.. | W MS_7G.. @) 10:454M

Figure 4.2.2.3.9-4. NIS client Inventory Page

7. The next screen allows the user to define how to “find” the process. Hyperic uses what it

refers to as PTQL(Process Table Query Language) to identify a process. To find the NIS
client process enter the following:

process.query: Pid.PidFile.eq=/var/run/ypbind.pid

The Pid.PidFile.eq=/var/run/ypbind.pid tells Hyperic that it can find the pid associated
with the NIS client process within the file /var/run/ypbind.pid

For  detailed information about  PTQL  visit  the Hyperic  site
http://support.hyperic.com/display/SIGAR/PTQL
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Dashboard Analyze | Administration & search

NIS client f4hel01

Please verify that this resource has been enabled for monitoring by following the directions below

uration Propes
Shared
P preees e
Erosace Duany | PIOFile Sri=tatundplinet pi
Monitoring
servicedog_track enable - servicedog_track Jevel
Enable Lag Traddng Tradc event log level

service.log_track.include l:l service.dog_track.exclude l:l
Log Pattem histch Log Pattem Exclude
senvicelog_track files l:l service.config_track.enable O
Leg Files Enable Config Trading
service.config_track.files ,—‘
Files

Monitaring of an incivieusl process o group of processes requires & process query to differentiste them from cther system processss. This is achisved using Process Table Query Language, or PTOL, 3 simple query language for finding processes
based based on their attrioutes.

PTQL Queries must be in the tallowing format;

Class ittribute.operator=value

Wihere:

® Class is the name of the Sigar class minus the Proc prefix.
Attribute is an attribule of the given Class, index into an aray or key in & Map class
® operator is one of the following for String values:
© eq-Equal to value
© ne - Not Equal to value
O ew - Ends with value
© sw - Starts with value
© ct - Cortains value (substring)
O re - Regular expression value matches
® operator is one of the fallowing for numeric values:
© eq- Equal to value
© ne - Not Equal to value v

Dane

Figure 4.2.2.3.9-5. NIS client Configuration Page

8. Click “OK” button

9. After a few minutes, the NIS client x4hel01 service monitor page should appear similar
to the following:
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Figure 4.2.2.3.9-6. NIS client Configured Monitor Page

The NIS server can be monitored in a similar fashion:
1. Choose the host platform that NIS server resides on, e.g. X4nsl01

2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The
screen should look like the following.
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Figure 4.2.2.3.9-7. Host Resource Page

4.

The following screen appears. Fill in the following fields

name: the name of the service ex “NIS server x4nsl01”

description: the description of the servi

(ex. ”Monitor NIS server on x4nsl01”)

ce

service type: choose Process from the drop down menu

4.2.2-103
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Figure 4.2.2.3.9-8. Configure NIS Server

5. Click “OK” button

6. The next screen allows for the configuration of the Process service. In the following

screen, hit the EDIT button in the Configuration Parameters panel.
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Figure 4.2.2.3.9-9. NIS Server Inventory Page

7. The next screen allows the user to define how to “find” the process. Hyperic uses what it

refers to as PTQL(Process Table Query Language) to identify a process. To find the NIS
server process enter the following:

process.query: Pid.PidFile.eq=/var/run/ypserv.pid

The Pid.PidFile.eq=/var/run/ypserv.pid tells Hyperic that it can find the pid associated
with the NIS client process within the file /var/run/ypserv.pid

For  detailed information about  PTQL  visit  the Hyperic  site
http://support.hyperic.com/display/SIGAR/PTQL
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Figure 4.2.2.3.9-10. NIS Server Configuration Page

8. Click “OK” button

9. After a few minutes, the NIS server x4nsl01 service monitor page should appear similar
to the following:

4.2.2-106 609-EED-001, Rev. 01



3| [(Wisginn: p| B8 1wgiol fhe| ] virals View| B Tarminal |88 Tarmveal |88 Tominal
E Vinw Service Menstor Cisrmer Hoalth - WIS pdnadd] serves - Mosilla Fiesfon

(Vaals Vi @ HQ View 5|8 Torminal |88 Teeminal

9 Wed Oct 14, 114 PM
Fie E&t View Histoy Boskmarks Tooks Help

- A% | perpiipion. pec o s.nasagov i fisiblity demed

d=3%IAL1473

= | B | IC]= myperic pedl

W Gettng Started ) Latest Headines

5 MG View Service Monior Cur... (3 | X, PTOL - Sigar - Confluence [ Cuantifers (The Java™ Tutoria_

LT - , Mesent s, 1138 AM- Apachs Tamest 1 4

T e ]
X

...... LOW. 0.0% Ava 02 PEAK 0.7

Rezident Memory Sue i X

i (oW 1£5us AvaiEIMY  peAK: (£3MS

o ez
ASVAT000 0914 P Awythean Abeul HO Versiem &1 3-EE (bult #1054 - Jan 23 2000 - Pl Bl 0 2004 2000 Mypere. Ine. wars dyperie sam

Daone

Figure 4.2.2.3.9-11. NIS Server Configured Monitor Page

4.2.2.3.10 Configuring HTTP

Hyperic provides an http service to monitor webpage. The service will submit an http request to
the specified site, parse the http response, and update the status of the webpage in Hyperic. Both

http and https can be monitored using this service. Follow the following steps to configure
Hyperic to monitor a webpage:

1. Select the platform you want to add the http service resource.
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Figure 4.2.2.3.10-1. Configure HTTP Pick Platform

2. Select the “Add New Service” from the drop down list.
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Figure 4.2.2.3.10-2. Configure HTTP Add New Service

3. Fill in the requested properties information.
Name — The name of the http service.
Description — A description of the http service.

Service Type — Select the ‘HTTP’ from the drop down list.
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Figure 4.2.2.3.10-3. Configure HTTP General Properties

4. Next, we need to configure the service to monitor a specific webpage. Select the
‘Configuration Properties’ link.
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Figure 4.2.2.3.10-4. Configure HTTP Configuration Properties Link

5. Fill in the configuration properties and click the ‘OK” button.
ssl (optional) — Check this box if the site communicates via https.
hostname (required) — The hostname to the webpage. http://<hostname>:<port>/<path>

port (required) — The port the http service communicates with. Usually http uses port 80
and https uses 443, but check with the web administrator for the correct port.

sotimeout (required) — The about of time to wait before timing out the http request.
path (required) — The path of the webpage. http://<hostname>:<port>/<path>

user (optional) — Supply the username if one is required.

pass (optional) — Supply the password if one is required.

realm (optional) — Supply the realm if one is required.
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method (required) — Select an http request type to submit from the drop down list
(HEAD, GET, POST, etc.).

hostheader (optional) — Supply the hostheader if one is required.

follow (optional) — Check this box if the hostname and path supplied above will redirect
you to another page.

pattern (optional) — A pattern or regex that matches the responses from the webpage.

proxy (optional) — Supply the proxy URL (with the port number appended to the end
of it) if one is required to access the webpage. See example below.

Example: 192.121.253.1:80
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Figure 4.2.2.3.10-5. Configure HTTP Configuration Properties

6. At this point, the http service is configured and the operator can select the “Inventory’ to
monitor the webpage. The operator can also go to the ‘Inventory’ tab, select the ‘metrics’
tab’, and configure the monitoring interval for the metrics gathered by the http service.
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4.2.2.3.11 Configuring FTP

Hyperic provides an ftp service to monitor an ftp site. The service will attempt to login into the
site. Being able to login, Hyperic will mark the resource (ftp site) as being up. Follow the steps
below to configure Hyperic to monitor an ftp site:

1. Select the platform you want to add the ftp service resource.
‘@ HOQ Browse Resources - Mozilla Firefox u@ﬁ

File Edt View Higtory Bookmarks Tooks Help

@ = @ K G | L] htp:f4ilon hitc.com: F080/Resource daveid=1:1010% 7 | [«

(18] Most visited P Getting Started 5] Latest Headines | | EMD || Raytheon | | Java  JEE

4 Loading...

L\ o g g gu— gy p ge— | g— Recent Alerts:  03:40 PM - Alert: f4spl01 snfs1 Up Vel e, HQ  Sign Out  Screencasts Help
LA — 1 L U 03:30 PM - Alert: f4spl01 snfs1 Down
ENTERPRISE EDITIiON

Dashboard Analyze Administration

. Search

Platforms > All Platforms

Tools Menu =

Search: ‘Kaywovus ‘ ‘ Al Plattorm Types ‘Vv:l ‘ 2l Groups ‘vll Cunavaitaste Clowneabyta maten: Cany @an [
Platforms (9} | Servers (116) | Services (3517) | Compatible Groups Clusters (2) | Mixed Groups (15) | Applications (0}
| crartview. | [PRESEVIEW

0 Platform & Platform Type Description Availability
CJEWE  f4dbios.hite.com Linux Red Hat Erterprise Linux 5 @
[mpli]al Linux Red Hat Erterprise Linu 5 [~]
(Om| | om! Linux Red Hat Erterprise Linux 5 &
OO HEME  f45r101.hitc.com Linux Red Hat Enterprise Linux 5 [~]
CEAWA  faheldthite.com Linux Red Hat Enterprise Linux & -]
COHAMWE  fdomldt.hite.com Linu Red Hat Erterprise Linux 5 @
COOWA  fasplothite.com Linux Red Hat Enterprise Linux 5 [~]
COEMWE  fawglot.hite.com Linix Redl Hat Enterpriss Linux 4 @
COOWE  fawglo2.hite.com Linux Red Hat Enterprise Linux 4 [~]

Total:9 hemsPerPage: |15 [v|
1111612009 0429 PM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (huild #1054 - Jun 23, 2008 - Release Build) @ 2004-2009 Hyperic, Inc. www.hyperic.com

Figure 4.2.2.3.11-1. Configure FTP Pick Platform

2. Select the “Add New Service” from the drop down list.
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Figure 4.2.2.3.11-2. Configure FTP Add New Service

3. Fill in the requested properties information.
Name — The name of the ftp service.
Description — A description of the ftp service.

Service Type — Select the ‘FTP’ from the drop down list.

4.2.2-114 609-EED-001, Rev. 01



’@ HO New Service - Mozilla Firefox [__][_:T’_Igl

file Edit Yiew Hgory Bookmarks  Tools  Help

@ - O (21| hetpifFHIDL bk, com: 780 =/service/Tnventary. do7mod d=1:10103 59 |

pa

EMD || Ravtheon

[ 18] Most visited 4 Getting Started (5] Latest Headines Java | JEE |j Small-Cap Stocks | 5m...

| 5 HO New Service | + -
,HQ Sign Out Screencasts Help

Y =TT —T" i w Recent Aleris: 10:22 AW - Alert Web OrderStatus GUI is unavailable
= = o =1t= 10:16 AM - Alert DPL Web Access_OPS GUI is unavail

Dashboard Analyze Administration & search

ENTERPRISE ED0ITION

New Service

General Properties
«Hame: [yt FTp Sarver Owner: HG Administrator (haadmin)

Description: |wanitor the fip server on f4silD host to
ensure its up

Type & Host Properties
] G

12072009 11:06 AM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (buld #1054 - Jun 23, 2009 - Release Build) ©2004-2009 Hyperic, Inc. www.hyperic.com

Figure 4.2.2.3.11-3. Configure FTP General Properties

4. Next, we need to configure the service to monitor a specific ftp site. Select the
‘Configuration Properties’ link.
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Figure 4.2.2.3.11-4. Configure FTP Configuration Properties Link

5. Fill in the configuration properties and click the ‘OK” button.
hostname (required) — The hostname to the ftp site.
port (required) — The port the ftp site listen on. The default port is 21.
sotimeout (required) — The about of time to wait before timing out the ftp login attempt.
user (optional) — Supply the username if one is required.

pass (optional) — Supply the password if one is required.
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Figure 4.2.2.3.11-5. Configure FTP Configuration Properties

tab’, and configure the monitoring interval for the metrics gathered by the ftp service.

At this point, the ftp service is configured and the operator can select the ‘Inventory’ to
monitor the webpage. The operator can also go to the ‘Inventory’ tab, select the ‘metrics’
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Figure 4.2.2.3.11-6. FTP Monitoring

4.2.2.3.12 Configuring InetAddress Ping

Hyperic provides an InetAddress Ping service to monitor a host to determine if it’s up or down.
This is useful for situation where an Hyperic agent can not be installed on the host, but knowing
if the host is up or down is critical to operations. Follow the steps below to configure Hyperic to
monitor a host:

1. Select the platform you want to add the InetAddress Ping service resource. The agent on
this platform will initiate the ping to the destination host.
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Figure 4.2.2.3.12-1. Configure InetAddress Ping Pick Platform

2. Select the “Add New Service” from the drop down list.
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Figure 4.2.2.3.12-2. Configure InetAddress Ping Add New Service

3. Fill in the requested properties information.
Name — The name of the InetAddress Ping service.
Description — A description of the InetAddress Ping service.

Service Type — Select the ‘InetAddress Ping’ from the drop down list.
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Figure 4.2.2.3.12-3. Configure InetAddress Ping General Properties

4. Next, we need to configure the service to monitor a specific host. Select the
‘Configuration Properties’ link.

4.2.2-121 609-EED-001, Rev. 01



ﬁ" HO, View Service Inventory - Ping f4dpl01 host - Mozilla Firefox

Fle Edt View Hgory Bookmarks Tools  Help

S e 2

{ar | 8 http:/ff4iiD1 hitc.com: 7080 resource servicefinventoryNewService. do

O -c

[i] Most visited P Getting Started (5] Latest Headines || EMD || Raytheon | lava [ E | | Smal-Cap Stacks | Sm
j #8 HO View Service Inventary - Ping fad...| + | -
me,HQ Sign Out Screencasts Help

erts: 10:22 AM - Alert Web OrderStatus GUI is unavailable
10:16 AM - Alert DPL Web Access_OPS Gl is unavail

Analyze Administration

AV Y1 — 1l el ™ e I —

ENTERPRIEE EDITION
Dashboard

Services > InetAddress Ping > Ping f4dpl01 host
Description: This service periodically ping Owner: HG Administretor (hgadming - Change....

MapE|  Tools Menul=]

| Monitor ‘ THvent | Alert [ Views

Search

+ Service Ping f4dpi01 host has been created

Host Platform: 14¢il01.ifte.com
Description: This service perinically pings the f4dpil1 ost to ensure its up

Resource Type: Inetdddress Ping

[] Group & Description

Date Created: 12/07/2003 10:57 AM
Date Modified: 12/07/2009 10:57 At
WModified By: Ha Administrator (haadming

ADD TO LIST...
onfiguration Properties

Total: 0 Iems Per Page:

hostname

Monitoring

Shared
sotimeout

service.log_track.level

service.log_track.enable taise
service.log_track.include

service.log_track.exclude

Control
This resource daes nat have eny cantrol Configuration Froperties.

EDIT...

12/07/2009 10:57 AM  Raytheon Virtual Technology Corp. 1 Alout HG Version 4.1.2-EE (build #1054 - Jun 23, 2009 - Release Buil)

©2004-2009 Hyperic, Inc. www.hyperic.com

Figure 4.2.2.3.12-4. Configure InetAddress Ping Configuration Properties Link

5. Fill in the configuration properties and click the ‘OK” button.

hostname (required) — The hostname to monitor.

sotimeout (required) — The about of time to wait before timing out the ping.
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Figure 4.2.2.3.12-5. Configure InetAddress Ping Configuration Properties

6. At this point, the InetAddress Ping service is configured and the operator can select the
‘Inventory’ to monitor the webpage. The operator can also go to the ‘Inventory’ tab,
select the “metrics’ tab’, and configure the monitoring interval for the metrics gathered by
the InetAddress Ping service.
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Figure 4.2.2.3.12-6. InetAddress Ping Monitoring

4.2.2.4 Business Processes and Configuration
4.2.2.4.1 Business Processes

422411 Overview

Business Processes are a way of organizing resources to quickly recognize problems and to
assess the operational impact of individual component failures. A custom Hyperic HQ User
Interface plugin will be developed to extend the standard COTS GUI to provide the operator
with a mechanism to configure and view their business processes.

Business processes can have one of four statuses:
e Active — There is work to do and the work is being completed as expected

e Inactive — All of the components appear to be functional, but there is not any work to
complete.

e Degraded — The business process is functioning but not at the required capacity
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e Down — The business process is unable to complete any work.

Each business process contains a collection of resources and the resources can have one of three
statuses:

e Available — The resource is currently up
e Unavailable — The resource is currently down

e Alert Pending — There is at least one alert pending for the resource

4.2.2.4.1.2 Configuring Business Processes

The Hyperic grouping feature will be used to define a business process. All resources related to a
business process will be mapped to a group. The business process group name must follow the
naming convention BP_<MODE>_<Business Process Name>. This will allow the custom
Hyperic HQ User Interface plugin a way to identify a business process group from one that is
not.

The information of resource state and metrics are conveyed to the business process through
alerts. For example, if we decided that the status of the DPL Ingest business process should be
‘Down’ if the EcDIProcessingService resource is unavailable, an alert must be configured to
occur when the processing service is down. Then the Ingest business process can be configured
to be ‘Down’ based on the alert.

In order to determine which resource alert has an impact on the overall business process status
and to what degree, each business process has an alert definition configuration file named
<business_process_name>_AlertDefinitionConfig.xml.  The files are located under
Jusr/ecs/OPS/CUSTOMY/cfg directory. This xml file holds the configuration information of the
business processes within the mode and the mapping of the relevant alert definition to the status
(down, inactive, degraded, active) category of the business process. Not all alerts need to be
defined in this configuration file, only those that impact the status of the business process. For
alerts that are raised within a business process that are not defined in the configuration file, the
priority of the alert is examined and the status of the business process will be defaulted to
‘Degraded’ if the alert has a priority of ‘Medium’ or *High’. This gives the operator the
capability to handle newly created alert definitions.

See below for the xml schema diagram of the business process alert definition configuration file.
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Figure 4.2.2.4.1-1. Alert Definition Schema Diagram

See appendix 2.1 for the schema xml and appendix 2.2 for a sample configuration xml for OPS
mode.

Sometime we may want to change the status of a business process when a combination of
different alerts on different resources happens at the same time. For example, we may want to
mark the Data Access business process as “degraded” when either WIST or WebAccess is down;
but when both of them are down, we want to mark the Data Access business process as “down”.
Since hyperic does not provide the functionality to configure alerts on incompatible groups, we
added a custom group alert capability in our Business Process configuration and view pages.

Operator can configure group alert to be any combination of resource alerts and define how the
group alert would impact the overall business process status. Each business process could have a
group alert definition configuration file. If exists, it is named
<business_process_name>_GroupAlertDefinitionConfig.xml. The configuration files are located
under /usr/ecs/OPS/CUSTOM/cfg directory. Operator should not manually update the
configuration files. All update should be done through the hyperic GUI.

We created a custom HQU Business Process Configuration page to let operators view and
configure the existing resource alert and group alert definitions with in the system. See
screenshots below:
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The Business Process Configuration page will be located under the Administration tab.
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Figure 4.2.2.4.1-3. Hyperic GUI Administration Page

After clicking on the tab, the administration page is loaded. The business process configuration
link, “Business Process Configuration” is located under the Plugin section. Click on the link to

load the page.
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Figure 4.2.2.4.1-4. Business Process Configuration Page

The Business Process Configuration page contains a tab container. Each tab represents an ECS
mode. Each mode container is divided into two panes and will display mode specific business
process configuration. The left pane contains a list of business processes. The business process
highlighted represents the current selection. Selecting a business process in the left pane will
update the information on the right pane. The right pane contains a list of alert definitions for the
selected business process. For each item in the list, the alert definition name, the resource name,
the priority and the status definition is displayed. The alert definition name is a link to the
configuration page of the alert definition. The resource name indicates which resource the alert
definition is associated with and is a link to the detail page of the resource. The priority column
shows the severity of the alert definition. It can have one of three values - low, medium, or high.
The status definition shows the mapping of the alert definition to a business process status
category. It can have one of four values - “Active”, “Inactive”, “Degraded”, or “Down”.

The alert definition configuration files will be loaded for all modes when the Business Process
Configuration page is loaded or refreshed. An operator with admin privileges can configure the
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status definition field of each alert to its desired category. Once the operator clicks the “save”
button at the bottom of the page, the xml configuration file will be updated with the new
configuration values on the page.

Operator can configure group alerts by clicking on the “Group Alert Configuration” button on
the top of the right pane. This will bring up the group alert configuration page, see screen shot
below:
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Figure 4.2.2.4.1-5. Business Processes Group Alert Configuration

“Alert Configuration” button will lead operator back to the Alert definition page. Operator can
view existing group alerts, updated group alerts, delete group alerts and create new group alerts
through the buttons on the page.

To view an existing group alert, operator can click the drop down list on the top of the page next
to the MODE. When clicked, the drop down list will list all existing group alerts. Once operator
makes a selection, the group alert configuration will be displayed in the GroupAlertDefinition
table below. See screen shot below:
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Figure 4.2.2.4.1-6. View Business Process Group Alert

Operator can delete the selected group alert by clicking on the “Delete Selected GroupAlert”

button.

Operator can modify the group alert definition by selecting a different status definition of the
business process on the status drop down list next to the Group Alert name on the top of the
page; or/and check/uncheck the checkboxes in the GroupAlertDefinition table, then click the
“Update Selected GroupAlert” button to update the group alert definition. See screen shot below:
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Figure 4.2.2.4.1-7. Update Business Process Group Alert

Operator can add a new group alert by clicking on the “Add GroupAlert” button. See screen shot

below:
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Figure 4.2.2.4.1-8. Add new Business Process Group Alert

Operator can type in the group alert name in the GroupName text box, select the status definition
of the group alert via the StatusDefinition drop down list and check/uncheck the checkboxes in
the GroupAlertDefinition table to add selected individual resource alerts in the group alert
definition. Operator can cancel the add operation by clicking the “Cancel” button. Once operator
click the “Save” button and confirm through the confirmation popup window. A new group alert
will be added and become visible through the Group Alerts drop down list on the group alert
configuration page. See screen shot below:
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Figure 4.2.2.4.1-9. View added Business Process Group Alert

422.4.1.3 View Business Process

With the custom HQU plugin, an operator can use the Hyperic HQ GUI to get a quick overview
of the status of all business processes. The business process page can be navigated to via the

Resource tab and clicking on the ‘Business Processes’ link.

Resources T Analyze

Browse
Currently Down

Business Processes

Figure 4.2.2.4.1-10. Business Processes Link
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Business Process Status Page

The Business Process Status page is divided into two panes. The left pane contains a list of
business processes. It shows the name and the business process status. The business process that
is currently selected is highlighted in blue. The right pane contains a list of resources for the
selected business process. It shows the resource name, the status of the resource, and the reason
explaining why a resource is not available. Clicking on the resource name will take the operator
to a detailed page of the resource. Selecting another business process will update the resource list

in the right pane.

Business Processes Status

“ops | Tst | Ts2 [ oOTHER |

Business Processes
k)

Business Processes | Status
DataPool_Ingest @
DATA_ARCHIVE S

[private to hgadmin]
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0 - DO
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Hame
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Figure 4.2.2.4.1-11. View Business Process Page — DPL Ingest Active

4.2.2-134

609-EED-001, Rev. 01



Business Processes Status

OPs Ts1 Ts2 OTHER

Business Processes Resources Previous Page 1 |
=
=
- Hame Priority Alert Definition
Business Processes | Status
THIDI03.hite.com F4IDI03 _sqs_srwr_1 [sasDown]

DataPool_Ingest o

DATA_ARCHIVE FHIbIO 3 hite.com FHIbI03_sqs_srwr_4 w
[private to hgadmin] _ —
T4dbI03.hitc.com Sybase 15.x (]
TEST .
Fadpldt.hite.com &a
THdpldt.hitc.com Apache Tomeat 6.0 @
fAdplo1.hite.com DPIU_OPS @
Fhlpldthitc.com HU_OPS E{ﬂ
FHIpldLhite.com InlotificationService _0PS @
fHIpldLhite.com InPollingService _0PS w
THIpIOLhite.com InProcessingService_0PS iy [InProcessingService OPS Alert : Server Down|
FAdplot.hite.com XVU_OPS @
Business Process Status Definitic _
@ - ACTIVE feil0t.hitc.com QuickServer _0PS @
€ - -
(@) - MACTIVE T4ftl0 1. hitc.com OuickServer _OPS E‘a
- DDt .
Q Resource Status Definition
&), - DEGRADED € - veiLaLE €3 UNAVAILABLE / - ALERT

Figure 4.2.2.4.1-12. View Business Process - DPL Ingest Down

Mode Tabs

The Mode Tabs renders a different view of the Business Process filtered by mode. All business
processes are defined within a specified mode thus the specified mode tab will display only those
business process defined within the current mode

|' OPsS '|' TS1 '|' Ts2 '|' OTHER '|

Figure 4.2.2.4.1-13. Business Process Mode Tab

Business Process Status Table

The Business Process Status Table provides a quick view of the overall health of a business
process. The “Business Processes” column provides the name of all the business processes
within the specified mode. The “Status” column provides the overall status of the business
process. The status of the business process is determined by the alerts that correspond to the
resources that are members of the business process. An xml configuration file will hold the
definitions of the impact an alert has on the overall state of a business process (For more details
see section 4.2.2.4.2.2 Configure Business Process). The Business Process Status Table controls
the Business Process Resource Table located to the left of it. When the cursor is placed over the
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name of a particular business process within the Business Process Status Table it is highlighted
and the Business Process Resource Table will refresh to display information on the resources
that are members of the selected business process.

Business Procasses

e

Business Processes Status

DataPool_Ingest &.’r}

Figure 4.2.2.4.1-14. Business Process Status Table

Business Process Resource Table

The Business Process Resource Table provides a view of the resources that are members of the
current business process selected in the Business Process Status Table. Besides the resources
defined in the hyperic system, custom group alerts are also displayed as a type of resource. This
gives user a better view when the business process status is determined by a custom group alert.

The *“Name” column contains the name of a resource. The resource name can be clicked on for a
detailed view of the resource. The “Priority” column defines the status of a resource. If any alerts
have fired that pertain to a resource, the column will display the status change. The “Alert
Definition” column will display the names of any alerts related to the resource that have fired
and have not been fixed. The alert name can be clicked on for a detailed view of the alert
definition.
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Figure 4.2.2.4.1-15. Business Process Resource Table

Business Process Status Definition

The Business Process Status Definition legend defines the meaning of each icon displayed in the
Business Process Status Table.

e Active — There is work to do and the work is being completed as expected

e Inactive — All of the components appear to be functional, but there is no work to
complete

e Degraded — The service is functioning but not at the required capacity

e Down - The service is unable to complete any work
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Business Process Status Definition
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Figure 4.2.2.4.1-16. Business Process Status Definition

Resource Status

The Resource Status legend defines the meaning of each icon displayed in the Business Process
Resource Table.

e Available — The resource is currently up
e Unavailable — The resource is currently down

e Alert Pending — There is at least one alert pending for the resource

F.fa_asource Status
€D - avalLsBLE e SUMANVAILABLE & - ALERT

Figure 4.2.2.4.1-17. Business Process Resource Status

4.2.2.4.2 DPL Ingest Business Process
This section describes the resources that are grouped within the DPL Ingest Business Process.

4.2.2.4.2.1 Ingest Resources
Hosts

e X4dplo1

e ECS Service Hosts
Custom Code Servers

e Polling

e Processing

e Notification

e QuickServer
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File Systems
e Data Pool
e Archive
Database
e Sybase
e SQS Server
Apache / Tomcat Web Server

StorNext Primary Metadata Server

4.2.2.4.2.2 DPL Ingest Host

A Hyperic agent will be installed on each host used by DPL Ingest. Each host will be configured
to be monitored via Hyperic’s auto-discovery service. Once the host is selected to be monitored
there are a number of metrics that can be captured including availability, load average, CPU
usage, TCP statistics, memory usage, and swap space.
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Figure 4.2.2.4.2-1. DPL Ingest Host Monitor Page

4.2.2.4.2.3 Polling Server

The Ingest Polling Server monitoring is done through a custom xml plug-in. There is one plug-in

file per mode. The plug-in file name is <MODE>-DPL-InPollingService-plugin.xml.

Since almost all the custom xml plug-ins are organized as one per mode, only one template of
each plug-in will be saved in the clearcase and delivered. Upon installation in the DAACS, the
plugin generator script will read in the plugin template and generate the mode specific plug-ins
for the specified mode. This installation detail will be omitted in the subsequent server

descriptions. See the attached appendix for the Polling Server xml plug-in file for OPS mode.

The metrics that will be collected for the Ingest Polling Server include the standard Hyperic

metrics (See section 4.2.2.2.13: Standard Plugin Metrics) and custom metrics (see below).
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Table 4.2.2.4.2-1. Polling Server Metrics

Custom Metrics

Metric Name Description

NumOpenAlerts The total number of open alerts in the Polling server.

The Polling server resource will be auto-discovered by Hyperic using the PTQL query defined in
the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the custom
metrics will be collected through the SQL plug-in by querying the Ingest database.

If the Polling Server is up after the custom xml plug-in is deployed in Hyperic, the Polling
Server will be auto-discovered by Hyperic and shows up in the Auto-Discovery list. The user can
then choose the Polling Server from the Auto-Discovery list to add it to the inventory (refer to
the Auto-discovery section of the document for details).

Up/down alerts are set up for the Polling server based on its availability metrics. The down alert
is used to notify a user of the problem, update the DPL Ingest business process status, and trigger
the control action that will automatically start the server; the up alert is used as a recovery alert
for the down alert to mark the down alert as fixed.

Below are some details on the control actions and alerts configurations:

To configure the control action for starting the server, go to the Inventory page of the Polling
Server. See screen shot below:
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Figure 4.2.2.4.2-2. Polling Server Inventory Page

Note the server.config_track.files configuration is blank and the server.config_track.enable is
false on this page even though the configuration file is specified in the server plugin xml and
configuration tracking is turned on by default. This is due to a bug (HHQ-3627 DaemonDetector
does not set control configuration) in hyperic. It is scheduled to be fixed in HQ 4.3. To work

around the bug, operator has to manually accept the Configuration Properties setting again by
performing the following two steps:

Click on the “EDIT” button on the Configuration Properties section to bring up the
Configuration Properties detail page. On this page, operator can see the configuration file name
is already populated and the server.config_track.enable checkbox is checked. Operator can also
verify the Program under the Control section is set to the correct value. In this specific example,
it is set to: /usr/ecs/fOPS/CUSTOM/utilitiessEcMsSmBaseControl which is specified in the
"DEFAULT_PROGRAM" element in the xml plug-in file. See screen shot below:
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NOTE: The EcMsSmBaseControl is a custom script used to execute a Linux command or script
as the cmshared user. This script is generally used for starting, stopping, and restarting ECS
resources as a control action in an alert but can be used to perform other tasks.
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Figure 4.2.2.4.2-3. Polling Server Configuration Properties Page

Click “Ok” button to accept the configuration. This is the manual step to register the
configuration with the hyperic server to work around the bug mentioned above. After operator
clicked “Ok” to manually accept the configuration, the server.config_track.files and the
server.config_track.enable configuration properties are shown with the correct values. See screen

shot below:
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Figure 4.2.2.4.2-4. Polling Server Inventory Page after Manual Update

To configure the server down/up alerts, go to the alert page of the Polling Server. See screen shot
below:
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Figure 4.2.2.4.2-5. Polling Server Configure Alert Definition

Click on the “Configure” button on the page to set up the alerts (refer to section 4.2.2.2.6, Alert
and Control Action for more details). First we will set up the server down alert. The server down
alert is based on the condition of Availability metric. See screen shot below for more details:
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Figure 4.2.2.4.2-6. Polling Server New Alert Definition

Click the “Ok” button will bring us to the alert definition page, see below:
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Figure 4.2.2.4.2-7. Polling Server Alert Definition Page

Next, click on the “Control Action” tab and then “Edit” to link the previous configured server
start control action to the down alert. See the next two screen shots:
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Figure 4.2.2.4.2-8. Polling Server Select Control Action
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Figure 4.2.2.4.2-9. Polling Server Configure Control Action

Choose the “EcDIlInPollingServiceStart” (this is configured through the *actions include”
element in the xml plug-in file) as the Control Type and click “OK”. Operator can click on the
“Notify Roles”, “Notify HQ Users” or “Notify Other Recipients” tabs to configure the
notification mechanism when the alert fires. This completes the Polling Server down alert

configuration.

Go back to the alert page of the Polling Server, click on the “New” button to configure the server
up alert. On the Alert Definition page, set the Recovery Alert drop down list to the down alert.
This will mark the previous server down alert as “fixed” when the server up alert fires. See

screen shot below:
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Figure 4.2.2.4.2-10. Polling Server Set Recovery Alert

Click on “Ok” button to accept the change and this completes the server up alert configuration.
There is no need to link any control action to the server up alert since it is configured to be a
recovery action.

After all the above configurations are complete, the Polling Server will be monitored by Hyperic
and when the EcDIInPollingService custom server goes down, a PollingService_OPS down alert
will be generated and the configured operators will be notified through their configured
notification methods. The control action will be called to automatically start the
EcDlInPollingService custom server. Once the server is back up, a server up alert will be
generated and it will mark the server down alert as fixed, then the server up alert will be
automatically closed.
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4.2.2.4.2.4 Processing Server

The Ingest Processing Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-DPL-InProcessingService-plugin.xml.
See attached appendix for the Processing Server xml plug-in file of OPS mode.

The metrics that will be collected for the Ingest Processing Server include the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.2-2. Processing Server Metrics

Custom Metrics

Metric Name Description

RequestQueueSize The total number of requests queued in the system.

GranuleQueueSize The total number of granules queued in the system.
ScienceGranuleQueueSize The total number of science granules queued in the system.
NumOpenAlerts The total number of open alerts in the processing server.

NumOpeninterventions The total number of open interventions in the processing server.

NumOldRequests The total number of requests older than a user defined number of

hours.

The total number of granules older than a user defined number of
NumOldGranules hours
Throughput (gran/min) The average number of granules throughput per minute over the

last five minutes.
ScienceGranuleThroughput The average number of science granules throughput per minute
(gran/min) over the last five minutes.

: The average volume (in MB) throughput per minute over the last

Throughput (MB/min) five minute?s. ( ) ghputp

The estimated time (in minutes) to complete the work currently

CompletionTime (minutes) queued in the system

The Processing server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the Ingest database.

Up/down alerts are set up for the Processing server based on its availability metrics. The down
alert is used to notify operator of the problem and update the DPL Ingest business process status
and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.

Please refer to screen shots in 4.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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4.2.2.4.25 Notification Server

The Ingest Notification Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-DPL-InNotificationService-
plugin.xml. See the attached appendix for the Notification Server xml plug-in file of OPS mode.

The metrics that will be collected for the Ingest Notification Server include the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.2-3. Notification Server Metrics

Custom Metrics

Metric Name Description

The total number of notifications queued in the system with

NotificationQueueSize notification status of “READY”.

The total number of open alerts in the natification server.

NumOpenAlerts

The Notification server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the Ingest database.

Up/down alerts are set up for the Notification server based on its availability metrics. The down
alert is used to notify operator of the problem and update the DPL Ingest business process status
and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.

Please refer to screen shots in 7.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.4.2.6 QuickServer

QuickServer monitoring is done through an xml custom plug-in. There is one plug-in file per
mode. The file name is <MODE>-DPL-QuickServer-plugin.xml. See the attached appendix for
the Quick Server xml plug-in file of OPS mode.

The metrics that will be collected for the Quick Server include the standard Hyperic metrics (see
section 4.2.2.2.13, Standard Plugin Metrics).

The QuickServer resource will be auto-discovered by Hyperic using the PTQL query defined in
the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the QuickServer based on its availability metrics. The down alert is
used to notify operator of the problem and update the DPL Ingest business process status and
trigger the control action that will automatically start the server; the up alert is used as a recovery
alert for the down alert to mark the down alert as fixed.
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Please refer to screen shots in 7.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.4.2.7 Data Providers

Data provider monitoring is done using the built-in Hyperic group and service metrics
monitoring capability through a custom xml plug-in. See the attached appendix for the data
provider xml plug-in file of OPS mode.

We collect the following metrics for each data provider:

Table 4.2.2.4.2-4. Data Provider Metrics

Custom Metrics

Metric Name Description

RequestQueueSize The total number of requests queued for the provider.

GranuleQueueSize The total number of granules queued for the provider.

ScienceGranuleQueueSize The total number of science granules queued for the provider.

NumOpenAlerts The total number of open alerts for the provider.

NumOpeninterventions The total number of open interventions for the provider.

The average number of granules throughput per minute over the

Throughput (gran/min) last five minutes for the provider.
ScienceGranuleThroughput The average number of science granules throughput per minute
(gran/min) over the last five minutes for the provider.

The average volume (in MB) throughput per minute over the last

Throughput (MB/min) five minutes for the provider.

The estimated time (in minutes) to complete the work currently

CompletionTime (minutes) queued for the provider.

All data providers in a mode are displayed as a group called “<MODE>_PROVIDERS”. The
<MODE> PROVIDERS group can be added to the “Favorite Resources” portlet on the
Dashboard for easy access. See screen shot below:
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Figure 4.2.2.4.2-11. Data Provider Dashboard

Click on the OPS_PROVIDERS will bring up the providers details page which lists the list of
defined data providers in the OPS mode and the combined statistic metrics of all the providers.
See screen shot below:
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Figure 4.2.2.4.2-12. Data Provider Group Monitor Page

To see the metrics of an individual provider, click on the provider name in the “Resources”

window on the left. See below for a screen shot of the provider detail page.
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Figure 4.2.2.4.2-13. Individual Data Provider Monitor Page

Below are the four major steps to set up the OPS_PROVIDERS for monitoring:

1. Define the data provider resource through a custom plugin. The data provider resource
is defined as a platform service type on the DPL box. The plugin xml is named
<MODE>_dataprovider-plugin.xml. It defines the metrics that pertain to the resource
type of dataprovider. Please refer to the general instruction on how to deploy a plugin in
Hyperic.

2. Define the OPS_PROVIDERS compatible (not mixed) group. The group type should
be dataprovider OPS. Please refer to the general instruction on how to define a
compatible group in Hyperic.

3. Configure individual data provider through Hyperic GUI. See section below for
details.

Add the configured individual data provider to the OPS_PROVIDERS group. Please
refer to the general instruction on how to add a resource to a group.
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Below is a detailed description on how to configure an individual data provider using the
Hyperic GUI.

Click on the “Resource” tab at the top of the page. Select “Browse” in the drop-down menu.
Click on “Platforms” tab to list all the platforms defined in the system. Click on the platform

where DPL Ingest servers are installed (i.e. X4dpl01 box) to bring up the platform detail page.
See the screen shot below for an example:
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Figure 4.2.2.4.2-14. Host Resource Page

On the platform detail page, click on the “Tools Menu” drop down that is located on the upper

left corner of the page, then click on “New Platform Service” in the drop down menu. See Screen
shot below:
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Figure 4.2.2.4.2-15. Add New Platform Service

This brings up the new platform service configuration page. On this page, fill in the name of the

data provider and description, on the Service Type drop down menu, select “dataprovider_OPS”.
See screen shot below:

4.2.2-158 609-EED-001, Rev. 01



) HQ New Service - Mozilla Firefox

Hstory  Bookmarks  Tools  Help

File  Edit  Yiew
d=1:10101

@ B C fay | ® http:

(18] Most wisited 4 Getting Started 5. Lakest Headlines
E3 | 4 Functionality Lab Status | s HQ Dashboard
erts: (There are no alerts inthe last 2 hours.)

rviceInventory. d d

#5% HQ New Service

AV Y — ] — 1 el S | o 1 —

EeDiTioN
Dashboard Analyze

| ] DPL Ingest GUIT(OPS)

Administration

ENTERPRIS®

e,Leo Sign Out Sereencasts Help

8 search

New Service
General Properties

MODAPS_TERRA_RPROC data provider in
OPS made

Description:

Type & Host Properties
dataprovider OFS ...}

Service Type:

About HO Version 4.1.2-EE (buld #1054 - Jun 23, 2009 - Release Build)

©2004-2009 Hyperic, Inc. www.hyperic.com

090412009 02:25 PM  Raytheon Virtual Technology Corp. 1

Dane

S¢bd S bid

Figure 4.2.2.4.2-16. Configure Individual Data Provider

Then click “OK”. The service detail page will pop up as a result. See below:
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Figure 4.2.2.4.2-17. Individual Data Provider Inventory Page

Click on the link to configure its configuration properties. On the popped up page, the script
input text box should be prepopulated and does not need to be modified. In the providerName
input text box, type in the name of the data provider.

Note: the provider name typed in has to exactly match the ExternalDataProvider field
defined in the InExternalDataProvider table in Ingest database. See the screen shot below:
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Figure 4.2.2.4.2-18. Individual Data Provider Configuration Page

Click on “OK” to accept the configuration. The screen will go back to the service detail page.
That is the end of configuring an individual data provider.

Once the data provider is configured, the Hyperic server will be able to collect the defined
metrics by executing the script (defined in the plugin xml file) periodically which invokes a Perl
script to retrieve the requested statistic information from the Ingest database. The Perl script
invokes a stored proc named SmGetProviderMetrics.sp which takes the data provider name as
input and outputs the metrics information for that data provider.

4.2.2.4.2.8 DPL Ingest services

DPL Ingest services monitoring is done using the built-in Hyperic group and service metrics
monitoring capability through a custom xml plug-in. See the attached appendix for the DPL
Ingest services xml plug-in file of OPS mode.
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We collect the following metrics for DPL Ingest services:

isDpiuActive

isSXVUActive

isliuActive
numTransferServiceAvailable
numTransferServiceSuspended
numChecksumServiceAvailable
numChecksumServiceSuspenced
numArchiveServiceAvailable

numArchiveServiceSuspended

The DPL Ingest services plug-in is defined as a service within hyperic. Operator can add it to the
x4dpl platform to start collecting the metrics. This is done by clicking the “New Platform
Service” menu under the “Tools Menu” of the platform detail page. See screen shot below:
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Figure 4.2.2.4.2-19. Add a New Platform Service

On the new platform service configuration page, select the Ingest services for the mode and type

in the name and description, then click “OK” to create the platform service. See screen shot
below:
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Figure 4.2.2.4.2-20. Create Ingest Services Monitor Service

Wait for a few minutes, the metrics info will show up on the Ingest services monitor page. See
screen shot below:
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Figure 4.2.2.4.2-21. Ingest Services Metrics

Then click on the Alert tab to configure the alerts and recovery alerts that are necessary for the
DPL Ingest business process monitoring. See below for a list of alert definitions that should be
configured for the Ingest services monitoring:
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Figure 4.2.2.4.2-22. Ingest Services Alert Definitions

4.2.2.4.2.9 DataPool File System

Data Pool file systems and Archive file systems will be discovered automatically via Hyperic
when any host that mounts that file system is configured to be monitored. File systems are
displayed as services within the “FileServer Mount’ section for a platform. Metrics that can be
captured include availability and free space. 1/O statistics can be captured for some file systems;
however, currently 1/0 statistics cannot be captured for StorNext file systems.
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Figure 4.2.2.4.2-23. DataPool File System Monitor Page

4.2.2.4.2.10 Archive File System
See section 4.2.2.4.2.10, Data Pool File System.

4.2.2.4.2.11 Sybase
See section 4.2.2.3.1, Configuring Sybase.

4.2.2.4.2.12 SQS Server

SQS server monitoring is a combination of an xml custom plugin and Hyperic configuration.
The xml custom plugin defines the SQS server type in Hyperic and tells Hyperic to collect the
standard custom metrics (see section 4.2.2.3.12, Standard Metrics). The user will then need to
add the SQS Server resource for each SQS instances. Follow the steps below to add an SQS
instance.
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Go to the database host resource page. Select “Tool Menu” and click on “New Server”.
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Figure 4.2.2.4.2-24. Database Host Resource Page

In the “New Server” page, enter the following information:

name: The name of the SQS instance

server type: Choose the SQS server type defined in the custom plugin

install path: The SQS binary installation path
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@ HO New Server - Mozilla Firefox [BEX]
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Figure 4.2.2.4.2-25. Configure SQS Instance

After filling in the new server information, go to the configuration properties page and fill in the
process query field.

process query: State.Name.eq=sgsserver,Args.2.eq=<name of sgs instance>

eX. State.Name.eq=sqsserver,Args.2.eq=f4dbl03_sqgs_srvr_1
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Figure 4.2.2.4.2-26. SQS Instance Configuration Page

Click “OK” button and Hyperic will start monitoring the SQS instance.

Up/down alerts are set up for the SQS Instance based on its availability metrics. The down alert
is used to notify operator of the problem and update the DPL Ingest business process status and
trigger the control action that will automatically start the server; the up alert is used as a recovery
alert for the down alert to mark the down alert as fixed.

Please refer to screen shots in 7.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.4.2.12 SqsServer DBConnection Service

The SQS DBConnection service monitors the ability to establish a database connection to the
SQS server instance
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Step 1: Navigate to the SQS Server resource Inventory tab and under the Service section Select
the “New” option

LN P e g g g ) § g g REcert Alerist 05113 PM - Alert f4eill Humber of FTP Transfers = 0
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EDIT..
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Host Platform: f4dbl03.hitc.com
EDIT..

Total Services: 0

Services By Type:

[~ Service & Service Type Description Availability
NEW.

Totak 0 Kems Per Py

Figure 4.2.2.4.2-27. Navigate to SQS Server Resource

Step 2: Complete the required fields and Select “Ok”
e Name — “Assign a name to the service”
e Service Type — SgsServer DBConnection

BN 7 P g gy g g g g g Recert Alets: 05:13 PM - Alert f4eil0 Humber of FTP Transfers =0
2 - B 1 - 05:06 PM - Recaver Alert f4eil01 Number of FTP Tran

Dashboard Administration

MNew Service

General Properties

*Hame: | connectionStatus Qwner: HQ Administrator (hgadmin

Description:

Monitors the shilty to establish & databaze
connection to this 363 server instance

Type & Host Properties

Service Type: || SusServer DBConnection | |

Host Server: f4cbl03 hitc com 505 _Server

Figure 4.2.2.4.2-28. Complete Required Information

Step 3: Select the “Configuration Properties” link highlighted in yellow
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Dashboard Administration

Services > SqsServer DBConnection > ConnectionStatus

Description: Monitors the ability to estahbl.. Owner: H2 Administrstor (hgadmin) - Change...
MapE| Tools Menu=

| Monitor .|’ " Alert I Views

+ Service ConnectionStatus has been created.

& This resource has not been configured. Please set ts Configuration Properties

Host Server: f4dbl03.hitc.com 505 _Server
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Date Modified: 01/23/2010 0535 PM
Resource Type: SgsServer DBConnection Modified By: HQ Administrator (hgadmin
EDIT...

Figure 4.2.2.4.2-29. Click Configuration Properties

Step 4: Select “Ok” and Configuration of the SgsServer DBConnection service is now complete
(Do not modify the script path. The value is set by default.)

LN/ = | = L= = Fecent Alers. 0456 PM - Alert f4cildl Humber of FTP Transfers = 0

04:26 PM - Recover Alert T4eil01 Humber of FTP Tran

Dashboard Administration

ConnectionStatus

Configuration Properties
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*script P
Sybase Connech Seript | MO0IS/COmMONhy pericA dillies

This resource does nat have any monkitaring Configuration Praperties,

Monitoring

Figure 4.2.2.4.2-30 Set Script and Click OK

See the attached appendix for the SQS Server xml plug-in file.

4.2.2.4.2.13 pache / Tomcat Web Server
See section 4.2.2.3.2, Configuring Tomcat.

4.2.2.4.2.14 torNext Primary Metadata Server
See section 4.2.2.3.8, Configuring StorNext Host Monitoring.

4.2.2.4.2.15 Monitor number of active sessions of Tomcat Web applications

We modified hyperic tomcat plug-in jar file to provide the functionality to be able to monitor the
number of active sessions of a particular Apache Tomcat web application. It is done through a
hyperic service type named “Apache Tomcat 6.0 WebApp Session Count”. One service of

4.2.2-172 609-EED-001, Rev. 01



“Apache Tomcat 6.0 WebApp Session Count “ service type will be created automatically for
each deployed tomcat web service after tomcat is auto-discovered by hyperic server. Operator
can list all the WebApp Session Count services by filtering on the service type. See screenshot
below:
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Figure 4.2.2.4.2-31. List of WebApp Session Count Services

The number of active sessions of a web service is monitored through the metric named
activeSessions. By default, the collection of the activeSessions is turned off. Operator should
turn on the metrics collection of the WebApp Session Count service for the particular web
application service he/she wants to monitor. For example, if operator wants to monitor the
number of active sessions of WebAccess service in OPS mode, he/she can click on the WebApp
Session Count service of the WebAccess service link and turn on the metrics collection of
activeSessions. The following is a way of doing this:

To identify the WebApp Session Count service for WebAccess service in OPS mode, operator
can filter by the name of WebAccess service on the service listing page. See screen shot below:
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Figure 4.2.2.4.2-32. identify WebApp Session Count Service for OPS WebAccess
Service

Click on the link of the WebAccess service to enter the monitor page of the service, see screen
shot below:
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Figure 4.2.2.4.2-33. WebApp Session Count Service of OPS WebAccess

Click on the “METRIC DATA” tab to navigate to the metrics page, then click on the “Show All
Metrics” arrow if activeSessions metrics is not listed on the page already. Once the
activeSessions metrics is listed on the page, operator can modify the Collection Interval of the
activeSessions metrics from NONE to a desired value (e.g. 5 minutes) to start the metrics
collection of the activeSessions metrics. See screen shot below:
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Figure 4.2.2.4.2-34. activeSessions Metrics Collection

4.2.2.4.3 Data Access Business Process
This section describes the resources that are grouped within the DPL Ingest Business Process.

4.2.2.4.3.1 Data Access Resources

Hosts
e X4eil01
e XA4ftl01

Custom Code

e Data Pool Web Access GUI

e \Web Order Status GUI
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File Systems
e Data Pool
Database
e Sybase
e SQS Server

Apache / Tomcat Web Server
Wu-FTP Server

4.2.2.4.3.2 x4eil01 Host

A Hyperic agent will be installed on the x4eil01 host.

The host will be configured to be

monitored via Hyperic’s auto-discovery service. Once the host is selected to be monitored there
are a number of metrics that can be captured including availability, load average, CPU usage,

TCP statistics, memory usage, and swap space.
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4.2.2.4.3.3 xA4ftl01 Host
See section 4.2.2.4.3.2, x4eil01 Host.

4.2.2.4.3.4 DataPool WebAccess GUI

The URL to the Data Pool WebAccess is http://<hostname>:<port>/WebAccess, an example is
http://f4eil01.hitc.com:22500/WebAccess. To monitor the website, Hyperic provides a HTTP
service that can be configured to periodically submit an http request to a specified URL. Hyperic
will read the responses and determine if the website is available or not. Below are the steps to
configure Hyperic to monitor the DataPool WebAccess GUI.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting a http request and reading the responses. Mouse
over the “Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it
isn’t highlighted and select a platform.

‘@ HO Browse Resources - Mozilla Firefox g@
File Edit Wiew History Bookmarks Tools  Help
@ > C X v [ hepufsiion hies.comi7oanjResource, doreid=1: 10103 wandnL: £ . F

|8 Most visited 4P Getting Started 5] Latest Headines || EMD || Raytheon || Java | JEE

£ Loading...

LN/ o e = [ e e Fecent Aleris: 03:40 P Alert: dsplit snfs1 Up Welcome, HQ Sign Out Screencasts Help

03:30 PM - Alert: f4spl01 =nfs1 Down

Dashboard Analyze Administration & search

Platforms > All Platforms

Tools Menu @

Search: ‘Heywnrds ‘ ‘ Al Platform Types :v:| ‘ All Groups ‘v‘| Clunavaitable [JownedbyHa Maten: Cany ®an @
Platforms (9) | Servers {116) | Services (3517} | Compatible Groups/Clusters (2) | Mixed Groups (15} | Applications (0)
Chart View List View

Fl Platform Type Description Availability
OomR Linux Red Hat Erterprise Linux § @
oma Linux Red Hat Enterprise Linux 5 @
OmmeE 1 Linix Rel Hat Erterprise Linux 5 @
CEWE  fatiothite.com Linusx Red Hat Erterprise Linux 5 ®©
COOEME  fahelvthite.com Linux Red Hat Erterprise Linux 5 @
OOWE  f4omidt.hitc.com Linusx Red Hat Erterprise Linux 5 @
Oome Linx Rett Hat Erterprise Linux 5 @
Oooma Linux Red Hat Enterprise Linux 4 [>]
OomR Linx Rett Hat Erterprise Linux 4 @

Total:9 MemsPerPage: |15 [v|
1111612009 04:29 PM  Raytheon Virtual Technology Corp. 1 About HO Version 41.2-EE (build #1054 - Jun 23, 2000 - Release Buid) ©2004-2000 Hyperic, Inc, www.hyperie.com

Figure 4.2.2.4.3-3. Select DPL WebAccess HTTP Service Platform

2. In the platform’s detailed page, click on the ‘“Tools Menu’ button and select the *Add
Platform Service’ option.
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Figure 34.2.2.4.3-4. DPL WebAccess Add New Service

3. A new service general properties page will be displayed.
and service type. Afterward, click the ‘OK’ button.

Name: WebAccess GUI OPS

Fill in the name, description,

Description: This service monitors the WebAccess GUI in the OPS mode.

Service Type: HTTP
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Figure 4.2.2.4.3-5. DPL WebAccess General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the DPL WebAccess yet. Click on the ‘Configuration Properties’ link.
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Figure 4.2.2.4.3-6. DPL WebAccess Configuration Properties Link

5. In the configuration properties page fill in the following fields (below is an example from
EDF) and click the ‘OK” button.

hostname: f4eil01.hitc.com

port: 22500

*sotimeout: 60

path: /WebAccess

method: GET

follow: check the box

**proxy: <hostname>:<port>

*This is the amount of time in seconds Hyperic will timeout from the http request.

**|f your internal network uses a proxy to get out supply it here.
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Figure 4.2.2.4.3-7. DPL WebAccess Configuration Properties Page

6. The DPL WebAccess HTTP service is now configured and you can go ahead and monitor
it, setup alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.4.3-8. DPL WebAccess Monitoring

4.2.2.4.3.5 Web Order Status GUI

The URL to the Web Order Status GUI is http://<hostname>:<port>/OrderStatus < MODE>, an
example is http://f4eil01.hitc.com:22500/OrderStatus. To monitor the website, Hyperic provides
a HTTP service that can be configured to periodically submit an http request to a specified URL.
Hyperic will read the responses and determine if the website is available or not. Below are the
steps to configure Hyperic to monitor the Web Order Status GUI.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting a http request and reading the responses. Mouse

over the “‘Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it
isn’t highlighted and select a platform.
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Figure 4.2.2.4.3-9. Select Web Order Status GUI HTTP Service Platform

2. In the platform’s detailed page, click on the “Tools Menu’ button and select the *Add
Platform Service’ option.
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Figure 4.2.2.4.3-10. Web Order Status GUI Add New Service

3. A new service general properties page will be displayed.
and service type. Afterward, click the ‘OK’ button.

Name: OrderStatus GUI OPS

Fill in the name, description,

Description: This service monitors the OrderStatus GUI in the OPS mode.

Service Type: HTTP
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Figure 4.2.2.4.3-11. Web Order Status GUI General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the Web Order Status GUI yet. Click on the “‘Configuration Properties’ link.
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Figure 4.2.2.4.3-12. Web Order Status GUI Configuration Properties Link

5. In the configuration properties page fill in the following fields (below is an example from
EDF) and click the ‘OK’ button.

hostname: f4eil01.hitc.com

port: 22500

*sotimeout: 60

path: /OrderStatus

method: GET

follow: check the box

**proxy: <hostname>:<port>

*This is the amount of time in seconds Hyperic will timeout from the http request.

**If your internal network uses a proxy to get out supply it here.
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Figure 4.2.2.4.3-13. Web Order Status GUI Configuration Properties Page

6. The Web Order Status GUI HTTP service is now configured and you can go ahead and

monitor it, setup alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.4.3-14. Web Order Status GUI Monitoring

4.2.2.4.3.6 DataPool File System
See section 4.2.2.4.2.9, DataPool File System.

4.2.2.4.3.7 Sybase
See section 4.2.2.3.1, Configuring Sybase.

4.2.2.4.3.8 SQS Server
See section 4.2.2.4.2.12, it show how to configure Hyperic to monitor each SQS Server.

4.2.2.4.3.9 Apache/Tomcat Web Server
See section 4.2.2.3.2, Configuring Tomcat.
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4.2.2.4.3.10 Wu-FTP Server

The Wu-FTP COTS Server runs on the x4eilOx and x4ftlOx hosts servicing ftp requests. A
custom server, FtpDataCollector was developed to poll the Wu-FTP log for completed request
and the information captured is stored in the Sybase database. In order to monitor the Wu-FTP
Server a FTP service is configured to periodically ping the server to determine if it is
availability, its response time, and to gather ftp protocol specific metrics. A custom Hyperic
plugin was developed to monitor the FtpDataCollector server and to retrieve the information
stored in the Sybase database for display in the Hyperic GUI.

4.2.2.4.3.10.1 Configure FTP Service

Please refer to the “Configure FTP” section. The section provides step-by-step instructions on
how to configure an ftp service to monitor a host with an ftp server running.

4.2.2.4.3.10.2 FtpDataCollector Server

The EcMsSmFtpDataCollector Server monitoring is done through an xml custom plug-in. There
is one plug-in file per host. The plug-in file name is FtpDataCollector-plugin.xml.

The metrics that will be collected for the FtpDataCollector Server includes the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.3-1. FtpDataCollector Metrics

Custom Metrics

Metric Name Description

Number of Ftp Sessions The total number of ftp sessions for the host.

The total number of ftp transfers over the last five minutes for

Number of Ftp Transfers the host.

The average ftp volume (in MB) throughput per minute over

Ftp Transfer Rate the last five minutes for the host.

The total number of http transfers over the last five minutes for

Number of Http Transfers the host.

The average http volume (in MB) throughput per minute over
the last five minutes for the host.

Http Transfer Rate

The FtpDataCollector Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the Ingest database.

Up/down alerts are set up for the FtpDataCollector Server based on its availability metrics. The
down alert is used to notify operator of the problem and update the Data Access business process
status and trigger the control action that will automatically start the server; the up alert is used as
a recovery alert for the down alert to mark the down alert as fixed.
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Please refer to screen shots in 7.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.4.4 Order Management Business Process
This section describes the resources that are grouped within the DPL Ingest Business Process.

4.2.2.4.4.1 Order Management Resources
Hosts

e x40ml01
Custom Code

e Order Manager Server

e HEG Server

o EPD Server

e Copy Server

e EWOC

o WIST
File Systems

e Data Pool
Database

e Sybase
HSA

4.2.2.4.4.2 Order Manager Host

A Hyperic agent will be installed on each host used by Order Manager. Each host will be
configured to be monitored via Hyperic’s auto-discovery service. Once the host is selected to be
monitored there are a number of metrics that can be captured including availability, load
average, CPU usage, TCP statistics, memory usage, and swap space.
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Figure 4.2.2.4.4-1. Order Manager Host Monitor Page

4.2.2.4.4.3 Order Manager Server

The Order Manager Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-OMS-OrderManager-plugin.xml.

The metrics that will be collected for the Order Manager Server include the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.4-1. Order Manager Server Metrics (1 of 2)

Custom Metrics

Metric Name Description

RequestQueueSize The total number of requests queued in the system.

GranuleQueueSize The total number of granules queued in the system.
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Table 4.2.2.4.4-1. Order Manager Server Metrics (2 of 2)

Custom Metrics

Metric Name Description

NumOpenAlerts The total number of open alerts in the server.

NumOpeninterventions The total number of open interventions in the server.

NumSuspendedDestinations The total number of suspended destinations in the server

The average number of granules throughput per minute over the

Throughput (gran/min) last five minutes.

The average volume (in MB) throughput per minute over the last

Throughput (MB/min) five minutes.

The average number of granules throughput per minute over the

FtpPushThroughput (gran/min) last five minutes for ftp push orders.

The average volume (in MB) throughput per minute over the last

FtpPushThroughput (MB/min) five minutes for ftp push orders.

The average number of granules throughput per minute over the

FtpPullThroughput (gran/min) last five minutes for ftp pull orders.

The average volume (in MB) throughput per minute over the last

FtpPullThroughput (MB/min) five minutes for ftp pull orders.

The Order Manager server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the OMS database.

Up/down alerts are set up for the Order Manager server based on its availability metrics. The
down alert is used to notify operator of the problem and update the Order Manager business
process status and trigger the control action that will automatically start the server; the up alert is
used as a recovery alert for the down alert to mark the down alert as fixed.

Please refer to screen shots in 7.3 Polling Server for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.4.4.4 OM Destination

Om Destination monitoring is done using the built-in Hyperic group and service metrics
monitoring capability through a custom xml plug-in.

We collect the following metrics for each destination:
e Throughput (granules/minutes over the previous five minutes)

e Throughput (MB/minutes over the previous five minutes)
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http://f4iil01.hitc.com:7080/resource/common/monitor/Visibility.do?m=26971&eid=5%3A10504&mode=chartSingleMetricMultiResource�

All destinations in a mode are displayed as a group called “<MODE>_DESTINATIONS”. The
<MODE>_DESTINATIONS group can be added to the “Favorite Resources” portlet on the
Dashboard for easy access. See screen shot below:
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L& Mast Visited \j Custamize Links |j JAMIS Timecard Appli... |j ‘Wwindows Marketplace |j windows Media |j Windows

uick Control Frequency

#of Control
Actions v

Resource Hame

Most Frequent Control Action

Figure 4.2.2.4.4-2. Destination Dashboard

Click on the OPS_DESTINATIONS will bring up the providers details page which lists the list
of defined destinations in the OPS mode and the combined statistic metrics of all the
destinations. See screen shot below:
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Figure 4.2.2.4.4-3. Data Provider Group Monitor Page

To see the metrics of an individual destination, click on the destination name in the “Resources”
window on the left. See below for a screen shot of the destination detail page.
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Figure 4.2.2.4.4-4. Individual Destination Monitor Page

Below are the four major steps to set up the OM Destination for monitoring:

1. Define the destination resource through a custom plugin. The destination resource is
defined as a platform service type on the OML box. The plugin xml is named <MODE>-
OMS-Destination -plugin.xml. It defines the metrics that pertain to the resource type of
destination. Please refer to the general instruction on how to deploy a plugin in Hyperic.

2. Define the OPS_DESTINATIONS compatible (not mixed) group. The group type should
be destination_OPS. Please refer to the general instruction on how to define a compatible

group in Hyperic.
3. Configure individual destinations through Hyperic GUI. See section below for details.

Add the configured individual destination to the OPS_DESTINATIONS group. Please refer to
the general instruction on how to add a resource to a group.

Below is a detailed description on how to configure an individual destination using the Hyperic
GUIL.
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Click on the “Resource” tab at the top of the page. Select “Browse” in the drop-down menu.
Click on “Platforms” tab to list all the platforms defined in the system. Click on the platform
where OMS servers are installed (i.e. X4oml01 box) to bring up the platform detail page. See the
screen shot below for an example:

2 Mozilla Firefox

BEE

File Edit VWiew History Bookmarks Tools Help
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100.0% — Availability

Figure 4.2.2.4.4-5. Host Resource Page

On the platform detail page, click on the “Tools Menu” drop down that is located on the upper
left corner of the page, then click on “New Platform Service” in the drop down menu. See Screen
shot below:
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Figure 4.2.2.4.4-6. Add New Platform Service

This brings up the new platform service configuration page. On this page, fill in the name of the
destination and description, on the Service Type drop down menu, select “Destination_OPS”.
See screen shot below:
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Figure 4.2.2.4.4-7. Configure Individual Destination

Then click “OK”. The service detail page will pop up as a result. See below
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Figure 4.2.2.4.4-8. Individual Destination Inventory Page

Click on the link to configure its configuration properties. On the popped up page, the script
input text box should be prepopulated and does not need to be modified. In the destinationName
input text box, type in the name of the destination. Note: the destination name typed in has to
exactly match the DestinationName field defined in the OmConfigDestination table in

OMS database. See the screen shot below:
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Figure 4.2.2.4.4-9. Individual Destination Configuration Page

Click on “OK” to accept the configuration. The screen will go back to the service detail page.
That is the end of configuring an individual destination.

Once the destination is configured, the Hyperic server will be able to collect the defined metrics
by executing the script (defined in the plugin xml file) periodically which invokes a Perl script to
retrieve the requested statistic information from the Ingest database. The Perl script invokes a
stored proc named SmGetDestinationMetrics.sp which takes the destination name as input and
outputs the metrics information for that destination.

4.2.2.445 HEG Server

The HEG Server monitoring is done through an xml custom plug-in. There is one plug-in file per
mode. The plug-in file name is <MODE>-HEG-HEGServer-plugin.xml. The HEG Server
resource will be auto-discovered by Hyperic using the PTQL query defined in the xml plug-in.
The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the HEG Server based on its availability metrics. The down alert is
used to notify operator of the problem and update the Order Management business process status
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and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.4.4-10. HEGServer Configuration View
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Figure 4.2.2.4.4-11. HEGServer Monitoring

4.2.2.44.6 EPD Server

The EPD Server monitoring is done through an xml custom plug-in. There is one plug-in file per
mode. The plug-in file name is <MODE>-OMS-EPDServer-plugin.xml. The EPD Server
resource will be auto-discovered by Hyperic using the PTQL query defined in the xml plug-in.
The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the EPD Server based on its availability metrics. The down alert is
used to notify operator of the problem and update the Order Management business process status
and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.4.4-12. EPDServer Configuration View
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Figure 4.2.2.4.4-13. EPDServer Monitoring

4.2.2.4.4.7 Copy Server

The Order Manager Copy Server monitoring is done through an xml custom plug-in. There is
one plug-in file per mode. The plug-in file name is <MODE>-OMS-CopyServer-plugin.xml. The
plugin defines the server type and an operator will need to configure Hyperic to monitor the
Copy Server. Below are the steps to configure Hyperic to monitor this resource.

1. Select the platform where the Copy Server runs on. The agent on this platform will be in
charge of gathering metrics for this resource. Mouse over the ‘Resources’ tab and select

the ‘Browse’ option. Click on the ‘Platforms’ link if it isn’t highlighted and select a
platform.
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Figure 4.2.2.4.4-14. Copy Server Select Platform

2. In the platform’s detailed page, click on the ‘“Tools Menu’ button and select the ‘New
Server’ option.
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Figure 4.2.2.4.4-15. Copy Server Add New Server

3. A new server general properties page will be displayed. Fill in the name, description,
server type, and installpath. Afterward, click the ‘OK” button.

Name: OmCopyServer_OPS

Description: This service monitors the OmCopyServer in the OPS mode.

Server Type: OmCopyServer_OPS
Installpath: /usr/ecs/OPS/CUSTOM/bin/OMS/EcOmSrCopyServer.pl
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Figure 4.2.2.4.4-16. Copy Server General Properties

4. You will be taken to the server detail page, but the server has not been configured to
monitor the Copy Server yet. Click on the “Configuration Properties’ link.
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Figure 4.2.2.4.4-17. Copy Server Configuration Properties Link

5. In the configuration properties page, leave all the properties as it is and verify that the
control  program is  pointing to /tools/common/hyperic/utilities/<MODE>-
EcMsSmBaseControl (where MODE is fill in) and click the *OK” button.
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Figure 4.2.2.4.4-18. Copy Server Configuration Properties

6. The Copy Server is now configured and you can go ahead and monitor it, setup alerts,
and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.4.4-19. Copy Server Monitoring

The metrics that will be collected for the Copy Server include the standard Hyperic metrics (see
section 4.2.2.2.13: Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.4.4-2. Copy Server Metrics

Custom Metrics

Metric Name

Description

Number of Processes

The number of Copy Server instances running.

Up/down alerts are set up for the Copy Server based on its availability metrics. The down alert is
used to notify operator of the problem and update the Order Management business process status
and trigger the control action that will automatically start the server; the up alert is used as a
recovery alert for the down alert to mark the down alert as fixed.
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Please refer to the Polling Server, section 4.2.2.4.2.3for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.448 EWOC

The URL to the EWOC Apache Axis homepage is http://<hostname>:<port number>/EWOQOC/.
EWOC provides two services, OrderStatusUpdate and OrderFullfillment. The example below
will show you how to configure HTTP services via Hyperic to monitor the EWOC
OrderStatusUpdatePort and OrderFullfillmentPort wsdl.

Note: WSDL is an xml-based language which describes a web service.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting an http request and reading the responses. Mouse
over the “‘Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it
isn’t highlighted and select a platform.
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Figure 4.2.2.4.4-21. Select EWOC HTTP Service Platform
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2.
Platform Service’ option.

In the platform’s detailed page, click on the ‘Tools Menu’

button and select the ‘Add
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Figure 4.2.2.4.4-22. EWOC Add New Service

3. A new service general properties page will be displayed. Fill in the name,

and service type. Afterward, click the ‘OK” button.

Name: Monitor EWOC_OrderStatusUpdatePort OPS

Description: This service monitors EWOC OrderStatusUpdatePort wsdl.
Service Type: HTTP
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Figure 4.2.2.4.4-23. EWOC OrderStatusUpdatePort General Properties

You will be taken to the service detail page, but the service has not been configured to
monitor the EWOC OrderStatusUpdatePort wsdl yet. Click on the *‘Configuration

Properties’ link.
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Figure 4.2.2.4.4-24. EWOC OrderStatusUpdatePort Configuration Properties Link

5.

In the configuration properties page fill in the hostname, port, path, and method fields.
When finish click the ‘OK” button. Here’s an example configuration of the EWOC
OrderStatusUpdatePort wsdl in the EDF.

hostname: f4eil01.hitc.com

port: 22500

sotimeout: 10

path: /EWOC/services/OrderStatusUpdatePort?wsdl
method: GET
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Figure 4.2.2.4.4-25. EWOC OrderStatusUpdatePort Configuration Properties Page

6. The EWOC OrderStatusUpdatePort HTTP service is now configured and you can go
ahead and monitor it, setup alerts, and change the monitoring interval of the metrics it

gathers.
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Figure 4.2.2.4.4-26. EWOC OrderStatusUpdatePort Monitoring

Perform steps 1 — 6 to configure Hyperic to monitor the OrderFullfillmentPort wsdl. The
image below shows an example of the configuration in EDF.
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Figure 4.2.2.4.4-27. EWOC OrderFullfillmentPort Configuration Properties Page

422449 WIST
See section 4.2.2.5, ECHO WIST.

4.2.2.4.4.10 DataPool File System
See section 4.2.2.4.2.9, DataPool File System.

4.2.2.4.4.11 Sybase
See section 4.2.2.3.1, Configuring Sybase.

4.2.2.4.4.12 HSA

A Hyperic agent will not be installed on the HSA host, thus it is not possible to directly monitor
the HSA service. Instead, Hyperic will be configured to ping the HSA host to ensure it is
available. The following steps describe how to configure Hyperic to monitor the HSA host using
the InetAddress Ping service.
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1. Select a platform where you want to define your InetAddress Ping service. The agent on
this platform will ping the HSA host periodically. Mouse over the ‘Resources’ tab and
select the ‘Browse’ option. Click on the ‘Platforms’ link if it isn’t highlighted and select a
platform.
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Figure 4.2.2.4.4-28. Select HSA InetAddress Service Platform

2. In the platform’s detailed page, click on the ‘“Tools Menu’ button and select the ‘Add
Platform Service’ option.
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Figure 4.2.2.4.4-29. HSA Add New Service

3. A new service general properties page will be displayed. Fill in the name,
and service type. Afterward, click the ‘OK’ button.

Name: Monitor HSA Host
Description: This service monitors the HSA host.

Service Type: InetAddress Ping
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Figure 4.2.2.4.4-30. HSA General Properties

4. You will be taken to the service detail page, but the service has not been configured to
ping the HSA host. Click on the *Configuration Properties’ link.
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Figure 4.2.2.4.4-31. HSA Configuration Properties Link

5. In the configuration properties page fill in the hostname field. When finish click the ‘OK’
button.
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Figure 4.2.2.4.4-32. HSA Configuration Properties Page

The HSA Host InetAddress Ping service is now configured and you can go ahead and monitor it,
setup alerts, and change the monitoring interval of the metrics it gathers

4.2.2.5 ECHO Resources

This section describes how to configure Hyperic to monitor the ECHO website, WIST, ECHO
API, and the ECHO FTP site.

42251 ECHO Website

The URL to the ECHO website is http://www.echo.nasa.gov. To monitor a website, Hyperic
provides a HTTP service that can be configured to periodically submit an http request to a
specified URL. Hyperic will read the responses and determine if the website is available or not.
Below are the steps to configure Hyperic to monitor the ECHO website.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting a http request and reading the responses. Mouse
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Figure 4.2.2.5.1-1. Select ECHO HTTP Service Platform

2. In the platform’s detailed page, click on the ‘“Tools Menu’ button and select the *Add

Platform Service’ option.
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Figure 4.2.2.5.1-2. ECHO Website Add New Service

3. A new service general properties page will be displayed. Fill in the name,
and service type. Afterward, click the ‘OK’ button.

Name: ECHO Website

description,

Description: This service monitors the ECHO website.

Service Type: HTTP
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Figure 4.2.2.5.1-3. ECHO Website General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the ECHO website yet. Click on the ‘Configuration Properties’ link.
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Figure 4.2.2.5.1-4. ECHO Website Configuration Properties Link

5. In the configuration properties page fill in the following and click the ‘OK” button.

hostname: www.echo.nasa.gov
port: 80

*sotimeout: 10

path: /

method: GET

**proxy: <hostname>:<port>

*This is the amount of time in seconds Hyperic will timeout from the http request.

**|f your internal network uses a proxy to get out supply it here.
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Figure 4.2.2.5.1-5. ECHO Website Configuration Properties Page

6. The ECHO Website HTTP service is now configured and you can go ahead and monitor
it, setup alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.5.1-6. ECHO Website Monitoring

4.2.2.5.2 ECHO WIST

The URL to the ECHO WIST is https://wist.echo.nasa.gov. To monitor a website, Hyperic
provides a HTTP service that can be configured to periodically submit an http request to a

specified URL. Hyperic will read the responses and determine if the website is available or not.
Below are the steps to configure Hyperic to monitor ECHO WIST.

1. Select a platform where you want to define your HTTP service. The agent on this

platform will be in charge of submitting an http request and reading the responses. Mouse

over the “‘Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it
isn’t highlighted and select a platform.

4.2.2-229 609-EED-001, Rev. 01



’@ HO Browse Resources - Mozilla Firefox
file Edit Wiew History Bookmarks Tools  Help

@ = € X G L] htpuisriion hic.com: 7080 Resource. doeid=1: 10103

[ 18] Most visited 4 Getting Started (5] Latest Headines EMD | Raytheon | Java/JEE
4

. Loading... e

AV —T1—— el o —] 03:40 PM - Alert: f4spl01 snfs1 Up me,HQ  Sign Out  Screencasts Help
B R - 03:30 FM - Alert: fdspl01 snfs1 Down
ENTERPRISE EOITION
Dashboard Analyze | Administration & Search
Platforms > All Platforms
Tools Menu =
Search: ‘ Keywords ‘ ‘ A1l Platform Types 2l Groups ‘v1| [Cunavaitabte [lownedbyta Match: Cany @a
Platforms (9) | Servers (116) | Services (3517) | Compatible Groups Clusters {2) | Mixed Groups (15) | Applications (0}
| chartview || ListView
Fl Platform & Platform Type Description Availability
COEEE  fabis.hite.com Linux Red Hat Enterprise Linux & [~]
OomR Linx Redl Hat Enterpriss Linux S @
OJnme Linux Red Hat Enterprise Linux 5 @
OomR Linx Resl Hat Enterpriss Linux S
Onme Linusx Red Hat Enterprise Linux 5
COAEE  fdon Linix Red Hat Enterpriss Linux 5
COEWE  fasplot Linux Red Hat Enterprise Linux 5
CJOWE  fawgléthite.com Linux Red Hat Enterprise Linux 4
COEEE  fawgio2.hite.com Linux Feu Hat Enterprise Linux 4
Total: 9 Rems Per Page:

11/1612009 02:29 PM  Raytheon Virtual Technology Corp. 1 About HO Version 4.1.2-EE (buld #1054 - Jun 23, 2009 - Release Build) ©2004-2009 Hyperic, Inc. www.hyperic.com

Figure 4.2.2.5.2-1. Select ECHO WIST Service Platform

2. In the platform’s detailed page, click on the “Tools Menu’ button and select the *Add
Platform Service’ option.
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Figure 4.2.2.5.2-2. ECHO WIST Add New Service

3. A new service general properties page will be displayed. Fill in the name, description,
and service type. Afterward, click the ‘OK’ button.

Name: ECHO WIST
Description: This service monitors ECHO WIST.
Service Type: HTTP
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Figure 4.2.2.5.2-3. ECHO WIST General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor ECHO WIST yet. Click on the *Configuration Properties’ link.
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Figure 4.2.2.5.2-4. ECHO WIST Configuration Properties Link

In the configuration properties page fill in the following and click the *OK” button.
ssl: check the checkbox

hostname: wist.echo.nasa.gov

port: 443

*sotimeout: 10

path: /

method: GET

follow: check the checkbox

**proxy: <hostname>:<port>

*This is the amount of time in seconds Hyperic will timeout from the http request.
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Figure 4.2.2.5.2-5. ECHO WIST Configuration Properties Page

6. The ECHO WIST HTTP service is now configured and you can go ahead and monitor it,
setup alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.5.2-6. ECHO WIST Monitoring

4.2.2.5.3 ECHO API

The URL to the ECHO API is http://api.echo.nasa.gov/echo/apis.ntml. To monitor the API site,
Hyperic provides a HTTP service that can be configured to periodically submit an http request to
a specified URL. Hyperic will read the responses and determine if the site is available or not.
Below are the steps to configure Hyperic to monitor the ECHO API.

1. Select a platform where you want to define your HTTP service. The agent on this
platform will be in charge of submitting an http request and reading the responses. Mouse

over the “Resources’ tab and select the ‘Browse’ option. Click on the ‘Platforms’ link if it
isn’t highlighted and select a platform.
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Figure 4.2.2.5.3-1. Select ECHO WIST Service Platform

2. In the platform’s detailed page, click on the “Tools Menu’ button and select the *Add
Platform Service’ option.
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Figure 4.2.2.5.3-2. ECHO WIST Add New Service

3. A new service general properties page will be displayed. Fill in the name, description,
and service type. Afterward, click the ‘OK’ button.

Name: ECHO API
Description: This service monitors ECHO API.

Service Type: HTTP
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Figure 4.2.2.5.3-3. ECHO API General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the ECHO API yet. Click on the ‘Configuration Properties’ link.
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Figure 4.2.2.5.3-4. ECHO API Configuration Properties Link

5. In the configuration properties page fill in the following and click the ‘OK’ button.

hostname: api.echo.nasa.gov

port: 80

*sotimeout: 60

path: /echo/apis.html
method: GET

**proxy: <hostname>:<port>

*This is the amount of time in seconds Hyperic will timeout from the http request.

**|f your internal network uses a proxy to get out supply it here.
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Figure 4.2.2.5.3-5. ECHO API Configuration Properties Page

6. The ECHO API HTTP service is now configured and you can go ahead and monitor it,
setup alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.5.3-6. ECHO API Monitoring

4.2.2.5.4 ECHOFTP

Hyperic provides a FTP service that can be configured to periodically log into an ftp site to see
whether it is up or down. This approach will be taken to monitor the ECHO FTP site. Below are
the steps to configure Hyperic to perform this task.

1. Select a platform where you want to define your FTP service. The agent on this platform
will be in charge of logging into the ftp site. Mouse over the ‘Resources’ tab and select
the ‘Browse’ option. Click on the ‘Platforms’ link if it isn’t highlighted and select a
platform.
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Figure 4.2.2.5.4-1. Select ECHO FTP Service Platform

2. In the platform’s detailed page, click on the ‘Tools Menu’ button and select the ‘Add
Platform Service’ option.
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Figure 4.2.2.5.4-2. ECHO FTP Add New Service

3. A new service general properties page will be displayed. Fill in the name, description,
and service type. Afterward, click the ‘OK” button.

Name: ECHO FTP Site

Description: This monitors the ECHO FTP site.
Service Type: FTP
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Figure 4.2.2.5.4-3. ECHO FTP General Properties

4. You will be taken to the service detail page, but the service has not been configured to
monitor the ECHO FTP yet. Click on the ‘Configuration Properties’ link.
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Figure 4.2.2.5.4-4. ECHO FTP Configuration Properties Link

5. In the configuration properties page fill in the following (below is an example
configuration from Riverdale PVC) and click the *OK’ button.

hostname: pOfwi09.pvc.ecs.nasa.gov
port: 21

*sotimeout: 20

user: pvc_ts2@ingest-test.echo.nasa.gov
pass: <password>

*This is the amount of time in seconds Hyperic will timeout from the ftp request.
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Figure 4.2.2.5.4-5. ECHO FTP Configuration Properties Page

6. The ECHO FTP service is now configured and you can go ahead and monitor it, setup
alerts, and change the monitoring interval of the metrics it gathers.
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Figure 4.2.2.5.4-6. ECHO FTP Monitoring

4.2.2.6 Other Custom Resources

This section describes configure and/or monitor EEB custom resources via Hyperic that are not
covered in the previous section.

4.2.2.6.1 BMGT Monitor Server

The BMGT Monitor Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-BMGT-Monitor-plugin.xml. The
BMGT Monitor Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in.

The metrics that will be collected for the BMGT Monitor Server include the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).
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Table 4.2.2.6.1-1. BMGT Custom Metrics

Custom Metrics

Metric Name Description
PercentincVerComplete The percent that Incremental Verification is complete.
NumNewPackages The total number of new packages.

NumExportedPackages The total number of exported packages.

NumPkgGenFailed The total number of packages that failed Package Generation.
NumPrdtGenFailed The total number of packages that failed Product Generation.
NumRetransmit The total number of packages that are being retransmitted.

Up/down alerts are set up for the BMGT Monitor Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.1-1. BMGT Monitor Server Configuration View
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Figure 4.2.2.6.1-2. BMGT Monitor Server Monitoring

4.2.2.6.2 BMGT Generator Server

The BMGT Generator Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-BMGT-Generator-plugin.xml. The
BMGT Generator Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the BMGT Generator Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.2-1. BMGT Generator Server Configuration View
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Figure 4.2.2.6.2-2. BMGT Generator Server Monitoring

4.2.2.6.3 BMGT Packager Server

The BMGT Packager Server monitoring is done through an xml custom plug-in. There is one
plug-in file per mode. The plug-in file name is <MODE>-BMGT-Packager-plugin.xml. The
BMGT Packager Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the BMGT Packager Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.3-1. BMGT Packager Server Configuration View
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Figure 4.2.2.6.3-2. BMGT Packager Server Monitoring

4.2.2.6.4 BMGT Export Server

The BMGT Export Server monitoring is done through an xml custom plug-in. There is one plug-
in file per mode. The plug-in file name is <MODE>-BMGT-ExportServer-plugin.xml. The
BMGT Export Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in as well
as the custom metric shown below.

Table 4.2.2.6.4-1. BMGT Export Server Metrics
Custom Metrics

Metric Name Description

ReexportQueueSize The current size of the Re-export Queue
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Up/down alerts are set up for the BMGT Export Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.4-1. BMGT Export Server Configuration View
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Figure 4.2.2.6.4-2. BMGT Export Server Monitoring

4.2.2.6.5 Custom Code Utilities

Custom utilities are monitored through a custom service xml plug-in. See the attached appendix
for the custom utilities xml plug-in file of OPS mode.

We collect the following metrics for each custom utility:

Numlinstances

Cpu Usage

Memory Size

Resident Memory Size
LongestRunningPid

LongestRunningTime
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The custom utility plug-in is defined as a service within hyperic. Operator should add the custom
utility plug-in to the host platform where the utility is installed, i.e. where it would run. This is

done by clicking the “New Platform Service” menu under the “Tools Menu” of the platform
detail page. See screen shot below:
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Figure 4.2.2.6.5-1. Add a New Platform Service

On the new platform service configuration page, select the custom utility service for the mode

and type in the name and description, then click “OK?” to create the platform service. See screen
shot below:
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Figure 4.2.2.6.5-2. Create cleanup granules utility monitor service

Click the highlighted “Configuration Properties” link on the ensuing page (See screen shot
below) to finish the configuration of the custom utility.
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Figure 4.2.2.6.5-3. Link to Configuration Properties

On the Configuration Properties page, type in the defined utility name into the UtilityName input
box, e.g. “CLEANUP_GRANULES” for the Cleanup Granules utility. Then click “OK”. See

screen shot below:
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Figure 4.2.2.6.5-4. Configuration Properties Page for Cleanup Granules Utility

Below is the list of defined custom utility names:
"GRANULE_DELETE" Granule delete utility
"QA_UPDATE” QA update utility
"RESTORE_OLA" Restore OnlineArchive from tape utility
"RESTORE_TAPE" Restore tape from OnlineArchive utility
"MOVE_COLLECTION"  Move collection utility
"DPCV" DataPool checksum verification utility
"ACVU" Archive checksum verification utility
"CLEANUP_GRANULES" Cleanup granules utility
"CLEANUP_FILES" Cleanup files utility
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"INVENTORY_VALIDATION" Inventory validation utility

Wait for a few minutes, the metrics info will show up on the custom utility monitor page. See

screen shot below:
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Figure 4.2.2.6.5-5. Cleanup Granules Utility Metrics

The integral part of the LongestRunningPid metric is the PID of the longest running instance of
the utility. The maximum value is collected when there are multiple instances of the utility
running. When there is no instance running, the metrics are set to 0. In operation environment,
there should be at most one instance running for all utilities except DPCV.

42.2.6.6 Email GW Server

The Email GW Server monitoring is done through an xml custom plug-in. There is one plug-in
file per mode. The plug-in file name is <MODE>-DPL- EcDIINnEmailGWServer-plugin.xml. The
Email GW Server resource will be auto-discovered by Hyperic using the PTQL query defined in
the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.
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Up/down alerts are set up for the Email GW Server based on its availability metrics. The down
alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.
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Figure 4.2.2.6.6-1. Email GW Server Configuration View
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Figure 4.2.2.6.6-2. Email GW Server Monitoring

4.2.2.6.7 Action Driver Server

The Action Driver Server monitoring is done through an xml custom plug-in. There is one plug-
in file per mode. The plug-in file name is <MODE>-DPL-ActionDriver-plugin.xml.

The metrics that will be collected for the Action Driver Server includes the standard Hyperic
metrics (see section 4.2.2.2.13, Standard Plugin Metrics) and custom metrics (see below).

Table 4.2.2.6.7-1. Action Driver Server Metrics (1 of 2)

Custom Metrics

Metric Name Description

DPL Insert Queue Size The total number of granules waiting to be inserted.

Number of Granules in

‘Pending’ State The total number of granules in the PENDING state.

4.2.2-263 609-EED-001, Rev. 01




Table 4.2.2.6.7-1. Action Driver Server Metrics (2 of 2)

Custom Metrics

Metric Name

Description

Number of Granules in
'Validated' State

The total number of granules in the VALIDATED state.

Number of Granules in
'Copied' State

The total number of granules in the COPIED state.

Number of Granules in
'Checksummed' State

The total number of granules in the CHECKSUMMED state.

Number of Granules in
'‘Extracted' State

The total number of granules in the EXTRACTED state.

Number of Failed Inserts

The total number of failed DPL Inserts.

Number of Recent Failed
Inserts

The total number of recently failed DPL inserts. The total is a count of failed
inserts from the current time to a calculated end time. This end time is
dependent on a configurable interval.

Number of Completed
Inserts

The total number of completed DPL inserts.

Number of Recent
Completed Inserts

The total number of recently completed DPL inserts. The total is a count of
completed inserts from the current time to a calculated end time. This end
time is dependent on a configurable interval.

Number of Available DPL
File System

The numbers of available DPL file systems.

Number of Unavailable
DPL File System

The numbers of unavailable DPL file systems.

Number of Active
Checksum Service

The numbers of active checksum service host.

Number of Disabled
Checksum Service

The numbers of disabled checksum service host.

Number of Suspended
Checksum Service

The numbers of suspended checksum service host.

Number of Active Copy
Service

The numbers of active copy service host.

Number of Disabled Copy
Service

The numbers of disabled copy service host.

Number of Suspended
Copy Service

The numbers of suspended copy service host.

The Action Driver Server resource will be auto-discovered by Hyperic using the PTQL query
defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in and the
custom metrics will be collected through the SQL plug-in by querying the DPL database.
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Figure 4.2.2.6.7-1. Action Driver Server Configuration View
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Figure 4.2.2.6.7-2. Action Driver Server Monitoring

The data collected for the ‘Number of Recent Failed Inserts’ and the ‘Number of Recent
Completed Inserts’ metrics are configurable. To configure this value go to the Action Driver
server detail page and click on the ‘Inventory’ (see Figure 233). In the configuration properties
section, click the edit button and modify the hours field. This field is used to calculate the end
time (current time minus the configured hours). Using this end time, the agent will get a count of
failed and completed inserts from the current time to the end date.
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Figure 4.2.2.6.7-3. Action Driver Configure Metric Interval

Up/down alerts are set up for the Action Driver Server based on its availability metrics. The
down alert is used to notify operator of the problem and trigger the control action that will
automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.2.13 for details on the control actions and alerts
configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

4.2.2.6.8 Checksum Verification Server

The Checksum Verification Server monitoring is done through an xml custom plug-in. There is
one plug-in file per mode. The plug-in file name is <MODE>-DPL-ChecksumServer-plugin.xml.
The Checksum Verification Server resource will be auto-discovered by Hyperic using the PTQL
query defined in the xml plug-in. The standard metrics will be collected by the SIGAR plug-in.

Up/down alerts are set up for the Checksum Verification Server based on its availability metrics.
The down alert is used to notify operator of the problem and trigger the control action that will

4.2.2-267 609-EED-001, Rev. 01



automatically start the server; the up alert is used as a recovery alert for the down alert to mark
the down alert as fixed.

Please refer to the Polling Server, section 4.2.2.4.2.3 for details on the control actions and alerts

configurations. The configuration process is basically identical except the resource type, control
action, script names and alert names are changed accordingly.

~ |
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Done

Figure 4.2.2.6.8-1. Checksum Verification Server Configuration View
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Figure 4.2.2.6.8-2. Checksum Verification Server Monitoring

4.2.2.6.9 Subscription Servers

Monitoring Spatial Subscription Server Drivers work by configuring the designated server on the
xxoml01 platform. The 4 different servers are the Action Driver, Event Subscription Driver,
Delete Request Driver, and the Recovery Driver. The Action, Subscribed Event, and Delete
Request Drivers have their respective metrics monitoring the amount of work each has left to do.
All 4 servers have the following metrics: Availability, Cpu Usage, Memory Size, Number of
Processes, and Resident Memory Size. To configure an SSS Driver, perform the following
steps.

1. Choose the xxoml01 platform to create the SSS Driver.

2. Drill down to the platform using the Resources->Browse on the Hyperic GUI. The
screen should look like the following.
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Figure 4.2.2.6.9-1. Host Resource Page

3. From this screen choose from the Tools Menu (upper left) the New Server link.
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Done

Figure 4.2.2.6.9-2. Add New Platform Server

4. The following screen appears. Fill in the following
name: Choose a name such as SSS Action Driver DEV01
description: Choose a description such as “SSS Action Driver for DEVO1 mode”

server type: From the drop down menu choose the SSS Driver for the mode you
are working in ie: SSSActionDriver_DEV01

install path: For the install path just use the base directory “/” without the quotes.
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#Server Type: | S5s5ActionDriver_DEVD ﬂ| Host Platform: f4oml01 hitc.com

*Install Path: inAoMSEchbActionDriver ksh

Enter the full path of the directory where the server sofhware is installed.

Done

Figure 4.2.2.6.9-3. Configuration Screen

5. Click “OK” button.

6. The next screen allows for the configuration of the SSS Driver. Hit the Edit button
in the Configuration Properties section or click on Configuration Properties on the
yellow pane
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Figure 4.2.2.6.9-4. SSS Action Driver Inventory Page

7. You should not need to fill in anything here.
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Figure 4.2.2.6.9-5. ssh Configuration Page

8. Click “OK” button.

9. After a few minutes, the SSS Driver Server monitor page should appear similar to
the following page.
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Figure 4.2.2.6.9-6. SSS Driver Configured Monitor Page

10. Repeat steps 1-9 for the rest of the SSS Drivers. You would need to run through
this 4 times, Once for each of the following SSS Drivers SSSAction Driver, SSS
Subscribed Event Driver, SSS Delete Request Driver, SSS Recover Driver.

11. If you want to configure the default number of drivers that start for the SSS start
scripts, you can modify each of the driver’s respective .CFG files located under
lusr/ecs/<MODE>/CUSTOM/cfg directory on the x4oml01 box. The configuration
parameter is called DEFAULT_NUM_DRIVERS.

4.2.2.7 Server Control

4227.1 Overview

Server Control is designed for the user to be able to start or stop certain modes, servers, or
resources. It can be done in two ways, namely through the GUI or through the command line.
The sections below briefly describe how that can be achieved.

4.2.2-275 609-EED-001, Rev. 01



4.2.2.7.2 Server Control Command Line Tool

The Server Control Command Line utility will provide the user the ability to start and stop
custom code servers via web service calls to custom services running on the Hyperic server. The
result of these calls will be to disable or enable the alert definition which is mapped to the
availability metric associated with the server being stopped or started. The associated servers
start or stop script will then be executed by Hyperic via a Hyperic agent resulting in the server
being stopped or started.

The Server Control Command Line utility provides a menu driven ability to start or stop servers
by mode, by mode and host, or by individual server. The utility also allows for these options to
be passed in via the command line.

4.2.2.7.2.1 Server Control Command Line Tool Usage
Starting a mode via the menu:

JHypericControlCommandLine
Action:

1)Start Mode

2)Stop Mode

3)Start Servers by Mode/Host
4)Stop Servers by Mode/Host
5)Start Server

6)Stop Server

Enter:1

Action:<Start Mode> Mode:

1)OPS

2)TS1

Enter the mode:1

Processed servers running in mode OPS

Starting a mode via command line options:

IHypericControlCommandLine —~ACTION [START_MODE,STOP_MODE] -MODE <mode>

4.2.2-276 609-EED-001, Rev. 01



Starting of servers on a given host running in a given mode via the menu:

JHypericControlCommandLine

Action:

1)Start Mode

2)Stop Mode

3)Start Servers by Mode/Host
4)Stop Servers by Mode/Host
5)Start Server

6)Stop Server

Enter:3

Action:<Start Servers by Mode/Host> Mode:
1)OPS
2)TS1

Enter the mode:1

Action:<Start Servers by Mode/Host> Mode:<OPS> Host:
1)f4oml01.hitc.com

2)f4eil01.hitc.com

Enter the Host:1

Processed servers running in mode OPS on host f4oml01.hitc.com

Starting of servers on a given host running in a given mode via command line options:

JHypericControlCommandLine —ACTION [START_HOST,STOP_HOST] -MODE <mode> -
HOST <host>
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Starting of an individual server via the menu:
Action:

1)Start Mode

2)Stop Mode

3)Start Servers by Mode/Host

4)Stop Servers by Mode/Host

5)Start Server

6)Stop Server

Enter:5

Action:<Start Server> Mode:
1)OPS
2)TS1

Enter the mode:1

Action:<Start Server> Mode:<OPS> Host:
1)f4oml01.hitc.com

2)f4eil01.hitc.com

Enter the Host:2

Action:<Start Server> Mode:<OPS> Host:<f4eil01.hitc.com> Server:
1)EcDIPollingServer

2)EcDIQuickServer

Enter the Server:1

Processed server EcDIPollingServer

Starting of a server via command line options:

JHypericControlCommandLine —-ACTION [START_SERVER,STOP_SERVER] -MODE
<mode> -HOST <host> -SERVER <server>
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4.2.2.7.3 Server Control GUI

In addition to the Server Control Command Line utility a user is able to disable and enable
custom code servers through the Hyperic GUI on a new page labeled “Server Center”. The
Server Center link is located under the Analyze tab.
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ENTERPRISESE EDITION
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Control OPS Resources “Z Previous Page! Memt |
e — I select Hame State Result
Start Mocle R
r 4dpl0A.hitc.com ActionDriver_OPS
[ml 4dplon.hitc.com QuickServer_OPS i
————
Stop Mode r f4dpl01.hitc.com InHotificationService_OPS @
r 4dpl0t.hitc.com InPollingService_OPS (7]
—_— r 4dpl0t.hite.com InProcessingService_OPS @
Start Selected _
r f4dpl0t.hitc.com IngestServiceMonitor_OPS @
r 4dpl0d.hite.com ChecksumServer_OPS @
——
S‘mp Selected r f4omi01.hite.com OrderManager_OPS (7]
r f4omi01.hitc.com EPDServer_OPS (7]
Resource State Definition r f40mI01.hitc.com QuickServer_OPS @
€ - EnapLED -
7\ - DISABLED r f4omi01.hitc.com BMGTERportServer_OPS @
) - UNKMOM r f4omii4 hite.com BMGTGenerator_OPS @
r f4omi01.hite.com BMGTMonitor OPS (] [
Resource State Refresh Interval (seconds) l:l
The ServerCenter GUI has been tested for use with Firefox 3.5 and above.
You are currently using Mozilla/5.0 (Windows; U; Windows NT 5.1; en.US; n:1.9.2.8) Gecko/20100722 Firefox/3.6.8 { .NET CLR 3.5.30729)
08:31:2010 12:22 PM _ hyperic About HQ Version 4.3.0-EE (build #1443 - May 17, 2010 - Release Buic) ©32004-2010 Hyperic, Inc. www.hyperic.com

Figure 4.2.2.7.3-1. Server Center Main Screen

The server center page is divided based upon mode tabs. When a particular mode is selected the
page will only show custom code servers pertaining to the selected mode. An entire mode can be
brought down by simply clicking on the “Stop Mode” button and the mode that you are currently
viewing will be stopped intelligently (each server will be stopped in the order specified by a start
and stop precedence number). Similarly, a mode can be started by selecting the “Start Mode”
button. An individual resource that is part of that mode can be started or stopped — once the
selected resources are selected on the right side, one can either start or stop them by using the
“Start Selected” or the “Stop Selected” buttons on the left side.

Resource State

The state of a resource is dependent upon the its availability alerts. The state of a resource does
not denote the resource’s availability. There are three recognized states for a resource —
Enabled, Disabled, and Warning.
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Table 4.2.2.7.3-1. Server Center State Icon Description

State Icon State Definition Description
- At least one of the alerts pertaining to the
@ Enabled resource that has a condition for availability
is active
A ini
£ Disabled All of the alerts pertaining to the resource

that has condition for availability is inactive

There are no alerts for the specified that
Unknown contain availability as a condition thus the
state of the resource cannot be determined

Start/Stop Resource Status Feedback

When a resource is selected to be started, a control action for the resource is scheduled and
deployed to the agent on the host on which the server is running on.

Before the control action is passed to agent, a pop-up dialog is shown to confirm the operation;
Server Center lets the user choose whether to proceed the command or not.

Comtrat et C srdiguer atiom Warmingg

Vrasnene

' ~— Control Action Configuration Warning
WARNING
S Some control actions of the servers you selected are not configured

Do you want to proceed?

| PROCEED | CANCEL

Figure 4.2.2.7.3-1. Pop-up Dialog

By clicking on “Show Details”, more information will be provided:
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f4dpl01.hitc.com QuickServer OPS

Figure 4.2.2.7.3-2. Show Detail Pane

At the same time, Server Center will again make sure that all the resources Start/Stop control
actions have been set up in the configuration file. Also, Server Center checks all the agents
availabilities before any control actions are executed by the user.

E Control action for resource "f4dpid1.hitc.com ActionDriver_OPS” is not set.

Server Contar Control action for resource "f4dpi01.hitc.com QuickServer_OPS™ is not setl.
 — f4¢i01.hitc.com ECOIEmaIGYVServer_OPS does not exist within inventory

j_ Platform: isomid1.hitc.com does not exist. Unabie to ressive “ikomi01.hitc.com

EL R Sov SO P S g ] o (RN

Cortrod OF S Revources T Pvesens tage ! e
{ Soalioce ) e - i
e o
L)
L)
) ©
L)
s .
L
Bevoud w0 Lt Defrwion U
Poes p
o L)
=) -

Bannarie Liste Aeteuh e e anen)

Figure 4.2.2.7.3-3. Red Error Pane
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The agent then executes the control action which will invoke a start or stop script. The agent will
send the Hyperic server a status report on the issued control action. This status is relayed to the
GUI in the “result” column of the resources table. A green loading bar will appear for resources
that have been issued a start command and the process has not yet completed. Similarly, a red
loading bar will appear for resources that have been issued a stop command the process has not
yet completed. Upon completion of any action the status of the control action will be printed in
the result column pertaining to the resource.
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Figure 4.2.2.7.3-4. Server Control Status Feedback Example

4.2.2.7.4 Server Control Configuration

The Server Control Command line utility and GUI will have a configuration file that has the
following parameters, HOST, PORT, USER, ENCRYPTED_PWD along with an xml file that
contains information about a DAACSs holding. The delivered xml file will be preconfigured for
each DAAC. DAACs may add to this xml if they want to control their DUE’s.

Example Configuration File:
<?xml version="1.0" encoding="UTF-8"?>
<HypericControl xsi:noNamespaceSchemalocation="HypericControl2.xsd" xmlIns:xsi="h

ttp://www.w3.0rg/2001/XMLSchema-instance™>
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<DAAC Name="PVC">
<MODE Enabled="true" Name="0PS">
<Host Name="f4oml01.hitc.com">
<Server Enabled="true" Name="EcOmOrderManager">
<StartScript>EcOmOrderManagerStart</StartScript>
<StartNumber>0</StartNumber>
<StopScript>EcOmMOrderManagerStop</StopScript>
<StopNumber>0</StopNumber>
</Server>
<Server Enabled="true" Name="EcDIQuickServer">
<StartScript>EcDIQuickServerStart</StartScript>
<StartNumber>0</StartNumber>
<StopScript>EcDIQuickServerStop</StopScript>
<StopNumber>0</StopNumber>
</Server>
</Host>
<Host Name="f4eil01.hitc.com">
<Server Enabled="true" Name="EcDlIInPollingService">
<StartScript>EcDIInPollingServiceStart</StartScript>
<StartNumber>0</StartNumber>
<StopScript>EcDIInPollingServiceStop</StopScript>
<StopNumber>0</StopNumber>
</Server>
<Server Enabled="true" Name="EcDIQuickServer">
<StartScript> EcDIQuickServerStart</StartScript>
<StartNumber>0</StartNumber>
<StopScript> EcDIQuickServerStop</StopScript>

<StopNumber>0</StopNumber>

4.2.2-283

609-EED-001, Rev. 01



</Server>
</Host>
</MODE>
</DAAC>
</HypericControl>

Note: The Enabled attribute is meant to give the ability to disable the controlling of the resource
or mode while preserving the information for possible later use. The StartNumber and
StopNumber are used to determine the order of starting and stopping of servers. Having
StartNumber/StopNumber values being the same will result in those servers being logically
started/stopped together.

4.2.2.8 Configuration Verification

42.28.1 Overview

Configuration verification checks the Hyperic inventory configuration against a baseline and
reports any discrepancies. The configuration verification is filtered by mode. The baseline to
validate the specified mode configuration is defined through the xml file. DAACs are able to
customize the xml file to define requirements for resource monitoring, alerts, and control actions.

XML Filename: <Mode>_<Configuration Category>_ Config_Verification.xml

XML File Location (x4iil01 host): /usr/ecs/OPS/COT S/hyperic/cfg

4.2.2.8.2 Configuration Verification Page

The page displays configuration categories (Ex: Monitoring Defaults, COTS, CustomServers,
DataProviders, OmDestinations, DUES) filtered by mode. There is an option to display all
configured resources or just those with configuration issues. Configuration verification is
conducted against the specified mode baseline (defined in the customizable xml file).

The configuration category status displays the overall health of a configuration category. A green
check symbol indicates the category has been fully verified and there are no existing issues. A
red “x” symbol indicates that issues exist within the configuration category. A user is able to
drill-down on each category to determine the exact issues that may result in a failed verification
or to view the members of the category. An example of the drill-down capability is shown in
figure 256.
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MonitoringDefaults: &
COTS: @
CustomServers: @
DataProviders: @
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Figure 4.2.2.8.2-1. Configuration Category Status
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Figure 4.2.2.8.2-2. Configuration Category Drill Down

Verify Mode Configuration
Step 1: Under the Analyze tab select “EEB Configuration Verification”
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Figure 4.2.2.8.2-3. Verify Mode

Step 2: Select the mode to verify and choose the “Verify Configuration” option

4.2.2.8.3 Create Default Availability Alerts Command Line Utility

The Create default availability utility creates default availability alerts. This utility uses the
information in the Configuration Verification XML files to create type based avalability alerts
for all resources mentioned in those XML files. This should help in configuring hyperic and save
some time manually configuring availability alerts for each individual resource. One limitation is
that control actions cannot be configured this way so they would need to be entered manually via
the GUI.

The usage for this utility is as follows:
EcMsSmCreateDefaultAlerts.pl [-delete] [-skipbackup]

Parameters:
-delete - optional parameter to delete previously created Availability alerts
-skipbackup - optional parameter to skip creating a backfup file

The -delete flag is optional and will delete previously created resource based availability alerts
for the resources mentioned in the Configuration Verification XML files. The —skipbackup flag
is also optional and will skip creating an XML backup of all previous alerts.

The utility needs a user created configuration file located at and called ~/.hg/client.properties.
This file will have the following info
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host=localhost

port=7443

secure=true

user=<hyperic GUI admin ie. hgadmin>
password=<password>

This utility is located under “/tools/common/hyperic/hgapi/hgapil-3.1/bin”. The utility should be
run by the “hyperic” user on the x4iil01 box.

4.2.2.3 Outputs

None

4.2.2.4 Event and Error Messages
None

4.2.2.5 Reports

None
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