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Abstract

This document describes the human-machine interface (HMI) characteristics of the tools
(computer software configuration items) used by the ECS operations staff.

Keywords: Computer Software Configuration Items (CSCI), GUI, Interface, Operations,
Release 8.0, Screens, Software and Tools
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1. Introduction

1.1 Identification

The Release 8.0 Operations Tools Manual, Contract Data Requirements List (CDRL) item 23,
whose requirements are specified in Data Item Description (DID) EED-EDP-23, is a required
deliverable under contract NNGO9HPOOC.

1.2 Purpose

This document describes the human-machine interface (HMI) characteristics of the tools
(configuration items) used by the ECS operations staff when performing the following functions:

e computer systems administration

e system monitoring

e configuration management

e security and accountability

e science software integration and testing
e science data ingest

e user services activities

e common services activities.

This document provides background information that is the basis for the Release 8.0 Operations
Procedures for the EED Contract (DID 611). The 609 document is intended to (1) familiarize
the ECS operators with their tools, (2) be used as a reference for all ECS operational tasks, and
(3) be used as an aid during training of ECS operations staff.

1.3 Scope

This document applies to Release 8.0, and not to any subsequent releases of the ECS. This
document is limited to (1) a detailed description of customized operator tools, (2) a brief
description of Commercial Off-the-Shelf (COTS) software used by operations and references to
the applicable vendor manuals, and (3) a detailed description of customized COTS software.
This document points to DID 611 for all operational procedures or to individual COTS manuals
for detailed COTS instructions. This document is intended for use by operators, maintainers,
and external users of the ECS system during the period in which Release 8.0 is operational.
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1.4 Status and Schedule

This submittal of this document meets the milestone specified in the CDRL of NASA contract
NNG10HPO02C.

1.5 Organization

This document is organized to describe the tools used by ECS operations staff and external users
during operation of Release 8.0.

Section 1.0 provides information regarding the identification, scope, purpose, status, and
organization of this document.

Section 2.0 provides a listing of related documents, which were used as source information for
this document. The section also identifies the documentation provided for each Release 8.0
software component.

Section 3.0 provides a brief overview of the Release 8.0 ECS objectives and capabilities.

Section 4.0 provides a detailed description of Release 8.0 ECS operational tools. It is organized
by operation function and provides the following types of information: tools overview, required
operating environment, CSCI function, operator commands, system messages, reports, and
outputs.

The Glossary section contains terms used in this document.

The Abbreviations and Acronyms section contains an alphabetical list of the abbreviations and
acronyms used in Release 8.0.
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2. Related Documentation

2.1 Parent Documents

The parent document is the document from which the scope and content of this Release 8.0
Operations Tools Manual has been derived.

423-CDRD-001

Statement of Work for EED Contract

Contract Data Requirements Document for EED Task 02 ECS SDPS
Maintenance

2.2 Applicable Documents

The following documents, referenced within this Release 8.0 Operations Tools Manual, are
directly applicable or contain policies or other directive matters binding upon the content of this

volume.

110-EED-001
305-EED-001
311-EED-001

311-EED-002

311-EED-003

311-EED-004

311-EED-005

611-EED-001
625-EED-001

625-EED-002

625-EED-003

Configuration Management Plan for the EED Contract
Release 8.0 Segment/Design Specifications for the EED Contract

Release 8.0 INGEST (INS) Design and Database Schema
Specifications

Release 8.0 Order Manager (OMS) Database Design and Database
Scheme Specifications

Release 8.0 Spatial Subscription Server (SSS) Database Design and
Database Schema Specifications

Release 8.0 Data Pool (DPL) Database Design and Database Schema
Specifications

Release 8.0 Archive Inventory Management (AIM) Database Design
and Database Schema Specifications

Release 8.0 Mission Operation Procedures for the ECS Project

Release 8.0 Training Material for the EED Project Volume 1: Course
Outline

Release 8.0 Training Material for the EED Project Volume 2:
Problem Management

Release 8.0 Training Material for the EED Project Volume 3: Data
Pool Ingest
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http://edhs1.gsfc.nasa.gov:8001/edhs1.gsfc.nasa.gov/QuickSearch/HTML/1364/1=edhs1.hitc.com%3A210;2=/software/multimedia/WebServer/wais-sources/QuickSearch;3=0%200%20/software/multimedia/WebServer/waisdata/rel7/html/625emd002.html;4=edhs1.hitc.c

625-EED-004 Release 8.0 Training Material for the EED Project Volume 4: Data

Distribution

625-EED-005 Release 8.0 Training Material for the EED Project Volume 5: Archive
Processing

920-TDx-017 Linux Platform UNIX Kernel Configuration Parameters

2.3 Information Documents

The following documents are referenced herein, and amplify or clarify the information presented
in this document. These documents are not binding on the content of the Release 8.0 Operations
Tools Manual.

C/C++ Language Reference Manuasl
ClearCase Administrator’s Manual, Unix Edition Release

Data Production Sofware and Science Computing Facility (SCF) Standards and Guidelines, Rev
A, October 1996, 423-16-01, GSFC, Greenbelt, MD

Expert Analyzer Output File Format

FDDI Overview and Guide to Troubleshooting
IDL Reference Guide, Interactive Data Language
IDL User’s Guide, Interactive Data Language
Introduction to Mozilla

Microsoft Excel User’s Guide

Microsoft Word User’s Guide

MIPSpro Fortran 77 Language Reference Manual
NetWorker Administrator’s Guide 7.x

NetWorker User’s Guide 7.x

NASA/ESDIS Standards

Sybase product documentation may be found at the following site:

http://infocenter.sybase.com/help/index.jsp?topic=/com.sybase.dc36273 1251/html/sprocs/title.h
tm&toc=/com.sybase.help.ase 12.5.1/toc.xml
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3. Release 8.0 Overview

3.1 Release 8.0 Objectives

Release 8.0 is a maintenance release of the Earth Observing System (EOS) Data and Information
System (EOSDIS) Core System (ECS).

Objectives of the release included: 1) modify BMGT to generate its metadata products
conforming to the ECHO 10 Schema 2) provide a new capability to allow users to download QA
and PH granules from the Data Pool via WIST and the Data Pool Web interface, and to request
the distribution of QA, PH and Browse granules that are associated with ordered science
granules; 3) provide new Data Pool WebAccess Metrics Capability. Page Tagging metrics are
stored at EMS. and 4) delivery of Category 2 NCR fixes.

3.1.1 Release 8.0 Capabilities

ECS capabilities are developed in terms of formal releases. Release 8.0, which is controlled by
Configuration Management, provides capabilities to support the ingest and archive of raw data
obtained from EOS mission spacecraft, including Terra (AM-1), Aqua (PM-1), Aura,
ACRIMSAT, and ICESAT. Other capabilities provided by Release 8.0 include processing the
data obtained, distributing raw or processed data as requested, quality assurance of processed
data, supporting communication networks, and systems monitoring via interfaces with the ECS
operations staff.

Release 8.0 includes the following unique capabilities and modifications:
e FTP Pooling Service

This capability allows ECS components to reuse FTP connections rather than create a new
connection for every file transfer operation. The capability was initially delivered as a patch to
the 7.23 release and DPL Ingest was modified to make use of the service. The benefit is reduced
overhead in file transfers and reduced load on remote FTP servers. For Release 8.0 OMS and
BMGT were modified to take advantage of the new service. An additional benefit is that instead
of maintaining three FTP libraries for the three subsystems, there is only one library to maintain.

e IceBridge support

In addition to the metadata generation support provided on IceBridge Task 5, ECS has been
modified for Release 8.0 to handle several new IceBridge specific requirements. IceBridge data
is collected by aircraft and has different characteristics than the satellite data that has been
archived in ECS. ECS components have been modified to support spatial coverages with
exclusion zones, provide a capability to store and search for data based on flight campaign, and
support multiple browse formats including JPEG and PDF. As a result of these changes to ECS,
support for new IceBridge datasets can be provided more rapidly. It also positions ECS to be a
good solution for the archival and distribution of flight data in future missions.
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e System Monitoring

Enhancements were delivered with Release 8.0 to automate the creation of alerts that applied to
all of the DAACs. Further enhancements were made to track configuration file changes, monitor
SQS connectivity, monitor the MySQL database, enhance the server control and business
processing monitoring pages, and automatically verify all configuration mode by mode. These
changes allow the DAAC operators to more effectively monitor ECS while saving a considerable
amount of configuration time.

e BMGT operator GUI improvements

Enhancements included providing an auto-refresh feature, an alerting mechanism for incorrect
collection configuration, and a way to configure the maximum number of packages to display.
These improvements allow DAAC operators to more effectively monitor the BMGT system.

e EMS enhancements

Changes were made to the ECS system to provide more detailed information on QA, PH, and
metadata file accesses.

e MSS to OMS database consolidation

Prior to release 8.0, order information was tracked in both the MSS and OMS databases. By
migrating all of the relevant order information from MSS to OMS, the Order Manager system
has been simplified significantly. In addition there is one less database to be maintained by
DAAC database administrators and some database space that can be recovered.

e AIM/DPL inventory reconciliation improvements

In preparation for the next SDPS release (8.1) in which redundancy in the AIM and Data Pool
databases will be reconciled, a new utility has been created and several existing utilities have
been modified to identify and repair any discrepancies in the AIM and Data Pool inventory. The
new AIM/DPL Checksum Comparer keeps track of any checksum discrepancies between the two
databases and automatically determines the correct way to reconcile the discrepancy. Ingest has
been modified to ensure all files have a checksum created if the provider does not provide one.
The archive checksum verification utility, and Data Pool checksum server have been modified to
allow an operator to change the checksum type. The inventory validation utility has been
modified to track discrepancies in file information between Data Pool and AIM. All of these
enhancements will allow the DAACs to ensure the integrity of their archives as well as meet the
prerequisites to the 8.1 transition well ahead of time.

Other enhancements include a new option to repair only XML files rather than restoring all of
the files for a granule, and the ability to disposition Order Manager requests in bulk. These
changes resulted in simplifying operations at the DAACs. In addition EWOC has been modified
to use the ECHO 10 API which will allow ECHO to retire the ECHO 9 API.
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4. Description of the ECS Operational Tools

The HMI characteristics description of the software tools that the ECS operator uses to perform
routine ECS operations is listed by the following major functional areas:

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8

Computer Systems Administration

System Monitoring

Configuration Management

Security and Accountability

Science Software Integration and Test (SSI&T)
ECS Data Ingest

User Services Tools

Common Services Tools

When using this document, the reader should note the following:

The screens/GUIs presented in this section are samples and often do not reflect the actual
window contents seen by the DAAC operator, as dependencies changes based on
hardware configuration, actual server names, directories, etc.

Basic UNIX, network and application configurations, and utilities are not explicitly
addressed in this document

Launching tools from a command line interface is avoided, as much as possible, to give
operations management the ability to control:

(@) access to the UNIX command line and shell; and
(b) reduce the use of the Xterm (except for programs other than Motif programs).

For information on the required operating environment, this document references the
ECS Baseline Information System (EBIS) web page and URL
http://pete.edf.rvl.us.ray.com/baseline/index.html in several sections. This web page was
constructed for the desired information in the EED Baseline, therefore the reader is
otherwise referred to the DAAC library for hard copies of the desired COTS documents.
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NOTE: The sample GUI screen images provided in the tools description in this document are
best viewed on a computer terminal. The computer terminal will provide color and resolution
that will best convey the actual screen design and usage. This will allow the user to view and
enlarge screen images to enhance viewing of various fields, if they are unreadable. A hard copy
of a screen image can lose most, and sometimes, all of its color and/or resolution during
transition from terminal to printer to Xerox machine - causing the image quality to degenerate to
the point of totally distortion.
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4.1 Computer Systems Administration

This section describes the computer system administration tools used by DAAC operators:

1. EMC NetWorker
2. StorNext Storage Manager
3. Interactive Structured Query Language (ISQL)
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41.1 EMC NetWorker

EMC’s NetWorker is a set of three components: Administration, Backup, and Recovery - used
by system administrators to back up the entire system, with the exception of DBMS files (see
Section 4.1.3, “ISQL,” for details on backup of DBMS files). The basic configuration is to have
a NetWorker Server with a backup device (i.e., Jukeboxes or virtual tape library) networked to a
number of clients that represent the subsystem hosts. EMC NetWorker version 7.5.1 Spl is
being installed in ECS with Redhat 5.

NetWorker performs the site-wide system backups. It provides a suite of integrated tools for
backup and recovery, archive and retrieval, and hierarchical storage management. The product
supports multi-platform networks, contains a GUI with on-line help, and supports concurrent
devices for parallel backup and recovery using up to 16 storage devices. Authorized users can
perform both scheduled and ad-hoc backups, recoveries and other data management services.
NetWorker software consists of two components: a client portion, which runs on the systems to
be backed up, and a server portion, which is the system to which the backup devices are
connected. The client portion sends the data to be backed up to the server portion, which then
writes the data out to disk.

EMC NetWorker is used to perform the operator functions listed in Table 4.1.1-1.

Table 4.1.1-1. Common ECS Operator Functions Performed with
EMC NetWorker

Operating GUI
Function

Description When and Why to Use

Manage, configure,

NetWorker

Allows monitoring of server

To start NetWorker (NW)

and monitor Administrator | status, devices, sessions, tasks and monitor server
NetWorker GUI messages, and pending activity

displays
Monitor and NetWorker e Group backup To back up client files

schedule backup

Administrator
GUI

e Scheduled backup
e Incremental backup

Recovering backed
up files

NetWorker
Administrator
GUI

Retrieves files that have
been backed up

To recover backed up client
files

41.11

Quick Start Using NetWorker

This section presents an orientation of NetWorker. For more information, see the NetWorker
User’s Guide, and the NetWorker Administrator’s Guide, Using NetWorker Windows and

Menus.
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4.1.1.1.1 Invoking NetWorker from Browser Window

The NetWorker Administrator tool is used to manage and configure the NetWorker environment.
To execute NetWorker Administrator from the browser window prompt you must be logged onto
either the Navisphere workstation or the EMC Networker server machine. Launch a browser
window and enter the IP address of the backup server followed by :9000 in the URL address
field. Login as administrator and launch the Networker application.

(ie. http://XXX.XXX.XXX.XX:<port #>)

The NetWorker Recover tool is used to recover files on client machines. To execute NetWorker
Recover from the command line prompt use:

nwrecover <-s server_name> &

Note: The optional <-s server_name> is used only in NetWorker environments that have
multiple NetWorker servers.

4.1.1.2 NetWorker Main Screen

Figure 4.1.1-1 shows the NetWorker Administration’s screen. For more information on the
NetWorker Administrator, see the NetWorker Administrator’s Guide.

pednsii 0 per ecs nasa gow - Hetworkes A dininiseatos

& i B @

File  Edn Miew  Corigurnion  Windoew  Hels

@
S oo 0 pra 0 0 et e
el Archisn Raguaciz

J# S

Figure 4.1.1-1. NetWorker Administrator’s Screen
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41.1.3 Required Operating Environment

For all COTS packages, appropriate information on operating environments, tunable parameters,
environment variables, and a list of vendor documentation can be found in a CM controlled
document for each product. To find the documentation for EMC Networker, refer to the Release
Notes posted on the EMD Baseline Information System web page at your local site.

4114 Databases

The $Installed_dir/nsr/index directory maintains a database of files that have been backed up and
the availability of the backup such as tape number and whether it is online or on a volume of
tapes that has been migrated. This information is in a proprietary format that can only be read
using the NetWorker Recover (nwrecover) tool.

4115 Special Constraints
None
41.1.6 Outputs

NetWorker provides the capability to print and save contents of a window as a way to maintain
records of NetWorker activities and configurations. For more information, see Chapter 3, Using
NetWorker Windows and Menus, NetWorker Administrator’s Guide.

4.1.1.7 Event and Error Messages
See Appendix A, Notes and Troubleshooting Tips, NetWorker Administrator’s Guide.

4.1.1.8 Reports

None
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4.1.2 StorNext Storage Manager

StorNext Storage Manager (SNSM) is a hierarchical storage management (HSM) system for
managing data on multiple storage tiers consisting of disk and tape resources. At the hardware
and system level, SNSM is on Linux servers and SAN attached disk storage managed by SNSM.

The purpose of SNSM in the ECS is to provide an easy-to-use interface for large data archives.
In terms of hardware, the archive hosts in the ECS architecture are Hewlett-Packard (HP) DL570
servers running Red Hat Linux. These two HP archive servers are configured within a High
Availability (HA) architecture to maximize the uptime of the ECS archive at each DAAC.

The StorNext system spans multiple hosts within the ECS configuration at each DAAC.
Although, only the HP archive SNSM servers can access the tape libraries; all hosts within the
Fibre Channel (FC) Storage Area Network (SAN) can read and write to the filesystems. These
non-archive hosts are referred to as StorNext clients, whereas the archive hosts are referred to as
StorNext servers or MetaData Controllers (MDC). StorNext clients are dependent on the
StorNext Servers. For example client machines can be shutdown and restarted at anytime without
an effect on the StorNext servers or other StorNext clients, but when the StorNext servers are
down all clients’ StorNext filesystems will be non-functional.

The StorNext client/server system functions across the SAN using a private Ethernet network to
pass MetaData tokens between the clients and the server. Simplified, this process can be
described as a client asking for a file over the Ethernet and the server response telling the client
where on the SAN the file segments are located. Therefore any problems with this private
Ethernet network will cause a systemic problem to StorNext.

The type of library used in ECS is the Quantum Scalar Series, using LTO 4 fibre channel tape
drives. The tape drives are connected to the Storage Area Network (SAN) through a storage
networking blade in the library.

The Quantum Scalar i500 is used at the National Snow and Ice Data Center (NSIDC) and the
ECS Development Facility (EDF). The Quantum Scalar 12000 is used in the Performance
Verification Center (PVC). The Quantum Scalar i6000 is used at Land Processing Data Center
(LP DAAC) and Atmospheric Science Data Center (ASDC).

41.2.1 Quick Start Using StorNext

This section provides an introductory look at SNSM GUIs. For more information about
StorNext, refer to the StorNext 3.1.4 User’s Guide.

StorNext documentation is located via the following URL:

http://www.quantum.com/ServiceandSupport/SoftwareandDocumentationDownlo
ads/SNMS/Index.aspx#Documentation
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4.1.2.1.1 Starting the StorNext GUI

The StorNext Servers can be completely controlled via the set of GUI interfaces, although like
most products once you get familiar with the command line interface (CLI) versions of the
commands you may find them more convenient. The StorNext GUI is Web based, and can be
accessed by any Web enabled machines with the proper Java libraries. The StorNext Servers will

always have the prerequisites installed to run the StorNext GUI.

Bring up a Web browser and enter the name of the StorNext server using port 81, e.g.
p4smvaa:81. The result will be the StorNext login window although multiple accounts can be
created within StorNext, only the admin account has full control of the archive. E
username (admin) and password in the spaces provided. The primary StorNext GUI will be
displayed. From this GUI each filesystem is displayed, indicating on colored bars the filesystem
percent capacity and, for managed filesystems only, the low and high watermark locations. All

libraries are listed as well as each tape drive and the volume currently mounted.

nter the

The primary StorNext GUI has three modes Home, SNFS, & SNSM. Select the required mode
with the buttons, so named, on the left side of the primary StorNext GUI. The Home mode is

shown below in Figure 4.1.2-1.
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Figure 4.1.2-1. StorNext Home Mode Screen
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4.1.2.1.2 Starting and Stopping StorNext

StorNext is normally started at boot and shutdown when the system is shutdown. StorNext can
also be started and stopped from the command line. These commands are applicable to both
StorNext Servers and StorNext Clients

To start StorNext from the command line prompt use: (as superuser or root)
# service cvfs start

To stop StorNext, type:
# service cvfs stop

The StorNext Start/Stop GUI is accessible by selecting the StorNext Server button in the lower
right hand corner of the primary StorNext GUI.  From this GUI window StorNext Storage
Manager can be shutdown separately from the StorNext Filesystem, as well as controlling
StorNext startup at boot time. The Start/Stop screen is shown in Figure 4.1.2-2.

2 Start/Stop StorNext - Micrasoft Internet Explorer g@@

Start/Stop StorNext

This will stop or start the Storhlext software.
Quantum. If your file system is in a warning state one ar mare of your file
systems are not mounted or started

Select an action:
O stat  © Stop

Select the applications:
L] An Applications

[] StorMext File System (started)
INTELLIGENT
sssssss StorNext Storage Manager (started)

Automatically start Storiext at boot time?
O Enable () Disable

StorNext

]| Next b | | % cancel |

Figure 4.1.2-2. Start/Stop StorNext Screen

41.2.1.3 StorNext Policies

A StorNext Policy controls the media type, drive pool, and file migration & truncation features.
Bring up the StorNext Policy window by selecting the SNMS mode on the primary StorNext
GUI, select the Admin tab, and then Policy Classes from the pull down. Here you can add a new
policy class or modify an existing class. Never use the delete option. The Modify Policy Class
window is shown below in Figure 4.1.2-3 as an example policy class.
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<23 Modify Policy Class - Microsoft Internet Explorer provided by Raytheon

Quantum. Modify Parameters for "dev038_drp1_01"

Standard Options

File Copy 1 LTO = fs_FOdrivepool |+
[ File Copy 2 — hedia Types — % || — Drive Pool — v
File Copy 3 — Media Types — % || — Drive Pool — %
File Copy 4 — Media Types — % | — Drive Fool — »
File Age Before Migration & Minutes File Age Before Truncation |3 Days

Advanced Options

Truncate File Inmediately After Store

Max Inactive Versions 10

Drive Pool to Use fe_FOdrivepoal

Checksum Generation " Checksum Validation a

Stub Files | Stub File Size KB
Minimum Set Store Size MB v Maximum File Store Age Hours
Soft Limits 2 Hard Limits 4

Auto Store
Mame Run Days Starnt Time Start Window

| Add || Delete |

[] Enable Disk-To-Disk
Affinity From Affinity To w

@j Change Parameters '13 Local inkranet

Figure 4.1.2-3. Modify Policy Class Screen

4.1.2.1.4 StorNext Relations

Policy classes can be related to one or more directories (a relation point) and all files in that
directory and sub-directories are governed by the policy class. A relation is the linking of a
policy class and a directory. A policy class can have more than one relation point but a relation
point can only have one policy class. Bring up the StorNext Relation window shown in
Figure 4.1.2-4 by selecting the SNMS mode on the primary StorNext GUI, select the Admin tab,
and then Relations from the pull down. On this GUI select the policy class to which a relation
point is to be added and select the Add button. This will display the Add Relationship GUI shown
in Figure 4.1.2-5.
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| StorNext SNMS Page - Microsoft Internet Explorer provided by Raytheon
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SNSM the directory.
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Figure 4.1.2-4. StorNext Relation Screen
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‘2 Add Directory/Class Relation - Microsoft Internet Explorer provi... Q|§|E|

Quantum. Add Relationship for "dev08_drp1_01"

Enter Directory
Jstornesxtisnts1/TS1 sk

Browse Directories
Browse

| ¢ Apply | | X Cancel |

@ Add DirectoryPolicy Class Relation ‘-_g Local inkranet

Figure 4.1.2-5. Add Relationships GUI Screen

41.2.1.5 StorNext Watermarks

StorNext filesystem watermarks control the filesystems truncation policy. Truncation is the
process in which a file that is both on disk and on tape, has the on disk version removed. The
header of a truncated file remains, whereas an Is —| command on a file and a truncated file will
return the same results, an Is —s command will return a value of zero for a truncated file. The
high watermark on a filesystem is the threshold at which truncation begins, and the low
watermark is the threshold at which truncation stops. Bring up the water mark parameters by
selecting the SNMS mode on the primary StorNext GUI, select the Admin tab, and then Water
Mark Parameters from the pull down. The StorNext Water Mark Parameter window will be
displayed as shown in Figure 4.1.2-6.
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Figure 4.1.2-6. StorNext Water Mark Parameter Screen

41.2.2

StorNext Reports

StorNext reports provide information as to the holdings and use of the StorNext filesystems.
Various reports are available including; backups, drives, files, media, policy classes, relations,
etc. Generate reports from the SNMS mode on the primary StorNext GUI, select Reports, and
then select the desired report type. A fictional example of a Policy Class Information Report is

shown below in Figure 4.1.2-7.
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<23 Policy Class Information Report - Microsoft Internet Explorer provided by Raytheon
T
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Figure 4.1.2-7. Policy Class Information Report Screen

4.1.2.3 StorNext Logging
The StorNext system is composed of many subsystem components producing multiple log files,

which are displayed in Table 4.1.2-1.
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Table 4.1.2-1.

StorNext Subsystem Component

Subsystem Acronym Log File Location
Tertiary Storage Manager | TSM /usr/adic/TSM/logs/tac/tac_00
Media Storage Manager | MSM /usr/adic/MSM/logs/tac/tac_00
Data Storage Manager DSM /usr/adic/DSM/data/<fsname>/log/cviog
Apache N/A /usr/adic/apache/logs/error_log
Apache N/A /usr/adic/apache/logs/access.log
Apache N/A /usr/adic/apache/logs/httpd.pid
Linter Database N/A /usr/adic/database/db/linter.out
Trash Can Manager TCM /usr/adic/TCM/logs/tac/tac_00
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4.1.3 I1SQL

ISQL is a stand-alone structured query language (SQL) command parser utility provided with
the Sybase SQL Server. It is available on all platforms that Sybase is available. ISQL is
executed directly from the operating system level and is used to interact with a SQL server and
the databases on a SQL server. It allows for the interactive issuance and execution of Sybase
Transact-SQL statements and sending the Transact-SQL commands to the SQL Server,
formatting the results and printing them on the standard output.

ISQL is used to perform the operator functions listed in Table 4.1.3-1.

Table 4.1.3-1. Common ECS Operator Functions Performed with ISQL (1 of 4)

Operating Command/Script Description When and Why to Use
Function
Monitor Refer to Sybase Online There are various Database and user
database documentation at database management activity is monitored to
and user sybooks.sybase.com for activities performed in manage and control
activity the Overview of System Sybase ASE Server to various day-to-day
Administration in the keep the databases operations of the
Sybase ASE System running for day-to-day Distributed Active Archive
Administration Guide operations Center (DAAC) and to
prevent or resolve any
unforeseen problems
Provide and ¢ Refer to Sybase Online e Create user accounts, | e It may be necessary to
control users' documentation at set account default provide access to
database sybooks.sybase.com for databases and other individual users or
access Managing Adaptive account configurable groups of users on a

Server Logins and
Database Users in the
Sybase ASE System
Administration Guide

¢ Refer to Sybase Online
documentation at
sybooks.sybase.com for
Managing User
Permissions in the
Sybase ASE System
Administration Guide

items

e Grant proper
permissions to user
accounts

temporary, permanent,
or on-demand basis

e Access to data at the
DAAC should be
controlled so it is not
accidentally deleted,
modified, or obtained
without permission
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Table 4.1.3-1. Common ECS Operator Functions Performed with ISQL (2 of 4)

Operating Command/Script Description When and Why to Use
Function

Grant roles Refer to Sybase Online Roles and user accounts | e Proper database

and assign documentation at are necessary to provide management roles such

various sybooks.sybase.com for access and security to as SSO (System

privileges on | Managing User databases under Security Officer), SA

database Permissions - Granting Sybase ASE Server (System Administrator),

objects and Revoking roles in the OPER (Operator) are

Sybase ASE System essential to the proper
Administration Guide management of the
databases at DAACs
¢ Providing the proper

level of privileges to
each user of the
databases prevents any
accidental or
unforeseen mishaps
with the data (data
integrity is also
maintained)

Monitor, ¢ Refer to Sybase Online e All databases running ¢ Resources for storage

control, and documentation at under Sybase ASE and manipulation of

manage the sybooks.sybase.com for Server are physically data are always at a

use of disk the System stored on various premium

space, Administration for devices and require e Proper management of

memory and Beginners (Allocating various amounts of these resources is

connections

Physical Resources) in
the Sybase ASE System
Administration Guide

¢ Refer to Sybase Online
documentation at
sybooks.sybase.com for
Checking Database
Consistency in the
Sybase ASE System
Administration Guide

memory based on the
usage of data

e These resources have
to be properly
monitored

essential in reducing
errors, database
crashes and unwanted
downtime
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Table 4.1.3-1.

Common ECS Operator Functions Performed with ISQL (3 of 4)

Operating Command/Script Description When and Why to Use
Function
Backup and ¢ Refer to Sybase Online | Backup of databases ¢ Most Database
restore documentation at provides for quick Administrators perform
databases sybooks.sybase.com for | recovery and a daily backup of all
Developing a Backup maintenance of data their databases and
and Recovery Plan in the | integrity perform recovery
Sybase ASE System operations when a
Administration Guide database crashes and
« Refer to Sybase Online is unrecoverable by
documentation at other recovery methods
sybooks.sybase.com for e Proper backup and
Backing up and recovery plans allow for
Restoring user full, quick recovery and
databases, in the zero loss of data
Sybase ASE System « Regular backup of data,
Administration Guide is essential in reducing
¢ Refer to Sybase Online downtime in case of a
documentation at database crash
sybooks.sybase.com for
Backing up and
Restoring the system
databases in the Sybase
ASE System
Administration Guide
Diagnose ¢ Refer to Sybase Online ¢ Diagnosing problems ¢ Anytime the ASE server
system documentation at with the operation of is not performing
problems sybooks.sybase.com for ASE Serveris a according to

Diagnosing System
Problems in the Sybase
System ASE
Administration Guide

Also see the Sybase
ASE Server

regular part of
database
administration tasks
¢ ISQL isused as a
command line tool for
interfacing with the

expectation or any
database on SQL
Server has crashed, the
problem(s) must be
diagnosed by checking
current SQL Server

Troubleshooting and ASE Server status information
Error Messages Guide ¢ All problems must be
properly resolved for
successful operation of
SQL Server
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Table 4.1.3-1. Common ECS Operator Functions Performed with ISQL (4 of 4)

Operating Command/Script Description When and Why to Use
Function
Performance | Performance and Tuning A continuous operations | The ASE Server is fine-
and Tuning Guide (all volumes) and administration tuned whenever storage
Guide activity can involve any or data requirements

of the above listed
operating functions to
make sure the ASE
Server makes best use
of its resources and to
gain maximum
performance from the
ASE Server

have changed, number of
users have changed, new
databases are added or
existing databases are
deleted, any SQL Server
settings are modified, or
any external environment
changes have occurred
which can impact the
ASE Server

In addition, the DAAC user community can use 1ISQL to:

e request data from various databases by issuing Transact-SQL statements
e insert, update, or delete data from various databases by issuing Transact-SQL statements
e change their passwords

4.1.3.1 Quick Start Using ISQL

This section presents an orientation of ISQL.

Other online manuals that the operator can find useful are:

e Sybase ASE System Administration Guide -ASE Server administration issues

e Configuration Guide Adaptive Server Enterprise for Linux -operating-system specific
system administration tasks

e Open Client DB-Library/C Reference Manual -man pages and code samples for the SQL
Server interface library, Open Client DB-Library

e Sybase Installation Guide Adaptive Server Enterpise for Linux -installation procedures
for ASE Server

e ASE Server Reference Manual (all volumes) (commands and system procedures)

e Sybase ASE Server Troubleshooting: Error Messages Advanced Resolutions

Further documentation support for Sybase’s ISQL can be found at the Sybase home page at:
http://sybooks.sybase.com/

41311

Invoking ISQL from the Command Line Interface

To execute ISQL from the command line prompt use:

isql

For detailed instructions on how to invoke ISQL refer to Sybase Online documentation for Using
the ISQL Utility documentation in the Adaptive Server Enterprise Utility Guide.
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4.1.3.2 ISQL Main Screen
There is no ISQL GUI. The ISQL uses a command line interface for operator communications.

4.1.3.3 Required Operating Environment

The utility program I1SQL is invoked directly from the Linux operating system via the command
line. If open client is automounted then ISQL can be invoked from any machine.

4.1.3.3.1 Interfaces and Data Types

ASE Server requires an interface file to map logical server names to physical network
information about those servers. The interface file includes server name, network address, and
the port number on which the server listens for queries.

4.1.3.4 Databases

For more information on Sybase ASE Server databases, refer to the SYBASE online
documentation for the System Administration Guide.

4.1.3.5 Special Constraints
None

4.1.3.6 Outputs
Output from the ISQL consists of database updates or additions to the databases referenced in
Section 4.1.3.4, and error and event messages referenced in Section 4.1.3.7.

ISQL does not provide formatting options for the output, but the -n option eliminates 1SQL
prompts, while -e includes each command issued to ISQL in the output. Other tools can then be
used to reformat the output. For further information on formatting ISQL output, refer to the
Adaptive Server Enterprise Utility Guide.

4.1.3.7 Event and Error Messages

Sybase ASE Server issues both status and error messages from the ASE Server and ISQL
formats them to the designated output. For details on setting output options for ISQL refer to the
Adaptive Server Enterprise Utility Guide.

For more information on error messages, their cause and corrective actions, refer to the online
Troubleshooting and Error Messages Guide.

4.1.3.8 Reports

None
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4.2 System Monitoring

This section describes the system monitoring tools used by DAAC operators:

1. Big Brother Monitoring Software
2. Hyperic System Architecture Overview
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4.2.1 Big Brother - Better Than Free Edition

Big Brother - Better Than Free Edition (BTF) is a network monitoring and notification COTS
application. DAAC network administrators use it to monitor network devices and the services on
those devices and to get feedback on their network’s performance. Big Brother BTF provides the
following capabilities:

Display - Big Brother displays status information as web pages or WML pages for
WAP-enabled devices. These web pages have the systems monitored along the left hand
side of the page, the tests for each system across the top of the page. This results in a
matrix of color coded dots on screen. Green is normal, red indicates an alarm condition.
In addition, the background color of the status pages is always the color of the most
serious condition of any element being monitored at that time.

Architecture - Big Brother uses a client-server architecture combined with methods
which both push and pull data. Network testing is done by polling all monitored services
from a single machine, and reporting these results to a central location (the
BBDISPLAY). If you want local system information, you can install a BB client on the
local machine, which will send CPU, process, disk space, and logfile status reports in
periodically. Each report is time stamped with an expiration date (like milk). This lets us
know when a report is no longer valid, which is usually an indication of a more serious
problem.

Protocol - Big Brother sends all status reports from client to server over port 1984. What
other port would Big Brother use? The IANA has assigned Big Brother this port, and the
BB protocol itself is open. Limited support for SNMP trap handling is supported using
third-party plugins.

Platforms- The Big Brother servers and BBNET functions run on Unix/Linux, with a
scaled-down version for NT/Win2K is also available. Client software is available for
Unix/Linux, NT/Win2K/Win2003 while user contributed clients for Netware, Mac OS 9,
VMS, AS/400 and VM/ESA at http://www.deadcat.net.

Network tests - Big Brother includes support for testing ftp, http, https, smtp, pop3, dns,
telnet, imap, nntp, and ssh servers. Support for additional tests is easily added.

Local Tests - If you choose to install a BB client on a local machine, it will monitor disk
space, CPU usage, messages, and can check that important processes are up and running.

Notification - Big Brother has a sophisticated notification. You can notify based on
time-of-day, machine, or the test that failed. In addition there is support for an initial
delay before paging (useful to cut down on late night false alarms), page-only-every
defined amount of time, paging groups, acknowledgement, and escalation. Built in
support for e-mail paging, alphanumeric paging via Qpage or Sendpage, or numeric and
SMS pages.
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e History & Reporting - Big Brother supports reporting, which will allow you to determine
whether Service Level Agreements are being met. In addition, Big Brother provides
access to historical status information so you can see what the problem was at any given
time.

e Plug-ins & Extensions - Big Brother supports plug-ins that can be written in any
language. In addition, there is a worldwide support community that has contributed
hundreds of plug-ins to monitor everything from Oracle Databases to CPU temperature
on Solaris machines (http://www.deadcat.net).

e Flexibility - Big Brother is very flexible. Warning and alarm levels are all easily
redefinable. The Web Display can be easily customized. We have hooks into other
products, like MRTG for bandwidth monitoring. Since you have the source code, you can
easily figure out what Big Brother is doing, and change it to suit your needs.

e Community

e One of the best things about Big Brother is the community that has sprung up around it.
Over 2000 Brothers on the various mailing list provide quick and friendly support and
commentary.

The EMD Big Brother BTF Release Notes (914-TDA-337) provides one way of configuring Big
Brother. Details of the configuration described in the release notes and other ways are provided
in the documentation shipped in the Release Notes and media of Big Brother. The common Big
Brother functions used by the DAAC network administrators are listed in Table 4.2.1-1.

Table 4.2.1-1. Common ECS Operator Functions Performed with Big Brother

Operating GUI Description When and why to Use
Function
View network View icon color and Icon color indicate the To verify that all network
devices/services | on web GUI; view status of network devices | devices and services on
status quick status dialog and services. the devices are
box. operational. To ascertain

network devices and
services that are not
operating properly.

View network Logs and Report A set of reports that can To obtain status
devices/services | menus on GUI be viewed, printed, and/or | information about
performance its content transmitted to a | monitored devices and
data file. services.

42.1.1 Quick Start using Big Brother

Big Brother is a Web-based COTS application used to monitor network devices and services on
the EMD Production LANs. Big Brother capabilities are executed through the use of Big
Brother GUIs.
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Invoking Big Brother

To view the Big Brother display GUI, the operator connects to the Big Brother server’s URL in
an HTML browser such as Firefox, Internet Explorer, or Netscape.
hostname of the management server of the local site. For instance, at LPDAAC, the URL would

be http://edmsl10.edch.ecs.nasa.qgov/bb.

42.1.2

Big Brother Main Screen

The URL will be the

The main screen shown in Figure 4.2.1-1 shows an example of the main Big Brother page. The
main page is a matrix of host and monitored services. There is a toolbar at the top and bottom of

the screen.

%3 red : Big Brother - Status @ Fri Jul 13 10:22:56 EDT 2007 - Mozilla Firefox

Ble Edit Wiew Hstory BEREAnEEM Tools Helb

B Getting Started

o Latest Headlines 5. Slashdat: Mews fior n...

i ] http:fflocalhost: 081 /bbfbb. html

w CNM.com - Breaking ...

|| ved: Big Brother - Status @ Fri Ju... [j | | | vellow : Big Brother - Status @ Fri Jul ...

big brother

U E @

Done

bbé.pvc.ecs.nasa.gov *

Legacy EMD

p2ass01.pvc.ecs.nasa.gov
p2ins02.pvc.ecs.nasa.gov
pOcss02.pvc.ecs.nasa.gov
p2dms01.pvc.ecs.nasa.gov
pOins02.pvc.ecs.nasa.gov
pOais0l.pvc.ecs.nasa.gov
pOacg05.pvc.ecs.nasa.gov
p2acs06.pvc.ecs.nasa.gov
p0dig06.pvc.ecs.nasa.gov
p0drg01.pvc.ecs.nasa.gov
p0drg04.pvc.ecs.nasa.gov
pOicg0l.pvc.ecs.nasa.gov
p0fwi09.pvc.ecs.nasa.gov
pOisp0l.pvc.ecs.nasa.gov
pOmss07.pvc.ecs.nasa.gov

& [/ @ now Partly Cloudy, 65°F -~ 3,

| B |G-

+ Wweather.com - local ...  The Register: ScifTec...

Fri Jul 13 10:22:56 EDT 2007

Fri: 76* F & p Sat: 50° F

“ Ty | Sum:7S°F L0l | Mo 85°F s

« ibr bladecenter news. ..

last update

Figure 4.2.1-1. Big Brother Main Page
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http://e4msl10.edcb.ecs.nasa.gov/

42.1.2.1 Menu Toolbar

The Big Brother Server Display web page has a “Toolbar” at the upper left portion of the main
page and sub-pages. This toolbar (Figure 4.2.1-2) has four icons which are explained below in
detail.

big brother

XN NGO

Figure 4.2.1-2. Big Brother Toolbar

sl Notification/Page Acknowledgement — Clicking on this icon navigates to a page where
administrators enter acknowledgment of events to pause notification alerts.

"
Condensed View — Clicking on this icon toggles the main page view from “full” list of
hosts and services to a “condensed” view of hosts and services. The condensed view displays
only hosts and services that are displaying warnings or error conditions.

Availability Report — Clicking on this icon provides access to the availability reports,
where an operator or administrator can investigate availability for a customized time-frame.

3
Help — Clicking on this icon will display a menu of help topics.

4.2.1.2.2 Indications of a Device or Service Problem

Big Brother automatically provides notification of device and service problems on devices. A
device’s service icons remain green if the device and its services are responding to the Big
Brother polls and the service is not impaired. If a device is down, or its service impaired beyond
preset thresholds, the color of this device’s service changes from green or yellow to red animated
starburst shape as shown earlier in Figure 4.2.1-1. Table 4.2.1-2 explains the color codes an
operator can further drill down to find details of the condition that caused the impairment or
outage, specifically in the case of a service impairment where a level such as CPU, or disk space
crossed a predefined threshold. Figure 4.2.1-3 shows the Error Detail Page.
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Table 4.2.1-2. Color Codes by Order of Severity

Code Description

a Red — Critical Problem

& Purple - No report - No report from this client in the last 30 minutes. The client may have
died.

& Yellow - Attention - The reporting system has crossed a threshold you should know about.

] Green - OK — Status of host or service is normal.
Clear - Unavailable -The associated test has been turned off, or does not apply. A
common example is connectivity on disconnected dialup lines.

& Blue - Disabled - Notification for this test has been disabled. Used when performing
maintenance.

r Acked - A current event has been acknowledged by one or many recipients. The

L

acknowledgement is valid until the longest delay has expired

4.2.1-5 609-EED-001




%3 red : Big Brother - disk status for pOacg05.pvc.ecs.nasa.gov (198.118.220.57) @ Fri Jul 13 10:24:19 2007 - Mozilla Firefox
File W= ‘iew History Bookmarks Tools  Help

LE} L http:/flocalhost: 8081 /bb/html/placgls. pye. ecs.nasa. gav . disk.hkml | |G|v

’ Getting Starked [y Latest Headlines [y Slashdok: Mews For n... Gy CNN.com - Breaking ... Ly weather.com - local ... 5 The Reagister: ScifTec... | Gy ibm bladecenter news...

| red : Big Brother - disk status for ... L4 | || vellow : Big Brother - Status @ Fri Jul ...

big brother last update
Lk Q = @ Fri Jul 13 10:24:19 2007

p0acg05.pvc.ecs.nasa.gov - disk

red Fri Jul 13 10:24:19 EDT 2007 - Disk on p0acg05,pvc,ecs,nasa,gov at PANIC level

o attention trouble noreport  :unavailable offline

Dione

‘@) o o Mow: Partly Cloudy, 65° F “ | Fri:7ESF —'_‘I'? Sat: B0°F -~y | Sum: 75°F <8 | Maon: 85° F

Figure 4.2.1-3. Big Brother Error Detail Page

4.2.1.2.3 Big Brother Reports

Big Brother logs changes in the network devices’ status and its monitored services. From the
logged data, Big Brother can create availability reports as shown in Figures 4.2.1-4 and 4.2.1-5
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Big Brother Availability Report

2007 v RO Jun ~ | 30 ~ | 2007 « | Display only critical events v

Generate Report

Figure 4.2.1-4. Big Brother Availability Report Definition

L5 ] Bip Brother Report: Availability Report - Mozilla Firefox
File Edit Wiew History Bookmarks Tools Help
- & u;:‘. L http:fflocalhost: 8081 /bb/rep/rep-11257 html | b |G|'
Getting Starke Latest Headlines Slashdok: Mews Far n... MM, com - Breaking ... weather.com - local .. The Register: ScifTec. .. ibm bladecenter news. ..
] d By di w Slashd f i ki s h lacal » Th | ' ibm blad
|| Big Brother Report: Availability R... .3 | | | red : Big Brother - Status @ Fri Jul 13 ..,
L, o Bl sy pe . e
big brothes availability report
~ e
- H @® Jan 1 2007 - Jun 30 2007

bbé.pvc.ecs.nasa.gov = 9999 =

Legacy EMD

p2ass0l.pvc.ecs.nasa.gov 998l = - = =
p2ins02.pvc.ecs.nasa.gov 9982 ® - 99.69 98.21
pOcss02.pvc.ecs.nasa.gov  99.97 98.87 - 99.24
p2dms0l.pvc.ecs.nasa.gov 9995 = - =
pOins02.pvc.ecs.nasa.gov = - =
pOais01.pvc.ecs.nasa.gov - =
pOacg05.pvc.ecs.nasa.gov

p2acs06.pvc.ecs.nasa.gov

p0dig06.pvc.ecs.nasa.gov

p0drg01.pvc.ecs.nasa.gov

p0drg04.pvc.ecs.nasa.gov

pOicg0l.pvc.ecs.nasa.gov

pOfwi09.pvc.ecs.nasa.gov

pOisp01.pvc.ecs.nasa.gov

pOmss07.pvc.ecs.nasa.gov

Done @, ] “ Now: Partly Cloudy, 68° F | Frit7&°F :5; Sat:80°F -~ n | Sum: 75°F O | Mon:85°F

Figure 4.2.1-5. Big Brother Availability Report
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The Reports menu in the top toolbar provides access to the different types of reports and the
variations of the reports. Refer to the Reports chapter of the Big Brother User’s Guide for
explanations of these reports and the instructions for creating and adding new reports to the Big
Brother reports menus.

4213 Required Operating Environment

The required operating environment is provided in the Big Brother BTF Release Notes posted on
the EMD Baseline Information System’s web pages at your local site.

4.2.1.3.1 Interface and Data Type

For host ping (is the host active on the network or not), Big Brother uses ICMP (Internet Control
Message Protocol) ping. For other service status collection from Big Brother client agents,
service availability data is sent to the server via port 1984. In addition, Big Brother server can be
configured to retrieve information from each client’s SNMP agent via standard SNMP protocol
ports: 161/udp for general purpose (request/response) communications, and 162/udp for trap.
4.2.1.3.2 Databases

Big Brother captures its event data in log files. These files are read only type files.

4.2.1.3.3 Special Constraints

None

4.2.1.3.4 Outputs

Outputs from Big Brother come in the form of Availability Report, Group Reports, and Device
Reports. These items can be displayed on the monitor and/or sent to the printer.

4.2.1.3.5 Event and Error Messages

Big Brother logs network and service event information in event logs. It changes the appearance
of devices’ icons on the main page to alert the operators and administrators something is not
working properly. Big Brother sends out other types of notifications to designated persons if it is
configured to do so. Refer to the Reports chapter of the Big Brother User’s Guide for detailed
information about Big Brother event and message activities.

4.2.1.3.6 Reports

Big Brother produces three types of reports: System Reports, Group Reports, and Device
Reports.
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